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AHHOTALIMSA

JaHHBIE JOKYMEHT COIEPKHT pYKOBOACTBO IO HACTPOMKE ¥ TNPHUMEHEHUIO MYJIbTHIIPOTOKOJIBHBIX
MapIIpyTU3aTOPOB M KOMMYTAaTOpOB HakeToB koMmaHud NSG. JIOKyMEHT OTHOCHTCA K Hpoxykram cepuid NPS—7e,
NSG-500, NX-300, NSG-800, ocHoBaHHEIM Ha anmapaTHoi miatdpopme Motorola MC68EN302, MC68EN360, MPC
855T/860 u GazoBoM mporpamMmmHoM obecneyennn NSG. PykoBojcTBa mo mpuMeHEHHIO JIpyrux npoxykroB NSG, a
TaKKe aJbTepPHATUBHOI Bepcuu nporpamMHoro odecnedenust NSG Linux, copepkarcst B OTACNBHBIX JOKYMEHTAX.

ﬂaHHOG PYKOBOJACTBO COCTOUT M3 CICAYIONIUX PA3JCIIOB!:

YacTs 1. BeeneHue B apXuTekTypy MapipyTu3atopoB NSG
Yacts 2. ObmiecucreMHasi KOHQHUIYpaus

Yacts 3. HacTpoiika ¢pu3ndeckux coequHeHNH

Yacts 4. IP-mapupyTuzanus

Yacts 5. [Ipmnoxenns u cayxOs1 [P

Yacts 6. Ciryx06561 Frame Relay u mpo3paunas mepenada Tpagpuka
Yacts 7. KommyTanus u ciyx0b1 X.25

Yacte 8. AyTeHTH(HKAIMS, aBTOPU3ALUS U CTATUCTHKA

Yacte 9. Cricok KOMaH

[Mpunoxenue A. [Ipumeps! kKoHuUrypauun

[Tpunoxxenue b. Hactpoiika acCHHXpOHHOTO TOCTyTa 1o mpoTokony PPP

IIsTas yacTh pPyKOBOACTBA IOCBSIIEHA HACTPOMKE MPUIIOKEHHH M ciIyx0, UcHoib3yoummx ceth IP B kadecTBe
TpaHcropTHOU cpenbl. K HuM otHOCsATCS ciysx0bl Telnet u X.25-over-TCP/IP (XOT), npennaznaueHHbIe U1 Iepeiadn
MOJIb30BATENECKUX JAHHBIX, a Takke SNMP- u Web-ympasnenune. [lns paboTel 3THX CiIy)k0 HeoOxoanMma
npenBapuTenbHas KoHpurypamus [P-tpancnopra, onucanHas B acTax 3 u 4.

Hcnonp3oBaHNEe MYIBTHIIPOTOKONBHBIX CIIYKO, oOecredmBaromux mepenady Tpapuka X.25 mo ceru [P (mmmro3
Telnet/PAD, XOT), npemonaraet Tak:ke 3HaKOMCTBO ¢ KOH(HUrypaiieil moacucteMsl X.25, ONMUCAHHON B 4acTH 7.

BHUMAHUE [Iponykuuss KOMIAaHUM HENPEPHIBHO COBEPLIEHCTBYETCS, B CBSI3U C YE€M BO3MOXKHBI U3MEHEHUS
OTJEJIBHBIX aMIapaTHBIX M IPOTPAMMHBIX XapaKTePUCTUK IO CPABHEHHIO C HACTOSIINM
ormucanneM. CBeleHHMA O TIOCIEAHHMX W3MEHEHHsX npuBeaeHsl B (aiimax README.TXT,
CHANGES, a Ttakxe B JOKyMEHTAIlMX Ha OTJICJIbHBIE YCTPOMCTRA.
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§5.1. Cepgep Telnet

§5.1.1. CTrpykrypa cepBepa Telnet

Cepep Telnet mpencraBnsier co0oif COBOKYITHOCTh CTAHIMH, Ka)Ias M3 KOTOPBIX MOXKET OOCIYXHBATh OTHOTO
kiuenTa. CraHuuu MoryT ObITh ABYX THIOB: ASYNC u PAD, u 5KBHBaJEHTHBI, COOTBETCTBEHHO, (PM3NYECKUM MOPTAM
9THX THIOB. YHCIIO CTaHLMH (PUKCHPOBAHO M 3aBHCUT OT MOJEIH YCTPOHCTBA U BEPCUH IPOrPAaMMHOTO 00eCIIeueHHsI.
Telnet-ctanuuu HymepyroTes ot 0 10 MaKCUMaNbHOTO 3Ha4YeHHs (crenuduueckoro st TaHHOH MOJETH yCTpoiicTBa 1
BEPCHH IIPOrpaMMHOT0 obecrieueHus). sl Herncnonb3yeMbIX cTaHiuii cinenyer ycraHoBuTh Tl NOCONF.

Komanna Set Parameters s yctaHoBkH apameTpoB ctannuu Telnet umeer ciepyroniuii Bun:
S P TN:<Homep> TY:<tun> TCPPORT:<HoMep_nopta> IAC:<pexum>

ITo ymomuanuio, Bce ctannuu Telnet mpUHUMAIOT BXOINKE COSAMHEHU 110 cTanaapTHoMy mopty TCP 23. Homep
nopra JUisi K&KI0W CTAaHLIUK WM TPYIIIBI CTAHIMA MOXET ObITh ycTaHOBJIEeH napamerpom TCPPORT. Takum oGpazom,
IPU COOTBETCTBYIOLIEH KOH(GUTypaluy cepBepa yIaleHHBIN 10JIb30BaTeNb Telnet nMeeT BO3MOKHOCTh 00paTUThCS K
KOHKPETHOM CTaHIMM, K CTAHIIMM KOHKPETHOI'O TUIIA, WJIM K CTAHIIMM U3 HEKOTOPO rpymnisl. Eciiv olUH NOPT CIyIIaroT
OJTHOBPEMEHHO HECKOJIbKO CTaHIUH, TO COSANHEHNE YCTAaHABIMBACTCS C TIEPBOIT CBOOOAHON M3 HUX.

IMapametp IAC (Interprete As Command) ycraHaBmuBaeT npoQpIIb CTAHIIIH:

IAC:YES Crannus pacno3HaeT u o0padareBaeT KomaH sl Telnet (110 ymMmodaHuIo).
IAC:NO CraHnms nepefaeT Bce JaHHBIC IPO3PaYHBIM 00pa3oM.

IMomMuMO yKa3aHHBIX HapaMeTpoB, Ul cTaHIMHU Telnet ycraHaBnmuBalOTCS Bce Te K€ HapaMeTphl, 4TO M I
¢usmyeckoro mopra Toro e tuna (cMm. Yacts 6, Yacts 7).

s mpocMoTpa mapaMeTpoB 3aJaHHON craHIuu Telnet wiu Bcex craHIMK Hcmoyb3yeTcs komanma Display
Parameters:

D P TN:<HOMep>
D P TN:A

Jis mpocMoTpa CTaTUCTUKH padoTHI cTaHuu Telnet u cOpoca 3TOW CTATUCTHKH MCIONB3YIOTCS KoMaHABI Display
Status/Statistics u Clear Status/Statistics:

D S TN:<Homep>
C S TN:<HOMep>

§5.1.2. Ynanennoe ynpasJenue no Telnet

Jus ynanéuHoro jpocymna K yctpoicTBy o Telnet neobxoaumo ckondurypuposats oy Telnet-crannuio kak PAD
Ha TopTy TCP 23. TpaaunumoHHO [UIs 3TOTO HCMONB30Basach cTaHmus TN:0, HO B JaHHOW BEepCHH TaKas 3aBOJCKas
HACTPOMKa HUCKIIIOYCHA 110 COOOpaKeHHUIM 0€30I1aCHOCTH:

S P TN:0 TY:PAD TCPPORT:23 IAC:YES

[Mocne crapra IP-mapmpyruzaTopa npu odpameruu o Telnet monb3oBaTesb COeTUHSETCS C ITOHM CTaHIMEH 1 fanee
MOXET BBITIOJIHATH BCE OIlEpalny, JOMycKaeMble GU3MYeCKUM NopToM Tuna PAD — B nepByIO o4yepeib, OCYIIECTBIATh
yIaJICHHOE yIIpaBJIeHHE yCTpoHcTBOM. JlJIsi coequHeHusl ¢ MoxyiaeM Manager HEOOXOAMMO B OTBET Ha NPUIJIALLICHUE
PAD (3Be3nmouky) Habpats MN. ITapons ans Bxoga no Telnet — ToT ke, 9TO W U1 KOHCOJIBHOTO MopTa. JlanpHeimas
paboTa MOTHOCTHIO SKBUBAJICHTHA JIOKAJIBHOMY YIIPABJICHHUIO YePe3 KOHCOJIBHBIN MOPT.

BHUMAHMUE Brimmonnenune komannbl Factory Settings mnpuBoauMT K yAaJleHHIO BCEX I0JIb30BATEIBCKHUX
HacTpoek, B ToMm umucie [P-ampecoB, npyrux mapamerpoB koHburypammu IP-maTepdeiicoB u
nopToB. B pe3ynbrare nociie cienyroiei nepe3arpy3ku cucremsl, pecrapra [P-mapuipyruzaropa,
ucnone3yemoro IP-mHTepdelica wimum mopra yCTPOHCTBO CTAHOBHUTCS HENOCTYIHBIM  JUIS
YIAJIEHHOTO YOPAaBICHUS WM JOCTYl K HEMY MOXET OBITh IONy4eH TOJBKO JIOKAIBHO Yepes3
KOHCOJIbHBIH MOPT.
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§5.1.3. Acunxponnbie Telnet-cranuuu u Reverse Telnet

Yt0o0b1 uyepe3 cerh IP momyduTs mOCTyNm K HEKOTOPOMY acHMHXpOHHOMY mopTy yctpoiictBa NSG (T.H. Reverse
Telnet), HeoOxoaumo ckoHpurypupoBath onHy u3 Telnet-ctanimii mo tuy ASYNC U CKOMMYTHPOBaTh €€ C HY>KHBIM
noptoM npu nomouu PVC. Kak npaBuno, craHiiuy HasHauaeTcs MHAUMBUyanbHbINH HOMep mopTa TCP, 4ToObl MOXHO
ObLTO 00PaTUTHCS UIMEHHO K TOH CTAHIIMU U IOJyYHUTh JOCTYI HMEHHO K 3TOMY HopTy. [IpuMep xoHpuryparmu:

S P TN:2 TY:ASYNC TCPPORT:2003
A P PO:TN.2 PO:3

WS TN:2

WS PO:3

Telnet-cTanuus tuna ASYNC Takke MOKET ObITh CKOMMYTHpPOBaHa co cTaHnuel Frame Relay Toro ke tima. B atom
cily4ae acCHHXPOHHBIH TpaduK, mocTynamomui yepes cetb [P, mepenaercs nanee no BupTyansHOMY KaHaiy cetu Frame
Relay. ITogpo6no 06 ucnonszoBanuu PVC cm. Yacts 6.

[Momumo yxkazaHHBIX, Wit craHiuu Telnet tmma ASYNC neifcTBUTENBHBI BCE T€ JK€ IMapaMeTphl, 9TO W I
¢uznaeckoro mopta Tuma ASYNC (kpome THIia 1 CKOPOCTH HHTepdeiica, a Takxke popMaTa aCHHXPOHHBIX NaHHBIX). B
YaCTHOCTH, CTaHIUSI MOKET MMETh mapameTp AU, yKka3bIBaIOIIU Ha OAMH U3 croco0oB ayTeHTU(UKanuu. OnHaKo B
pe3ynpTaTe ayTeHTH(QHKAIWM W aBTOPH3ALWH IOJb30oBaTens Telnet-cTaHims MOXET IUHAMHYECKH IPUHAMATH
enuHCTBeHHBIH THII PAD. Ecnm ciry>x0a aBTOpH3alny MpEINICHIBAcT NalbHEHIIyI0 paboTy cTaHmuU B pexume PPP,
TIOJIF30BATEINIO OYAET BBIJAHO COOOIIeHNE 00 ommoKe.

Telnet-crannuu Tuna ASYNC noaneps:kuBaroT takke Tpancsiuio curaanos DCD/DTR acunxponHoro uaTepdetiica
(mapametp ST). Ananorom curaaia DCD B nqanHOM ciydae siisercs: Haiauuue Telnet-coeuHeHus co CTOpOHbI cetH 1P,
a a"anoroMm curHajga DTR — roToBHOCTh CTaHIMM K YCTAHOBJICHHUIO coequHeHHs. [To1poOHO 0 TpaHCHISIIMKM CUTHAJIOB
unrepdeiica cm. YacTs 6.

§5.1.4. Telnet-cranuuu PAD

Telnet-cranuus Tuma PAD u3BNIeKaeT MOJB30BaTENbCKHE JaHHbIE M3 nmakeToB Telnet n mpeoOpa3yeT WX B MaKeThI
X.25. Takas craHuus NPUHUMAET BXOJIIME coeArHeHus: u3 cetu IP u obecnieunBaer ynaneHHbIM KinMeHTaM Telnet
qmoctyn B ceTh X.25. C Touku 3peHus cetu X.25 CTaHIus MpeacTaBisieT co0oi o0sranbIi PAD.

IMomumo obuux mapamerpo Telnet-cranmumu (em. §5.1.1), mis cranuu tuna PAD MOMKHBI OBITE HACTPOEHBI BCE
napameTpsl KaHAJILHOTO YPOBHS, nipucyiiue mopram tuna PAD (cMm. Hacts 7), 3a HCKITIIOYeHHEM (OpMAaTa aCHHXPOHHBIX
JaHHbIX (mapamerp AF) u cuenapusi nnunmanusaiuun Monema (MS). Ipu atom ananorom curnana DCD ¢usudeckoro
nopra siBisietcst pakt Haamums Telnet-coenqunenus ¢ naHHOM cTaHImel co ctopons! IP-cetu, a anamorom curnama DTR
— TOTOBHOCTHh CTaHIUH K padore B |IP-cetn. Hampumep, mpu CD:YES cranmms OynmeT pa3peiBaTh coemuHeHne X.25,
ecnu ynaneHusnid kiaueHt Telnet otkimounics ot Hee. [Ipu CO:T, ecnu pazopBano coefunerne X.25, cTaHIUs pa3opBeT
Telnet-coennuenue u OyaeT roToBa yCTaHABIMBATH HOBOe coenuHeHue yepe3 2 cek. (Hacrtpoiika CO:YES B nanHOM
cilydae He UIMEET CMbICIIA, TIOCKOJIBKY B 3TOM CIIydae CTaHIUs OyJeT MMOCTOSTHHO HeOCTYITHa CO CTOpoHbI |P-ceTn.)

Telnet-cranuust Trmna PAD MoskeT ObITh CKOMMYTHPOBAHA C APYTUMHU 00beKTaMu ceTd X.25 OJJHUM 3 JABYX CHOCOOOB:

— Craruuecku npu nomorn PVC. Kiment Telnet, mOIKIFOUYMBIIANCS K TAKOW CTAHIIMH, HEMEJJICHHO OKa3bIBACTCS B
cocrositnuu coequaerns (ENGAGED) ¢ ynaneHHbIM 00beKTOM X.25 1 MOXET OOMEHUBATHCS JaHHBIMU C HAM.

— Junamuuecku mpu nomon SVC. Tlocne coennHeHUs cO CTaHIMEW yNajleHHBIH monb3oBaTens Telnet momydaeT
npurnamenne PAD (3Be3nouky) u HaxonuTcst B KoMaHgHOM pexkume PAD. UToOs! ycTaHOBUTH coequHeHHe X.25,
OH noibkeH Habpath X.121-ampec TpeOyemoro o0bekTa. UTOOBI pa3opBaTh COCAUHEHHE, HEOOXOAMMO MEPEHTH B
KoMaHIHbIH peskuM PAD npu nomontn koman sl "Banmanue" (mo ymomuaauto CTRL-P) u BBectn komanay CLR.

Ioxpo6no 06 ncnonp3oBanuu PAD B cetn X.25 cm. YacTb 7.

§5.1.5. Cratucruka Telnet-cranumii

Jns mpocMoTpa ctaTucTuky paboTs! Telnet-cranmmii uconb3yercs komanaa Display Statistics/Status B cnemyromem
dbopmare:

D S TN:<Homep>

JlommomHUTEIEHO MOKET OBITh yKa3aH HeoOs3aTenbHBIA mapamerp UP:<uHTepBan> — mepunon OOHOBIECHUS
CTaTUCTHKH (B cekyHaax). [lo ymomganuro ero 3HadeHue paBHO 0 — 0OHOBIICHIE HE TPOU3BOAUTCS.

Jst copoca craructuku Ethernet-cranium ucmons3yercs komanaa Clear Statistics:

C S TN:<HOMep>
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§5.2. Kaunent Telnet

§5.2.1. Boi3oB kiuenTa Telnet

Kiuent Telnet npencraisier co00i MHOTOKaHAIBHBIH 00BEKT, KOTOPHIH 00eCIIeYnBaeT YCTAHOBICHNE COSTUHEHINA
u3 cetu X.25 B ceth [P. OOpaieHne k HeMy BO3MOYKHO NMPH MOMOIIK KOMMYTHPYEMBIX JTOTHYECKUX coenHeHuH X.25,
JuIst 4ero B Tabnuie Mapipytusanuu X.25 1oibKHa ObITh cleslaHa 3auch, yCTaHABIMBAIOLIAsl MAPIIPYT K ATOMY MOJYIIIO.

Eciu mons3oBatens cet X.25 mOChUIA€T BBI30OB C 3aJaHHBIM aapecoM X.121 (wam ApyruM KpUTEpHUeM
MapIIpyTU3alMK), TO 3TOT BbI30B MapuIpyTH3upyercs Ha kiueHT Telnet. Tlociemuuii MOXKET, B 3aBUCHMOCTH OT
KOH(UTypaluyd MapuipyTa, aBTOMATHYECKA YCTAHOBHUTH COEJMHEHHE C 3aJaHHbIM IP-aspecoM M HOMEpOM mopTa
YIQIEHHOTO CepBepa, JHOO TPEJI0CTaBUTh MOJIB30BATEN0 OOBIYHOE MEHI KomaHja Telnet, ¢ MOMOIIBIO KOTOPOTO
MOJIB30BATENIb MOXET YCTaHABIMBATh COCHMHCHWS BPyUYHyIO. [IpM aBTOMATHYECKOM YCTAHOBICHHHM COCIHHCHUS
KIIMEHT, KaK W CTaHIMs, MOKET paboTaTh B OOBIYHOM PEKUME WM B MPO3padHoM pekume (6e3 06paboTKu KOMaHI
Telnet u cumBosna IAC.)

[lycts, HaTIpUMep, B TaOIUIC MapIIPyTH3AIUN X.25 MMEeTCsI 3aIUCh CIACTYIOMIET0 BUA:
S R PR:14 ID:D RT:1234567890 TO:TC.<napameTpbl>

Ecnu none3oBatens cetu X.25 noceuiaeT Bb13oB 1o X.121-agpecy 1234567890, TO 3TOT BBI30B MapUIpyTU3UPYETCS
Ha meHTa Telnet. (Ilogpo6HO 0 MapmpyTu3anuu Be30BoB X.25 cMm. Yacts 7.) JlanpHelmre JEHCTBUS OMPEICIIIOTCS
HabOPOM JIOIIOJTHUTENBHBIX TTapaMeTpoB KineHTa Telnet:

TO:TC Iocne coequnenms ¢ kaueHToM Telnet momp3oBatens X.25 TODKEH YCTAaHOBUTH
COEIMHEHHE ¢ yaaleHHBIM cepBepoM Telnet mpu momomu komaux Telnet.

TO:TC.<ip-agpec> [Ipn mnonxmroueHuu mosb3oBarenss X.25 aBTOMATHMYECKH YCTaHABIWBAETCS
coenuHeHue ¢ ceppepoM Telnet mo ykasamnomy IP-ampecy um mopty TCP 23.
Ecnu ycTaHOBUTH COEIMHEHHE HEBO3MOXXHO, MJM €CIM OHO pPa3opBaHoO, TO
coequHeHne X.25 Takke pa3peIBaeTcs. AHAJOTHYHbIE IeHCTBUS BRITOTHAIOTCS U
B HUKETIEPEUHCIECHHBIX YACTHBIX CITydasX.

OcTasbHble MapaMeTphl MO3BOJIIOT YCTAHOBHTH CIEHU(PUUESCKUE PSKUMBI pabOTHI ¢ yIaJlieHHBIM cepBepoM. Bce
OHM SBIBIIOTCS HEOOs3aTeNbHBIMH, HO 00s3aTenbHO TpeOyIoT ykazaHus |P-agpeca u  BBOAATCS CTpPOro B
HIDKETIPUBEICHHOM MOCIIeI0BATeIbHOCTH. Bee mapameTphl pasessifoTest mpsMbIM cidieM (/).

<nopt> VYcranaBnuBaercst Telnet-coennnenue ¢ 3amaHHbIM [P-agpecoM m HoMepoM
nopta TCP cepsepa.

RAW wnnu DAT IMapamerp RAW o3Hagaer, 4to mocie ycTaHoBiIeHUs Telnet-coennHEHHUS KIMEHT
HauyMHaeT paboTaTh B IPO3PavyHOM PEXHUME, T.€. UTHOPUPYET KoMaH bl Telnet u
cumBon IAC (255). [Jlanuslii pexum ananoruuen koupuryparmu IAC:NO mis
craniuu Telnet.

Ecnmu ycranoenen mapamerp DAT (mojmepkuBaeTcss B BEPCHAX MPOTPAMMHOTO
obecrieuennss 8.2.0 wm crapme), TO KIMeHT oTpabarteiBaer [AC-
MOCJIEIOBATEIEHOCTH, HO OTKIIOYAaeT PEaKIHI0 Ha escape-CHMBOJI (BBIXOX B
KOMaH/IHBII pexxum). Takoil pexuM npepHasHa4deH AJIs TOAKII0YeHUS K IEMOHY
telnetd Ha UNIX-mammHax (Bkiarovas Linux).

Ecmu Hu onun u3 mapamerpoB RAW wmmm DAT He ykasaH, TO COEIMHEHHE
MPOU3BOJUTCS B OOBIYHOM PEKHME, T.€. C BO3MOKHOCTBIO BBIXO/Ia B KOMAH THBIH
pexuM u otpabotkoit |AC-Tiocne10BaTeTbHOCTEH.

<ip-afpec_MCTOYHMKa> B ucxonamux nakerax Telnet B kauectBe [P-anpeca nctounnka yka3piBaeTcs He
azpec uHTEpdEiica, ¢ KOTOPOro MOCHUIAETCS TTAKET, & HEKOTOPHIN 3a1aHHbIi [P-
azpec.

Eciu Telnet-coeaunenne ycTaHABIMBAETCS TI0JIb30BATENIEM BPYYHYIO, HU OJMH W3 MEPEUYUCIICHHBIX TAPAMETPOB HE
MOXeT OBITh MCIIOJIb30BaH, HO HoMep TCP mopra u creucuMBoIbl, HHTEPIPETHPYEMbIE KIIMEHTOM, MOKHO YCTaHOBUTD
BPYYHYIO K€ ¢ TIoMoIIbio komana Telnet (eMm. cienyromwmii maparpad).

[Tpumep Hauboee mopoOHOI KoHUTrypaunu:
TO:TC.123.145.167.189/2023/RAW/132.154.176.198

B nanHOM citydae mociie obparieHus K KiueHTy Telnet ycranaBiuBaeTcst COeIMHEHNE C CEPBEPOM, HMCIOIIINM aIpec
123.145.167.189, no mopty TCP 2023, B mpo3payHOM peXHME, a B HCXOMIIIMX MakeTax ykaswiBactcs IP-ampec
uctoynuka 132.154.176.198.
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IMPUMEYAHHME B Bepcusx mnporpammHoro oobecrmeueHus 8.1.2 u miaame oOpaTHBIH agpec ITOMYyCKalloCh
YKa3bIBaTh TOJBKO JUIsl TIPO3PAYHOTO pexuma, T.e. mocie napamerpa RAW. Haumnasi ¢ Bepcun
8.2.0 BKITIOUHTENEHO, OOPATHBIHM agpec MOKHO YKa3bIBaTh AJIS II000TO peknMa.

BHUMAHUE Ecmu 3agan [P-anmpec mcTouHnka, TO JuOO0 3TO MOJDKEH OBITH afgpec oxHoro w3 IP-uHTEpdeiico
yCTpoHcTBa, Haxomsmerocs B coctosanu UP, mubo k HeMy IODKeH OBITh CKOH(UTYPHUPOBaH
MapIIpyT, BEAYIIUI Yepes3 JTOKAIbHBIA HHTEpQEC:
S I NET:<appec_cetn> MASK:<macka> IP:0
mpudeM yKa3aHHBIA [P-anpec WCTOYHWKA MODKCH HAXOMUTHCA B JHAMa30HE, OINpeNesieMOM
aZpecoM U MacKOH CETH.

§5.2.2. Komanas! kiauenta Telnet

Ipu pabore ¢ ynaneHHbM cepBepoM Telnet B 0OpraHOM pexxume (T.€. eciu He ycTtaHoBjeH mapametp RAW wu DAT)
TIOJIB30BATENIb MOKET TIEPEeHTH B KOMaHIHBINA pexuM Telnet-kimwenra, BBems crenuaibHBIN escape-cumpon. [lo
YMOJTYaHUIO, TAKUM CHMBOJIOM sBisieTcsi komOuHanus Ctrl-] (0x1D) B xomMaHAZHOM peXuMe MOJIb30BATEII0 TOCTYITHBI
ClIeqyIoIIHe CTaHAapTHEIC KoMaHs! Telnet:

open Y CTaHOBUTH COCAMHEHHE C 3aJaHHBIM y3JIOM

close PasopBats Tekyee coennHeHME

send IMepenats crienuanbHbIA CUMBOI (U1 MOTyYeHUst OoJiee moApoOHO# nHdopmMaiuu BBeaute send ?)
set YcraHOBUTh mapameTpbl padoOThl KIMEHTa (Ui IMOJydeHHs Oojiee MOAPOOHOW HH(pOpMarHn

BBeauTe Set ?)

status BriBecTr MH(MOpMALHMIO 0 TapaMeTpax KINeHTa
help nau ? BriBecTr cripaBOYHYIO HH(DOPMAITHIO
quit 3aBepunth paboty ¢ kiueHrom Telnet

Jlst BO3BpAIICHHUsSI B PSXKHM ITepeadn TaHHBIX CIIEAyeT BBECTH MyCTYIO CTPOKY (HakaTh Kiasuiry Enter).

Hauunas ¢ Bepcuu nporpaMmuoro ooecrieuerus 8.2.0, MOAIepKUBAIOTCS JIBE JOMOIHUTEIbHbIE KOMAH/IbI, KOTOPbIC
SBISTIOTCS crieruaeckuMu st yerporcte NSG,:

set esc <knasuwa>
VYcTaHOBUTE €scape-CUMBOII [l BBIXO/A B KOMAaHJHBIN pexuM. B kadecTBe nmapamerpa KOMaH/IbI
CJICAYCT HAXATh KCJIACMYIO KIIABUIITY WM COYCTAHUC KIIABUIII.

set noesc OTKIIIOUUTB PEaKIMIoO Ha escape-CUMBOJ Ul BBIXOJa B KOMaHIHBIN pexuM. [Ipn ycTaHOBIEHOM
TCP-coenuneHny 3Ta KOMaHJa oOecleynBaeT MPO3PavHOCTh Nepeaul JaHHBIX B paMKkax telnet-
nporokona. Ilocme BBOAAa JaHHOW KOMaHABI COEOUHEHHE (DYHKIIMOHHMPYET TakK e, Kak IpH
ucnonb3oBanuu mapamerpa DAT kiuenta Telnet.

[Mocne BBIMONHEHHS 3THX KOMaHA KiaueHT Telnet aBroMaTHdyeckn BO3BPAINACTCS B PEXKUM Mepenadn TaHHBIX. Bo
BTOPOM CJIydae BBIXOJ M3 3TOT0 pexuMa 0oJiee HEBO3MOXKEH 10 KoHIa ceanca Telnet.

§5.2.3. Boi3oB kinenTa Telnet ¢ HU3KOMHTEJVIEKTYaIbHBIX TEPMHHAIOB

Ecnu unuumaropom coeauHeHus Telnet momkHO OBITH HU3KOMHTEIICKTYallbHOE MepHdepHiiHOe YCTPOKCTBO,
UMEIOLee SMHCTBEHHBI MEXaHH3M yrpaBieHHs cBs3blo — curHansl DTR/DCD, To mns Bbi3oBa kimeHrta Telnet
ciietyeT Ha3HauuTh nopty Tin PAD ¢ po3payHbiM NpoduiieM 1 UCHONIB30BaTh MEXaHU3M aBTOBBI30BA, HAIPUMED:

S P PO:1 TY:PAD IF:V24 SP:9600 AC:0 CD:YES CO:T PROF:3
S A ADO0:333
S R PR:1 ID:D RT:333 TO:TC.123.145.167.189/8023

Ipu noxusituu curnana DTR Tepmunana (s nopra oH sBisercs curHaiomM DCD) mopT mochuiaeT BbI3OB 110
aznpecy 333. Bbi30B MapuipyTH3upyeTcst Ha KiareHTa Telnet, KoTopelii, B CBOIO 0Yepe/ib, YCTAHABIUBAET COEAUHEHHUE C
CepBepOM, B JAaHHOM ciiydae — 110 aapecy 123.145.167.189 u nopty TCP 8023. [Ipu napenuu curuaxa DCD na nopty
oba coeauHenus — X.25 BHyTpu ycrpoiictBa u Telnet ¢ ymameHHnsiM cepBepomM — paspsiBaioTcs; mapamerp CO:T
yKa3bIBaeT, 4To B 3TOM ciyyae ycrpoiictBo NSG pmomkno omyctuth cBod curHanm DTR (koropslit mpuxogur Ha
tepmuHan kak DCD) na 2 cexyHzbl, 4TOOBI 3aCTaBUTh TEPMHHAJ IIOBTOPHO WHHIMAIM3MPOBAaTh COEAMHEHHE. JTa
cxema paboTocIocoOHa U B TOM ciydae, eciii TepMHHAI NOAKIoueH K ycrpoiictBy NSG He HerocpeacTBeHHO, a yepe3
MOJIEMHYIO Tapy.

AHaNOrn4HBIA CIIOCO0 MCIOJNIB3yeTCs Ul aBTOMAaTHYECKOTO YCTAHOBJICHHS C ynajieHHbIM noprom PAD umm cep-
BepoM Telnet B apyrux ciyvasx, HampuMmep, Uis MPOKIIOYCHHUS KIMSHTOB aCHHXPOHHOTO noctyna Ha cepsep UUCP.
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§5.2.4. Pyunoii Bb130B KiaueHTa Telnet

Kiuent Telnet B yctpoitctBax NSG mpencraBisier coGoi, B MEpBYIO ouyepelb, CPEACTBO MHTErPAIL[MH CETEBBIX
pemienunit Ha ocHoBe TexHojoruii X.25 u IP, a He OTnamOYHBIH MHCTPYMEHT CETEeBOro aaMHHHUcTpartopa. Ilo aroi
NPUYMHE OH BBIHECEH 3a Mpeesibl YIpaBisionero npuioxenus Manager.

Yro6s1 ¢ ycrpoiictBa NSG ycranoButh coemunenue Telnet ¢ mpyrum ycTpoHCTBOM, CleAyeT CO3[aTh MapIipyT
X.25 na xiumenra Telnet, Hanpumep:

S R PR:1 ID:D RT:333 TO:TC

Ecnu Tpe6yeTc51 HCOJHOKPATHO pa6OTaTI) C OAHUM MU TEM KC CEPBCPOM, MOKHO Cpa3y BKIHOYHUTH B KOMAaHAY
Mapuipytuszaiguu €ro aapec, nopT U BCIOMOraTe/IbHbIC IapaMETpPbl, HAIIPUMEP:

S R PR:1 ID:D RT:333 TO:TC.123.145.167.189/2323

U BBIATH 13 MeHemKepa (Ho He u3 ceanca Telnet umu PAD!)

QM

IMocne sToro B orBer Ha mpuriamenne PAD (3Be310uky) HYKHO BBecTH aipec 333, 4TOOBI BMECTO MEHeIXepa
YCTaHOBHUTH coenuHenue ¢ kiaueHtoM Telnet. TTocie 3aBepiienus ceanca Telnet cHoBa BeiBoauTCs npurnamenue PAD;
MO>KHO BBeCTH MN 1 BEpHYTHCSI B MEHEKED.

VY mobHee, 4TOOBI He BBIXOAUTH U3 MEHEKepa, CKOHGUTypupoBath Ha yctpoiictBe NSG emie onny cranimio Telnet
tuna PAD, nanpumep:

S P TN:1 TY:PAD PROF:3
WS TN:1

U YCTaHOBUTH K Heil oThenpHbId ceaHc Telnet ¢ paboyero mecra agMuHHCTpaTopa. B OJHOM OKHE NMPOW3BOAUTCS
YIpaBJICHUE YCTPOWCTBOM, B IPYrOM MOXHO BBECTH ajpec 333 U COeqUHUTBhCA ¢ KiueHToM Telnet. AHanorm4HbIM
00pa3oM MOKHO HCIIOIB30BaTh JIOTONHUTENBHBIN pr3maeckuii mopt tuma PAD.

Hanee, 4roObl HEe BBOJAWTH KAXKIBIM pa3 aapec 333, MOXKHO OIpPENEIUTh Uil BCIIOMOTATENILHON CTaHIUU
WHIWBHUIYaIbHBII HOMED MMOPTa U aBTOBBI30B IO ATOMY aJIpecy:

S P TN:1 TY:PAD TCPPORT:8023 AC:0 CO:T PROF:3
S A ADO0:333

B atom ciyuae momb3oBarenb, oOpartuBmmiics mo mopTy TCP 8023, Oymer aBTOMaTHYeCKH MPOKIIOYATHCS Ha
ximeHTa Telnet. Ilpu paspbiBe coeqMHEHNS ¢ yIaJeHHBIM cepBepoM cTaHius Telnet Taxke pa3opBeT yCTaHOBIICHHOE K
Hel coeTMHEHHE 1 yepe3 2 ceK. Oy/IeT roToBa K HOBTOPHOMY COEANHEHHUIO.

BHUMAHUE Bo Bcex BhIIICIPUBEACHHBIX KOHUrypanusx wineHT Telnet oxa3biBaercs pocTymeH s
HEOTPaHMUYEHHOTO Kpyra yJaJleHHbIX MOJIb30BaTee. DTO HE CO3/1aeT HEMOCPEACTBEHHOMN yrpo3bl
6esomacuoctu camoro ycrpoiictBa NSG, ogHaKO TMO3BOJISET HCIONB30BaTh €ro IS
MIPOTUBOIPABHBIX JIEHCTBUI B OTHOILEHUH TPETHHX XOCTOB. YUTOOBI M30€kaTh KOMIPOMETALUH
yCTpOiicTBa, HEOOXOMUMO CTPOTO OTPAHHYHTH JAOCTYM K Hemy mo Telnet ¢ momomsio GHIBTPOB,
00 UCTIOB30BaTh ayTeHTU(GHUKAINO Ha cTaHIiy Telnet (cMm. Hmke).

HcroyHuk mpoGneMbl B JaHHOM CIIy4ae COCTOMT B TOM, 4TO KIMEHT Telnet HaxoauTcs BHe MeEHeIKepa H,
COOTBETCTBEHHO, HE 3allHIIeH ero napoyieM. Ecnu ais obpamuenus K kiaueHty Telnet Heo6xoauMo BBOAUTH HEKOTOPBIH
cremyaibHell  agpec X.121, W3BECTHBIA TONBKO aJAMHUHHCTPATOpy, TO €ro MOXHO, B HEKOTOPOW CTEleHH,
paccMarpuBaTh Kak Mapoiib — XOTS U BeChMa MPOCTOH M Imojiaromuiicst moaoopy. OqHaKo B MOCIEAHEM BapHaHTe (¢
ABTOBBI30BOM) YAAJEHHOMY IIOJIB30BATEII0 HE TpeOyeTcs 3HATh Jaxe 3TOT aapec. Takum oOpa3oM, 3I0YMBIIUICHHUK
MOXET, MPOCKAHUPOBAB CETh, OOHAPYKHUTh OTKPHITHIA MOpT 8023, MOAKIIOUUTECS K KiaueHTy Telnet u nedicTBoBaTh
Jainsiie yxe ¢ yerpoiictea NSG.

st 3amuter Telnet-crannuum u cBs3aHHOro ¢ Hell KiaweHta Telnet B aToM ciiydae HEOOXOAUMO HACTPOMTH JIHOO
(uUNBTPHI, HAaPUMeEp:

S I FILTER PR:0 TY:A PT:TCP DP:8023 SA:<ip-agpec aAMUHUCTPaTMBHOMN CTaHLMK>
S I FILTER PR:0 TY:D PT:TCP DP:8023 SA:ALL

1100 ayTeHTH(HUKALNIO, HAIPpUMEp:

S P TN:1 TY:PAD TCPPORT:8023 AC:0 CO:T PROF:3
S A AD0:333

S P AU:1 TY:LOCAL NAME:telnet-to-telnet

A X PAP:1 admin telnet-to-telnet gqwerty

S P TN:1 TY:ASYNC AU:1
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Ilocne macrpoiiku mapamerpoB PAD  Telnet-cranimu npucaumBaercs tuim  ASYNC, obGecrieunBaronimii
ayTeHTH(UKAIMIO TIOJIB30BATENS B TEPMUHAIBHOM peXHUME. B maHHOM mpumepe HOCTyIl paspeleH Al MONb30BaTels
admin ¢ maponem qwerty. B cirygae ycriemHo# ayTeHTH(GUKAIINE CTaHINSA TUHAMU4ecKd npuHuMaeT taun PAD c ycra-
HOBIICHHBIMH paHee MapaMeTpaMH W TIOChUTaeT BBI30B TO aapecy 333. Takum obOpasom, s kimmenrta Telnet
obecrieunBaeTCs CTOJIb JKE Ha/Ie)KHasI AapOoJIbHAs 3aIIUTa, KaK U AL APYTHX CIOCOO0B JOCTYNA K YCTPOICTBY.

Ioxpobuee o pmsTpax cM. Yacts 4, 00 ayreHTH(HKanmy YacTs 8.

BHUMAHMUE He cneayer ucmons3oBaTh i obpamieHus K KiueHTy Telnet tpuBumanmbHble ampeca, Takue Kak
123, 111 u T.n. PexoMeHnayeTcst NpOU3BOANTH MAapIIPYTU3ALMIO HE IO BBI3BIBAEMOMY aJpecy, a Mo
HOMepy (usuueckoro nopta tuna PAD (1o He Telnet-ctanuum), BRI3BIBAIOLIEMY aPECy MITH MO0
M0JIb30BAaTEIbCKUX JAHHBIX.
Ecin xmment Telnet wucmomb3yercst ans OTAafku (HampuMep, A TOCIEAOBATEIBHOTO
MIPOXOKJEHHUS TI0 IIETIOUKE OT OJHOTO YCTPOMCTBa K APYroMy), TO 110 OKOHYAHUU OTIAJKU CIEAYyeT
yaamuth MapmpyT X.25 K Hemy, 1o cooOpakeHUsIM Oe30ITaCHOCTH.

§5.3. Unkancyasinus X.25-over-TCP/IP (XOT)

Texuomoruss X.25-over-TCP/IP (XOT, RFC-1613) mo3Bomsier wucrons3oBats coequnenuss TCP B kauecTBe
TpaHcropTa AJIsl nepeaadyu Tpaduka JOTHYECKMX KaHainoB cetd X.25. Jlis ee mpuMeHeHHs TpeOyeTcsi COBMECTHas
HacTpoiika kak creka nporokosioB TCP/IP, tak u creka X.25.

B wuactu, otHocsmedics k TCP/IP, HeoOX0AuMMO HACTPOUTh HEOOXOMUMBIC MapaMETPhl IS COCIUHCHHUSA C
ynaneHHbIM XoctoM cetu [P, mopnepxusatomum ciayxx0y XOT. Hactpoiika napamerpoB IP ceteBoro, kaHanpHOTO M
(usnveckoro ypoBHs onmcaHa B YacTsax 3 1 4 1aHHOTO pyKOBOJCTBA.

MNPUMEYAHHUE B ycrpoiictBax NSG cinyx6a XOT BkITIOUYEHA IIOCTOSHHO U IPUHUMAET BXOSIINE COSANHEHHS Ha
mopty TCP 1998 IP-mapmpyrtuzatopa. UTOOBI 3ampeTHTH JOCTYI IO 3TOMY MOPTY, CIEIyeT
HCTIONB30BATh COOTBETCTRYIOMME [P-pribTpsI.

Co cropons! cetn X.25 HEOOXOAMMO CO3JaTh B TaOIMIC MapHIPyTH3anuKA X.25 3aIKCh, HAPABILTIONIYIO MAKETHI
CALL Ha cnyx0y XOT, BMecTo kakoro-in6o ¢guzndeckoro nmopra wiu craniuu. [Ipumep:

S RPR:4 ID:D RT:1234567890 TO:192.168.57.3

B nmannoM ciyvae, ecnu morydeH makeT CALL ¢ X.121-agpecom HazHadenus 1234567890, To OyaeT yCcTaHOBICHO
XOT-coennuenue ¢ ynaneHHBIM [P-xocToM, pacmonoxeHHBIM 1o afgpecy 192.168.57.3. Tlaker CALL Oyner nepenan
10 3TOMY COEAMHEHHIO U OTIIPaBIICH B ceTh X.25 Ha yaaneHHo# cropore. [lonpobHee o MapuIpyTH3aIiuy BEI30BOB X.25
cm. Yacts 7.

Ecmu g coenuueHust TpeOyeTcss YCTaHOBHTh KakKHMe-IHOO creruduyecKkue mapaMeTpsl, OTHOCSIueCs K pabdore
cern X.25, To B BepcHsiX IporpaMMmHoro obGecrieuenusi 8.2.0 M crapiie 3TO MOXKHO C/eNaTh IPH MOMOIIM npoduis
XOT. Homep npoduist ykasbiBaercs mocine |P-anpeca yepes 3amsityo:

S R PR:4 ID:D RT:1234567890 TO:192.168.57.31,3

[Mapametps! npoduneit XOT 1 koMaH/Ibl AJIsl ©X HACTPOWKHU Takxke onucanbl B YacTu 7 gaHHOrO pyKoBoicTea. Eciu
HOMep mpod st He yKa3aH, To mapameTpsl XOT-coequHe s yCTaHABINBAIOTCS 110 YMOTIAHHIO.

NMPUMEYAHHUE B Bepcusix 7.6.4-8.1.2 takoii xe dopmar komanjpl Set Route ucronb3oBasics, yToObl yKas3aTh
BpeMsi OXHIaHUs YCTaHOBKM coenuHeHus (B cekyHumax). OcranpHble mapamerpel XOT-
COCMHEHUS HE HACTPAanBAIIUCh.

Ecimu x ycrpoiictBy NSG ycraHoBieHo XOT-coenunenue co ctoponbsl IP-cetu, mosiydeHHble IO HEMY IMAKETbI
nepenatorcsi noacucreme X.25 u oOpabarsiBatoTcsi B Heil 0ObgHBIM 00pazom. [lakerst CALL wncmosb3yrorcst mis
YCTaHOBJICHHSI KOMMYTHPYEMBIX Jlorndeckux coeaunennii (SVC) B cetn X.25, a makeThl Ipyrux THIOB IEPEJAIOTCs 110
STHM COEJUHEHUSIM.

MaxkcumanbHOe KOJHYECTBO OJHOBPEMEHHO YycTaHOBICHHBIX coequHeHnit XOT ecTh MOCTOSIHHAs BEJIMYHHA,
KOTOpasi OTIPEAEIISIETCS MOJIENBIO YCTPOHCTBA M BEPCUEH MPOrpaMMHOT0 00eCTIeUeHHUS.

Il mpocmoTpa cratyca coequnennii XOT ucmons3yercst komanzaa Display Status B cinenyromem domare:

D S XOT:0 BhIBecTH CTAaTyC BCeX yCTaHOBJICHHBIX coenuHennii XOT.
D S XOT:<Homep> BriBecTn moapoOHYI0 wuH(pOpMAIMIO O 3amaHHOM coenuHeHHH. Homep Tpebyemoro
COCAMHEHUS] MOYKHO Y3HATh C TIOMOILBIO MPEbIABIYIEH KOMAH/IbI.
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TTpumep (nHPOpMAaITUS 000 BCEX COSTUHEHMSIX ):

Manager: D S XOT:0
XOT:1tcb =2

Connect to Port 5 Channel 1, src=<NONE>, dst=6666, tm=0:00:04.13
XOT:2tcb = 4

Connect to XOT(10.0.10.17), src=<NONE>, dst=5555, tm=0:00:04.14
XOT:63tcb =5

Connect to Manager, src=<NONE>, dst=5555, tm=0:00:04.14

Muadopmariys o KaykJoM COeTMHEHUN TIPEICTaBIeHa IBYMs CTpoKaMu. B miepBoii cTpoke ykasbiBatoTcs mapamerpsl 1 CP:

XOT:n Howmep coenmnenns XOT.
tcb =n Howmep TCB, koTopsrii onmceiBaeT yctanosieHHoe T CP-coennHenue.

Bropas cTpoka onuceIBaeT Jiorudeckoe coeuHenue X.25. dopmar BbiBoa uaeHTHYeH komanse D C.
[pumep (nadopManust 0 3aJaHHOM COCANHEHN):

Manager: D S XOT:1

XOT:1tcb =2
Connect to Port 5 Channel 1, src=<NONE>, dst=6666, tm=0:01:53.09

TCB 2: type is CONNECTION, state is ESTABLISHED

Local host: 10.0.10.17, Local port: 65474

Remote host: 10.0.10.17, Remote port: 1998

iss: 3071795200 snduna: 3071795715 sndnxt: 3071795715 sndwnd: 4096
irs: 3071795200 rcvnxt: 3071796212 rcvwnd: 4089

Datagrams(rmss: 1460 smss: 1420):

Rcvd: 135, with data: 66, total data bytes: 1011

Sent: 135(retransmit: 0), with data: 67, total data bytes: 514

3nech nobaenena uupopmanust o TCP coequHeHnn B ToM ke Gopmare, uto u B komanae D S TCB:n (cm. Yacts 4).
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§5.4. SNMP-ynpaBienue

§5.4.1. Hacrpoiika arenta SNMP

B yctpoiictBax NSG coxmepxxutcst BcTpoeHHBIH areHT SNMP vl, obecreunBaromuii ynpaBieHne YCTPOWCTBOM U3
Mr000H CHCTEMBI CETEBOr0 aJMHHHCTPUPOBAaHUs Ha ocHOBe nporokosa SNMP. Peanmzanus areHTa cOOTBETCTBYET
RFC-1157.

AJZMUHHCTpATUBHAsL CTAHIMS WIM TPyNNa CTAaHIWH, C KOTOPBIX OCYLIECTBISETCS YIpaBieHWE, B TEPMUHAX
npotokona SNMP umenyercs "cooGuectBom" (community). Uro6sr 06bsiBUTE CcOMMuUNity mms arenta SNMP,
HEO0XO0TMMO UCTIONIL30BaTh KoMaHy Set Parameters B popmare:

S P CO:<Homep> NAME:<uma> WR:<npaBa> TP:<Ttun_nosywek> IADR:<ip-agpec> MASK:<Macka>

[MTapamerpsr CO u NAME onpezensior HoMep U aAMHHUCTPATUBHOE UMsi COMMUNity, cooTBeTcTBeHHO. MMst 3amaercst
B BUJI€ TEKCTOBOM CTPOKH JUIMHOK 10 16 cumBoioB. IlycToe MM 3ampeniaer areHTy HCIoIb30BaTh MapaMeTphl JAaHHOTO
community.

BHUMAHUE ITo ymou4aHuto, B yCTPOICTBE OMpeneeHo 0J/H0 COMMuNity ¢ umenem public u mpaBamu mocTyna
Tombko Ha ureHWe. [ oOecrmedeHns MakcUMallbHOW Oe3omacHoctu yerpoiictBa NSG u
MOAKJIIOYEHHBIX K HEMY CeTeil peKOMEHyeTCsl yIaIUTh JaHHOe cCommunity:
S P CO:0 NAME:""

ITapametper IADR u MASK copepxar [P-aapec u Macky B A€CATUYHON AOTOBOM HOTALUHU U ONPEIENSIOT IUana3oH
aJIpecoB, B KOTOPOM JIOJDKHBI HAXOIUTHCS CTAHIUH JaHHOTO Community.

[paBa nocTyma ajst CTaHIMKA JaHHOTO COMMUNIty ycrtanasnuBatotes mapamerpom WR (Write Enabled):

WR:YES Paspemens! onepanun utenus (GetRequest, GetNextRequest) u 3amucu (SetRequest).
WR:NO Paspemens! Tonbko onepanuu ytenus (GetRequest, GetNextRequest).

IIpyu BO3HMKHOBEHHMH Ba)KHBIX COOBITHH B cucteme SNMP-areHT pacchulaeT ynpaBIISIONINM CTAHIUSM COOOIICHUS
CICIHANTBHOTO BUa — CHCTeMHbIe JoBYyIIKH (traps). ba3ossiii mepeueHs takux coowituii (General Traps) onpenenex
pexomenparmeit RFC—-1215. B nomosnHeHne K 3TOMYy MEPEYHIO MOIJIEPKUBAIOTCA COOOIIEHUS, CUTHAIM3UPYIOIINE O
MOMBITKaX J0CTyNa K KOHQUIypaluH CHCTEMbl M €€ M3MEHEHUs, U COOOLICHHUS, O COOBITHAX, CHEUU(PHUIHBIX IS
anmapatypbsl NSG. Kareropust oTcpIIaeMbIX JIOBYIIEK BEIOMpaeTcs mapaMmeTpom TP:

TP:NO I'enepanus cUCTEMHBIX JIOBYIIEK OTKIIIOYEHA.

TP:GE I'eHepupyroTCs TONBKO 00MIECHCTEMHBIE JTOBYIIKH cornacHo RFC-1215.

TP:AU ['eHepupyIOTCS TOIHKO JOBYIIKH, CBSI3aHHBIE C ayTeHTH(HKaImeH i crienmdrdaeckue it NSG.
TP:ALL I'erepupytrorcs noBymku oboux tumos: GE u AU.

Jnst oOMeHa NaHHBIMH MEXAY ympasistonieil cranuueir m arentom SNMP wucnons3ytores natarpammbel UDP
(mopter 161 u 162). ITpu noxydeHun 3ampoca oT ynpasistoniei ctanuuu areHT SNMP mposepsiet:

— Hanuune umenn COmMmunity, ykazaHHOTO B 3aIpoce, B CIIUCKE COMMUNIties JaHHOTO yCcTpOoCTBa.
— TpuHaMIEKHOCTE ajpeca YIpaBISIIOIIEH CTAHIINK THANa30Hy aJIpecoB HaliJIeHHOro Community.
— IIpaBa nocryna (npu oneparmu SetRequest).

Ecnmm mpoBepku BbeITONHEHB! ycmemHo, areHT SNMP Bemonssier 3ampoc u otTchiiaer oTBeT (GetResponse)
yIpaBisifolield craHuuu. Eciim coOTBEeTCTBUS HE HaleHO, TO (UKCHUpPYETCS CHUTyallMs HapylIeHHe IpaB HOCTYTa,
3anpoc urHopupyetcs u, npu TP:AU mim TP:ALL, oTchiaercst cucreMHast jtoByiika tTumna "Authentication Failure".

st npocmotpa mapamerpo SNMP community ucnons3yercst komanzaa Display Parameters B 0fHOM U3 CIEIYIOIIMX
(hopmatos:

D P CO:<Homep>
D P CO:A

NPUMEYAHUE CnpaBounbie cBemeHHss 00 yCTpOWCTBe ycTaHaBmuBaroTcs komaumod S W (cm. Yacts 2) co
CIIEYIOUINMH TTapaMeTpaMu:
HNAM (Host Name) AAMHHHCTPaTHBHOE UM JAHHOTO y37a.
CONT (Contact) Nudopmanus o cnennanicre, 00CIyKHBAIOIEM JaHHOE YCTPOUCTBO.
LOC (Location) HNudopmanus 0 MECTOHAXOK/IEHHHN JTAaHHOTO Y3J1a.
3HAaYEHUSMU ITUX apaMETPOB SABISIOTCSA TEKCTOBBIE CTPOKH JJIMHOM 10 255 CUMBOIIOB.
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§5.4.2. baza MIB

baza ynpaBisieMbIX epeMEHHBIX peajn30BaHa COOTBETCTBHHM ¢ pekomenaanueid RFC-1213 (MIB II). O0mwmii myTh
K YIpaBJIsSieMbIM [IEPEMEHHBIM yCTPOHCTBA UMEET CTaHIapTHBIH peduKc:

mib-2 = 1.3.6.1.2.1

ROOT

ccitt (0) iso (1) joint (2)
| >
| | | |
standard (0) reg-authority (1) member-body (2) org (3)
| >
| | | | | |
dod (6)
| >
| |
internet (1)
| N
| | | |
directory (1) mgmt (2) experimental (3) private (4)
| |
mib-2 (1) enterprise (1)
< | >
| | | |
nsg (4351)

B pamkax MIB II nogaep:xuBaroTCs CIeAyOLUE TPYIIIbl YIPABISAEMbIX IEPEMEHHBIX:

mib-2 (1)
|
| | | | | | |
system (1) interfaces (2) ip (4) icmp (5) udp(7)  transmission (10) snmp (11)
|
| | | | | |
x25 (5) ethernet (7) lapb (16) dsl (18) el (19) frame relay (32)

Wmena u uaentudukaropsl (OID) nmepeMeHHBIX, X OMUCAHHA M OONACTH JOMYCTHMBIX 3HAYCHHH MPUBEICHBI B
criennpukarmun MIB 1T (RFC-1213).

[IpuBatHas 6a3a ynpaisieMbix nepeMeHHsIX (Private MIB) yctpoiictB NSG nmeet nokanbHBIH IpeduKe
nsg = 1.3.6.1.4.1.4351

" COACPIKUT CIICAYIOIUEC I'PYHIIbI YIIPABISACMBIX IIEPEMCHHBIX!

nsg (4351)

experimental (1)

circuits (1) restart (2) nsgUserSessions (3) nsgObjectID (4) models (5)
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Kommonentsr Private MIB coaepxarcs B ¢aimax *.mib, koTopble MOTYT OBITH 3arpyxeHsl ¢ Web-cepBepoB
kommanuu http://lwww.nsg.ru, http://www.nsg2u.ru uiu mojry4eHsl y MECTHBIX auiiepoB NSG.

I'pymma circuits onpenenena B mib-daiinax nsg-ss.mib u nsg-gs.mib. ['pymma comepxuT HaOOp yIpaBIIEMBIX
MIEPEMEHHBIX JJIs1 KOHTPOJIS 32 CHTHAJIBHBIME JTHHAAMH HHTepdeficHbIx Moayieir IM-DIO.

I'pymma restart ompenenena B mib-gaitne nsg-rt.mib. I'pynma comep>kut HabOp yHpaBIsIeMBIX MEPEMEHHBIX LIS
mepesarpy3Kd YCTPOHCTBa B IIEJIOM, pecTapTa OTACIBHBIX €ro KOMIIOHEHT (aHaimor komaHmel W S), mubo cOpoca
(0OHyNeHHsT) CTATUCTHKY MO OTASIBHBIM KOMIOHEHTaM (aHajor komaHsl C S).

I'pynma nsgUserSessions ompenenena B mib-daiine nsg-us.mib. I'pynma coxepkut HaOop ymHpaBisieMbIX
MIepEMEHHBIX ISl KOHTPOJIA 32 CEaHCAMH paOOThI OJIB30BaTENEH.

I'pynma NSG_ObjectID onpenernena B mib-daiine nsg=-ob.mib u coepKUT TEKCTOBbIC OMUCAHUS U UACHTU(PHKATOPHI
(OID) OCHOBHBIX 3JIEMEHTOB CHCTEMBI: TIOPTOB, UHTEP(EHCOB U CTAaHLMIL.

I'pynma models onpenenena B mib-gaitne nsg-mo.mib u conepxut TekcToBble onucanus u uaeHTudukarops (OID)
pa3nugaHbIX Mozeneit yerporcTB NSG.

§5.4.3. Cucremunlie joBymku (Traps)

Pacchuika cooGiennii Trap OCYIIECTBISIETCS TOJNBKO TEM YIPABISIONMM CTAHIUAM, JUIS KOTOPBIX cCOmMmunity
OIIPEZIeIICHO CIIETYIOLIMM 00pa3oM:

— IP-ampec siBnsietcst TouHbIM afapecoM cranmmu (MASK:255.255.255.255).
— ITapametp TP umeet 3nauenue GE, AU nm ALL.

a) O0mecucTeMHbIe COOOIIEHUS
IIpu 3HaueHnn mapametpa TP:GE s yrpaBmnsomed CTaHINK OYAyT MMOCKUIATRCS ceayrone coodmenns Trap:

ColdStart B cucreme mpousonuIa epenHANNATN3ANMS OJHOTO U3 (U3HYECKHUX MMOPTOB, MEpe KOTOPOil
ObLia MPOW3BEACHA 3aIMCh KOHPUTYPAIUH B YHSPTOHE3aBUCUMYIO TTaMATh. JTO 03HAYAET, YTO
MOIJIO OBITh TNPOW3BEACHO HU3MEHEHHE KOHQHIypaluu CHCTeMbl. JlaHHOe cooOIeHne
HOCBUIAETCS TakKe MpPH 3allycke/cOpoce YCTpOMCTBAa WM MHEPEHHHIMAIM3ALNKA  BCEil
noxacuctemst [P (W S IP:0).

WarmStart B cucreme mpousonuia nepenHUNIAAIN3ANNSA OJHOTO U3 (PU3NUECKUX MOPTOB 0€3 M3MEHEHUS
KOH(UTypaluy CUCTEMBI, 3alIMCAaHHOW B YHEPrOHE3aBUCUMYIO MaMSITh.

LinkUp/LinkDown [Mepexon oanoro u3 Guzndeckux nHTepdeiicoB B cocrosiuue UP nin DOWN, cooTBETCTBEHHO.
Homep wunrepdeiica, y xortoporo mpousounuio usMeHenue curHama DCD, nepenaercs B
coobmennn  Trap mapamerpom  IfIndex. CoctosHme  mpoToKoda  OTOOpakaercs
cnenudraecknmu coobrmenusmu NSG ¢ Homepamu 7—10 (cM. HIDKE).

NPUMEYAHHUE Howmep ¢usmueckoro muTepdeiica B coodmennn Trap Ha eauHUIly OONbIIE HOMeEpa IOpTa, K
KoTOopoMy OH oTHocutcs. Hampumep, Trap tuma LinkUp ¢ IfIndex=3 o3nadaeTt, 9To mopt HOMEp 2
yCTpolcTBa neperien B coctosiuue UP.

0) CooOenus ayrentupukanum u cneuudpudeckue 11 NSG
Ipu 3HaueHnu mapamerpa TP:AU 1 yrpaBisitoneid CTaHIUU OyIyT MOCBLIATHCS ClieAyIomue coobmmenus Trap:

AuthenticationFailure ~ O6napyxenne  SNMP-areHTOM  HECaHKIIMOHHMPOBAHHOTO  OOpAamIeHHMS K  CHCTEME.
HecanknnoHMpoBaHHBIM cUUTAETCs oOpamieHue, mpu kotopoM B 3ampoce SNMP (GetRequest,
GetNextRequest nnm SetRequest) oOHapy)eHO XOTs ObI OJTHO U3 CIAEAYIONTUX HAPYIICHUN:
— mose "Community name" He COBINAJAET HU C OJHUM COMMUNIty, OOBSABIEHHBIM B
yerpoiictse (cMm. mapamerp Name).
— IP-agpec ucrounuka (Source Address) He HAXOAWTCS B AWANa30HE aJ[PECOB, HA3HAYCHHBIX
community ¢ nanHbIM uMeHeM (mapametpbl IADR, MASK).

EnterpriseSpecific O6Hapyxenrne SNMP-areHTOM CIIeyIOIIX CHCTEMHBIX COOBITH:

— Trap=0 (PRIVILEGE VIOLATION FOR SET REQUEST) — mnomy4eH 3ampoc Ha
W3MEHEHHE MapaMeTpa CUCTEMBI OT YIPABJISIOIIEH CTaHIMH, Ui KOTOPOM YCTAHOBJIEHBI
npusmieruu Read Only (WR:NO).

— Trap=1 (CONNECT TO MANAGER) — mnpowu3onuio MnogkIO4eHHe I0Jb30BATENS K
YIIPaBISAIONIEMY MO0 Manager.

— Trap=2 (DISCONNECT FROM MANAGER) — npou301uio OTKIIOYEHHE MOIb30BATENIS
OT YIPAaBIIONIEro MOAyI sl Manager.

— Trap=3 (REWRITE CONFIGURATION) — mois30BaTellb BBIIOJHKI KOMAHIY 3aIlMCH
koudurypanuu (W F).
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— Trap=4 (CONNECT TO TELNET STATION) — mnoakiroueHHe IIOJIb30BATENS K
HekoTtopoit Telnet-craniuu. Homep craniuu nmepemaercs B coodmiennun Trap.

— Trap=5 (DISCONNECT FROM TELNET STATION) — OTK/IIOYEHHE OJIH30BATENSA OT
Hekotopoit Telnet-cranmmu. Homep cranmmm nepemaetcs B coobmernu Trap.

— Trap=6 (SOME CHANNEL HAS CHANGED STATUS) — mpou30I1uIo mepeKIroUeHIe
omHOTO MK OoJjiee BXOTHBIX KOHTAKTOB HekoToporo moxyns IM-DIO. Homep mopta, B
KOTOpBIH ycraHoBieH Moayis IM—DIO, nepenaercs B coobmienuun Trap.

— Trap=7 (FRAME RELAY STATION DOWN) — Hekotopas cranuusi Frame Relay
nepenuia B coctositane DOWN. Homep crannuu nepenaercs B coodmennn Trap.

— Trap=8 (FRAME RELAY STATION UP) — nekotopas cranuus Frame Relay mepenwia B
cocrostaue UP. Homep crannuu nepenaercs B coobmiennu Trap.

— Trap=9 (PAD LOGICAL LINK DOWN) — uekotopsiit mopt PAD mepeliien B COCTOSIHIE
DOWN. Homep nopra nepenaercs B coodmeHun Trap.

— Trap=10 (PAD LOGICAL LINK UP) — uekoropsrii mopt PAD mepemren B cocrosiane UP.
Howmep mopra nepenaercs B coobmennu Trap.

§5.4.4. Ilepe3arpy3ka ycTpoiiCTBa U pecTapT ero KOMIOHEHT

s ynpaBieHus nepe3arpy3Kod yCTpOWCTBAa M PECTapTOM OTAENBHBIX €r0 KOMIIOHEHT HEOOXOIUMO YCTAaHOBHUTH B
aJIMUHUCTPATHBHOM NPUIOKEHHH Ha ocHoBe SNMP 0a3y ympaBmseMbIx nepeMeHHbIX nsg-rt.mib. baza comepxut
CIIEYIOIINE TPYIIIBI HEPEMEHHBIX

a) pecTapt (U3UYECKUX IOPTOB

rtPortNumber Yucno pmsnueckux noptoB ycrpoiictBa (Read Only).
rtPortTable Tabnmma ¢usngeckux moptoB. Kaskaas 3amuchk (CTpoka) TaONHIBI COACPIKUT IBE IEPEMECHHBIE:
rtPortIndex Wnnekc ¢usnueckoro mopra (Read Only). Haxomurtcs B

nuramasone ot 0 o rtPortNumber—1.

rtPortOperation Tun onmepanuu ¢ moprom (Read-Write):
0 — Het omepanuu (MOPT MPOJIOIDKAET pabOTaTh)
1 — pecrapr nopra (ananoruyno komange W S PO: <rtPortIndex>)
2 — oOHyJIeHHE CTaTUCTHKH 1OpTa
(ananormuno komanzae C S PO: <rtPortIndex>)

0) pecrapt HacTpauBaeMbIX (pusnyeckux nHTepdeiicos E1
rtInterfaceNumber Ywmcio HacTpamBaeMbIx ¢pu3ndeckux nHTEepdeiico yerporictra (Read Only).

rtInterfaceTable Tabnuma HacTpamBaeMmbIX (uU3MYecKHX HHTepdeiicoB. Kaxmas 3amuchk (CTpoka) TaOIUIIBI
COZCPXKUT JBE NEPEMEHHbIE:

rtInterfaceIndex Wunekc HactpanBaemoro ¢usndeckoro uHTepdeiica (Read Only).
Haxonurcs B quanasone ot 0 go rtInterfaceNumber—1.

rtInterfaceOperation Tun onepauuu ¢ uaTepdeiicom (Read-Write):
0 — ner onepanuu (nHTEpdeiic mpogomkaeT padboTarh)
1 — pecraprt unTepdeiica
(ananormuno komanae W S IF: < rtInterfacelndex>)
2 — oOHyJIeHHe CTaTUCTHKH HHTepdeiica
(ananormuno komanze C S IF:< rtInterfacelndex>)

B) pectapT Telnet-crannmii

rtTelnetNumber Yucino Telnet-cranunii ycrpoiictsa (Read Only).
rtTelnetTable Tabmuna Telnet-crannmii. Kaknas 3anmch (cTpoka) TaOIUIbI COAEPIKUT JIBE TIEPEMEHHBIE!
rtTelnetIndex Ungnexc Telnet-cranmuu (Read Only). HaxoauTes B quama3oHe oT

0 go rtTelnetNumber—1.

rtTelnetOperation Tun onepanuu ¢ Telnet-craniueii (Read-Write):
0 — HeT omepanuu (CTaHIHSI IPOIOIIKAET PaboTaTh)
1 — pecTapt craHuUK
(ananormuno komange W S TN: < rtTelnetIndex>)
2 — OOHyJICHHE CTATUCTUKU CTAHILIUH
(ananormuno komanzge C S TN:< rtTelnetIndex>)
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r) pecrapt IP-unrepdeiico
rtIpNumber Yucno IP-unrepdeiicor ycrpoiictea (Read Only).

rtIpTable Tabnuna IP-unrepdeiicos. Kaxxnas 3anuch (cTpoka) TabIHIIBI COAESPIKUT JIBE IEPEMEHHBIE:

rtIpIndex Uunexc IP-untepdeiica (Read Only). Haxonaurcs B auamnaszoHe ot
0 mo rtIpNumber—1.
rtIpOperation Tun omepanuu ¢ uaTepdeiicom (Read-Write):

0 — mer omneparun (MHTEpPENC MPOJOIIKAET PabOTaTh)
1 — pecraprt unTEepdeiica

(amamormyno komange W S IP:< rtIpIndex>)
2 — oOHyJIeHHE CTaTUCTHKH HHTepdeiica

(ananormuyno komanze C S IP: < rtIpIndex>)

A) pecTapT OTAeJbHBIX CJ1YXkK0 M Ilepe3arpy3ka Bceil cucreMbl

rtServiceTable Tabnuna cmyx6. Kaxnas 3amuce (cTpoka) TaOIHIIBI COACPIKUT JBE MIEPEMEHHEIC:
rtServiceName Wwms (uapekc) ciysx0st (Read Only):
0 — yCTpOiicTBO B 1IeIOM
1 — IP-mapupytusarop
2 — ciryxx0a DNS
3 —cepep HTTP
4 — cayx6a XoX (HX)
rtServiceOperation Tun onepanuu (Read-Write):

0 — Her omepaiuu (ciry>x0a MpoAoKAaeT paboTaTh)
1 — pecrapT ciyObl MM y371a B LIEJIOM (aHAJOTMYHO KOMaHaM
W S PO:A, W S IP:0, W S DNS, W S HTTP u W S HX:0)
MNPUMEYAHUE Ilpu omnepaiuu YTCHUS JICMEHTOB Ta0JIHII, KOTOPbIC ONpeAesatoT Tuml onepauuu (rtPortOperation,
rtInterfaceOperation u T.11.) Bcerma Bo3Bparaercs 3Hauenue 0 (operate).
CrtpykTypa BeTBH restart nepesa MIB mpencraBiena Ha pUCyHKe.

nsg (4351)
! | | -
experimental (1)
| >
| | |
restart (2)
| >
| | |
rtPort (1) rtTelnet (3) rtService (5)
T T > T T > T >
rtPortNumber rtPortTable rtTelnetNumber  rtTelnetTable rtServiceTable
(1) (2) (1) (2) (1)
| L L
rtPortEntry (1) rtTelnetEntry (1) rtServiceEntry (1)
rtPortIndex rtPortOperation rtTelnetindex rtTelnetOperation rtServiceName rtServiceOperation
(1) (2) (1) (2) (1) (2)
rtInterface (2) rtlp (4)
| S | .
T T > T T >
rtinterfaceNumber  rtInterfaceTable rtIpNumber rtIpTable
(1) (2) (1) (2)
l l
| |
rtInterfaceEntry (1) rtIpEntry (1)

| | | !_k—\

rtInterfacelndex (1)  rtInterfaceOperation (2) rtIpIndex (1) rtIpOperation (2)

NSG Book v8.2.4 rev.14.01.2011



16

Yacts 5. [Ipunokenus u ciryx0n1 [P

§5.4.5. Ynpasienne ceancamMmu padoThbl M0J1b30BaTe e

st MoHMTOpPHHTA pabOTHI MOJIB30BATENEH U YIIPABJICHHS 110JIb30BAaTEIbCKUMH CeaHCaMi HEe00X0IMMO yCTaHOBUTh
B aJIMUHHCTPAaTHBHOM NPWIOKeHUH Ha ocHoBe SNMP 0a3y ympaBisieMblx nepeMeHHbIX Nsg-us.mib. CTpykTypa BeTBU
nsgUserSessions nepesa MIB npencTaBieHa Ha pUCYHKE.

usUserIndex (1)

nsg (4351)
| >
| | |
experimental (1)
| N
| | |
nsgUserSessions (3)
| >
| | |
usMaxNumber (1) usResetUser (2) usTable (3)
|
usEntry (1)
|
usSessionld (3) usUserIpAddress (5) usServerIpAddress (7)
usUserName (2) usUserService (4) usOccupiedResource (6)

baza COACPIKUT CIICAYIOIUNC NTIEPEMCHHBIC:

usMaxNumber MaxkcuMaabHOE YHCIO MOJIb30BaTeNeH, KOTOPEIE MOTYT OBITh OJJHOBPEMEHHO MOJAKIIOYEHBI K CHCTEME.

usResetUser

usTable

(Read Only)

3amnuch B 9Ty NEPEMEHHYIO YHHUKAJIBHOI'O I/II[CHTI/I(i)I/IKaTOpa TIOJIL30BATEIA MPUHYAUTEIIBHO 3aBEPIIACT
ceaHc paboOTHI MOJIL30BaTENsI OYJeT M OCBOOOXIAET BCE 3aHUMAEMble UM pecypchl. [[isi BBIMONHEHUS
Takoro cOpoca HEOOXOAMMO 3HaTh HACGHTH(UKATOp MOJb30BaTENss W WMETh NpHUBHIErnd Write.
(WR:YES). Oneparus Read muist nanHoii mepeMeHHOMN Beeria Bo3Bpariaet 3HaueHue 0.

Tabnuma TeKymHUX CeaHCcOB pabOTHI MOJb30BaTeNei. Bee ameMeHTH Tabmumpl mMeroT atpubyt Read
Only. 3HaueHus moyiel JaHHOW TaOIMIIGI AHAIOTUYHBI TMOJISIM TabIHUIIBI, KOTOpasi BRIBOAUTCS KOMaHOM

D S SY:1 (cm. YacTs 8):
usUserIndex

usUserName

usSessionld
usUserService

usUserIpAddress

usOccupiedResource

usServerIpAddress

Howmep ceanca. Llenoe uncino B Auana3oHe oT 1 10 MakCHMAallbHOTO 3Hade-
Hus (MaxSessionNumber), onpegeeHHOTO TS JaHHOTO THITA YCTPOMCTBA.

Wms monp3oBatens, MpeaCcTaBICHHOE B Tporecce ayreHThdukanun. Ecin
MOJIb30BATEIb IMOJNKIIOYWICS 0€3 ayTCeHTU(QUKAIMH, TO B II0JIE UMCHU
BbIBoAUTCS cTpoka <UNKNOWN>.

VYHuKanbHBIN HaeHTH(UKATOp ceaHca. [Ipu ynaneHHOH ayTeHTH(HKALUH
(uepe3 RADIUS/TACACS+) ucnons3yercs B kadecTBe Account-Session-Id.

Tun cepsuca, NMPeIOCTaBIEHHOIO IOIB30BATEN0. BO3MOXKHbBIE 3HAYEHUS:
PPP, PAD, SLIP.

IP-anpec, Ha3HaYeHHBIH Mob30BaTemo. Eciu [P-anpec HenmpumeHnum mist
naaHoro THma ceppuca (PAD) mnm HEM3BECTEH CHCTEME ayTeHTH(HKAIIH
(SLIP), To 3HaueHwme sTOTO MMOJISE paBHO 255.255.255.255.

Ha3sBanue pecypca, 3aHIMaeMOTO MOJIb30BATEIEM:

PO.<HOMep>  ¢wu3udeckuii mopt
TN.<Homep> Telnet-cranmus
IP.<HOMep>  IP-unTepeiic

Ecnu none3oBarens 3aHuMaeT Oonee onxHOro pecypca (Hampumep, IP-
nnrepdeiic Tuna PPP u Ethernet-cranmuio Tuna PPP), To B Tabmuue Oyner
yka3zaH Tospko [P-unTepdetic.

Anpec cepepa RADIUS/TACACS+, BBINOJHUBIIETO ayTEHTH(MUKAIIUIO
JAHHOTO TI0JIb30BaTeNsl. ECu monb30BaTeNs ayTeHTH(OUIIMPOBAH JIOKAITFHO
WIH TOAKIIOYCH Oe3 ayTeHTU(UKAIMH, TO IaHHOE Ioyie OyneT UMETh
3nauenue 0.0.0.0.
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§5.4.6. Ynpasaenue moayaamvu IM-DIO

s ynpaBneHus: MOAYJISIMH JUCKPETHOTO BBoja-BbIBoAa IM—DIO ncnonbs3yrores 6a3sl ynpaBisieMbIX HEpEMEHHBIX
nsg-gs.mib u nsg-ss.mib. IlepBast oOecrieunBaer ynpasieHHEe BCEM MOAYJIEM Kak COBOKYITHOCTBIO BXOJHBIX/BBIXOIHBIX
nap KOHTAaKTOB, BTOpas — WHAMBUIYalbHOE YIpaBIeHUE Kaxoi mapoil. [IpuBeneHHbIe HUXE TepEeMEHHBIE OTHOCATCS
k Moaymo IM-DIO/8i40 (BoceMb BXOJHBIX Iap KOHTAKTOB M YETHIPE BEIXOIHBIE).

Jns ormpaBku cooOuieHuid Trap o0 M3MEHEHHMH COCTOSHMS BXOIHBIX KaHanoB monyns IM-DIO neob6xomumo
YCTaHOBHUTH HEHYJIEBYIO MACKy COOOILICHHUI sl JaHHOTO MoayJist (mapametp TR):

S P PO:n TY:SERVICE IF:DIO TR:bbbbbbbb

Macka 3amaercs B Buae ctpoku u3 8 cumBosioB O wim 1. Exununa B i-0f MO3UIMU paspeliaeT reHEpUPOBATH
coobmmenus Trap mis kanana INPUT i, Hoib — 3ampernaer.

ba3za nsg-gs.mib conepxur crnenyromiye nepeMeHHbIe:
gs8i4oNumber (1) Yuciio nopToB, CKOHGUTYpUpOBaHHBIX [Tt paboTel Moayneit IM—DIO (Read Only).

gs8i4oTable (2) Tabnmma, cocrosmas u3 3amucer gs8i4oEntry (1). Kaxknast 3amuchk xapakTepu3yeT COCTOSIHUE
oxHOTO MOIyJs. Yuncio 3amuceit ykazano B gs8i4oNumber (1).

Index8i4o (1) [opsiaxoBeiii Homep untepdeiicoro moayist IM—DIO (Read Only).

gs8i4o-bin-Contact (2) Llemoe uncio — [ABOMYHOE HMHTETPANBbHOE 3HAYCHHE BCEH COBOKYITHOCTH KOHTAKTOB.
3HaYamuMu B JaHHOM YHCJC SBISIOTCS 12 mmamgmux Out. HymeBoe 3HaueHHe Kaxaoro Oura
COOTBETCTBYET PA30MKHYTOH IIETH, eANHHIIA — 3aMKHYTON. 3HAaUeHUE CaMOT0 MJIaIIIero oura
oTHocuTcs Kk KoHTakTHOU mape INPUT 1, camoro crapmero — k OUTPUT 4. [lepemennas
umeer tin Read/Write, HO MO CyIIECTBY 3allUCh MMEET CMBICI TOJbKO B OuThI ¢ 8 mo 11,
oTBevaromue 3a kouTaktel OUTPUT.

gs8i4o-char-Contact (3) HurerpanbHoe 3HaueHHE BCEH COBOKYIMHOCTH KOHTAKTOB B CHMMBOJILHOM Bujae (Read/Write).
Crpoka u3 12 cumBosioB O mim 1, rae mepBbI CHMBOJ CTPOKH COOTBETCTBYET KOHTaKTHOM
mape INPUT 1, mocnenuuit — OUTPUT 4.

Crpyxkrypa BetBH circuits(1).gs8i4o(1) nepea MIB npeacraBieHa Ha pUCYHKE.

nsg (4351)
| >
| | |
experimental (1)
| >
| | |
circuits (1)
| >
| | |
gs8ido (1)
| >
| |
gs8i4oNumber (1) gs8i4oTable (2)
|
|
gs8i4oEntry (1)
|
| | |
Index8i4o (1) gs8i4o-bin-Contact (2) gs8i4o-char-Contact (3)
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baza nsg-ss.mib conepxuT cinemyromniue nepeMeHHbIE:

ss8i4doNumber (1) Yucio mopToB, CKOHPUTYPUPOBAHHBIX 1t paboTsl Moxyieit IM-DIO (Read Only).

ss8i4oTable (2) Tabnmma, cocrosmas u3 3amuceit ss8i4oEntry (1). Kaxnmas 3amichk xapakTepu3yeT COCTOSHHE
oxHOTO MOy s. Uncio 3ammceit ykazaHo B ss8i4oNumber (1).

Index8i4o (1) IMopsiakoBeiii HoMep uHTepdeticaoro moaymst IM—DIO (Read Only).

Input-1 ... Output-4 12 penbIX MEPEMEHHBIX, OMMCHIBAIOLIUX COCTOSHUE COOTBETCTBYIOIIMX KOHTAKTHBIX IIap.

3nauenue 0 Kax a0l nepeMeHHO COOTBETCTBYET Pa30MKHYTOM ey, 1 — 3aMKHYTOM.

Crpykrypa BeTBH circuits(1).ss8i40(2) nepea MIB npeacraBieHa Ha pUCYHKE.

nsg (4351)
| >
| | |
experimental (1)
| >
| | |
circuits (1)
| >
| | |
ss8i4o (2)
| >
| |
ss8i4oNumber (1) ss8i4oTable (2)

ss8i4oEntry (1)

Index8i4o (1)

Input-1 (2) Bxoanoi kanan 1 (INPUT 1)
Input-2 (3) Bxoganoii kanan 2 (INPUT 2)
Input-3 (4) Bxognoii kanan 3 (INPUT 3)
Input-4 (5) Bxoganoii kanan 4 (INPUT 4)
Input-5 (6) Bxoganoii kanan 5 (INPUT 5)
Input-6 (7) Bxopnotii kanan 6 (INPUT 6)
—— Input-7 (8) Bxopnotii kanan 7 (INPUT 7)
Input-8 (9) Bxoanoi kanan 8 (INPUT 8)

Output-1(10) Boixoauoii kanan 1 (OUTPUT 1)
Output-2(11) Brixoanoii kanan 2 (OUTPUT 2)
Output-3(12) Brixoanoii kanan 3 (OUTPUT 3)
—— Output-4(13) Beixoanoii kanan 4 (OUTPUT 4)
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§5.5. Web-ynpasienne

§5.5.1 CepBep HTTP

Berpoennsiit cepsep HTTP B manHON Bepcum mporpaMMHOTO oOecredeHds NpefHa3HadeH I yAAICHHOTO
ynpasienus ycrpoiicrBamu NSG npu nmomomu Web-6paysepa. Web-unrepdeiic npeanaraer O0IbIIMHCTBO (QYHKIMN
YIIPaBJICHUSI YCTPOWCTBOM, JOCTYMHBIX 4epe3 uHTep(eiic komMaHgHOM cTpokd. K HUM OTHOCATCS H3MEHEHHE H
KOHTPOJIb KOH(QUTypalnuu YCTPOWCTBa, MOJyYeHHE WH(OpMAIMU O TEKYyLIEM CTaTyce KOMIIOHEHTOB YCTPOWCTBA H
CTaTHCTHKE UX pabOThI, pecTapT OTJAEIbHBIX MMOJCUCTEM H CIIyKO U Ipyrue QyHKIHH.

BHUMAHMUE Hcnons3oBanune Web-uHTepdeiica HU B Koell Mepe HE OCBOOOXKIAET IOJb30BATEIsl OT
HEOOXOAMMOCTH IIOHMMATh CYIIHOCTh, M Ha3HAuYeHHE KOMIIOHEHT YIPaBIISIEMOTO0 OOBEKTa,
B3aHMOCBSI3b MEXIy HHUMH M CMBICT BCeX IlapamMeTpoB KoH(purypamun. Web-uaTepdeiic
n30aBIsIeT TOJIB30BATENS MCKIIOUUTENEHO OT HEOOXOAMMOCTH 3allOMHHATh TOYHBIH CHHTaKCHC
KOMaH/I ¥ JIOIYCTHMBIEC 3HAUCHHUSI ITaPaMETPOB.

MNPUMEYAHHUE BrineykazanHas OCOOCHHOCTh HE SBICTCSA cCreuduueckod mnsd mpoayktoB NSG, a
mpencTaBisieT coboii  obOmee cBoiictBo Web-uHTepdelicoB s ympaBIeHHS 1H00bIMU
YCTpOMCTBAMH M CHCTEMaMH — OT MaruCTpPaJbHBIX MapIIPyTH3aTOPOB O MHTEIIEKTYalbHBIX
YTIOTOB.

VYnpasnsieMoe yCTPOWCTBO JOJDKHO MMETh, KAK MUHMMYM, OAMH JeicTBytomunii [P unHTepdeiic, uepe3 koTopblii
OyZeT OCyIIECTBIATHCS CBA3b C HUM, M akTHBHpOoBaHHbIN cTek TCP/IP.

W3 3a oTcyTcTBUS MONHOM coBMecTUMOCTH Web-Opay3epoB pa3muyHbIX NPOU3BOIUTENEH KPYr HOANEPKUBAEMBIX
Opay3epoB xecTKo orpaHudeH. IloanepxuBarorcs cieayromue Opay3eps:
— MS Internet Explorer Bepcuu 4.0 u Bbiie;
— Netscape Navigator Bepcuu 4.0 u BbIIIIe.

OcymectBienne Web-ynpasienust U3 Apyrux Opay3epoB He rapaHTupyercs. MUHNMaIbHOE pa3pelleHne dKpaHa
st pabotel Web-uatepdeiica NSG — 800x600 Touek, pekomeHayemoe —1024x768 Touek.

Just 3arpy3ku u pabotsl cepepa HTTP TpeOyroTcs 3HAUMTENbHBIE alllapaTHbIE PECYPChl YCTPOMCTBA, B MEPBYIO
ouepeib, OrepaTUBHAsI MaMsTh. [Ipu 3amycke cepBep 3aHUMAET:
— obnacts Heap — oxono 160 Kb;
— obmacts Stack — okouo 4 Kb.

Ecnu B MomenT 3anycka cepBepa HTTP cBoO0HOI nmamMaTH HEXOCTATOYHO, TO OyJIET BBIBEIEHO COOOIICHUE:
HTTP: Unsufficient Memory (xxxx)
1€ XXXX YKa)K€T, KAKOi UIMEHHO IaMsITH HEJJOCTaTOYHO.

ITpu BeIONIHEHUY 3anpoca yrpasieHus cepsep HTTP nononHutensHo 3aHMMAET:
— obnacts Heap — oxomo 5 Kb;
— obmacts Stack — oxouno 20 Kb.

Eciu B MOMEHT BBINIOJIHCHHS 3allpoca CBOOOJHOW MaMsITH HEIOCTATOYHO, TO 3ampoc He OYIeT BBIMOJHEH, a
MOJIL30BaTENI0 OyIeT BEIBEJCHO B OKHO Opay3epa cooOIeHHe:

500 Server Error

ITo mepe ocBoboxIeHNS pecypcoB cepep HTTP cHOBa OyneT oTBeUaTh Ha 3aIPOCHI TOJTB30BATEI.
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§5.5.2. 3anyck n ocranoBka cepBepa HTTP

Hns 3amycka cepsepa HTTP TpeOyercs ycranoButh mnapamerp HTTP wuntepdeiica IP:0 B 3Hauenue YES u
pecTapToBaTh cepBep (MU BCE yCTPOMCTBO):

S P IP:0 HTTP:YES
WS HTTP

Jus ero ocraHoBkm TpeOyercss ycraHOBUTH mapamerp HTTP umaTepdeiica IP:0 B 3mauenme NO m pectapToBaTh
cepBsep:

S P IP:0 HTTP:NO
WS HTTP

IIpu ocranoBke cepepa HTTP oneparuBHas nmamsTh, 3aHUMaemas WM, OCBOOOXAaeTcsi Aist pabOThl JPYrux
MPOTPaMMHBIX NIPOLIECCOB.

INPUMEYAHMUE Ilpu BKIOYEeHMH WIM TIepe3arpyske ycTpoiicTBa 3amyck cepBepa HTTP ompenenserca Tem
3HaYeHHneM mapamerpa HTTP uaTepdeiica IP:0, koTopoe OBIIO COXpAaHEHO B YHEPTOHE3ABHUCHMOM
MIaMATH.

§5.5.3. Bxoa B cucremy

Ha kommbproTepe, ¢ KOTOPOTO MOXHO YCTaHOBUTH CBs3b ¢ ycTpodictBom NSG uepe3 cetp TCP/IP, cnenmyer
3anyctuth Web-0Opoy3ep u B aapecHoii ctpoke BBecTr IP-aapec oaHOro n3 uHTEp(EHCOB yCTPOUCTBA:
http://<ip-agpec>

[Tpu nepBoM 0OpaleHnH K yCTPOUCTBY MOJIb30BATENb JOJDKEH ayTeHTU(DHULIUPOBATH ceOs1, BBEISI CBOE UMS M IIAPOJIb
B MpeajiaracMoM JHaJOrOBOM OKHE. MM Mosb30BaTelisi MOXKET ObITh JFOOBIM, a aposib st Bxoaa B Web-unrepdeiic
(pu BBOZIE OTOOpaXKaeTCs 3BE3/I0UKaMK) COBIAIaeT C MapoJieM JJIsl BX0Ja B MOyl b Manager.

Beon coTesoro nagons

'31“ Bae ST uust NINEICBITHIM 1 1EO0AE
Y3en 1005211

QORatTs NEG-S00 TSN atwark Systems Group

P [oNsIcsaT e [' ot

nI‘Ct"t I'- .....
™ CorpaeTs NEPCAE B SIMORs NEponed

(5]] I OTdena I

Ecnmn B mpomecce paborel mapons Monyns Manager Oyner W3MeHEH (HampuMmep, aIMHUHHCTPaToOpOM,
MOAKIIIOYEHHBIM K MOJyJII0 Manager uepe3 KOHCOJbHBIH 1mopT, Telnet unu cets X.25), To nmpu oyepeHOM 0OpaleHnu
n3 Web-nnrepdeiica mosp30BaTento BHOBb NPUIETCS IPOHTH NPOLEAYPY ayTeHTU(DUKALIIH.

§5.5.4. Crpykrypa Web-unrtepdeiica
Oxkno Web-unTtepdeiica pazaeneHo Ha TpH MOJIsL.

BepxHee 1eBoe moJsie IPaKTUYECKH HE MEHAETCS B Ipoliecce padoThl Monb30BaTens. [losie colepskKuT runepechuIKy
Web-Management Objects, npum HaxkaTuM Ha KOTOpYIO OyAeT OOHOBJIEH CIIMCOK YINpPaBIieMbIX OOBEKTOB, M
aJIMUHUCTpAaTUBHOE MMs ycrpoiicTBa (mapamerp HNAM). MMs obieryaer oJHOBpEMEHHOE yNpPaBICHUE HECKOJIbKHUMHU
YCTPOWCTBaMH: OHO ITOKA3bIBAET aIMUHHUCTPATOPY, C KAKUM UMEHHO YCTPOMCTBOM OH pabOTaeT B JaHHOM OKHE.

HukHee neBoe mosie 0TOOpakaeT yrnpasisieMble 00BEKThI YCTPOUCTBA, MPEICTABICHHBIC B BHIE HEPAPXUUECKOTO
JiepeBa.

B mpaBom mone cTpaHuIbl (OCHOBHOM HH()OPMAIIMOHHOM II0JI€) BBOJSTCS 3HAYCHHUS HapaMETPOB YIPABISIEMBIX
00BEKTOB, a TAK)KE BBIBOJIUTCS HHPOPMAITHS O paboTe YCTPOMCTBA U €T0 TIOJCUCTEM.
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[ http 100 54 117 - Mictasolt Inter :
P [paea Bun dfommce Copenc Cnpaoks -
“Haaap » <« D 3 DN ANowox aesboapos Iaypaen | v & O
AAPSELS) ttp 110054 11 El o Nepeson || Cenrm ™
%\\"EB hfanagement Objects Port #0

HO°TN~ME

Hardware Interface (IF) |V35 ‘I
Protocol Type (TY) [HoLC -]
* Node Intertace Mode (MODE) IEXT -|

v Ports “ : 3 v—
D11 121314 Clock Speed (SP) [2048000 =
S I6 171819 Azagned Name (NAME) |
L2003 14
150161 17118 19 Appty] Undo] De(aisl Save ] Restart | Information I Cloarl
b Stations
» IP Routing
¢ Commutatons

= Service Tables
b N3 profiles

Address Table
PAP Table
CHAP Table
SCRIPT Table
NUIT Table

» Special Functions

2] roTeen ® UHTEpeT

Iox ympaBnsieMbIM OOBEKTOM ClIeIyeT MOHHMATh JIHOO KaKyH-TO NMPOrPaMMHYIO KOMIIOHEHTY CHCTEMBI (IIOpT,
CTAHIHIO, 3aMUCh TAOIHUIBI MAPLIPYTU3ALUH U T.II.), IHOO KaKOe-TO AeiCTBHE HAJ OOBEKTOM CHCTEMBI (pecTapT mopra,
pecTapt ciyxkObl, COXpaHeHHE KOH(urypanum u T.I.). B KkadecTBe ymHpaBiseMoro OOBEKTa MOXET BBICTYNATh
HEKOTOPBIA CKaJSPHBINA 3JEMEHT (HalpuMep, mapaMeTpbl Monysisi Manager), 1u00 HaOOp OJHOTHIHBIX SJICMEHTOB
(mammpuMmep, GU3NIECKUX MTOPTOB, CTAHIIMN U T.11.).

Bce ympaBnsemble 00beKTbl OOBEJAMHEHBI M MPEACTABICHBI B BHJE HepapXuueckoil cTpykrypsl. st ymoOctBa
JIOCTyTIa K YIpaBIsIeMbIM OOBEKTaM BETBH JepeBa MOTYT OBITh CBEPHYTHI MJIM Pa3BEPHYTHI, YTOOBI OTOOpakaTh Ha
9KpaHe TOJIBKO YacTh YNPABJIEMBIX 0OBEKTOB, HHTEPECYIOUIYIO MOJIH30BATENS B JAHHBIH MOMEHT.

VYrpasisieMblii 00bEKT, KOTOPBIA COJAEPKUT B ceO€ BIOKEHHBIE OOBEKTHI WJIM CHHCOK OJHOTHITHBIX OOBEKTOB,
TaKXKe HAXOAUTCS Ha DKpaHe B CBEPHYTOM JINOO B pa3BepHYTOM BHe. B mepBoM ciydae OH IpeacTaBiIeH TONBKO OHON
CTPOKOH, B KOTOPOM yKa3bIBaE€TCsI €0 Ha3BaHUE U 3HAYOK P , YKa3bIBAIOILUM, YTO JAHHAsI BETBb CBEPHYTa. Bo BTOpOM
cilydae Iocjie Ha3BaHUSl BETBU BBIBOAMTCA BCE €€ JOYEPHUE BETBH, a IEepe]] Ha3BaHUEM CTOMUT 3Ha4dok v . lllemdyok
JIEBOM KHOIIKOM MBIIIM HA 3HAYKE P UM ¥ pPa3BOPAuYMBAET U CBOPAUUBAET BETBb.

§5.5.5. Ynpasiaenue oobekTamMu KoHpurypanum

Pabora ¢ ynpasiseMbiM 00BEKTOM IPEANOJIATacT BBHIOJHCHNUE OHON MM HECKOJBKHUX M3 MEPEUUCICHHBIX HUKE
onepauii:

— VYcTaHOBKA M KOHTPOJIb 3HAYEHHUI TapaMeTpoB.

— OnmnpexeneHne TEKyIIEro CTaTyca M CTAaTHCTHKH.

— Pecrapt ynpasisemoro oobekra.

— OuuncTKa CTaTUCTUKU.

— CiryxeOHble onepanyy (3alKch B YHEPrOHE3aBUCUMYIO MTaMATh U T.11.).

I[J'If[ JA0CTyla K YIIpaBJIsIEMOMY O6L€KTy HCO6XO,Z[I/IMO BI)I6paTB ero B jeBoM okHe. Ilocime sToro B IIpaBOM OKHE
6y)_'lyT TNOKa3aHbI MapaMETPhbl YKa3aHHOI'O 00BeKTa.

IIpaBoe okHO TpeacTaBsieT coboit Web-popMy, B KOTOPO# Kax bl TapaMeTp MpeAcTaBlieH B BUJE €r0 Ha3BaHUS U
TEKyIIero 3Ha4yeHusi. BMecTe ¢ MOJIHBIM Ha3BaHHEM IapaMeTpa YKa3bIBaeTCsl TAKXKE €ro COKpalleHHOe 0003Ha4YeHue,
KOTOPOE HCIIOJB3yeTCsl B MoayJie Manager. J[jisi M3MCHEHHUST 3HAYCHHUS MapamMeTpa He0OXOAUMO MOMECTHUTh Kypcop B
I10JIC 3HAYCHUS U, ITOJIb3YACh K.]'IaBHaTypOﬁ I/I/I/IJ'II/I MBIIIBKO, BBECTHU HJIN BBIGpaTB HOBOC 3HAYCHUC.

B HmxHE# yacTH OKHA pacmosaraloTcs KHOIKH, HEOCPEICTBEHHO BHIOIHIIOMNE (GYHKINN YIIPABICHHUS.

Kuomnka Apply mpon3BoanT mepenaeT 3HaUCHNS, yCTAHOBJICHHBIE B JAHHOM OKHE, B cucTeMy. Ha)kaTue 3Toi KHOIIKH
SKBUBAJICHTHO BBIMOJIHEHUIO KOMaHAbI Set Parameters ¢ TeMu 3HaUY€HUSIMU, KOTOPBINA B JaHHBIH MOMEHT HaXOJSATCS Ha
9KpaHe.

BHUMAHUE Ho wHaxartus kHomku Apply HuKakwe MEHCTBHSI MO H3MCHCHHIO MapaMETPOB CHCTEMBI HE
MIPOU3BOISITCSL.
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Ilepen otmpaBkod 3amomHEeHHOH (OPMBI B YCTPOHCTBO TNPOW3BOAWTCS aHATN3 3HAYCHWH, BBEICHHBIX
nosp3oBateneM. Eciu nipu 3ToM pa3bope oOHapyxeHa ommOKa, To popMa HE OTCHIIAETCS, a MOIH30BATENh OTyJaeT
coo0O0IIeHre 0 HeTIPaBIIILHOM 3HAaUCHHUH MTapameTpa.

NPUMEYAHUE Ecnn monp3oBaTens MOMEHSUI 3HaUYeHHE MMapaMeTpoB, HO HE Hakan KHOmKy Apply, To mpu
nepexojie K APyromy yrnpasisieMOMy 0ObEKTy OyeT BBIAAHO IPEXyPEeKICHHUE.

Knonka Undo Bo3Bparaer 3HaueHHE TapaMeTPOB K TEM, KOTOPBIE HMEITUCh B MOMEHT 3arpy3KH TEKYIIed CTPaHHIIB.
OTMeHUTH ceNaHHble U3MEHEeHUs KHOMKOW Undo MOXKHO TONBKO 10 TeX MOp, MOKa OHH He MepeAaHbl B YCTPONCTBO
KHOMKO# Apply.

Knomnka Details BBIBOJUT B TCKYIIEC OKHO AOTIOJHUTCIIbHBIC MapaMETPhI YIIPaBJIACMOT0O 00beKTa.

Knornka Restart mepesarpyxaer ynpasisemblid 00beKT U dkBuBaneHTHa komanne W S (Warm Start) B untepdeiice
KOMaHJHOM CTPOKHU.

INPUMEYAHME Ilpu mepesarpy3ke BCEro yCTPONCTBAa BBIBOJUTCS JUAIOTOBOE OKHO AJS MOATBepkAeHud. s
BEITIOJTHEHNST TIepe3arpy3ku HeoOxommmo Haxatb KHomky OK B 3ToM okHe. Ilepesarpyska
3aHMMAeT HECKOJIbKO CEKYH/I, B TEYEHHE KOTOPBIX YCTPOHCTBO Oy/ET HEMOCTYITHO.

Kuomka Information BeIBOgMT MH(OpMAIMIO O CTaTyce W CTATHUCTHUKE YIPaBIsIeMOro oObekTa. J[aHHash KHOMKa
skBuBanentHa komannae D S (Display Status/Statistics). Mudopmanus 06 00beKTe BBIBOAUTCS OJHOKPATHO HA MOMEHT
BBITIOJTHEHHSI 3aIPOCa U ABTOMATUYECKU HE OOHOBJISETCS.

Knomka Save mcmonb3yeTcs A1 COXpaHEHMS TEKylleld KOH(GUIypaluu B 3HEPrOHE3aBUCHMOW NAMSTH CHCTEMBI.
OxeuBanentHa komanme W F (Write Flash). BreinmomHeHue 5Toi KOMaHIBI COXPaHSIET TEKyIIME 3HAYCHHS BCEX
apaMeTpoB.

Knomnka Clear ouniaeT cTaTUCTUKY TaHHOTO O0BEKTA.

B HekoTOpBIX ciydasx HMHpOpMAIMs XpaHUTCS B BHUIE TaONHI, COCTOSIIIMX M3 OTIENbHbIX 3amnuceil. K Hum
OTHOCSTCSI, HapUMep, Tadauua cratudeckux [P-mapupyros, Tabnuua naponeir PAP/CHAP u ap. Takas undopmarus
BBIBOJIUTCS] B OKHO TAaKKE€ B BHJE TaOJMIBI, Ka)KAas CTPOKa KOTOPOH NMPEACTaBISIET OTACIBHYIO 3amuck. Hax kaskapM
3JIEMEHTOM (3aIHChI0) MOTYT OBITH IIPOU3BEICHBI CIIEAYIONINE ACHCTBUS:

D http 1100 54 11 Mictasolt Internel Explarer
Paivn Moaea Bug Walommoo Cepanc  Crpanks -
“Hazan » < « D 3 A Alowo pstoasos Ipazn | v & U
ABPEELS) ttp 100,54 11 =] P lepeon || Comrwn
anagement Obiects . Sags
%\\'EB hManagement Objects PAP Secrets Table
[HOSTNAME
gadukino ivan iVvaNoV
PAP:0Z gryazukine petr pEtRoV
*» Node PAP:03 bodunovo sidor sIdOrov
0 « = = = = End of table - - - - -
» Ports
¥ Stations
» IP Routing
¢ Commutations
v Service Tables
b X3 mofiles
Address Table
PAP Table
: : Delete | Add | Edt | Retresh | Save
CHAP Table
SCRIPT Table
NUI Table
» Special Functions
2] ® WHTepHeT

Kuomnka Delete — yHHYTOXaeT BBIICICHHYIO 3aITHCh.

Kuomnka Edit — n3MeHHUTH cojiepKaHUE BBIICICHHON 3aITUCH.

Knonka Add — mo0GaBUTh HOBYIO 3aIHICh TIEpeT BEIIEICHHON (MIH B KOHEI[ TAOIHIIBI).
Knomnka Refresh — 00HOBHTB coep)kUMOe TaOIHIIBI Ha DKpaHe.

Knomnka Save — coxpaHUTh TEKYIIyI0 KOHPHUTYPAIHIO.
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§5.5.6. PyuHoii BBOJ KOMAaH[

Pone Web-unrepgeiica coctout B TOM, 4TOOBI Te€HEpUPOBATH KOMAaHIbI C NapaMeTpaMi, YCTAaHOBJICHHBIMH B
OCHOBHOM OKHe MHTepdelica, U mepeaaBaTh 3TH KOMaH/bl Ha HMCIOJIHEHHE Moaymo Manager. [Ipu HeoOxomumocTn
TMOJIE30BATENb MOXKET CAMOCTOSITEIFHO BBOJUTH KOMaH 16l HETIOCPEACTBEHHO B okHe Web-Opay3epa — Hampumep, eciiu
JlaHHasi KOMaH/1a MJIM IIapaMeTp He MoJ/IepKUBaeTCs B TeKylied Bepcun Web-unrepdeiica.

Jist py4HOTO BBOZIa KOMaH T HEOOXOIMMO BBIOpATh B JiepeBe MeHIo IMyHKT Special Functions —> Manager Command.
[ocne sToro B npaBoM okHe Web-unrepdeiica oTkpsiBaercsi hopma Juist BBoJa KOMaHIHOM CTPOKH. J{iis BBINOJIHEHUS
HaOpaHHOW KOMaHBl HEOOXOIUMO HaXaTb KHOTKY Apply.

gl.ll;x MO0 54 11 Micrasoft Internel Explorer

et Moy B UsGommoe Copenc Copasks -
“Hazan » < « D 3 D Alowo dfoapics Inpaen | S & O

.-‘,upuc[ql nip 1005411 El o Nepesoa | Clarwn ®
%\\EB hanagement Objects Executine Command

[HOSTNAME by S
Commsand |d i fiter

Yol 3| [Aeply] Undo

» Node

» Ports

» Stations

» [P Routung

¥ Commutations
» Service Tables
v Special Functions
Manages Comusud -
Send IF Pug request
Open Telnet-zesz10n
b Restart Services

&) rotoeo O WHTepmET

§5.5.7. Ilo6ounbie 3¢pPexTsl Web-ynpasiienus

Web- u SNMP-ympaBiieHne I0MyCKalOT BO3MOKHOCTh OJHOBPEMEHHO TOCTYIA HECKONBKHX aIMHHHUCTPATOPOB K
OJTHOMY ycTpoicTBY. [Ipn 3TOM He UCKIIIOUEHBI CUTYalllH, KOIJJa COBMECTHOE M3MEHEHHEe KOH(UIrypaluu ycTpoicTa
MOXET MPUBECTH K HEXEeNaTeIbHBIM MociaecTBUSM. UTo0b! n30eaTh BOZHUKHOBEHUsSI KOH(IMKTHBIX KOH(HUTYpalmi,
PEKOMEHAYETCsl IPU MCTIONIB30BAHUM OIHOTO W3 MHTepdelicoB ynpasneHns (Web nim KoMaHAHYIO CTPOKY) 3alPETUTh
JocTyn 4epe3 apyrue. Web-uHrepdeiic mo3BosSeT 3anpeTuTh BXOJ B MOAYJIb Manager, a MHTepgeic KOMaHIHOH
CTPOKH — OCTaHOBUTH Web-cepsep.

Ecim Bo BpeMst paGoThl ¢ Moyl ieM Manager K JaHHOMY YCTPOMCTBY OOpaInaercst Apyroi aIMHHHUCTPATOp depes
Web-uurepdeiic, 1 eciu B 9TO BpeMs BBHITONHSIOTCS KOMaHIbI, TPEOYIONINE THTEIHHOTO BPEMEHH — HalpHMED,
Trace Route (P R), Ping (P P), Display Statistics (D S ... UP:n) — To moakmoyenue Web-kireHTa mpepBeT paboTy 9THX
KOMaHJI.
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§5.6. Kanent SNTP

Kiuent SNTP (Simple Network Time Protocol) peamuzoBan B mporpammuom obecrmeuennu NSG, HauuHas ¢
Bepcun 8.1.2. JlanHas ciyx0a oOecredymBaeT aBTOMATHYECKYIO YCTAHOBKY CHCTEMHOTO BPEMEHH IIPH BKIIOUYCHUH
YCTPOHCTBA M €r0 PeryJsIpHYI0 aBTOMAaTHYECKYI0 KOPPEKTHPOBKY Mo 3amaHHbIM cepBepam SNTP. EE ucmons3zoBanne
ocobeHHo aktyanpbHO B muaammx cepusix NPS-7e m NSG-500, B koTOphIX HE TpPEAyCMOTPEH TailMep peaabHOTO
spemenn (Real Time Clock) u cucremMHOe BpeMst OOHYIISETCS MPH KAKIOM BBIKIIIOUCHHY TIUTAHUS YCTPOUCTBA.

s sactpoiikn knmreHTa SNTP nenonp3yercs koMaHjaa:

S P SNTP ...
CO CIICAYIOIIMMH TTapaMeTPaMu:
ADM AnvuancTpaTHBHEI cTatyc SNTP-knmmenTa: UP mmi DOWN.
IADR CooOctBennsrii [P-anpec SNTP-knmeHTa (B IECATUYHOW MOTOBOH HOTammu). DTOT ampec

MOJICTABIISIETCS. B Ka4EeCTBE MCXOMHOro (Source address) B makeThl 3ampochl K cepBepy. Eciu
IADR:0.0.0.0, To moactaBnsietcs aapec |P-untepdetica, yepe3 KOTOPBINA YXOIUT 3aIIPOC.

SN:<uucno> Yucno cepBepoB SNTP (ot 1 10 4), K KOTOPBIM JIaHHBII KJIMEHT MOXKET HOChUIATh 3aIPOCHI.
SADR:<ip-agpec> IP-aapec ocHoBHOro cepsepa SNTP. Anpec 3aaeTcs B ICCATUYHOM JOTOBOM HOTAITHH.

SADR1, SADR2 ... [P-ampeca pe3sepBHbix cepBepoB SNTP. Uwucimo mnapamerpoB SADRn ompenensiercs
napamerpoM SN. Ecnu ocHOBHO# cepBep, 3amaHHBIA mapameTpoM SADR, He OTBedaeT, TO
3alpoC CETeBOr0 BpeMeHH mockuiaeTcst cepBepy SADRI1, 3arem SADR2 u T.n. 70 KOHIA
cnucka. Kpurepun amst nepexona K CIEAyIONIEMY CEpBEpPY YCTaHABIUBAIOTCS MTapaMeTpaMH
TO u RT (cM. HIDKE).

TO:<cekyHabl>  Bpewms oxupmanus orBera ot cepBepa SNTP (ot 1 mo 65535). Ecmm 3a ykasanHOe Bpems
OTBET HE IOy4YeH, NOChIaeTCs TOBTOPHBIH 3ampoc.

RT:<4yucno> MaxkcumanbHOe KOJMYECTBO 3alpocoB K ogHOMY cepepy (oT 1 mo 65535). Ecim mocne
JTAHHOTO YHCIIa 3alPOCOB OTBET OT CEpBEpa Tak M HE IOJY4eH, CUUTACTCS, YTO CepBep HE
JIOCTYIIEH, W KJIHMEHT TIBITAeTCS CHHXPOHM3HPOBATH CHCTEMHOE BpeMsl CO CIEAYIOIINM

CEPBEPOM.
TA: <MUHYTbI> IMeproandHOCTh OGHOBJIEHHST CHCTEMHBIX YaCOB, B MUHYTax (0T 1 10 65535).
TZ:<vacbl> YacoBoii mosic — BpeMsi B yacax, KOTOpoe J00aBIsAeTCs K OTy4YeHHOMY OT CepBepa BPEMEHH

cyrok. CraHmapTHBIE CEpBEphl CETEBOTO BPEMEHM COOOMMIAIOT Bpems Mo [ 'puHBHUY.
Homycrumele 3HaueHus ot —11 go 12. (IlomokutenpHas KOPPEKIHs yKa3bIBacTcs O3 3HaKa.)

Bce u3MeHeHuss napaMeTpoB BCTYMalOT B JeicTBHE mocie pecrapra knveHta koMangod W S SNTP. Ilpu
BBITIOJTHEHUH 3TON KOMaHbl KJIMEHT IIPOM3BOINT YCTAHOBKY CHCTEMHBIX YAacOB M HaYMHAET OTCUET MHTepBaya TA 10
cJIeTyrolIero oopamnieHus K cepepam. To ke camoe MPOUCXOIUT IPH Tepe3arpyske ycTpoicTBa (JloObIM U3 cTI0CO00B),
T.e. BpeMsl TA BCer/ia OTCUMTBIBAETCSI OT MOMEHTA IOCIIEAHEH Iepe3arpy3K ycTpoicTBa mim pecrapra kinnenra SNTP.

st mpoBepku koHpurypamuu krenta SNTP ucnonb3yercs cienyromiast Komanaa 6e3 mapameTpoB:
D P SNTP

st oqHOpa30BOM YyCTAHOBKU CUCTEMHOT'O BPEMEHU MOYHO HCIIOJB30BaTh KOMaHY:
S T SNTP

Mo oroii komange SNTP-KIMEHT ycTaHOBHT CHUCTEMHOE BpeMs, OOpaTHBINNCHE K cepBepy(am) COIJIACHO
napamerpam, 3aaHabpiM koMauaon S P SNTP. ITapamerpsr TA u ADM 6yayt npourHopupoBanbl. Komanga S T SNTP we
BIHseT Ha pabory SNTP-ximenTa, To ecTh BpeMs CIeIyONIeTo IIaHOBOTO 3apoca K CepBepy HEe M3MEHUTCS.

Ipumep ucnons3oBanust SNTP-kinenra:
S P SNTP ADM:UP IADR:0.0.0.0 TZ:3 TO:10 RT:3 TA:1440 SN:2 SADR:192.5.41.40 SADR1:192.168.0.1

ITo atoii komanae SNTP-knuenT momuret 3amnpoc k cepepy 192.5.41.40 u Oyzner xxaath orBeta 10 cexynn. Ecim 3a
3TO BpeMsI CepBep HE OTBETHUT, TO OymeT mocmaH BTopoi 3ampoc. Ecnm cepBep He oTBeTHT 3 pasa, TO 3ampoc OyneT
nocyad cepepy 192.168.0.1. (Toxe 3 pasza ¢ uaTepBasmom 10 cekyHa). B ciaydae ir000r0 MOJIOKUATEIHHOTO OTBETA,
JaIbHEHITNe 3aIpOChl IPEKPaIaoTCs, U JIOKaIbHOE BpeMsI BBIUHCISCTCS KaK BpeMs, IMOTyYeHHOE OT cepBepa, IUIoC 3
gaca. JTO 3HAYCHUE YCTaHABJIMBAETCA B cHcTeMHbIe Yachl, © SNTP-knueHT "3aceimaer”" Ha cytku (1440 MuHyT).
IIpouemypa OyaeT MOBTOPATHCS Kaxable CYTKH JI0 TEX MOp, TToKa He OyneT BBeaeHa komanaa S P SNTP DOWN.

Ecimu B X0A€ BBIMOJHCHHUA HOPOUCAYpPbl HE MOJYYEH OTBET HU OT OJHOr0 CEpBEpa, TO CUCTEMHOC BpPEMA HE
HU3MCHACTCA, a CJ'ICI[yIOIIII/Iﬁ 3arpoc 6y;[eT TMOCJIaH 4€pe3 BpEeMs, YCTAHOBJICHHOC ITapaMETPpOM TA.
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ITo ymomuanuio, B KOHQUTYpaluH KIIMEHTA YCTAHOBICHBI CIIEAYIOIINE CEPBEPHI CETEBOTO BPEMEHH:

SADR:194.149.67.130 ntp.psn.ru Pammoactporommdeckas obcepBatopust PUAH um. JleGenesa,
[Tynmiao, MockoBcKas 0011

SADR1:192.43.244.18 time.nist.gov National Center for Atmospheric Research, Boulder, Colorado

SADR2:192.5.41.40 tick.usno.navy.mil U.S. Naval Observatory, Washington, DC

1 CICAYOIINE 3HAYCHUS OCTAJIBHBIX ITapaMETPOB:

ADM:DOWN IADR:0.0.0.0 TZ:3 TO:10 RT:3 TA:1440 SN:3

§5.7. Knuent TFTP

Ksment TFTP (Trivial File Transfer Protocol) peanuzosan B mporpammuoM obecniedennn NSG, HaunHas ¢ BepCHH
8.1.1, u npeaHa3sHAYCH VIS LIEHTPAIU30BAaHHOTO OOHOBICHUS MPOIPAMMHOIO OOECIICUCHHUS C COXPAHCHHEM TEKYIIeH
KoHurypauuu. J{ns 3arpys3ku (aiina, comepkamiero HOBYI BEPCHIO IPOTPaMMHOTO obecrieueHus, ¢ cepBepa |FTP
ncnonp3yeTcs komana Load File:

L F IADR:<ip-agpec> FILE:<umMsa> SIZE:<6aiiT> SADR:<ip-agpec> PORT:<udp> REXMT:<cek> WAIT:<cek>

Oos3atenbubiii mapameTp IADR (IP Address) 3apaer IP-anpec TFTP-cepBepa, Ha KOTOPOM HaXOIMUTCS 3arpyKaeMblit
(aiin. Ecnin Ha ycTpoiicTBe BKITIOUEHA W CKOH(UrypupoBaHa ciyxb6a DNS, Bmecto IP-agpeca moxker OBITH yKa3aHO
CHMBOJINYECKOE M CepBepa.

IMapametp FILE yka3piBaeT ums 3arpyxaemoro (aiina. Eciu 3TOT mapaMeTp He ykasaH, M0 YMOJTYAHHIO OepeTcst uMs
¢aiina, cnenupuyueckoe i TaHHOW MOJIENN YCTpOICTBa.

NPUMEYAHMUE Hazganus ¢aitioB ¢ mnporpamMmmHbeiM oOecriedeHueM, mnocrtaBisieMblx NSG, coorBeTcTBYIOT
MoJesiM  ycTpoiictB, Hampumep, NSG800_wl.bin. Inst ycrporictB cepuit NX-300, NSG-800
BBIITYCKAIOTCS. HECKOJBbKO MOIU(HKAIMK MPOrpaMMHOro oOecrieueHHs, MpeJAHa3HAYCHHbIX IS
HCTONB30BaHus ¢ uHTepdeiicapiMu moayisimu IM-E1-X, IM-2E1—x, IM-CE1—X. I[Ipu ycraHOBKe
mporpaMMHOTO obecnieueHus mo TFTP momyueHHass MoauduKamnus CpaBHUBACTCS C UMEIOMICHCS,
U pa3pelaeTcsl yCTaHOBKAa TOJBKO TOro (haiiia, KOTOPBI COOTBETCTBYET TEKYILIECH amnmapaTHOH
KOH(HUTypaIHH.
B cimywae ycranoBkw/ynanenus wmopyied XE1 ycTaHoBKa mporpamMMHOro oOecHedeHus,
COOTBETCTBYIOIIEr0 HOBOW ammapaTHOW KOH(HIYpaluy, MPOU3BOAUTCS TOJBKO JIOKAIHHO Yepes3
KOHCOJIbHBIN MOPT.

[Mapametp SIZE conmepxxut pazMmep obpaza B Oaiirax. [lo ymomuanuio Gepercs MakCUMaIbHO BO3MOXKHBIN paszmep
JUIsL JaHHOM MoJienu.

[Tapamerp SADR (Source Address) 3amaet IP-ampec, KOTOpBIH yKa3bIBaeTCsA B HCXOMASAIINX MakeTax TFTP B kauecTBe
ajZipeca UCTOYHHUKA. DTOT mapameTp TpeOyeTcs B ciiydae, KOT/a 3arpy3ka ujaer uepe3 unrepdeiic, IP-agpec kotoporo
Hem3BecTeH |FTP-cepBepy (Hampmmep, HeHyMepoBaHHBIN uWHTepdelic). Ecim Ha ycTpoiCTBe BKIIIOYEHA W CKOH-
¢urypuposana ciyx6a DNS, BMmecTo IP-anpeca MmoxeT OBITh yKa3aHO CUMBOJIMYECKOE UMsI JaHHOTO ycTpoiicTBa NSG.

[Mapamerp PORT mno3Bossier BbIOpaTh HectaHmaprtHelii mopt UDP mns moxkmrouenmst k cepsepy TFTP. Ilo
YMOTYaHHIO UCHOIb3YyeTCs mopT 69.

[Mapamerp REXMT (Retransmit) 3agaet BpeMsi 0XiIaHus eped NOBTOPOM HEMOATBEPKACHHOTO MAKeTa, B CeKYHIax
(o ymonuaHuio — 5 ceK).

[Tapamerp WAIT orpaHnunBaeT oOIee BpeMsi OKHIAHUS MOATBEPKICHHUS MakeTa, B ceKkyHmax. [lo wcredyeHUun
ATOTO BpEMEHH orepanus OyaeT npepBana (1o YMOTIaHHIO 25 CeK).

INPUMEYAHMUE Ilpuem ¢aitna ¢ HOBO BepcHel MPOrpaMMHOTO 0OECHedeHHs] BO3MOXKEH TOJBKO MPH HAJIHMYUU
JOCTaTOYHOTO 00BEMa CBOOOTHOM ONIepaTHBHOM MaMSITH.

IIponemypa MoaepHHU3AIUN POTPAMMHOTO OOECTICUEHHUSI U CIIOCOOBI pemieHus] poOieM, CBA3aHHBIX ¢ HEXBATKOM
OTIepaTUBHON MaMATH, MOIPOOHO onvcaHsl B YacTh 2.

NNPUMEYAHME Ilpu otkare ¢ Bepcuu mporpammuoro obdecrnedenust 8.2.0 (mnm crapiie) Ha Bepcuio 8.1.2 (wm
MIIaJlIe) TeKylas KOH(Urypanusi yCTpoHCcTBa CTaHOBHUTCS HepaboTocrocoOHoil. B aTom cirydae
ocJie 3arpy3ku 0osiee paHHel BepcuM He0OXOIUMO BBINOJHUTH MPOLEAYPY "XONOIHBIH cTapT” H
CKOH(UTYpHPOBaTh YCTPOHCTBO 3aHOBO C MIOMOILBIO CKPUNIT-(haiiia iy BpyIHYIO.
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