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2 Yacts 4. IP-maprupyTusamnms

AHHOTALIMSA

JaHHBIE JOKYMEHT COIEPKHT pYKOBOACTBO IO HACTPOMKE ¥ TNPHUMEHEHUIO MYJIbTHIIPOTOKOJIBHBIX
MapIIpyTH3aTOPOB M KOMMYTAaTOpOB HakeToB koMmaHud NSG. JIOKyMEHT OTHOCHTCA K HpoxykTaMm cepuii NPS—7e,
NSG-500, NX-300, NSG-800, ocHoBaHHEIM Ha anmapaTHoi miatdpopme Motorola MC68EN302, MC68EN360, MPC
855T/860 u GazoBoM mporpamMmmHoM obecneyennn NSG. PykoBojcTBa mo mpuMeHEHHIO JIpyrux npoxykroB NSG, a
TaKKe aJbTepPHATUBHOI Bepcuu nporpaMMHoro odecrieueHust NSG Linux, copepxarcst B OTAENBHBIX JOKYMEHTAX.

ﬂaHHOG PYKOBOJACTBO COCTOUT M3 CICAYIONIUX PA3JCIIOB!:

YacTs 1. BeeneHue B apXuTekTypy MapipyTu3atopoB NSG
Yacts 2. ObmiecucreMHasi KOHQHUIYpaus

Yacts 3. HacTpoiika ¢pu3ndeckux coequHeHNH

Yacts 4. IP-mapupyTuzanus

Yacts 5. [Ipmnoxenus u cayx0s1 [P

Yacts 6. Ciryx06561 Frame Relay u mpo3paunas mepenada Tpagpuka
Yacts 7. KommyTanus u ciyx0b1 X.25

Yacte 8. AyTeHTH(HKAIMS, aBTOPU3ALUS U CTATUCTHKA

Yacte 9. Cricok KOMaH

[Mpunoxenue A. [Ipumeps! kKoHuUrypauun

[Tpunoxxenue b. HacTpoiika acCHHXpOHHOTO IOCTYyTa 1o poTokony PPP

YeTBepTas yacThb PyKOBOJCTBA IOCBslIeHa HacTpoiike creka TCP/IP u cBs3aHHBIX ¢ HUM (MCKIIOUUTEIBHO HIIH
NPEUMYLIECTBEHHO) TPOTOKOJIOB KaHAJIBHOTO YpPOBHs. [Ipu ommcaHumy npouenyp KOH(QUIrypaluy Hpeanosaraercs
OpeABapuUTeIbHOE  3HAKOMCTBO C  MaTepuanoM dacTed 1-3  maHHoro pykoBoactBa. [l HACTpOHKH
MYJIBTHIIPOTOKOJBHBIX DPEXHMOB, Hampumep, nepegadu Tpaduka IP mo cerm Frame Relay, HeoOxommmo Takxe
3HAKOMCTBO C COOTBETCTBYIOIUMH pa3AeIaMU 4acTe 6 u 7.

Hacrpoiika npukiagaeix cinyx6 [P s nepemaun ganubix u juis ynpasinenuss — Telnet, XOT, Web, SNMP —
paccMoTpeHa B 4acTH 5. B oT/esbHY0 YacTh 8 BEIHECEHBI BOMPOCHI, CBSI3aHHbBIE C ayTeHTU(UKAIINCH, aBTOpU3alueil 1
CTATHCTHKOMN M TAKXKe YHUBEPCATHHO NPUMEHUMbIE K PA3JINYHBIM IPOTOKOJIBHBIM CTEKAM.

BHUMAHUE IIponykius KOMIIAHMM HENPEPBIBHO COBEPIUCHCTBYETCS, B CBSI3U C YEM BO3MOXKHBI M3MEHEHUS
OTZEIbHBIX AaNIApaTHBIX W IPOIPAMMHBIX XapAaKTEPUCTUK II0 CPABHEHUIO C HACTOSALIUM
ormucanneM. CBeleHHS O TIIOCIEAHMX W3MEHEHHsX npuBeaeHsl B (aiimax README.TXT,
CHANGES, a takxe B JOKyMEHTAI[MH Ha OTJIEJIbHBIE yCTPOICTRA.

3ameuanusi 1 KOMMEHTapHH 110 okyMeHTanun NSG npuHAMaroTes mo aapecy: doc@nsg.net.ru.
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4 Yacts 4. [P-mapmpyTuzanus

§4.1. O0beKTHI H MPOTOKOJIbI KAHAJBLHOIO YPOBHS

§4.1.1. Crpykrypa kanaiabHoro yposusi TCP/IP B yerpoiictBax NSG

Kananerenii ypoBens moacucremsl TCP/IP B ycerpoiictBax NSG BrimodaeT B ceOs TpH THIIA NPOTPAMMHBIX
00bekToB: MopThl, [P-uHTEpdeiichl u crannun. Ou3ndeckue MOPTHI CBI3BIBAIOT KAHAIBHBIN YPOBEHb C (DH3HUYECKUM,
ecii Ha ()M3MYECKOM YpPOBHE HCIIOJIB3YIOTCS IPOCTHIE OJHONOPTOBEIE MHTEp(eichl. JIornueckre MopThl BHIOIHSIOT
9Ty e (QYHKIUIO, HO IPHUMEHUTEIBHO K HACTpaMBaeMbIM MHOTONOPTOBBIM (usnueckuM uHTepdeiicam. [P-
UHTEp(EHCHI CBI3BIBAIOT KAaHAJIBHBIA YPOBEHB C ceTeBbIM. CTAHIIMU SBISIOTCS TPOMEXYTOUHBIMH O0BEKTaMU U CITyKaT
JUIS TIepeHarpaBieHust Tpauka MeX 1y pa3IMYHbBIMU HHTep(elcaMu U TIOpTaMu.

Layer 3 (TCP/IP Internetworking Layer)

Lo AN TN TN

X25 PPP ETHI HDLC SLIP FRI
interface interface interface interface interface interface
ARP
B —
> X25 | PPP IP E—
To/from To Frame Relay
X.25 stack Ethernet stations stack
Y Y Y Y
Sync_PPP Async_PPP Ethernet HDLC SLIP
port port port port port

b J o
Layer 1 (Physical Layer)

CTpyKkTypa KaHanbHoro ypoBHs cteka TCP/IP B ycTpoiictBax NSG

Xotsa crargapTel u cnenudukanuu TCP/IP He ompenensroT KaHAIBHBIA YPOBEHb SIBHBIM 00pa3oM, Ha IMPAaKTHKE
CYIIECTBYET PsiJl MPOTOKOJIOB, NPUMEHSIEMBIX UCKIIIOUNTEIHHO WM MPEeHMYIeCTBeHHO 11 nepenaun [P-tpaduxa. Ilo
9TOW TpUYWHE WX ymoOHO paccMaTpuBarth kak dacTh moxacucteMbl TCP/IP ycrpotictBa. K TakmM mpoTokomam
otHocsatcs PPP, SLIP, Cisco-HDLC wu Ethernet. Ilepemaua IP-tpaduka mo cerssm Frame Relay m X.25 TpeOyer
HacTpoiiku, momMumo creka TCP/IP, Takke M COOTBETCTBYIONIUX CIYXKO ISl STUX CETEH.

Hactpoiika pu3nyecKkux M JOTMYECKHX MOPTOB CO CTOPOHBI (PM3UUECKOTO YPOBHS MOApoOHO ommcaHa B Yactu 3
HACTOSIIETO PYKOBOACTBAa. B manpHelmeMm mpennojaraercs, 49To (U3WYECKHE COCIWHEHHS HACTPOCHBI U
paboTOCTIOCOOHBI.

Crnenyrommas 3a1a4a COCTOUT B HACTPOMKe 00BEKTOB KaHAILHOTO ypoBHs nojcuctemMbl TCP/IP. OHa BkItowaeT B ceOst:

HacTtpoiiky mapamMeTpoB KaHaJIBHOTO YPOBHS IS (PU3NIECKUX U JIOTHIECKHUX TTOPTOB.

Hactpotiky cranmnuii Tuna IP u PPP.

Hacrpoiiky napameTpoB kaHaJIBHOTO ypoBHS Juist IP-uHTEpdeiicoB MapmpyTu3aTopa.
YcraHoBieHHE CBS3eH MEX/y 3TUMH O0OBEKTaMHU KaKUM-JIH00 U3 CIEIYIOINX CII0COO0B:

— CTaTHYECKH B Ipolecce HACTpoitku (mapamerpom PO wmu ET)

— crarndecku rpu nomomy PVC B cerax Frame Relay n X.25

— IpU IOMOIIY IPABUI MaplIPyTU3aLUU Il JTUHaMu4deckoro ycraHosnenus SVC B cersix X.25.
5. Hactpoiiky nmapameTpoB ceTeBoro ypoBHs s [IP-uHTepdeiicoB MapmpyTruzaropa.

rwnhE

[epBbie yeThIpe 3a/1a4d UMEIOT CBOM OCOOEHHOCTH JJIsl KQXKAOTO M3 MPOTOKOJIOB KaHaJbHOTO ypoBHs. [Tociennsis,
Ha00O0pOT, YK€ OCBOOOXKICHA OT CHEIM(PUKN HCIIONB3yEMbIX MTPOTOKOJIOB (MJIH MYJIbTHIIPOTOKOIBLHOTO TPAHCIIOPTA) U
OTpeIesIsIeT XapaKTePUCTHKN KaXKA0To HHTepdeiica 1 MapiIpyTH3aTopa B LIeJIOM Kak dyieMeHToB IP-ceru.
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§4.1.2. Komanapl 1J1s1 HACTPOHKH 00beKTOB KAHAJIbHOI0 YPOBHS

Bce nactpoiiku IP-unTepdeiicoB, noproB u crannuii Ethernet m Frame Relay npomsBomsitcs komanmoit Set
Parameters, cOOTBETCTBEHHO:

S P IP:<HOMep>
S P PO:<HOMep>
S P ET:<HOMep>
S P ST:<Homep>

H3meHeHHsT KOHQHIypalMy IMOPTOB BCTYMAIOT B CWIIy MOCJIE pecTapTa JAaHHOTO IopTa (WIM BCeX IOPTOB);
KoH(purypauuu [P-uHTEpdericoB BCTynaoT B CHITy IOCJIE pecTapTa JaHHOTO UHTepdeiica WM BCero MaplpyTu3aropa,
COOTBETCTBEHHO:

WS PO:<HomMep> WS IP:<HOMep>
WS PO:A WS IP:0

[Jns pecrapra crannuu Ethernet m Frame Relay cnenyer pecraproBaTh mopT, K KOTOpOMY OHH TpuBsi3aHbl. Ilpu
9TOM OJHOBPEMEHHO pecTapTytoT IP-uHTepdeiichl, mpuBs3anHsie K 3THM cTanmusM. [Ipu pecrapre moprta trma HDLC
TaKKe pecTapTyeT NpUBs3aHHbII kK HeMy [P-unTepdeiic.

s mpocMoTpa mapamMeTpoB OTAeibHOrO IP-uHTepdeiica, mopra, CTaHIMH WM BCeX OOBEKTOB JAHHOTO THUIIA
ucnonb3yetcs komana Display Parameters:

D P IP:<HOMep> D P PO:<Homep> D P ET:<Homep> D P ST:<HOMep>
D P IP:A D P PO:A D P ET:A D P ST:A

Ilepen xon¢urypaumeir IP-unTepdeiicoB HEOOXOAMMO OIpENeianTh, KaK MHHUMYM, OJHH IapaMeTp
MapIIpyTu3aTopa Kak IeJoro: MakcuManbHoe umcino [P-matepdeiicoB. OHo 3amaercs mapamerpoM NUM m moxer
NPUHAMATH 3HAYEHHS OT 1 10 HEKOTOPOro MaKCHMAaIBHOTO 3HAYCHHMS, CTICIH(PUIHOTO I JTAHHOW MOJENHN yCTPOHCTBa
U BepcUHM mporpamMmHoro obecreuenus. I[P-untepdeiicel, KoHQUrypalus KOTOpBIX paccMOTpeHa B CIEIYIOIIUX
naparpagax, MOr'yT UMeTh HoMepa oT 1 10 NUM.

Ins  ynpaeneHuss BceM IP-mapmpyrusaropom B ycrpoiictBax NSG  ucrnosb3yercst (GopMajbHbIH O0O0BEKT,
Ha3bIBAEMBIH 1I0KAIbHbIM Ncesdounmepeticom. BOIBIIMHCTBO €ro MapaMeTpoB OTHOCATCS K CETEBOMY M IPUKIIAIHOMY
YPOBHSIM, T.€. K TIOCIeIHEeW M3 3anady, IepedYuciIeHHbIX B mpenpyaymieM mnaparpade. Ilostromy monpoOHO ero
KoHpurypanus OyaeT paccMoTpeHa Huke. Ha maHHOM 3Tare KOH(HUrypamud CYNIECTBEHHBI TOJBKO JBE KOMAaHIbI,
CBsI3aHHBIE C HUM:

S P IP:0 NUM:<yucno>
WS IP:0

Kak MOXHO BHJETb, 3a JIOKJIBbHBIM IICEBAOMHTEpdelicoM 3akperieH cnenuanbHbiii Homep 0. IlepBas komannma
yCTaHaBJIMBAeT KOJMYECTBO pealbHbIX IP-uHTepdeiicoB (o ymoiyaHuio — oauH). M3meHeHus KoHQHTrypanuu
MapIIpyTH3aTOpa BCTYHAIOT B CHIIy IIOCIIe pecTapTa JOKaIbHOTO NIceBROUHTepdelica (BTopas KOMaHAa).

§4.1.3. Hacrpoiika nporokoJia SLIP

SLIP siBisieTcst mpoCTEHIIMM M3 MPOTOKOJIOB KaHAJIBHOTO YPOBHS, M €r0 HacTpOWKa TpeOyeT HaMMEHBIINX YCHITHH.
st pabotsl mpotokosna SLIP Heo6xoaumo:

— Hactpouts ¢usmueckuii mopt ¢ acuHXpoHHBIM HHTepdericom V.24 wmm UART u nHazHaunts emy Tmm SLIP.
JIOTIOTHUTEIBHBIX HACTPOCK KaHATBHOTO YPOBHA I TaHHOTO THIIA MMOPTOB He TpeOyeTcs. dopmaTr aCHHXPOHHBIX
JTAaHHBIX 7151 Hero — Beerza 8, none, 1.

— Hasnauuts [P-unTepdeiicy Tum SLIP 1 mpuBs3aTh ero kK pu3ugeckoMy nopry mapamerpom PO:<Homep>.
[Iprmep xKoHUTYpanmy (BKIIOYasi HACTPOUKY (QH3HUECKOTo HHTEpdeiica):

S P PO:2 TY:SLIP IF:V24 SP:19200
S P IP:1 TY:SLIP PO:2
WS PO:2
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6 Yacts 4. IP-maprupyTusamnms

§4.1.4. Hactpoiika nporokoia Cisco-HDLC

Ipotoxon Cisco-HDLC npennasnauen mist nepenaun tpaduka IP o CHHXpOHHBIM CO€AMHEHHUSM "TOYKa-TOUYKa'.
st pabotsl mpotokoia Cisco-HDLC neooxoaumo:

— Hactpouts (usuueckuii mopt ¢ J0ObIM CHHXPOHHBIM HHTepdeiicom (IF:V24, V35, RS530, X21, SRM, xDSL, C1_xxX,
G703, G703_1, E1) u HazHaunth emy tun HDLC. [/Ins maHHOro THma mopTa CyHIECTBYET OJMH CrelH(UYecKuii
napameTp TA — wuHTepBan Mexnay mnoceuikoi makeroB KeepAlive (B ¢dopmare Cisco-HDLC). [lonmyctumsle
3HAYCHUS ITOr0 mapameTpa — oT 0 (cooOuIeHus He mockLIaoTes) 10 65535 cexyH.

— Hasnauuts [P-unrepdeticy Tam HDLC 1 ipuBsi3ath ero K pusmaeckoMy mopTy napamerpom PO:<HoMep>.
[Iprmep xkoHPUTYpanmy (BKIIOYast HACTPOUKY PH3HIecKoro HHTEepdeiica):

S P PO:2 TY:HDLC IF:V35 MODE:EXT SP:2048000
S P IP:1 TY:HDLC PO:2
WS PO:2

Pecrapt unTepdeiica B maHHOM ciydae He TpeOyeTcs, mpu pecrapre mopra tuna HDLC cBs3anHBIH ¢ HuUM |P-
uHTepQeiic pecTapTyeT aBTOMaTHUECKH.

§4.1.5. Hactpoiika nporokoJia Ethernet
Jus npuema/mepenaun Tpaduka I[P mo mokansHoi cetn Ethernet Heo6xoanmo:
— Hactpowuts nopt Ethernet (TY:ETH).

— Haznaunte Ethernet-cranmmio tnn IP u npusssate ee k ¢usmueckomy mnopry. CTaHIMm HyMepyroTcs
nocyienoBatenbHo 0T 0 10 MakCHMaJIbHOTO HOMEpa, JOIYCTUMOTO Ul JaHHOW MOJENH YCTPOWCTBA M BEPCHUH
nporpaMMHOTo obecrniedenus. [Ipy HeoOX0ANMOCTH MOXKHO YKa3aTh (pOpMaT MAKEeTOB IJISl JaHHON CTaHIIUH:

FRTY:Ethernet tdopmar Ethernet (o ymonuanuro)
FRTY:EtherSNAP  ¢opmar IEEE 802.3

— Hasznauuts IP-unrepdeiicy Tun ETHI u npuszats ero k Ethernet-cranimum napamerpom ET:<HOMep>.

Kaxnast Ethernet-cranumst nomkHa ObITh NpUBsI3aHa K HeKoTopoMmy (usnueckomy mopty tuna ETH. Omun nopr
Ethernet Moxet 00cykuBaTh OJHY CTaHIUIO TUMA IP, omHy craHIuio Tuna PPP 1 Heckopko craHmmii THma X25 u/wiu
FR ogaOBpemenHo. Bee atu crannuu umerot ogua MAC-azpec.

Kaxpprit [P-uaTepdeiic tuma ETHI momken ObiTh mpuBsizaH Kk Hekotopoil Ethernet-cranmmm tmma IP. Kaxmas
CTaHIUS MOKET 00CITYKUBATh TOJIBKO OJTUH HHTEPQeEiic.

OPUMEYAHHUE B Bepcusx mporpaMMHOTO oOecredeHus A0 7.6.5 BKIFOYHUTENHHO MOMYCKaIOCh CO3/JaHUE Ha
oxHom mopty Ethernet 10Base—T (uo me 10/100Base—T) neckorvrkux Ethernet-cranumii tuma IP.
CraHiusaM Ha3Hadanuch rnocienoBarenbHele MAC-anpeca, HauMHas ¢ ajgpeca, MPHUCBOCHHOTO
mopty. K kaxxno#t 3 HHX MOXHO OBUTO mpHBs3aTh cBOi IP-mHTepdelic m MOTydnTh, TaKUM
o0Opazom, Heckosibko mozacerel [P B omHo# dusnueckoit cetn Ethernet. Haunnas ¢ Bepcuu 8.0.0b,
9TOT MEXaHU3M 3aMeHeH Oosee YHUBepcalbHOW (QYyHKIMEH Ha3HaueHHWs BTOpHYHBIX IP-ampecos
(aliases) memocpencreenHo IP-untepdeiicam.
Ethernet-craniuu Tuna X25 B 1000M cilydae UCIOIb3yIoT oaud MAC-aapec.

NNPUMEYAHHUE B BrimeonucaHHOM IpaBHIIe, OJHAKO, COXpaHsAETCs ofHA HeOombmas yaseiika. Ha omqaoM mopty
Ethernet MmoxxHO co3nath aBe craHuuM THna IP M nBe He3aBHCHMBIE MOACETH, €CIIM OJHA U3 HUX
ucnons3yeT popmar kaapos Ethernet, a npyras — ¢dopmar EtherSNAP.

[Ipumep koHPUTYparmy (BKIOUYast HACTPOHKY (hru3nueckoro uHTEpdeiica):

S P PO:3 TY:ETH IF:TP MODE:HALF SP:10000000 ADDR:00.09.56.02.00.8C
S P ET:0 TY:IP PO:3

S P IP:1 TY:ETHI ET:0

WS PO:3

Pecrapr unrepdeiica B gaHHOM ciiydae He TpeOyeTcs, IpHu pecrapte rnopta tuna ETH pectapTyioT Bce cBsi3aHHBIE C
HUM cTaHuuu u [P-unTepdericsr.

Yucno Ethernet-cranumii pUKCUpOBaHO B KaXJOM YCTPOMCTBE M B KaXJOW BEPCHU NPOIPAMMHOIO 00ECHECYEHHUS.
Jlis Heucnonab3yeMbIX cTaHIUM cienyeT ycraHoBUTE TY:NOCONF.

HOPUMEYAHHMUE Hacrpoiika uakancyisiuu PPPOE ommcana B §4.1.9. Ucnons3oBanue nnkacyasuuii Frame Relay-
over-Ethernet u X.25-over-Ethernet paccmorpeno B Yactu 6 u Yactu 7, COOTBETCTBEHHO.
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§4.1.6. Hactpoiika nporokoJia PPP

PPP — nauGonee ruOkuii 1 MHOrOBapMaHTHBIH MPOTOKOJN Juisl nepenadn IP-tpaduka no coequnHeHusM "Touka-
TOYKa", OATOMY €ro KOH(HIrypalus COAEPXHUT HauboJjbpliee 4yuciao nmapamerpoB. s pabotsl mportokona PPP B
npocreiiiieil KoHpUrypanum HeoOX0UMO:

— Hactpouts Qu3uyeckuii MOPT C JHOOBIM CHUHXPOHHBIM WIIM aCHHXPOHHBIM WHTEP(EHCOM M HA3HAYUTH €My THUII
SYNC_PPP unmu ASYNC_PPP, cootBeTcTBeHHO. J[OMOJHUTENBHBIX HACTPOECK KAHAJIBLHOTO YPOBHS ISl JAHHBIX THIIOB
noptoB He Tpebyercs. PopMaT aCHHXPOHHBIX AaHHBIX st nopta ASYNC_PPP — 8, none, 1. (Ilpu Heo6xomumocTi
KOHTPOJIb YETHOCTH M YHCIIO CTOTI-OUTOB MOTYT GBITh M3MEHEHBI; YHCIIO OMT MaHHBIX 11t ipoTokona PPP Bcerma 8.)

— Hasnauuts [P-untepdeiicy Turn PPP, HacTpouTh U HEro mapaMeTpsl KaHaJbHOTO YPOBHS (CM. HIKE) U MPUBSA3ATH
ero K (u3nIecKkoMy mopty napamerpom PO:<HOMep>.

IIpu cratrdeckoit KoOH(GUTYpaun HHTEp(Eiic MOKET BBHICTYNATh B PONM KaK WHUIMATOPA COCTUHEHUS (KIMCHTA),
TaK ¥ OTBEYaIOIIel CTOPOHEHI (cepBepa).

ITomumo storo, amst natepgeiicos Tuna PPP Bo3mMoXxHa AuHaAMHUYecKast MPUBSI3Ka, 33aBaeMas IIapaMeTpoM
PO:AUTO

B sTomMm cityyae nHTepdeiic He CBI3BIBACTCSI HEMEUICHHO ¢ KaKHUM-TTH00 00BbEKTOM KaHAIBHOTO YPOBHSI,  HAXOIUTCS
B COCTOSIHMH OXHAAHHMS IO TeX IOp, OKa He MOCTYNuT BeI30B PPP, anpecoBanHslil miubo naHHOMy MHTepdeiicy, 1o
IP-mapmpyTu3atopy B menoM (TOrJa HCHOIB3YeTCsl TEpBBIM CBOOOMHBIM HHTep(EHC ¢ TakoH KOHQUTYpaIei).
Jlunamudeckasi IpHUBs3Ka BO3MOXKHO TOJIBKO Juis MHTep(eiica, paboratomiero B pexuMe cepBepa. BrI3oB OT KiMeHTa
MOXET MMOCTYIHTh uepe3 cAeAyIoIne 00beKThI:

— ACUHXpOHHBIH (u3uYeckuil mNopT, CKOH(UrypupoBaHHbId kak mopT Tuma ASYNC c aBropusauueir. [lpu
MOAKIIIOYEHUH K HOPTY II0JIb30BaTeNb JOJDKEH BBECTH MMS M IapoJib, MO pe3yibTaraM ayTeHTH(UKaIMu emy
npenocrasisiercs: cepsuc PPP 6o PAD. B nepBom ciyuae nopt npuaumaet tTunn ASYNC_PPP u cBsizbiBaeTcst co
cBoOOoaHBIM uHTepdeiicom Mapupytusartopa. [1ogpoOHO 0 TUHAMHYECKOH KOH(HUrypaluu aCHHXPOHHBIX TOPTOB
cm. Yacrs 8.

— Ethernet-crannuto Tuna PPP. TTogpo6Ho 06 unkancynsiwu PPP-over-Ethernet (PPPoE) cm. §4.1.9.

— Jlornveckuii KaHAJ MMOPTA WIHM CTaHIMH X.25, BBI30B C KOTOPHIX HANpaBlieH KOMMYTaTopoM X.25 Ha mHTep(heHCH
PPP. ITogpo6Ho 06 muKancymsmuu PPP-over-X.25 cm. §4.1.8.

[Mapamerpsl kKaHaBHOTO YpOBHA Ui nHTepdeiica Tnnma PPP MokHO pasznenuTs Ha HECKOJBKO (YHKIIMOHAIBHBIX
TPYIII, COOTBETCTBYIOIMUX (hazaM ycTaHOBKH PPP-coennnenus.

a) YcraHoBJIeHHe U Pa3pPbIB COeMHEHUsI HA (PU3MYECKOM YPOBHe:
Oynkuus nanHoro uHTepdeiica B PPP-coenunennu onpenensiercs napamerpom SL (SiLent):

SL:YES Pexum cepsepa: ceanc PPP HaunHaeTcs 10 MHULIIMATUBE y1aJI€HHON CTOPOHBL.
SL:NO PexxnM KIIMeHTa U cepBepa: uHTepdeiic cam uHHIUUpPyeT ceaHc PPP-coennnenus, a Taxoke
MO>K€T IIPUHUMATh 3aIIPOChl HAa Ha4aio ceaHca PPP ot ynaneHHoM CTOPOHBI.

Ecnm unrepgeiic padoraer B pexxume kiaueHta (SL:NO), To o MoxeT 1100 noaiep>kuBaTh GU3MIECKOE COETNHEHUE
MIOCTOSIHHO, JIN0O yCTaHABJIMBATh €T0 110 TpeOOBaHMIO. DTOT peKUM BeIOMpaeTcs napamerpom DOD (Dial On Demand):

DOD:YES CoenyHeHUe WMHULMAIU3UPYETCs, TOJNbKO ecnu [P-mapmipyTusaTop HauMHaeT nepenaBaTh
JaHHBIe dYepe3 OTOT uHTepdeiic. Mcmonp3yercs, Kak NpaBWIO, Ul COEIUHEHHH C
MOJIEMHBIMH ITyJJaMH KOPIOPAaTHBHBIX CE€TeH WM IOCTaBIIUKOB yciuyr MHTepHeT no
KOMMYTHpYEMbIM JHHUSM. Kpome Toro, ecnm ycraHaBinuBaeTcs (U3MYECKOE COEIAMHEHUE,
uHTEpdeiic MOXKET 0TBEYaTh Ha BXOAIINE 3aPOCH Ha ycTaHoBieHne PPP-coenmnaenuii.

DOD:NO CoennHeHNe HHUAIMATU3UpYeTCs npu cTapTe [P-unTepdeiica. JlaHHbBIN pe)kuM peaHa3HaYeH
JUIA COETUHEHUH MO0 BBIIEIEHHBIM JUHUAM, JTHOO C BBIACICHHBIMHA MOJIEMAMH MOCTAaBIIHKA
YCIIyT WM KOPIIOPATUBHOM CETH.

INPUMEYAHUE He pexomenayercs ncnoib3osars pexuM SL:NO DOD:NO, ecinu npegyMaTpuBaeTcsi BO3MOKHOCTb
OTBETa Ha BXOJIUE 3ampochl. [lJisi OTBEYarOLIEro YCTPOMCTBA CJENyeT YCTAaHOBHTH PEXHUM
cepsepa (SL:YES) nubo pexum coequHenuii mo TpedoBanuio (SL:NO DOD:YES).

HckiroueHneM siBisietcs ciy4vail noakitoueHus kaueHra Windows no Hynb-MogeMHOMY KabGemnro
WIN BBIJEJICHHON JUHUM. B 3TOM cityyae HE0OXOIMMO MCIIONIB30BATh Ha KIMEHTE (aill HacTpoeK
MDMNSG.INF u ycranoButs Ha cepBepe umerHo SL:NO DOD:NO.

Hanee, ecniu untepdeiic paboTaeT B pexuMe KIHEHTa C YCTAaHOBJIEHHEM coequHeHus 1o tpebosanuio (DOD:YES),
TO JJIs YIIPABJICHUS MOJAEMOM (MJIH APYTo# anmapaTypoil CBsA3HM) MOXKET HCIOIb30BaThes mapamerp DTR (DTR control).
Kak cnenyer u3 HazBaHus, 3TOT napametp ynpasiset curiaiom DTR B 3aBucumoctu ot cocrosuust PPP-coenunenmus:
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DTR:0 DTR ycraHOBiIE€H TOJIBKO NMPU HAIMYMKA WM WHUNHanu3auuu PPP-coepunenus. Jlanubiid
PeXHUM aKTyalleH Uil HEKOTOPBHIX THIIOB ammapaTypsl Iepenavyd AaHHBIX (Hampumep,
CIyTHHKOBBIX MOJEMOB), KOTOpBIE O€3yCIIOBHO HAYMHAIOT YCTAHABIHMBATH (pr3mueckoe
coenuHeHue npu nogHsatuu curHana DTR. VcranoBka DTR:0 3ampermaer TakoMy MoaeMy
yCTaHaBJIMBAaTh CBS3b JI0 TEX MOP, MTOKa 3TOro He notpedyet IP-unTepdeiic.

DTR:1 IIpu pa3peBe PPP-coemuuenns DTR mamaer Ha 2 cek, 3aTeM CHOBa YCTaHABIMBACTCA. JTOT
PEXHUM MOJIXOIUT 1151 OOJBIIMHCTBA CITy4aeB M aKTyalleH, €CJI MOJIEM JIOJDKEH Kak MHUIIMUPOBATh
COCIIMHEHMS IO TPeOOBAHHUIO, TAK M OTBEYATH HA BXO/ISIIHIC 3BOHKH.

B ocrampHBIX ciaydasx npu aktuBHOM IP-mHTepdeiice curman DTR momssaT Bcerma m cOpackiBaeTcst Ha 2 Cek.
TOJIBKO IIPU Pa3phIBE COCTUHEHUS.

NPUMEYAHUE Peaknus mMoznema Ha u3MeHeHUs curHana DTR MoxeT ObITH pa3inudyHOM, B 3aBUCUMOCTH OT €rO
Mozenu U koHguryparuu. O0Inee npaBuwio s BceX Hayes-COBMECTHMBIX MOJEMOB COCTOWT B
ToM, 4yTo mpu mameHun DTR ¢usmdeckoe coennHEHHME pa3pbhiBaeTCsa. B 4YacTHBIX Cirydasix
BO3MO>HBI JPYTU€ BapUAHThI, HAIIPUMED:
— npu mnageHun DTR Moaem paspeiBaeT COEIMHEHME U HWHULMAIU3UPYETCH, Kak IIpu

BBIKJTFOYEHHH/BKIFOYEHU N ITUTAHNUS;

— npu nogasatur DTR Mozem yctaHaBIUBaeT COSIMHEHHUE IO BBIICICHHON JINHIM;
— npu noaustTuu DTR MozieM aBroMaTHyecKy HaUMHAET J03BAHUBATHCS 110 3aJAHHOMY HOMEDY.
[onpobunoe ommcanne (QYHKIMOHAIBHBIX BO3MOXKHOCTEH Ml KOHKPETHBIX MOJEMOB CM. B
COOTBETCTBYIOLIUX PyKOBOACTBax MOJIb30BATENS 3TUX MOJEMOB.

[Iponenypa yCTaHOBICHUS ACHHXPOHHOTO MOJAEMHOIO COEAMHEHHUS, KaK IPaBUIIO, BKIIOYAaeT B ce0s LeIylo
MOCJIEIOBATENILHOCT ONEPALUii: MHUIMAIN3AHs MO/IEMa, JTI03BOH, BXOJ] B YAAJICHHYIO CUCTEMY M T.II. DTH ONepaLuH
IporpaMMHUpYyIOTCs B ycTpoiicTBax NSG B BHIE ClIeHapHs, COCTOAIIEr0 U3 CTPOK Thma: "xay" — "nocsuiano" — "xiay"
— "mocemar" —... CreHapuum TO3BOHA 3aIHCHIBAIOTCA B CICIHaNbHYIO Tabmmiy cueHapueB (cm. §4.1.7). ns
UCIIONIb30BaHMsI CLIeHApHs HE00X0IMMO yKa3ath st uHtepdeiica PPP napamerp

SCRIPT: <HOMep>
YKaBBIBaIOH.II/Iﬁ Ha 3aIliCh B Ta6J’II/ILIe CHCHAPUCB. CI_leHapI/Iﬁ HUCIIOJIHACTCA:

— B pexume cepsepa (SL:YES) — Bcsikuit pa3 npu mogHstuu curiana DTR, 4ro mo3BONIsieT WHUIUAIM3UPOBATH
MOJIEM TIOCIIE pa3pbIBa MPEABbIAYIIEr0 COEAHHEHHUS.

— B pexume BoiaenenHoil nuaun (SL:NO DOD:NO) — Ttakke npu nopustuu curHana DTR (mmocne BrIiroueHwus
YCTpOWCTBa, pectapTa nHTepdeiica u T.11.), YTO U IPUBOAUT K YCTAHOBIICHUIO COSAMHEHNSI.

— B pexume ycraHoBieHusi coenuHeHuil no TpeboBanuio (SL:NO DOD:YES) — mnpu MOCTYIUICHHH JAHHBIX Ha
uHTepdeiic. B naHHOM ciydae, 4ToOBl MHHUIMAIM3MPOBATh MOJEM HEMEAJIEHHO I0CIE pa3pbiBa INPEIbLIYLIETO
COCIIMHEHHUSI, CIIeyeT YCTaHOBHUTh i uHTepdetica DTR:1 u mis caMoro MojeMa — pPeXUM HHHUIIHAIU3AIUE [IPH
nogustuu DTR.

Ipu SCRIPT:0 HuKaKoii crieHapuii He uenons3yercst. (Hamprvep, mpy MoAKITIOUSHNH 110 BBIeTIeHHOH Jmand.) Ecm 3ammch
C yKa3aHHBIM HOMEPOM He CYLIECTBYET, TO HHTepdEiic TakkKe MBITAETCS] yCTAHOBUThH COEIMHEHHE 030 BCSIKOTO CLIEHAPUSL.

Ecny momeITka yCTaHOBIICHHSI COSIMHEHMSA HE YBEHUYANacCh YCIIEXOM, TO Mepei HayaloM CIeAYIOIeil MOMBITKH
MOJKET OBITh yCTaHOBIIEHA May3a oT 0 1o 65535 cekyHI, KoTopas onpeaessieTcs: IapaMmeTpoM

HOLD: <cekyHAbI>

s paspeiBa coenunenust uaTepdeiic copacsiBaet curnan DTR (nocrostaro npu SL:NO DOD:YES DTR:0, Ha 2 cek.
B OCTQJIBHBIX KOH(UTypaIsx). Pa3psIiB coeqnHEHNS TPON3BOIUTCS B CICAYIOMINX CIyJasx:

— Ilpu nagernn curnana DCD, T.e. pa3psiBe coeiMHEHNS Ha (PU3NIECKOM YPOBHE.

— Ilo mcredenun BpeMeHH, 3amaHHOTO arpuOyramu Session-Timeout B otBete cepBepa RADIUS, timeout B orete
cepepa TACACS+ (cm. Yacts 8), mrbo mapamerpom Activity Timer camoro untepdeiica:

AT:<ceKkyHabI>
AT:0 o3Hau4aeT, 4TO NMPOJIOJIKUTENILHOCTh CEaHca He OrpaHudeHa. MakcumaibHoe 3HaueHue napamerpa — 65535 cexk.
— Ilpu pnuTeapHOM OTCYTCTBHUHM aKTHBHOCTH Ha MHTEpdeiice. Benmuunna taiiM-ayTa 3aaeTcs mapaMmeTpomM
KEEP: <cekyHabI >
6o arpudyramu Idle-Timeout (RADIUS), idletime (TACACS+). Eciu 3a yka3aHHOE BpeMsi HE MPUHSATO HU OJTHOTO
MaKeTa OT YAAJCHHOW CTOPOHBI, COeOUHEHHe OyaeT pazopBaHo. MakcuManbHas BelWYWHA TaiM-ayta — 65535
cexkyna. CrnienmanpHoe 3HadeHne KEEP:0 yka3bsiBaeT, 4To pa3phIB M0 TalM-ayTy 3ampelieH.

— IIpu nenpoxoxaenun mnaketoB LCP Echo Request/Echo Reply. B ciydae OTCyTCTBHs IAHHBIX Ha HpHEME
naTepdeiic mocwimaet maketsl LCP Echo Request aiist mpoBepku MeIOCTHOCTH JTMHUH. Y NaJeHHAss CTOPOHA JOJDKHA
orBeuath Ha Hux mnakeramu LCP Echo Reply. Eciam orBer He monyden 10 pa3 moapsii, JIMHHSA CUHTAETCS
HencnpaBHoii u PPP-coennnenme paspeiBaerca. MHrepBan wexnay mnocbuikod makeroB Echo Request
YCTaHaBJIMBAETCS TAPAMETPOM

ECHO: <cekyHabI>
MakcumanbHbIi nHTEpBaT — 65535 cexynna. Ecmu ECHO:0, To maketsr Echo Request He mochuTaroTCs.
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0) CorsacoBanue nmapamerpos JuHuu (Line Control Protoclol)

Ha panHOM 3Tame NpOHCXOAWT COTJIACOBAHHE OCHOBHBIX IIApaMETPOB CO3AaBaeMoro coeamHeHus. K Hum
OTHOCSITCS, B YaCTHOCTH, HCIIOJb30BAaHHE MEXaHHW3MOB CXATHs, ayTCHTU(QHKANH (COOCTBEHHO ayTCHTU(HKALMS H
COTJIACOBAaHUE MApaMETPOB CHKAaTHUS Mpou3BoaATcs mo3xke). Pazmep MTU ycranaBnuBaetcst mapamerpom MTU maHHOTO
unaTepdeiica (cum. §4.2.2).

Oco0eHHOCTH Tepeaadyn ynpaBisioNMX CUMBOJIOB YCTaHABIMBAIOTCS mapamerpoM AM, KOTOpBIH 3aiaeTcsi B BHIE
32-0MTHOTO WLIECTHAALATEPUYHOrO YHWCIA. 3HAYCHHE IapaMeTpa NpeJICTaBiIseT co0OH OMTOBYIO MacKy, KOTopas
OTIpeZIeNseT, KakKue yIpaBiIsIoNIe CUMBOJIBI HE MOTYT OBITH IPUHSTHI 110 aCHHXPOHHOM uHuu. PPP-untepdeiic Oyner
3alpalnBaTh yIaJIeHHYI0 CTOPOHY IOCBUIATh 3TH CUMBOJIBI Kak JaByxOaiiroBele ESC-nocnenoBarensHoctu. Kaxapiid
OUT B JTOM MacKe, PaBHBIA €IMHUIlE, MPEICTABISAET OAWH M3 3ampelleHHbIXx cuMmBoioB. but 0 (0x00000001)
npencraeisiet cumBoix 0x00 (NUL), 6ur 31 (0x80000000) npencrapiser cumBoin 0x1f. [Ipumep:

AM:000A0000

1F 1E 1D 1C 1B 1A 19 18 17 16 15 14 13 12 /11 10 OF OE OD OC 0B OA 09 08 07 06 05 04 03 02 01 00

0
0 0000O0OOO0OOOOOI11 O0O1O0O0OOOOOOOOOGOOOOSGOODOTDO
. U\ U\ AN U\ AN U\ AN J
Y Y Y Y Y Y Y Y

0 0 0 A 0 0 0 0

[pu nanHOM 3HaueHnu AM B IPUHUMACMOM AaCHHXPOHHOM MOCIIEI0BATENILHOCTH 3anpenieHsl cuMBoibl XOFF (0x11)
1 XON (0x13). DT0 BeposITHOE pelIeHUE [JIsi ACHHXPOHHOTO COSAMHEHHUS C TIPOrPAMMHBIM YIIPABICHUEM TTOTOKOM.

B) Ayrentudukauus PAP/CHAP

Crietyromast rpyrma mapaMeTpoB OIpenessieT Mpoueaypy ayTeHTH(HHUKAIMKA C UCTIOJIb30BaHHEM MPOTOKOIOB PAP
(Password Authentication Protocol) u CHAP (Cryptographic Handshake Authentication Protocol). IlepBsiii MeTOx
HCIIOJIB3YET Mepeiauy naposis OOBIYHEIM 00pa30M, BTOPOM — B 3alHIIEHHOM BH/IE.

Jnst cepBepa PPP moryT ycranaBnuBathest mapameTpbl PAPR (PAP Request) u CHAPR (CHAP Request), TpeGyromue
OT YAaJICHHOT0 KJIMEHTa Ay TeHTHU()UKAIIMH 110 TOMY HIIH HHOMY METOAY:

PAPR: <HOMep>
CHAPR: <HOMep>

3HayeHHUs JTHX IIApaMETPOB YKa3blBalOT HOMep 3amucu B Tabmumax ayreHtuduxanun PAP u CHAP,
cooTBeTcTBeHHO. [logipoOHO o mponenaypax ayreHtudukanuu cMm. Yacte 8. HyseBble 3HaueHMs yKasbIBalOT, YTO
COOTBETCTBYIOLTUI METO ayTEHTU(PHUKAIIUN HE UCTIONb3YETCS.

Jnst kmuenta PPP ycranaBnuBarotcst ananoruunsie nmapameTpsl PAPA (PAP Agreement) u CHAPA (CHAP Agreement).
st 060uX mapaMeTpoB JOITYyCTUMBI 3HAUCHHS

YES Pa3pemmTh ayTeHTHPHUKAINIO IO JAHHOMY IIPOTOKOIY
NO 3anpeTuTh ayTeHTU(PHUKALIUIO M0 JaHHOMY IIPOTOKOILY

Wmst v napoip Ui ayTeHTH(UKAIMK JaHHOTO YCTPOMCTBA Ha YNAJICHHOM CepBEpe XPaHATCS B TeX iK€ TaOJUIax
PAP u CHAP.

Kpome Toro, i ayreHTH(UKAUKM yCTpoiicTBa Kak kineHTa PAP Ha ynanenHol cucreme HEOOXOOMMO yKa3aTb
napamerp RNAME (Remote Name), coBmamaronuii ¢ IMEHEM cepBepa B COOTBETCTBYIOIICH TaOMHIle ayTeHTHHUKAIIH.
3HadYeHHEeM MapaMeTpa SBISAETCS CTPOoKa JUTMHOH He Oonee 20 CHMBOJIOB:

RNAME:"GadukinoTelecom_Ltd."

Ecnu HazHagaemMoe MM COIEPIKHUT pasfenuTenH (mpoben : ; = ,) WIM BOIPOCHUTENBHBIN 3HAK, €r0 HEO0O0XOIUMO
3aKJIIOYHTH B KaBBIYKH. [10poOHO 0 hopMaTe TEKCTOBBIX apaMeTpoB cM. YacTs 9.

Hapsiny ¢ ayrenrudukanueir mo PAP u CHAP mns xnmuenroB PPP ycrpoiictBa NSG mo3BONSIIOT OCYLIECTBIISTH
ayTeHTHU(UKAIMIO, aBTOPH3ALMIO W YYeT MOTPEOJICHUsI YCIyr IUIsl 3apaHee HEM3BECTHBIX KJIMEHTOB NPH ITOMOIIH
JOKILHOM Tabnuupl mosb3oBateneld, cepsepoB RADIUS u TACACS+. B stomM cimydae mnonb3oBatellb HOCIHE
ycraHoBiieHHs1 (usndeckoro coeauHenus: ¢ nmoproMm ASYNC nomkeH BBECTH MMS W Napoiib JJIsl BXojxa B ceTh. Ecim
aBTOpU3ALMA YCIEIIHA U JUIs JAHHOT'O I0JIb30BaTessl Ha3HaueH cepBUC PPP, TO acMHXpOHHBIN NMOPT NPUHUMAET THII
ASYNC_PPP, m mnaumHaercsi mporenypa ycTtaHoBieHHs PPP-coemuneHns (4T0 HE WCKIIOYAaeT ITOCIIEAYIOMIYIO
noBTopHyto ayreHTndukanuio mo PAP/CHAP). Tlompobuee o mpomemypax AAA (Authentication, Authorization &
Accounting) cm. Yacts 8.

NPUMEYAHUE B HekoTOpbIX CHCTEMax [OOCTyNma, B YaCTHOCTH, B cOTOBBIX cersix GSM/GPRS wu t.m.,
ayreHTH(UKauMs Ne-(hakTo NPOU3BOJUTCS Ha OCHOBE HOMepa abOHEHTCKOro MmojeMa. Tem He
MEHee, B psjie ClIydaeB Ipu 3ToM Tpedyercs ¢popmanbHas ayreHTHdukanus no PAP nim CHAP —
C MMEHEM H I1apojieM, COBIAJAIOIMMU C HMEHEM Omeparopa, JH0O ¢ MyCTBIMH HMEHEM H
naposieM. B wacTHOCTH, mocnenHMiI peXuM MOXKET OBITh YCTaHOBJIEH Ha 00OpYIOBaHUH
oreparopa II0 YMOJIYaHHUIO, U COTPYAHHKH €r0 TEXHNOALEPKKH MOTYT OBITh HE OCBEJOMJICHBI 00
9TOW TOHKOCTH. B 3THX ciydasx ciemyeT oOpaTuTh BHUMAaHHE Ha TO, YTOOBI KJIHMEHTCKas
ayrenruukanus (mapamerpsr PAPA, CHAPA) Obuta BKiTFOUeHa Ha mHTepderice yerpoiicta NSG.
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r) CorsacoBanne u ycranoska napamerpos IP (IP Control Protocol)

Ha manHOM 3Tame MpOMCXOIUT COTIIACOBAHWE OCHOBHBIX ITapaMeTpoB paboTsl mpotokoina IP. K stum mapamerpam
OTHOCSITCS, B IIEPBYIO ouepenp, [P-agpeca mokanbHOTO M yJalleHHOro ycTpoiicTB. Kaxnmas M3 y4acTBYIOLIUX CTOPOH
MOXeT paboTath co cBomM I[P-aipecom, yCTaHOBIIEHHBIM 3apaHee, WM XK€ NOJMY4YHTh nuHaMmuueckuid [P-ampec ot
YAAJIEHHOU CTOPOHBI.

Crioco6 HazHadeHus JokaiapHOTO [P-ampeca mms PPP-uHTepdeiica oTHOCHTCS, Kak MpaBmiio, K ycTpoiictBy NSG,
paboTaromemy B kauecTBe KitueHta. OH onpenensetcs napamerpom ACCL (Accept Local IP address):

ACCL:YES IIpunumars nunamudeckuit IP-agpec, npeayiaraeMelil yJaJleHHOM CTOPOHOU
ACCL:NO HUcnonp3oBate cratndeckuid [P-anpec, 3amanHblii mapamerpom IADR nmanHOro mHTepdeiica
(cMm. §4.2.2).

Jlna nuHamuydeckoro HazHadeHus [P-anpeca ypaneHHol ctopoHe npeaHa3zHaueH napamerp RADR (Remote Address).
Kak npaBuiio, on ucnons3yercs st yerpoiictBa NSG, paboraromero B pexnume cepBepa (0COOEHHO cepBepa A0CTyIa
0 KOMMYTHPYEMbIM JTHHHAM). 3HaUeHHEM MapameTpa sBisercs [P-anpec, koTopsiii OyaeT mpeaiarateCs yOaleHHOM
CTOpOHE. AJZIpec 3aNnChIBAETCS TONBKO B JECATHIHON HOTOBOM HoTanuu. [Ipumep:

RADR:198.98.98.2

Ha ynanenHom ycTpolcTBe JOHKHO OBITH YCTAHOBJICHO JWHamMuveckoe HazHadeHue [P-ampeca. I[Tpu RADR:0.0.0.0
IP-ampec Ha3HAaYaeTCs CTATHYECKH Ha yOaleHHOM CTOpPOHE.

NPUMEYAHUE Oco0blii cny4aii mpencTaBiseT HCHONb30BaHWe HeHyMepoBaHHbBIX (Unnumbered) unTepdeiicos.
[onpobuee 06 3ToM cirydae cM. §4.2.3.

NPUMEYAHUE Ecnu cpenctBa ayTeHTU(DHUKAIMKA W aBTOPH3AaLUU TpEANUCHBaOT cnennpudeckuii [P-anpec nnmn
CIHCOK a/IpecOB ATl JAHHOTO IOJB30BATENs, TO 3TH aJpeca UMEIOT IIPHOPHUTET HaJl MapaMeTpOM
RADR. [Togpo6HO 00 ayTeHTHUKAIMA U aBTOpU3auu cM. YacTs 8.

[Tpu pabote B pexxume cepBepa ycrpoiictBo NSG Taxke mepenaeT ynaleHHOMY KIHEHTY anpeca DNS, ecnu oHn
ycraHoBieHsl mapamerpamMu DNS1 u DNS2 niceBnountepdeiica IP:0 (cm. §4.2.1).

) CorjiacoBaHue C:KaTHS

Hcnonp3oBanue cxatus A8 ToJel agpeca M mIpoTokona makera PPP  ompemensiercs mapamerpamu  AC
(Address/Control Compression) u PC (Protocol field Compression).

AC:YES CoracoBbIBaTh CKaTHE MOJIEH aJipeca U yIpaBJIEHUs C YIaJIEHHON CTOPOHOM.
AC:NO 3anpeTuTh C)KaTUe MoJeH agpeca U yrpaBiIeHUs.

PC:YES CoracoBbIBaTh CKaTHE IMOJISL IPOTOKOJIA C YAAIEHHOW CTOPOHOM.

PC:NO 3anpeTuTh CKaTUE MOJsl MPOTOKOIIA.

CikaTHe 3arojoBKa MMPOU3BOAUTCA IO METOAY Van Jacobson; CTCICHb CXKATUA YCTAHABJIMBACTCA HapaMETpOM V]
(Van Jacobson style IP header compression):

V3:2 ... V316 CornacoBsIBaTh CXKaTHE MPU YKa3aHHOM MaKCHMAIbHOM Yucie caoToB (0T 2 10 16)
VJ:NO 3anpeTuTs cxaTue

Ecnm cxxatue 3aroloBKOB paspenieHo, To otaenbHbiid mapametp VIC (VI Connection-ID compression) ompezesnser
CXXaTue HHGHTHq)HKaTOpa COCOUHCHUA:

VIC:YES CornacoBbIBaTh CXKATHE C yIaJICHHONH CTOPOHOM.
VIC:NO 3anpeTuTs cxKaTHe.

st cxarust nonst naHHeIX o Metoxy BSD npenycmorpen napamerp BSDC (BSD Compression). JlanHsblii napameTp
MOXeT OBITh 331aH B OJTHOM U3 CJIEIyIOmHUX (OPMATOB!

BSDC:n:m Cxxatre OyIeT COTIacOBBIBATHCS C MAKCHMAaIbHBIMH TapaMeTpaMu N ¥ M, TIe
N — mapaMeTp CKaTHs Ha IpueMe (3anpaliiBacMblil Y YAaJICHHOW CTOPOHBI)
M — mapaMeTp CKaTHsl Ha repenade (IpeiaraeMblii JaHHBIM HHTEepQercom).
3Ha4yeHUss M ¥ N MOTYT OBITh paBHBI 0 MM HAXOMUThCS B Auana3one oT 9 mo 15. Ecnu oqun
W3 TIapaMeTpoB PaBeH HYINIO, TO B JJaHHOM HAaINpaBJIeHWH C)kaThe He TpeOyercs. Hampumep,
BSDC:0:15 o3nagaer, uro uHTepdeiic He OyneT 3ampammBaTh y yAaJeHHONH CTOPOHBI CXKATHSA
naketoB PPP, HO caM roToB cxxuMath ¢ MakCUMaJIbHBIM ITapameTpom 15.
BSDC:n Coxatre OymeT COTIacOBBIBATHCS C MAKCHMaJIbHBIM MTapaMETPOM N B 00OMX HAIIPABICHHUSX.
BSDC:NO Cxarne He ucnoab3yercs. (Pasnocuinbao BSDC:0:0 wim BSDC:0.)

Cxarue nakeroB PPP no3Bossier 3HauMTEIbHO yMEHBIIUTL 00BEM IEPEAaBACMbIX JaHHBIX U TEM CaMbIM MOBBICUTH
(axTHueckoe ObicTpoxeiicTBue coeauHeHusi. OQHAKO NPH BHIOOpPE PEKUMOB CKaThsi HEOOXOIMMO YYHTHIBATh, YTO
C)KaTHE pacXoAyeT 3HAYMTENILHBIAH 00bEM alapaTHBIX PECypcoB, B IEPBYIO OuYepellb, ONEpaTUBHOM naMsT (00sacTh
HEAP), Ha 00enx cTopoHax coeIMHEHHSI.
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IMPUMEYAHUE TIlo ymomganuro Bce mapametpsl PPP umetor 3nauenns 0 wim NO, coorBeTcTBeHHO. J{J1st OBICTpOIA
YCTaHOBKH JIPYTOTO TUIIOBOTO HAO0Opa mapamMeTpoB MOXKHO HCITOB30BATh KOMAHIY:
S P IP:n TY:PPP DEF
KoTOpas GopMHUPYET CISAYIOMHNI MPO(HIIb:
SL:NO PAPR:0 PAPA:YES CHAPR:0 CHAPA:YES SCRIPT:0
AC:YES PC:YES VJ:16 VIC:YES BSDC:NO KEEP:0 HOLD:0 ECHO:3
AM:00000000 ACCL:NO DOD:NO DTR:0 RNAME:"" RADR:0.0.0.0
3Ha4yeHHs MapaMeTpoB, OTHOCSIIMXCS K CETEBOMY YpOBHIO |P-unTepdeiica, mpu 3ToM He H3MEHSIIOTCSL.

[Tpumeps! koHdurypauuu npotokoia PPP:

CepBep yIaJICHHOTO JIOCTYTA IO KOMMYTHPYEMBIM JIMHHSAM U1l TIOCTaBINMKa YCIyT IHTEpHET MIIH KOPIIOpaTUBHOMN
ceTu (IpeamnoaraeTcs, 9To ayTeHTU(GUKANHS IPOU3BOANTCS CPEACTBAMHU ACHXPOHHOTO TIOPTa):

S P IP:16 TY:PPP PO:16 SL:YES KEEP:600 AC:YES PC:YES VJ:YES VIC:YES BSDC:15:15 RADR:197.135.1.16
KnueHT ynaneHHoro noctymna no BbLAEICHHOM IMHUU co cTaTnueckuM [P-anpecom:

S P IP:1 TY:PPP PO:2 SL:NO DOD:NO SCRIPT:0 HOLD:0 KEEP:0 ACCL:NO
KimeHT ynaneHHOro nocryna no KOMMyTUpyeMoi TMHUY ¢ ayreHTuukanueii PAP u nunamuyeckum [P-anpecom:

S P IP:1 TY:PPP PO:0 SL:NO DOD:YES DTR:1 SCRIPT:2 HOLD:60 KEEP:300 ACCL:YES
S P IP:1 PAPA:YES NAME:"Local_Office" RNAME:"Head_Office"
A X PAP:1 Local_Office Head_Office qWeRTy

(ITompo6HO 0 HacTpoiike ayTeHTUQUKAHK cM. HacTh 8.)

§4.1.7. Cuenapuu coenmHeHnus 1Jjis1 uHTepgeiicos PPP

Cuenapuy, ucnonb3yemble kineHTamMu PPP ans ycraHOBIEHMS COeOMHEHHH, XpaHATCA B TaONUIE CIEHAPHEB.
Cuenapuii mpezcTaBisieT co00# MOCIEA0BATEIBLHOCTh 3amuceit "xay" — "mochuiaro", pasfeiCHHBIX MPOOETaMH.
HeueTHble 4iieHBI NOCIIEIOBATENLHOCTU MPEACTABISIOT CO00i COOOIIEHHMsI, OKHIaeMble OT MOJEMa WM YAaJICHHOM
CHCTEMBI, a CIEAYIONIHe 32 HUIMH YeTHBIE — KOMaH/Ibl, BeIJJaBaeMble HHTepdeiicoMm B muHuio. [IpumMep crieHapust:

"ogin: " vasya.pupkin "assword: " qwerty

Kaxxnas 3anmuce crieHapust MOKET OBITh 3alncaHa B KaBblYKax WK 0e3 HUX. KaBbluku 00s3aTenbHBI, €CIIM 3alKCh
coiepkUT npoOestsl (Kak B JAaHHOM MMPUMEpE TOCIIe IBoeTours B npuriamenusx [L|I]ogin: u [P|plassword: ), nedwucsr (-),
3HAKW PABEHCTBA (=) WJM TOYKY C 3amsaToH (;). 3amuch 6e3 3TUX CIELCHMBOJIOB MOXKET COAEPKATh KAaBBIUKH BHYTPH
ce0s1, HO He MOXKET HAUWHATHCS C KaBBIUKH.

[IpuBeneHHBI BEIIIE NpuMep oO3HadaeT, 4ro uHTepdeiic PPP OymeT oxumate OT YHAJNCHHOW CHCTEMBI
NpUTJIaIeHus, OKaHIMBarouerocs: Ha ogin: (¢ npobenom). Korna sta mocienoBaTensHOCTh CHMBOJIOB Oy€T MMOJTydeHa,
B JHMHHUIO OyneT TociaHa CTpoka vasya.pupkin. 3arem kimeHT Oyner *naTh, NOKa M3 JIMHUM OyAET HOIyYeHO
NpUTJalIeHne assword: , ¥ B OTBET MOLUIET CTPOKy qwerty — u Tak gajiee 1o KoHna creHapus. Kaxxgas moceiaemast
MIOCJIE/I0BATEILHOCTH CHMBOJIOB JIOMIOJHACTCS] cuMBOJIOM <CR>.

BHUMAHUE [Mapons ans BXOJa B YOAICHHYIO CHCTEMY TMPEACTABIISAET COOOW, ¢ TOYKM 3pEHUs CIEHapus,
OOBIYHYIO 3aIMCh, HE BBIJCISIONIYIOCS CPEIN OCTAIBHBIX, U XPAHHUTCS B TAOIUIlE CIICHAPHEB B
OTKPBITOM BHJIE.

Ecnu mo cymecTBy TpeOyeTcsi BBECTH 3aMKCh, COMEPIKAITYIO OJHOBPEMEHHO KaBBIYKU M JPYTHE CHEIICUMBOJIIBI, TO
ee HeoOXOIMMO 3aKITIOYHTh B KaBBIUKH, & BHYTPEHHUE KaBBIYKH MPEABAPUTH €SCapPe-CUMBOJIOM \ (0OpaTHas Kocas yepTa).
Hanpumep, GpparMeHT crieHapust IS OAKIIOUeHHs ¢ oMoIibio GPRS-MoneMa MOKeT BRITIISICTD CIICIYROIIMM 00pa3oM:

... OK "AT+CGDCONT=1,\"IP\",\"internet.cellprovider.ru\"" OK ATD*99# CONNECT ...
B srom ClIydac€ B MOJEM 6y,I[CT IIoCjIaHa KoMaH/aa:
AT+CGDCONT=1,"IP","internet.cellprovider.ru"

Ecnu B kauecTBe 3ammucy OXXKUAAHUS CTOHT IycTast 3anuch ("), To kmueHT PPP Hugero He sxaeT u cpa3y nepexoanT K
MOCBUIKE CleAylomel 3amucu. B yacTHocTH, 4TOOBI HauaTh BBHINOJIHEHWE CIEHApUs HE C OXHAAHMSA, a C BBIIAYU
KOMaH/Zibl MOJIEMY, CIIElyEeT yKa3aTh IIyCTOM IEPBbII WIEH N10CIEN0BATEIbHOCTHU:

" ATZ OK ATDP1234567 CONNECT ...

Eciu ITyCcTad 3alrcCb CTOUT Ha MECTEC 3allUCH, IIOCBhLIAEMOM B MOJEM, TO IMOCHIIACTCA CUMBOJI <CR>, T.C. ITyCTas CTpOKa.

KonmoM cuenapusi sBisieTCsl KOHEIl CTPOKM B TaOjuIe clLeHapueB. MakcuUMasibHas JUIMHA OJHOM CTPOKH
NPOrpaMMHO OTpaHUYEHa TOJBKO pa3MepoM Bced Tabimubsl — 4096 cumBosioB. Ecnu Bo3HMKaeT HEOOXOIMMOCTh
MEPEHECTH YacTh CLEHApHs Ha CIEIYIOUIYI0 CTPOKY (Hampumep, Uil ynoOCTBa aJMHHUCTPHPOBAaHHUS), HEOOXOIUMO
3aKOHYHUTH CTPOKY CHUMBOJIOM \. B 3TOM ciydae mcrosiHeHue crieHapusi NpOJOJDKAaeTcs, IoKa o4YepeqHas CTpoKa He
3aBEPIINTCS KaKUM-JINO0 HHBIM CUMBOJIOM.
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NMPUMEYAHUE Ecmu cueHapuii coctout 6osiee ueM u3 0HO# cTpoku u mapamerp SCRIPT B kondurypammu PPP-
uHTepdeiica ykasplBaeT HE Ha MEPBYIO CTPOKY CIIEHApus, a Ha Kakyl-Tubo U3 CTPOK
MPOIOJDKSHNU S, BBIMTOIHEHHE CIIEHAPHSI HAYHETCS C JAHHOW CTPOKHU. DTO, C OHOU CTOPOHBI, MOIKET
CIIY’)KHTh HMCTOYHHKOM OIIMOOK, a C JPYro CTOPOHBI — IO3BOJSET COCTABIATH CIIEHApUH "C
BapuanTamu". [IpumMep (A7 caMOCTOATENFHOTO aHAN3a):

A X SCRIPT:1 "" ATZ OK ATDP1234567 CONNECT "\

A X SCRIPT:2 "ogin:" "vasya.pupkin" "assword:" qwerty

S P IP:1 PO:1 TY:PPP SCRIPT:1 NAME:"BACKUP (DIALUP CONN.)"
S P IP:2 PO:2 TY:PPP SCRIPT:2 NAME:"MAIN (LEASED LINE)"

Ecnu B TeueHue HeKOTOpOro BpeMeHH (IO yMoiuyaHuio 45 CeKyHH) OXujaemasi Iocie0BaTelIbHOCTh He Oyner
MOJTyYeHa, TO BBIMOJIHEHUE CIIEHApUs 3aKaHYMBaeTcs Heynaudeid u unrepdeiic PPP nepexoaut B nCXogHOE COCTOSIHUE.
[IponomKUTENEHOCTD TaliM-ayTa MOXKET OBITh M3MEHEHa BKIIoYeHHeM napamerpa TIMEOUT B crienapuii nepes cTpokoi
oxunanus. Hanpumep, B cueHapun

"" ATZ OK ATDT5551212 CONNECT "™ TIMEOUT 10 "ogin:" sidorov

TaiiM-ayT mepea OKUAAHWEM CTPOKU 0gin: Oymer ymenbmeH n0 10 cexyna. Hynesoe 3nauenue TIMEOUT ykasbiBaer,
YTO BpeMs 0)KUAAHHS HE OTPaHUIEHO.

BHUMAHMUE KitoueBoe cnoso TIMEOUT noiKHO BBOAMTHCSA 3ariaBHBIMU OykBamu. OTBETHl MOJeMa JOKHBI
OBITh 3amFICaHBI C COONIIOZICHUEM peructpa. s KoOMaHI, TMOCBUTAEMBIX B MOJEM, TaKXKe MOXKET
MMETh 3HAaYeHHE PETUCTp (B 3aBUCUMOCTH OT THIIa MOJIEMa).

n.n

B kadecTBe 3amucu OXUIaHHS MOXET OBITH yKa3aHa IMOCIIEI0BATENLHOCTh 3amuceil "oxxunanue"—"mocpuika"—...—
"oxxumaHue", pazaeneHHbIX aeducamu. Hampumep, crieHapmii

"" ATD1234 CONNECT-ATD1256—CONNECT-ATD1278-CONNECT ""

O3HaJaeT, 4YTO eciu Iocie Habopa Homepa 1234 B Teuenne 45 cexynn He monydeH orBeT CONNECT, To MoieM HOomKeH
HaOpate HoMep 1256; ecu 1o 3TOMy HOMEPY TOKE HE yIaeTcs COSTUHUTRCS (HET cBsi3u, morydeH BUSY, NO CARRIER,
NO DIALTONE u 1.11.) — Habpatp 1278. Kak Tonpko nomydeH orBer CONNECT, BBITIOTHEHHE albTepHATUBHOW BETBU
3aBEpIIACTCS W HCIOIHACTCS CIEAYIOIIUH IIar OCHOBHOTO CLIEHAPHS — B JTAHHOM CJIydae, ITOChUIKA IyCTOH CTPOKH U
HOpMaJIbHOE 3aBepIIeHUe clieHapus. Eciiu Bce BapHaHTHI aJbTEPHATHBHBIX MOCBUIOK MCIPOOOBAaHBI M HU HAa OAHY U3
HHUX HE IOJIydeH OXKHJAaeMblii OTBET (B OOLIEM Cllydae OH MOXET OBbITh CBOIl JUISi Ka)KIOH U3 IOCHUIOK), BHIIIOJHEHHE
CIIEHapHsI 3aBEPIIACTCS ABAPUIHO.

AHaJIOTHYHBINA IpUMeEp AJI1 KOMaH ¥ OTBETOB, COJIEPKaIIUX CHELICHMBOJIBI:
" "AT+CPIN?" "+CPIN: READY-AT+CPIN=9876—+CPIN: READY" ATD1234 CONNECT ""

B aTom ciyuae cHauaina npoBepsiercst peructpanust Moayis IM—GPRS (unu BaemHero mozema) B cetn GSM. Ecnin
nonyuen otBer +CPIN: READY, wunTepdeiic npuctymaer Kk HaOopy Homepa; eciu Her — BBoauT PIN-kon
(AT+CPIN=9876) u cHoBa ket orBeta +CPIN: READY.

TTomMrMO OOBIYHEIX CHUMBOIJIOB, B CHCHAPUAX MPECAYCMOTPCHBI CJICAYIOIHNE NOTIOJTHUTCIBHBIC CIICLICUMBOJIbIL:

\- Heduc () KaKk TEKCTOBBII CHMBOJ B 3allCH OXXUAAHUS — YTOOBl OTIMYATh €ro OT Jeduca,
Pa3IeNAIONIero albTePHATUBHBIC BapUAHTHI ITOCHUIOK/OTBETOB. Jlins KomaHI, mocbuiaeMbix PPP-
uHTEepdEiicoM, TOMyCKaeTCsl BBOIUTH Ae(rc OOBITHEIM 00pa3oM.

\b Cumson <BS> (0x08)

\c ITopaButh cumBon <CR> B KOHIIE CTPOKHU. [[aHHBIN CIEIICUMBOJI MOXET MCIOJIb30BAThCS TOJIBKO B
KOHIIE CTPOKH W TOJBKO JJIsi KOMaHj, mocbutaeMbix PPP-untepdeiicom. ITo ymomuaHuio, B KOHIE
Ka)KJOM MTOCBUIAEMOM CTPOKU BCTaBisieTcs cuMBosl <CR>.

\n Cumeon <LF> (0x0A)

\N IMocmate cumBos NULL (0X00; Tosbko muist KoMaH i, ockuiaeMbix PPP-unTEepdeticom)

\r CumBoust <CR> (0x0D)

\s IMpoGen (cumBosm 0X20). DTO anbTEpHATHBHBIA CcHOCOO BBoJa Ipo0esia, HE pPa3pbIBAONINHA

LEJIOCTHOCTh OTACIBbHOM 3amucu. Ero MOXKHO HCIONIB30BaTh BMECTO amocTpodoB, YTOOBI BBECTH
po0e B TEJIO MOCHUTKA/OTBETA, HAIIPUMEP:
AT+CGREG? +CGREG:\s1,1
\t CHUMBOJ rOpH30HTAIBbHO TaOysiunu (0X09)
ANA LN HeneuaTtaeMmsie yrpapiustonue CHMBOIEI ¢ Kogamu ot 0X01 go 0x1A
AL AL AN HeneuaTtaemsie ynpapiustomue ciMBOIIE ¢ kKonamu ot 0x1B, 0x1D, Ox1E, Ox1F, cooTBeTcTBEHHO
\» CumBoa A

\' Anoctpod
\" JIBoiiHas KaBbIuKa "
\\ OG6partHsIii ¢ \

Hns IP-unTepdeiica thma PPP, pabotaromero B pexuMme cepBepa, CleHapuid OOBIYHO COACPKHUT KOMAHIIbI
WHUIHAAIA3ANUY MOJIEMA B TICPEBOJIa €r0 B PEIKUM OKUAAHUS BXOISIIMX 3BOHKOB!

" ATZ OK "ATSO=1"
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Crpoku B Tabnuile creHapueB HyMmepyrorcs, Hauunas c¢ 1. [lns moGaBiieHusi, yAaleHHs W MPOCMOTPA CTPOK
ucnonb3yroTtes komanael Add, Remove u Display:

A X SCRIPT:<HOMep> <clLieHapuii>
R X SCRIPT:<HOMep>
D X SCRIPT

[epBas komanna nobaBisieT B TaOJIHIy CTPOKY C YKa3aHHBIM HOMEPOM; BECh OCTaTOK KOMaHBI, IOCJIe HOMEpa,
paccMarpuBaeTcs KaK CLEHAapHUi, KOTOPBIN JIOJDKEH OBITh 3amicaH B 3ToH ctpoke. Eciu B Tabnmune yxe uMeeTcs CTpoka ¢
TaKuM HOMEpPOM, TO OHa 3aMeHseTcs Ha HOBYI0. TakuM o0pa3oM, HOMepa BCeX OCTANBHBIX CTPOK COXPAHSIOTCS B JIIOOOM
cirydae, 4ToObl M30exaTh omMO0OK B KoH(urypaunu. Ecin BBeneHHBIH HOMep OoJbllle HOMEpa MOCHIEAHEH CYIIeCTBY -
OIIel CTPOKH OoJiee 4eM Ha eAMHUILY, TO HOBOH CTpOKe OyAeT MPUCBOSH HOMEP, CIEAYIOMINH 3a 3TOH CTPOKOIA.

Bropas xomaHma ynanser W3 TAaONHMIBI CTPOKY € 3aZaHHBIM HoOMepoM. [IpuM 3TOM Bce cilemyrolue CTPOKH
coxpaHsioT cBor HoMepa. (Takum oOpa3om, B TaOnHIa MOTYT OBITH MIPOMYIICHHBIE CTPOKH.) TpeTssi KOMaHIa BEIBOJUT
BCIO TaONHILy clieHapHeB. [IoMHMO 3TOro, BO3MOKHBI TAKXKe CISAYIOLINE OOIHe KOMAH IbI:

R X SCRIPT:A Y aanute Bce 3amuCcH U3 TaOIUIIBI CIICHAPUCB
D X Bsisectu Bce Tabnuipt PPP (SCRIPT, PAP u CHAP)

INIPUMEYAHMUE Komannel fo0aBieHHss W yOaleHUs CTPOK HE IIPOBEPSIOT  B3aMMOCBI3b  TEKYyIIEH,
IIpeIIECTBYIOUICH U Tocneayoniel cTpok. Eciu B Tabiuiie HCTIONB3YIOTCS CLIEHAPUH, COCTOSIIIIE
Ooyiee 4yeM W3 OJHOM CTPOKM (C CHMBOJIOM TNPOJOJDKEHHS \ B KOHIIE), TO KOHTPOJb 3a HX
LEJOCTHOCTBIO BO3JIAraeTCsl Ha aIMUHUCTPATOPa, COCTABIISIOIIETO TaOIHUILY.

§4.1.8. Uukancyasinus 1P-over-PPP-over-X.25

Ilepemaua tpaduxa IP, maKancymmpoBanHoro B makethl PPP, mo cerm X.25 TpeOyer HacTpoilku Kak cTeka
nportokosioB TCP/IP, Tak u creka X.25. Ilpu atom IP-mapmpyruzatop MoxkeT paboTaTth TONBKO B Ka4eCcTBE cepBepa,
T.e. IPUHUMATh BXOAAIINE 3alIpOCHl Ha ycTaHOBIeHHUE coeanHeHnit PPP gepes cets X.25.

B uactu, otHocsmelics k TCP/IP, Heo6xoaumo HazHauuthk [P-untepdeiicy Tun PPP 1 AMHaMU4ecKyro MPHUBS3KY K
noptam: PO:AUTO. Co ctopons! cet X.25 HE0OX0AUMO CO3JaTh 3aMKCh B TAOJIHUIC MAPIIPYTH3AIMH, HATIPABIISIONYIO
Bce Bxomsiue naketsl CALL, ynoBieTBopsifolre HEKOTOPOMY KpHTEpUIo MapiipyTtusaiuu, Ha PPP-unTepdeiicst
mapipyrusatopa. Kondurypanus noacucremst X.25 noapoOHo paccmoTtpena B YacTy 7 JaHHOTO PYKOBOJICTBA.

[Ipumep KOHPUTYpaAIMHU JIOKATBHOTO YCTPOHCTBA:

S P IP:2 TY:PPP PO:AUTO ...
WS IP:2
S R PR:28 ID:D RT:12345 TO:PP.2

B nanHOM ciyuae, eciin u3 cetd X.25 MOCTyIaeT BBI30B € aJipecoM HazHaueHus 12345, To oH MaplIpyTU3HpYyeTCs
Ha [P-maTepdeiic Homep 2. Ecnmm k 3ToMy uHHTEpdeicy yXKe YCTaHOBIECHO [pYyroe COCAWHEHHE, YHIAJICHHOMY
nmoJib3oBateNio X.25 OyleT OTIPaBICHO COOOIIEHNE O TOM, YTO COEAMHEHNE HEBO3MOXKHO.

Bwmecro ¢ukcupoBannoro I[P-untepdeiica Tuma PPP BXOISIIMI BBI30B MOXKET MapLIPYTH3HPOBATHCS Ha BCIO
COBOKYITHOCTB TakuX HHTep(eiicos. [Ipumep:

S R PR:28 ID:D RT:12345 TO:PP

B sToMm ciryuae norudeckoe coennHeHHE X.25 ycTaHABIMBAETCS € MEpBBIM cBOOOAHBIM [P-mHTepdeiicom tuma PPP,
JUIA KOTOPOTO pas3pelleHa TuHaMu4eckas npuBsaska Kk nopram (TY:PPP PO:AUTO). Eciu Takux uHTEp(EHCOB HET, WiIn
BCE OHU 3aHSATHI, COEANHEHUE YCTAHOBIICHO HE OYZeT.

[MoxkmroueHne K yCTPOWCTBY BO3MOXKHO C TIOMOIIBIO CTaHAAPTHOTO KIIMEHTa yJAJIEHHOTO JOCTYIA, HAIPHMED,
BXOJSIIIIETO B COCTAaB ONEPAanMOHHON cucTeMbl Windows (B peXMMe TEpMHHAIBHOTO OKHA WM CHIEHApHs JTOCTYTIA).
[Tonme30BaTens TOKEH MOAKIIOUNTECS K PAD (HampuMmep, 0 KOMMYTHPYEMOH JIMHUH) U JOXKAATHCS MPUTITALICHAS —
3Be3foukd. Ilocrme atoro on HabupaeT aapec cepBepa (B BbIIIENIpHBEAEHHOM TpuMepe, 12345). Kak Tosibko
coequHeHne X.25 yCTaHOBIIEHO U cepBep HauMHaeT nocbuiaTh nakersl LCP, monb3oBaTens N0MKEH HaKaTh KIIABUILY
"IIPOIOIKUTE" MM 3aBEPUINTH BBITIOJIHEHNE ClIEHapHs. AyTeHTH(HKAIMS IPOU3BOANTCS CpeAcTBaMU nporokosa PPP,
T.e. ¢ ucnonb3oBanueM PAP unu CHAP.
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§4.1.9. Uukancyasinusi PPP-over-Ethernet (cepsep)

Wnkancynsiuus [P-tpadguka B makerst PPP npu nepenade ux no nokanbHoi# cetn Ethernet mo3Bossier sMynupoBath
B JIOKQUILHOH CETH COEAMHEHHUs 'Touka-To4yka" W oOecreunBaeT WHIMBHIYAIBHYIO ayTCHTU(QHUKALUIO KaKIO0TO
MOAKIIIOYEHHOTO MOJIb30BaTesl. AyTeHTH(HKAIMS OCYILECTBISIETCS CTaHAAPTHBIME cpeacTBamu nHtepdeiica PPP, T.e.
cepBepamu PAP w/uinun CHAP Ha ocHOBaHMM YHHMKaJBHOTO COYETaHUs UMEHHU M maposs nosbs3osarens. (IToxpodHo o
HacTpoiike untepdeticoB PPP cm. §4.1.6, cucremsr ayrenTudukarmu — Yacts 8.)

st paboTsl B KagecTBe cepsepa nocryna PPPoE Heobxoammo:

— Hacrpowurs mopt Ethernet (TY:ETH IF:TP).

— Hactpouts Ethernet-ctanmuio Tuma PPP w mpuBs3ate ee Kk ¢usudeckomy mnopry. CTaHIIME HYMEpYIOTCS
nocienoBatenbHo oT 0 10 MakcMMaabHOTO HOMEpA, AOIYCTUMOTO JUIA JaHHOW MOJENH YCTPOMCTBA M BEPCHH
MPOTPaMMHOTO 00eCTIeUeHHSI.

— Hasnauuts HekoTopomy IP-unTepdeiicy Tun PPP n quHaMITdecKyro mpuBs3Ky K moptam: PO:AUTO.

Konduryparms Ethernet-cranimu Tuna PPP conepxuT clenyronue napaMmeTpsbi:
S P ET:<Homep> PO:<HoMep> TY:PPP NAME:<ums> IP:<cnucok_uHTepdelicos>

[Tapamerp NAME ompenensier aqMUHHCTpaTHBHOE MMs cepBepa poctyna PPPoE. Dto ums MoxeT ObITh yKa3aHO B
HacTpoiikax kinueHToB PPPoE. IIpu noaxmouenun knrueHT PPPOE paccelnaer o cetu IUpOKOBEUIATENbHBIN 3a1IPOC O
HaJIMYMK CEPBEPOB U MPUHUMAET OTBETHI OT CEPBEPOB, TOTOBBIX C HUM padoraTh. Eciu ai1st Hero yka3aHo umst cepsepa,
TO OH OyJeT paboTaTh TONBKO C 3THM CEPBEPOM, €CIIH HET — TO C TIEPBBIM OTBETHBILHM.

INPUMEYAHMUE Hekotopslie kiueHTs PPPOE He paboTaroT ¢ cepBepaMu, UMEIOIIUME IIyCTOE M. DTO OTHOCHUTCS,
B 4YACTHOCTH, K BcTpoeHHoMmy kimueHTy B Windows XP. [lnst paGoTsl ¢ TakMMH KIHCHTAMH
HEO0OX0AMMO ONpEAEIUTh NPOU3BOJILHOE HEMYCTOE UMs CEpBEpa.

IMapamerp IP cogepxur cmcox IP-uHTEpdEeiicoB, KOTOPBIE MOTYT HCIOIB30BATHCS NaHHOH cTaHueld. aTepderics
nomkHbl uMeTh Tt PPP (TY:PPP) u ObiTh CKOH(MUTYpHPOBAHbBI Ui AMHAMUYECKON mpuBsa3ku k moptam (PO:AUTO).
Crnmcok MOXKeT coiepkaTh OJUH HoMep MHTepdeiica, nuamna3oH HOMEpOB (4Yepe3 Jneduc), UM HECKOIBKO HOMEPOB M
JIMana3oHOB, pa3/IeJICHHbIX 3aMAThIMU. BMeCTO crrcka MOKET UCTIOb30BaThes 3HaueHue ALL. [Tpumep:

1P:1,3,6-9,12

Ecmu yxazano IP:ALL (o ymoigaHHIO), TO CTaHIHMA OyIeT MPUBSA3BIBATHECA K MEPBOMY CBOOOTHOMY MHTEpdercy
JTAaHHOTO THUIIA.

Ha cnenyromem mare ximeHt PPPoE mocbuiaer BEIOpaHHOMY cepBepy 3alpoc Ha YCTAaHOBJICHHE COEIMHEHUS.
[omyuur stoT 3ampoc, cepeep PPPoE mpocmarpuBaer |IP-uHTEpdeiicl, 3amaHHBIC B CIHCKE, M IMPHUBS3BIBACTCA K
nepBoMy cBoboHOMY MHTepdeiicy. [Tocae aToro naTepdeiic ycraHaBIMBaeT COSMHEHNE C yAaleHHBIM KineHToM PPP
OOBIYHBIM 00Pa30M COTJIACHO CBOMM HACTPOMKaM.

Jns  oxgHOBpeMeHHOH pabOTBI HECKOJIBKMX —KIHMEHTOB HEOOXOIMMO CKOH(QUIypHpOBaThb B  YCTpOIicTBE
cooTBeTcTBYyIOMmEee uncio [P-uaTepdeiicor tuma PPP ¢ PO:AUTO. TeopeTrndecki MakCHMaIbHOE KOJUYECTBO KIIMCHTOB
PPPoE omnpenensercs unciom mnomnepxkuBaeMbix [P-uHTepdeiicoB (KoTopoe, B CBOI OdYepenb, 3aBUCHT OT MOJICIH
YCTPOWCTBA M BEPCHUM IPOTPaMMHOTO OOECIEYeHHs), HO MPAKTHUYECKH OHO MOXEeT OBITh OTrpaHHuCHO
MIPOM3BOJUTEIHHOCTEIO TIpoIieccopa 1 ObIcTpoeiicTBHeM mopToB WAN.

Kaxnast Ethernet-cranumst nomkHa ObITh NpUBsI3aHa K HeKoTopoMmy (usnueckomy mopty tuna ETH. Omun nopr
Ethernet moxer oGciyxuBarh He Ooiee yeMm jaBe cranuuu tuma IP (¢ pasHeIME Qopmaramu KaapoB), OJHY CTaHIIUIO
tuna PPP 1 Heckonbko craniuii Thna X25 onHoBpemMeHHo. Bee atu cranuuu umerot oqud MAC-anpec.

[Ipumep koHGHUTYypanmy (Ha MAaKCHMYM § TIOJIB30BaTENIeH OTHOBPEMEHHO):

S P PO:0 TY:ETH IF:TP

S P ET:0 TY:PPP PO:0 IP:1-8 NAME:"NSG"
S P IP:1 TY:PPP PO:AUTO

S P IP:8 TY:PPP PO:AUTO

WS PO:0

WS IP:1
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§4.1.10. Mukancyasinus 1P-over-X.25

Jns nepenaun tpaduka IP mo cetn X.25 tpedyercst koHpurypamus kak creka nporokosioB TCP/IP, tak u creka
X.25. B uactu, otHocsmerics k TCP/IP, neooxomumo Ha3zHauuTh [P-unTepdeiicy tun X25. Co croponsr cetn X.25 k
JaHHOMY HHTep(deicy MOJKHO OBITh YCTaHOBJIEHO IIOCTOSHHOE JIMOO KOMMYTHPYEMOE JIOTHYECKOE COCIHHEHHE.
Kondurypanus noncucremsr X.25 noapobHo paccMoTpeHa B HacTi 7 JaHHOTO PYKOBOJCTBA .

[Ipu ucronp30BaHUM MOCTOSTHHOTO Jorudeckoro coennHeHns (PVC) neooxonnmo ces3ate [P-unTepdeiic co cmex-
HBIM 00BekTOM ceTh X.25. Takum 00BEKTOM MOKET OBITh KaHAI HEKOTOPOTO (PM3MUECKOTO MopTa THma X25, cTaHnun
Ethernet mu6o Frame Relay tuma X25, craniuu XoX. Janee ator PVC nomkeH ObITh MPOJIOKEH yepe3 ceTh X.25 BIIOTh
1o ynanenHoro [P-unrepdeiica. [Ipumep koHpUTrypalmuy JOKaIbHOTO YCTpOIcTBa ¢ ucnoiabp3oBanueM PVC:

S P PO: TY:X25 ..

S P IP:2 TY:X25 ...

A P PO:PO.1 CH:3 PO:IP CH:2
WS PO:1 (mu6o W S PVC)

WS IP:2

Ecmu B cetu X.25 mpeamosiaraercst MCIOJIB30BaTh KOMMYTHpyeMble joruueckue coeauHeHus (SVC), to y IP-
uHTep(eiicoB THIa X25 MpeayCcMOTPEHBI TONOIHUTEIbHBIE TAPAMETPHI U MX YCTAHOBJICHHUS M Pa3phIBa :

XADR:<agpec>  Agpec X.121 ynanennoro IP-unrepdeiica ¢ unkancymsiueit X.25.

LADR:<appec> Anpec X.121 nokanpHOTO IP-MHTepdetica Tna X25. MakcuManbHas JIHHA 000UX aJpecoB
— 1o 15 mecsatruHbIX udp. [IpaBuna HCIOMB30BaHAS ITHX aPECOB OIHCAHBI HIDKE.

KEEP:<cekyHAbl> MakcuManbHOEe BpeMsi HEAaKTHMBHOCTH COequHEHMs. Ecau 3a 3TO Bpems HE NPUHATO U HE
MepeaHo HUKakoi mH(opMammu, coequHeHue OymeT pa3zopBaHo. 3HaueHHe 0 yKa3bIBacrT,
YTO Pa3pbIB COCTUHEHHUSI 110 TAM-ayTy He MPOU3BOJIUTCSI.

HOLD: <cekyHabl> HTepBan Mex/Iy MONBITKAMU YCTAaHOBJICHUs coeluHeHus. J{s aByX MHTepdeiicoB, CBA3aHHBIX
Jpyr ¢ apyroM depe3 cetb X.25, 3HaueHus nmapamerpoB HOLD momxHBI OBITH pa3nuuaThCs HE
MEHee, YeM Ha BpeMsI, TpeOyeMoe U1l yCTaHOBJICHHUSI COSAMHEHUS B IAHHOM CETH.

Ha o0omx ycrpoiicTBax W Ha BceX MPOMEXKYTOUYHBIX KOMMYyTaTopax ceTH X.25 HeoOXoauMo 3aaathb
COOTBETCTBYIOIIHE MIPABUIA MaPIIPyTU3AIIHH BbI30BOB. [101po0HO 0 KoH(DuUrypanuu moacucremsr X.25 cm. Yacts 7.

Ecnu Ha IP-unTepdeiice Tuna X25 ycrpoiicrBa NSG nosiBisiioTCst makeThl IS epeiadn, a Kakoe-I100 JIOrnueckoe
COE/IMHEHUE C JaHHbIM HMHTEep(elicoM B 3TOT MOMEHT OTCYTCTBYET, TO uHTepdeiic mbitaercsi ycranoButh SVC k
yIaIeHHOMY Y3JI0M, 33IAHHOMY IO yMOIYaHut0. Jjist 3Toro OH oTmpaBisieT B ceTh makeT CALL, B KOTOPOM B KauecTBe
BeI3bIBaronero azapeca (calling address) ykassiBaetcst 3Hauenue napamerpa LADR, a B KaueCTBE BBI3BIBAEMOIO ajpeca
(called address) — mnapamerpa XADR. Ecnu onun win o6a napamerpa umeroT 3Hauenne NO, TO COOTBETCTBYIOIIHA
aznpec B nakere CALL He yka3piBaeTcs.

Ecmu u3 cetun X.25 Ha ycrpoiictBo NSG moctymaet BbI30B OT yaanenHoro xocrta IP-over-X.25, To oH MoxeT ObITh
MapIIpyTU3UPOBAH JIMOO HAa HEKOTOPHIHA ompeneneHHbiid |P-untepdeiic Tuma X25, 160 Ha BCIO COBOKYIHOCTh TAKHUX
uHTEepdeiicoB. B mepBoM ciydae mpaBmIIo MapuIpyTH3aluid UMEET BH:

S R PR:<Homep> ... TO:IP.<HOMep>

[Ipn >TOM 3Ha4YeHHWe BBI3BIBaEMOro azpeca, ykazanuoe B makere CALL, cpaBHMBaeTcsi co 3HaueHHEM HapaMmeTpa
LADR, a 3HaueHMe BbI3BIBAIOIEro ajgpeca — ¢ napamerpoM XADR. Eciau 3TH mapamMeTpsl COBHNAAAIOT, MEXIY
uHTEpdeiicaMi yCTaHABIMBAETCS JIOTHYECKOE COSMHEHNE; B IPOTHBHOM CIIy4ae BBI30B OTBEPraeTCs.

Bo BTOPOM cCJIy4da€ NpaBUJIO MapIipyTusaliiyu UMECT BU:
S R PR:<Homep> ... TO:IP

3T0 03HauaeT, 4To KoMMyTaTop X.25 OyzaeT mocienoBaTeIbHO MpoBepsTh Bee [P-nHTepdeticel Tnna X25, HaunHas ¢
nepBoro. CoeqrHeHHE OyIeT YCTAaHOBIIEHO ¢ TeM HHTepdeiicoM, y kotoporo 3HadeHne LADR coBmasaeT ¢ BEI3bIBAEMBIM
azpecoM, a XADR — c Be3bIBatomuM ajpecoM, ykazaHHbIMU B nakere CALL. Ecnu Takux mHTepeiicoB HECKONIBKO,
coerHeHUe OyIeT YCTAaHOBIIEHO C TIEPBBIM CBOOOHBIM U3 HUX. Eciu HU offHOTO Takoro nHTepdeiica He HAWACHO, WK
KO BCEM HHMM YK€ YCTaHOBJIEHBI JIOTHYECKHE COCJMHEHMS, HOBOE COCAMHEHUE YCTAHOBIIEHO HE OY/eT.

BHUMAHMUE ITycroMy momo BBI3BIBAEMOTO ajpeca JOIKHO cOOTBeTCTBOBaTh 3HaueHue LADR:NO, a mycrtomy
NoJI0 BhI3BIBaroniero ajapeca — 3HaueHne XADR:NO. ITo ymomuanuto o6a nmapamerpa LADR u
XADR umetot 3nauenust NO. Ecin Bxosiuii maker CALL mapipyTn3upoBaicst 1o BEI3HIBAEMOMY
azpecy (4To MMeeT MecTo B OOJBLIMHCTBE MPAKTHYECKHX CIIy4aeB), TO OH, CJICAOBATEJILHO,
COJICP)KUT BBI3bIBAaeMbIi anpec, u i |P-untepdeiica NSG neobxooumo ycraHOBUTH mapamerp
LADR. Ecnu nipu 3TOM yaasieHHast cTOpoHa ykaseiBaeT B makere CALL u cBoit aapec B kadecTse
BbI3bIBaroniero, o s IP-uatepdeiica NSG HeobxonuMo ycraHOBUTH Takxke mapamerp XADR. B
MIPOTUBHOM CIIydae COeIMHEHUE YCTAHOBJICHO HE OyaeT.

IIpumep KoHHUTyparwu ¢ ucnoias3oBannemM SVC:
S P PO:1 TY:X25 ...
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S P IP:2 TY:X25 XADR:12345 LADR:67890 ...
W S PO:1

W S IP:2

S R PR:17 ID:D RT:12345 TO:PO.1

S R PR:18 ID:D RT:67890 TO:IP.2

B nanHOM ciydae uHTepdeiic 2 MO YMOIYAHUIO IBITACTCSA YCTAHOBHTH KOMMYTHPYEMOE JIOTHYECKOE COCIMHCHUE
X.25 ¢ xoctoM 1o aapecy 12345. Ecnum jxe U3 CeTH MOCTyTaeT BBI30B 10 afpecy 67890 (ot ymanennoro y3ma IP-over-
X.25), To on Mapmpytuzupyercs Ha IP-untepdeiic Homep 2. (3amaHme 000MX MHpaBWII MapUIPyTH3AIMH HE 00s3a-
tenbHO. HTEpdetic MoxeT paboTaTh TOJIBKO KaK KIMEHT, HIIM TOJIBKO KaK CepBEp MOCTYIIa, MM B 00OWX KayecTBax.)

§4.1.11. Mukancyasmus |P-over-Frame Relay

s nepenaun tpaduka IP o cern Frame Relay tpeOyetcs xondurypanust kak creka npotokosioB TCP/IP, tak u
creka Frame Relay. B wactu, otHocsmeticst k TCP/IP, Heo0X0auMo POU3BECTH CIIEAYIOIINE HACTPOUKH:

— Hasznauute crannnu Frame Relay tum IP
— Hasznauuts IP-untepdeiicy Tun FRI u npussizate ero k cranuuu Frame Relay napamerpom ST:<Homep>

Kaxnprit [P-untepdeiic Tunma FRI nomkeH ObITh MpHBsi3aH K HekoTopod craHumu Frame Relay tuna IP. Onna
CTaHIMs1 00CITy>KMBAET OJMH MOTOK JaHHBIX, T.€. Hepenaer tpaduk oquoro IP-unrepdeiica mo ogHOMy BHUPTyaIbHOMY
coenuHenuo. [locme 3aBeprieHHs HACTPOMKH HEOOXOAMMO pecTapToBaTh (GHM3MYECKHMI MOPT (I pecTapra Beex
CBsI3aHHBIX C HUM CTaHIUi u [P-uaTEepdeiicoB).

IP-urTepdetic Tuma FRI B couetannu co cranumeii Frame Relay tumna IP ocymecTBiseT HHKAIICYISAIIIO TakeToB [P
B kaapel Frame Relay. I[Ipum 3TOoM Ha mnpueme aBTOMAaTHYECKH paclio3Haercs Kak Qopmar kaapoB IETF,
npexycMoTpenHsiit ctangapToMm RFC 1490, Tak u ¢pupmeHHbIi dopmar kanpoB kommannu Cisco Systems. Hukakoit
JOTIOTHUTEIBHON KOH(UTypammu A 3Toro He TpeOyercsa. Ha mepemaue Bcerma ucmonbidyercs ¢opmar RFC 1490.
[Tockonpky Mapuipytuzatopsl Cisco Takke aBTOMaTHYECKHM paclo3HAIOT Ha mnpueMe o00a ykazaHHBIX Qopmara,
COBMECTUMOCTH 00ecreunBaeTcs B 00e CTOPOHBL.

Hacrpoiika Frame Relay BkiodaeT B ce0si HACTPOHKY NOPTOB, CTaHIIMH M YCTAHOBJICHUE MOCTOSIHHBIX BHUPTYallb-
HBIX COCTUHCHUIN MEX Iy IByMsl yCTpoicTBaMu ceTu. [1o1poOHO OHa pacCMOTpeHa B 4acTH 6 TaHHOTO PyKOBOJICTBA.

[Ipumep koHdpurypanuu (noapodHoctu koHdurypauun Frame Relay onymieHsr):

S P PO:1 TY:FR ...

S P ST:3 TY:IPPO:1 ...
S P IP:2 TY:FRIST:3
WS PO:1

(PecrapT unTepdeiica B 1aHHOM cilydae He TpeOyercs, MOCKOJbKY IpH pectapTe nopra tuna FR pecrapTytor Bce
CBsI3aHHBIC C HUM cTaHIWU u [P-mHTEpdeiich.)
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§4.2. O6mue napamerpsl IP-unTepgeiicon

§4.2.1. JlokaabHblil iceBaonHTepdeiic

Jns HacTpoiikm obmmx mapameTpoB IP-mapmpyrnsatopa wucmons3dyercs (opManbHBIM OOBEKT, Ha3BIBACMBII
JIOKanbHbIM ncegoounmepgbeticom. JIas HETo 3ape3epBUPOBAH CIEHANbHBIH HOMep 0, T.e. ero HACTPOIKa U IIPOCMOTP
apaMeTPOB MPOU3BOIATCS KOMaHIaMH, COOTBETCTBEHHO:

S P IP:0 ...
D P IP:0

Hymepanus peanbHbIX HHTEpQEHCoB, Yepe3 KOTOPbIEe IPOM3BOIUTCS OOMEH JaHHBIMH, HAYMHACTCS C CIHMHHULIBL.

[TomuMo Hys€BOro HOMEpa, /I JIOKAJILHOTO NICeBIOUHTEep(elica Bceraa UCIoNb3yeTcsl (POpPMalbHBIA THIT
TY:LOCAL

Jlpyrue 3Ha4eHUs JAHHOTO MapameTpa Ul Hero HEBO3MOKHBI.

[Tapamerp NUM (Number of interfaces) onpenenser uucno IP-untepdeiicos, ucrnonbp3yempIx Ui epeaady JaHHbIX.

IMapamerp NAME s JToKasHOTO TICEeBAOMHTEpdelica ompenessieT afMIHICTPATUBHOE UMS MapIIpyTH3aTOpa — JI0
29 CHMBOJIOB.

[Tapamerp MTU ycranasnuBaeT pazmep MTU. lonmycTumMble 3Hauenust — ot 64 no 1600 Gaiit, mo ymomuanuto 1500.

ITapamerp TTL ycTaHaBIMBaeT MaKCHUMajbHOE BpeMs JKHU3HM (YHMCIO IAaroB MapIIPyTH3aIlMM) A TAKETOB,
OTHPaBJISIEMbIX NMPUKIAIHBIMU CiTyk0amu yctpoiictBa (Hanpumep, PING). [lonycrimbie 3Hauenus — ot 1 go 255 (1o
ymourdanuio 255).

JIBa mapamMeTpa omnpenensoT QyHKInoHupoBanne coeauaeHmnit TCP:
TKO (TCP Keepalive Outgoing) Wurepsan mexay noceuikoii makeroB TCP keepalive (8 1/100 cex).

TKI (TCP Keepalive Incoming) Oxumaemblii WHTepBan Mexay npuemom maketoB TCP keepalive or
ynanenHou croponsl (B 1/100 cex). Eciiu He MPUHATO 5 MakeTOB MOAPSA H
HHUKAKUX JAHHBIX 32 3TO BPEMsI, COSIMHEHHE Pa3phIBACTCS.

Jomyctumsle 3HadeHus 111 o0oux mapameTpoB — oT 100 g0 4294967295. 3Hauenus no ymomauaHuio paBHbl 6000
(1 munyTa).

[Tapametp ADM paszpemniaet wim 3amnpemaeT padoty Bcero IP-mapmpyruzaropa:

ADM:UP MapuipyTr3aTtop BKIIOUYEH.
ADM:DOWN MapuipyTu3atop BBIKIIOYEH.

Bce BpImenepeurcieHHble MapaMeTpsl BCTYNAIOT B CHIIy IOCIE pecTapra JIOKaJbHOTO IceBIoumHTepdeiica, T.e.
BCETO MapIuIpyTH3aTopa, KOMaHI0H

WS IP:0

BHUMAHMUE Mapuipytusarop crapryet (Mpu ycTaHOBIeHHOM 3HaueHHH ADM:UP) monbko B TOM citydae, eciiu
XOTs ObI OJTUH U3 €ro HHTEep(eHCoB:
a) UMeeT HeHyseBble 3HaueHus [P-agpeca u macku;
0) Haxoautcs B coctosiHuu ADM:UP;
B) IIMEET JIeHICTBYIOIIEe COeINHEHNE Ha KaHAIbHOM yPOBHE.
Hacrpoiika ykazanHbIX mapameTpoB [P-unTepdeiicoB onrcana B ciieayromeM naparpade.

HOCHC}IHS{S{ rpynmna napaMeTpoB OTHOCUTCA K pas3IMIHbIM JOIIOJTHUTCIIbHBIM cny>1<6aM MapumpyrTusaTtopa:

RIP Hcnonp3oBanue nporokona Mapuipytusaiuu RIPv]1. [TogpoGuee o RIP cm. §4.3.4.

DNS, DNS1, DNS2 Tlapametpsi ciyx061 DNS. ITogpo6uee o ciy:x6e DNS cm. §4.3.5.

ACCT Pa3mep Tabmuisl yuera no IP-agpecam. [Tonpobuee o cratuctuke cMm. §4.6.

FACCT Pazmep Tabmuisl yuera no IP-¢punsrpam. [TonpobHee o punsrpamum cM. §4.5.

HTTP Hcnonws3osanue BcrpoenHoro cepsepa HTTP. ITonpobuee o Web-ynpasienun cm. Yacts 5.
XOT HUcnonp3oBanue ceppepa XOT. [Toapobuee o noacucteme X.25 cm. Hacts 7.

NNPUMEYAHUE Cnyx6er DNS u HTTP moryr ObITh mepesarpy’keHbl OTAEJIBHO OT OCTAIBHBIX KOMHOHEHT [P-
MapuIpyTH3aTOpa KOMaH aMu
W S DNS
W S HTTP
W3menenns Tabmun ydera (mapamerpamu ACCT, FACCT) BCTymaroT B CHIYy HEMEIJICHHO W HE
TpeOyIOT pecTapTa MapuIpyTH3aTopa.
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§4.2.2. CereBble mapamMeTpbl HHTep(eiicOB MAPLIPYTH3ATOPa

JanHas rpynna mapameTpoB onuchiBaeT uHtepdeiicel [P-MapiipyTuzaTopa co CTOPOHBI CETEBOTO YPOBHSI, T.€. C
TOUKH 3peHus cetu IP. OTu mapaMeTpsl HUKaK He CBA3aHBI C JIEXKALIUMHU 0] HUIMHU IPOTOKOJIAMH KaHAIBHOTO YPOBHS U
¢$usnueckumu nHTEpdeEiicaMu 1 UMEIOT OMHAKOBBIA CMBICH 1J1st BeeX [P-unTepdeiicos.

YcraHoBka u mpocMoTp mapamerpoB I[P-untepdeiicoB mpomsBoautcs komaHaamu Set Parameter u Display
Parameter cinenyromero Buga:

S P IP:<HOMep> <napameTp>:<3HayeHue> ...
D P IP:<HOMep>
D P IP:A

rae HoMmep wuHTepdelica MokeT mpuHHMAarh 3HaueHHsS OoT 1 mo NUM. DOTu mapaMeTphl IDOMOJHSIOT HapaMeTpsl
KaHAJIEHOTO YPOBHJ, IepeduciiecHHbIe B §4.1.

AIIMHHHCTpATHBHEIN cTaTyc nanHoro IP-uaTepdetica ycraHaBmmBaeTcs napamerpoM ADM:

ADM:UP Wutepdeiic BKIIOUECH.
ADM:DOWN Wurepdeiic BHIKIIOYEH.

KiroueBbiMu xapakrepuctukamu [P-untepdeiica sistores [P-anpec u macka mojceTy, KOTOpble YCTaHABIMBAIOTCS
napametpamu IADR (Interface Address) u MASK (Network Mask), cootBetctBeHHO. [Iprmep:

S P IP:4 IADR:198.98.4.2 MASK:255.255.255.0
Anpec 1 Macka 3aJJal0Tcs B I€CATHYHON JOTOBOM HOTAIUH.

NNPUMEYAHUE Anpec IP-untepdeiica He MoxeT ObiTh paBen 0.0.0.0. Eciu anpec 3apaHee HEM3BECTEH, a JIOJDKEH
OBITh HA3HAYCH yJalleHHON cropoHoil (s mHTepdeiica PPP), To mpu HacTpoiike mHTepdeiica
HEOOXOMMMO Ha3HAYUTh €My KaKOW-THOO0 (UKTHBHBI HEHCIOJB3YeMbIH ajpec, Hampumep,
192.168.200.1.

AnMUHHCTpaTHBHOE M3 MHTepdeiica ycraHaBiauBaetcs nmapamerpoM NAME (Name of interface). 3nadenue nanaoro
napaMeTpa — TEKCTOBasl CTpOKa JIMHOW He Oonee 29 cumBosioB. Eciam HasHauaeMoe MMsI COIEPIKUT PasleiuTeNN
(mpoben : ; = ,) WM BOIPOCHUTEINILHBIN 3HAK, €r0 HEOOXOANMO 3aKITIOYHNTh B KaBBIYKH. [101poOHO 0 opmMaTe TEKCTOBBIX
napameTpoB cM. Yacts 9. [1o ymonuanuio uMst — IycTas cTpoka. JlaHHbIi mapameTp HE0OX0IUM IS ayTeHTU(HKALNT
ynaieHHBIX knueHToB PPP Ha manHOM mHTEpdeiice u camoro nHTepdeiica kak kimeHTa PPP Ha ynameHHBIX cepBepax
no nporokosam PAP u CHAP. B ocrajpHBIX cCiydasx HMsl HHTepQeiica HCIOIb3yeTCs TOJBKO IS ymo0cTBa
aJIMUHUCTPUPOBAHUS U HE sIBIIETCS 00s3aTebHBIM. [Ipumep:

S P IP:8 TY:PPP NAME:"Interface #8"

NPUMEYAHUE Ecmn mapamerp NAME mis mHTepdelica He ykazaH, TO I ayTeHTH(UKAIUH BMECTO HETO
HCTIONB3YEeTCs aIMUHUCTPATHBHOE MMs ycTpoiicTBa (komanaa S W HNAM: <umsi>).

MakcuManbHBIH pa3Mep JararpaMMebl, iepeaaBaeMol JaHHBIM WHTep(delicoM, ycTaHaBiuBaeTcs mapamerpom MTU
(Maximum Transmit Unit). Jfomyctumble 3HadeHus 3Toro napamerpa — ot 64 go 1600 6aiit, mo ymomuanuo — 1500
Gaiit. [Ipumep:

S P IP:8 TY:PPP MTU:1200

Cnyx0a TpaHCISIINH CETEBBIX aIpECcOB HACTPAWBACTCS WHAMBHIAYAIbHO JUII KaXXIOro MHTEpdeiica mapameTpoM
NAT (Network Address Translation):

NAT:NO NAT He ucnonb3yercs.
NAT:YES NAT ucnosib3yercs.

IToapobuee o ciayx6e NAT cm. §4.4.

[Mapamerp ACCT (Accounting) ompenensieT criocod OTCBUIKH CTaTUCTHUECKON MH(popManuu o padote nanHoro IP-
unTepdeiica Ha ynaneHusiii cepep RADIUS. ITogpoGuee 06 yuere n craructuke cM. Yacts 8.

ACCT:0 He orcpinats craTHCTHKY.
ACCT:<HoMep>  OTcbUiaTh CTaTHCTHKY B COOTBETCTBHHM C YKa3aHHBIM CHOCOOOM ayTeHTH(HKAIHH.

Bce wu3meHenust mapamerpoB (npu paOotaromieM [P-mapiipyrusaTope) BCTyHalOT B CHIIy IOCIE pecrapTa
uHTep(eiica KomaH0i

W S IP:<HOMep>
Ecan IP-MapHIpyTI/ISaTop B ,HaHHLIﬁ MOMCECHT HE€ pa60TaeT, H€06XOI[I/IMO CTapTOBATh €TI0 KOMaHJaMUu

S P IP:0 ADM:UP
WS IP:0
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BHUMAHUE Hauywnas ¢ Bepcum mporpammuoro obecnedenus 8.0.0b, IP-uHTEpdelchl, NpHUBsA3aHHBIE K
[POTOKOJIAaM, CIIOCOOHBIM ONpPEACIATh COCTOSHHME COCIMHEHMS Ha KaHambHOM yposHe (Frame
Relay, Cisco-HDLC, a taxxe Fast Ethernet st cepun NSG-800), mpu ADM:UP aBTOMaTHYECKH
nepexonst B cocrostane UP/DOWN B 3aBUCHMOCTH OT cocTOsIHUS coenuHeHus. VaTepdeiicer PPP
nepexonsat B coctostane DOWN 1o criemyrommieii ycremHo! MOMBITKA COSTUHEHUS. DTH N3MECHEHHS
CKa3bIBAOTCS, B YACTHOCTH, Ha Tabmuie MapupyTtusamuu (cm. §4.3.1).
ITpu ADM:DOWN 311 nHTEep(heiiChl BRIKIIOUYEHBI BCETA.

§4.2.3. HenymepoBannbie |P-untepdeiicnl

Oco0bIM cityyaeM sIBIsIeTCS HeHyMepoBaHHbIH (Unnumbered) unTepdeiic, HCmoab3yeMblil il COSTUHCHHUS "TOUKa-
Touka" W He wuMmerommid cobctBenHoro IP-agpeca. Jlns Ttakoro wuHTepdeiica Bceraa MCIONB3yeTCs Macka
255.255.255.255, a mapametrp IADR 3anmaer [P-agpec ynanenHoit ctoponsl. Kpome Toro, mjst Hero mpeaycMOTpeH
crienranbHeIN apametp SADR (Source Address). DToT aapec MOACTABISETCS B KaueCTBE ajpeca NCTOYHHKA BO Bce IP-
MaKeThl, MOCBIIaeMbIe JIOKAIBHBIMU ciyxOamu yctpoiictBa (Telnet, PING, HTTP, XOT wu T1.m.) 4epe3 maHHBII
uHTEpdeiic. AHAIOTUIHBIA CMBICT uMeeT mapaMmeTp SADR B psme mpyrux KoMmaH[. YKa3aHHBIA anmpec THOO HOIDKeH
100 TpuHAUIeXKaTh onHoMy U3 IP-uHTepdeiicoB ycrpoiicTa, Haxomsamerocs B coctostauy UP, m1bo x HeMy NOImKeH
OBITh CKOHOUTYPUPOBAH MapIIPYT, BEIYLIMH depe3 JOKaJdbHEIM mHTepdeiic (moapodbno o6 IP-mapmpyruzanmu cum.
cienyromuii paszaen.) [Ipumep:

S P IP:7 IADR:192.168.4.7 SADR:192.168.4.254 MASK:255.255.255.255
S T NET:192.168.4.254 MASK:255.255.255.255 IP:0

[Tapamerp SADR mO3BOJISIET TaKXKE pa3pelIuTh KOHQIIMKTHYIO CHUTyallMio, KOTOpas BO3HHUKAeT, €CIH
HEHyMepOBaHHbII HHTepdelc sBiseTcs PPP-cepBepoM U I0/DKeH AMHAMUYECKH Ha3HAyaTh ajpec yAalIeHHOH CTOpOHE
(PPP-knnenty). B atom ciydae 3nauenune IADR coBmamaer co 3HauenneMm RADR (Win agpecoM, KOTOPBIM BbIIEISETCS
JUIsl TAaHHOTO KJIMEHTa cepBepoM aBTopu3anumud — cM. Yacth §). Ho Takas koH(purypauusi 3aBejoMO HEKOPPEKTHA,
MOCKOJIbKY KJIMEHT MOJydaeT OJMHAKOBBIE ajapeca Uil ce0s caMoro W Uil cepBepa — M aBapuiHO 3aBeplIacT
npouenypy IPCP. UroOs! n36exars 3T0T0, ClieAyeT yCTaHOBUTH A mapamerpa SADR HeHylieBoe 3HaUCHHE, OTINYHOE
ot IADR u RADR; nMeHHO OHO OyJIeT nepeaaBaThesi KIMeHTy B KadecTBe |P-angpeca cepsepa. [Ipumep:

S P IP:3 IADR:192.168.4.7 MASK:255.255.255.255 RADR:192.168.4.7 SADR:192.168.4.254

W306exaTh NaHHOI CHTYyaIlMM MOKHO TaKXe APYrMM crocodbom — HasHauuTh |P-untepdeiicy NSG npousBosibHbIi
¢uxtuBHbI IP-anpec. Huuem, kpoMme MHIIHUX 3anMceid B TaOIHLE MapIIPYTH3AIMH, TAKOE PELICHHE HE TPO3HT.

§4.2.4. Bropnunsie IP-agpeca

Haumnas ¢ Bepcuu nporpammuoro obecneuenus 8.0.0b, mis [P-unTepdeiicoB MapmpyTu3aTopa moaaepKuBaeTCs
MexaHu3M BTopu4HbIX [P-anpecos (aliases). KonmuecTBo 3a1aBaeMbIX BTOPHYHBIX aAPECOB TEOPETHYECCKH MOXET OBITh
MOOBIM, HO Ha TPAKTHKE OTPAHWYCHO pa3MepoM cucteMHoi oOmactu mamsta HEAP. B cnmydae ee mcuepmanus
MOMBITKA 3aJaTh OYEepeIHOH BTOPWYHBIN ajgpec OydeT OTBEPrHyTa C COOTBETCTBYIOIIUM JIHArHOCTHYECKUM
coobmenneM. (Pazmepsl naHHO# 00macTH MOryT ObITh yBenuueHbl kKomanaoi S W HS:<6aiT>; mompobHee 00 31Ok
koMmange cM. Yacts 2.)

Mexanu3m BTOpHUHBIX IP-ampecoB mo3BoiseT co3fgaBaTh B OJHOW (U3MUECKOM CeTH HECKoJIbKo mojceTted IP.
Bropuunsie IP-agpeca MoryT HazHauaThcsl MHTEpdelicam JII000T0 THMA, B TOM YHCIE TeM, KOTOPHIE MOJKIIIOYEHBI 110
cxeMme "Touyka-Touka'.

Jnst 3aanmst n ynanenus BropuaHoro [P-anpeca ncronb3yrorest komanzp! U Set IP u Clear IP cnenyromiero ¢opmara:

S I SECONDARY:<ip-aapec/macka> IP:<HOMep_ip-uHTepceica>
C I SECONDARY:<ip-agpec/mMacka> IP:<Homep_ip-uHTepdelica>

AJnlpec M Macka 3aJar0TCs B JIECATUYHOW NOTOBOM HoTammu. Eciam Macka He 3adaHa, TO IO YMOJYaHHUIO
HCIOJIB3YETCS Macka, COOTBETCTBYIOMIAsl Kiaccy 3aaanHoro [P-anpeca. [Ipumepsi:

S I SECONDARY:192.168.1.15/255.255.255.248 IP:1
C I SECONDARY:192.168.3.254 1IP:2

B o0onx cimyvasix Aisi BCTYIUICHHSI M3MEHEHUH B CHITy He00X0MMo pecTaproBath [P-uHTEpdelic komanmoi:
W S IP:<HOMep>
NNPUMEYAHME Bropuunsle [P-anpeca pa3nnunbsix HHTEp(HEHCOB MOT'YT HAaXOJHUTHCS B CETAX C BJIOXKEHHBIMH, HO
HE COBMNAJAIOIUMH IPOCTpaHCTBaAMM ajapecoB. Hampumep, momycTuma cUTyalus, Korpa uis
oxHoro IP-untepdeiica ycranosien aapec 10.0.0.1 ¢ mackoii 255.0.0.0, a qist gpyroro — ajapec
10.1.2.3 ¢ mackoit 255.255.255.0.
IIpocmotpets BTOpHuHBIE IP-anpeca, Ha3HAUeHHBIC HHTEP(ECY, MOXHO TP IMOMoIIH koMaH sl Display Parameters:
D P IP:<HOMep>

Kpome toro, mis BropuuHbix |P-ampecoB, kak ¥ /IS MEpBHYHBIX, aBTOMATHYECKH CO3MIAlOTCS 3aIllUCH B TabIuUIEe
MapuIpyTU3aLUY, KOTOPYIO MOXKHO POCMOTpeTh KoManzou D I.
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§4.3. IP-mapmpyTuzanus

§4.3.1. Tabauubl MAPpIIPYTU3ALUM

Tabmmma [P-mapmpyTr3anuy onpenenseT aapeca u Macku [P-ceTeil, TOCTYTHBIX B TaHHBII MOMEHT, HHTEP(EHCH U
HITI03bl, Yepe3 KOTOphIE NMepeJatoTcs MaKeThl B 3TH CETH, METPUKU MapUIPyTOB, KOJUUECTBO NMAKETOB, MEePEJaHHbIX 110
Ka)XJIOMY MapuIpyTy, U JApyrylo nHpopmanuio. [IpocMOTp TeKymero cocTosHHUS TaOIHIbI MPOU3BOJUTCS KOMaHIOM
Display IP:

DI
3amnmcu B Ta6nnue IP-MaanpmiauI/m Q)OpMprIOTCﬂ ANHAMHWYCCKHU Ha OCHOBAHUHU TPEX UCTOUYHUKOB!

— TabmuIBl cTaTHYecKux Mapipytos (Static Routes), Ha3HaueHHBIX aqMHHHCTPATOPOM CHCTEMBI B SBHOM BHIC (CM.
§4.3.2).

— mapamerpoB IADR u MASK tex IP-unTepdeiicoB, KoTopble aKTUBHBI B IAHHBI MOMEHT (CM. HUXKE).

— uH(pOpMaIHy, MOIYYEHHO MapIIpyTH3aTOpPOM 1o poTokoiy RIP.

Kaxnpiit uHTEpdeiic MaplupyTu3aTopa OnpeaesseT HeKoTopyro IP-ceTh, HEMOCpeACTBEHHO MOIKIIOYCHHYIO K
IaHHOMY HHTep(eiicy. Anpec cetn dpopmupyercs u3 napamerpoB IADR u MASK urTepdeiica cnemyromum odpa3oM: B
azpece nHTepdeiica OOHYISAIOTCS Te OUTHI, KOTOPBIE UMEIOT HyJIEBOE 3HAUCHHE B Macke. [Ipumep:

S P IP:1 ADM:UP IADR:14.0.0.1 MASK:255.0.0.0

Jannas koHpurypamus onpeaessier, yto uarepdeiic IP:1 akTuBeH U 00CIy)HMBaeT ceTh ¢ ampecamu 14.x.x.x. Cam
uHTepdeiic numeer B droi cetn [P-ampec 14.0.0.1. Ilocme 3amycka ycTpoWcTBa (WM pecTapTa MapIIpyTH3aTopa
komaagort W S IP:0) B Tabnume [P-mapmpyTuzanum OyayT aBTOMATHUYSCKH CO3AHBI CICIYIONIIE 3aUCH U1 TaHHOTO
uHTEepdeiica:

net mask gateway metric intf ttl use
14.255.255.255 255.255.255.255 14.0.0.1 0 0 999 0
14.000.000.000 255.255.255.255 14.0.0.1 0 0 999 0
14.000.000.001 255.255.255.255 14.0.0.1 0 0 999 0
14.000.000.000 255.000.000.000 14.0.0.1 0 1 999 0

s pouiecca [P-mapiipyrusanuu 5ta nHGOpMAaIMs 03HaYaeT, YTo MakeThl ¢ agpecamu HazHayeHus 14.0.0.1 (axpec
uaTepdeiica), 14.0.0.0 (agpec cerm) m 14.255.255.255 (mmpokoBematenbHBI afpec B OaHHOH ceTH) OyAyT
HanpaBJIeHBl Ha JIoKaneHBIH uHTEpdeiic (IP:0). Jlrobol apyroil makeT ¢ agpecoM HasHaueHHs Buaa 14.x.x.x Oyzmer
HampaBiieH uepe3 uHTepdeiic IP:1 B momxmroueHHyl0 K HeMmy ceTb. MeTpuka mapmpyta O ykas3pIBaeT, 4TO CETh
MOAKIIIOUEHa HEMOCPEACTBEHHO K nHTep(eiicy; MIII030M B 3TOM cilydae sBJIsieTcsl caM uHTepdeiic. st MapmpyToB B
CeTH, He TOJAKIIOYCHHBIE K MaplIpyTH3aTOpy HENOCPEACTBEHHO, B TaOJMIe MapHIpyTH3aluK ykKa3biBaetcsi IP-ampec
CJIEIYIOIIETO 1IUTI03a.

IMapamerp TTL (Time To Live) ykassiBaeT ocraBineecs: BpeMst AeHCTBUS 3anucH (B cekyHaax). JIist TMHAMHUYECKUX
3amnuce, co3aaHHbIX mpoTokojoMm RIPv1, MakcuManbHOe BpeMs ku3HH cocTaBisieT 180 cek.; ecnm 3a 3TO BpeMs He
MOJy4eHo HoBoe coobmienne RIP o cymecTBOBaHWMHM AaHHOTO MapIIpyTa, 3alHCh yhansercd w3 TaOmwmbl. J{ms
cratnueckux 3anuceil TTL paBHo 999, uTo B 1aHHOM CiIy4yae O3HAYacT HEOTPAaHUUEHHBIN CPOK JEHCTBUS.

Ecmm mis HeKoTOporo ajpeca Ha3HAYSHUS] HAWEHO HECKOJIBKO TOIXOMISINNX 3alHcel, TO BBIOMpAETCs 3aIuCh C
HAVMEHBIIIM KOJMYECTBOM HYJICBBIX OHT B MacKe.

MapuipyT no yMOIYaHHIO OTJIMYAETCS OT OCTAJIbHBIX MapIIPYTOB TEM, UTO IJIL HETO aJpec U Macka CETH paBHBI
0.0.0.0. Takum oOpa3zoM, MOA 3Ty 3alKCh MOANANAIOT JOOBIC MAKETHI, MPOXOJIUe 4Yepe3 Mapumpyrtusarop. Ho c
Y4€TOM OMNMCAHHBIX BBIIIE MPUOPUTETOB 3TO O3HAYAET, YTO MAPIIPYT MO YMOITYAHHUIO MPUMEHSAETCS TOJBKO JUI TeX
MIaKeTOB, YbH a/Ipeca Ha3HAYCHUS HE YIOBIIETBOPSIOT HU OJJHOM M3 OCTAJIBHBIX 3aIMCEH MapIIpyTHON TaOJIHIIBI.

Haumnas ¢ Bepcun nporpammHoro obecnieuenust 8.0.0b, IP-unTepdeiicsl, npuBsi3aHHbIe K IPOTOKOJIAM, KOTOPBIE
CIIOCOOHBI OTIPEIENATh COCTOSHIE COEAMHEHUs Ha KaHanbHoM ypoBHe (Frame Relay, Cisco-HDLC, PPP, a takxke Fast
Ethernet nms cepun NSG-800), aBTomMatndecku mepexonsat B cocrossaue UP/DOWN B 3aBHCHMOCTH OT COCTOSTHHS
coequHeHus. Ilpm »ToM B Tabmuime MapHmIpyTH3alWM TOSBISTIOTCS/MUCUE3AI0T 3alMCH, CBA3aHHBIE C JTaHHBIM
uHTep(eiicoM. B yacTHOCTH, MPONCXOIUT NEPENHULIUATN3ALIS BCEX CTATHIECKHU 3aJaHHBIX MapIIPyTOB.
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§4.3.2. HacTpoiika cTaTH4eCKHX MapLIPYTOB

Tabmuua craTHYeCKUX MapIIPyTOB COCTABISIETCS aAMUHHACTparopoM. OHa CIYXHT OIHUM W3 HCTOYHHUKOB
nHdopmanuu a1t GOPMUPOBaHUS TAOIHIBI MapLIPYTH3ALUK, HO HE COBNaAacT ¢ Hel. Ecim, HeKOTOpBIN cTaTHYeCKHid
MapuIpyT He SIBJSIETCS] aKTUBHBIM 110 KaKUM-THO0 IPUYUHAM (HanpuMep, He ONpeesieH MyTh K 3aJJaHHOMY LILTI03y WX
MMeeTCsT MapIlpyT ¢ MEHbIIEeH METPHKO), TaKOW MapLIpyT XpaHUTCS B TaOJMIE CTATHMYECKUX MapLIPyTOB, HO HE
BKJIFOYAETCSI B UUCIIO ACHCTBYIOIINX.

Jnist mpocMoTpa TabIUIBI CTATHYECKUX MapIIpyTOB UcToNb3yeTcs komanna Display IP cienyromero Buaa:
D I STATIC BrIBoz BCeX CTaTHUECKUX MapIIPyTOB (aKTHBHBIX M HEAKTUBHBIX)

JIis yCTaHOBIIGHHSI CTaTUIECKOTO MapUIpyTa K HEKOTOPOW CETH MCTONB3yIoTcst KoManas! SET IP ¢ o0s3aTensHBIMU
nmapamerpamu NET, MASK u xots1 Ob1 oMM U3 OBYX mapameTpoB GW u IP. @opMaT KoMaHIBI MOXET OBITH OTHUM H3
CIEIYIONINX !

S I NET:<ip-appec> MASK:<Macka> GW:<wnio3> MET:<meTpuka>

Jlyis 3aBepiicHMs 3amuCd B TaONMIEC MPOM3BOJUTCS NAIBHCHIIHIA MOMCK IO TE€X IOp, MOKa He
OyneT HaiineHa 3amuch, ykasbiBaroiiasi Ha oauH u3 IP-uHTepdeiicoB mapmpyrtuzatopa. lmo3
MOJKET HaXOAMUTHCS KaK B HETIOCPEICTBEHHO IMOJKIIOUEHHON CeTH, Tak M B Jr000# apyroil cery,
MapuIpyT K KOTOpPO U3BECTEH.

S I NET:<ip-appec> MASK:<Macka> IP:<HoMep_wuHTepdeiica> MET:<MeTpuka>

Jauublii popMmar aktyaneH Al UHTepecoB, MIPUBS3aHHBIX K COCAMHEHUSIM "Touka-Touka". Bee
MIAKETHI, AJPECOBaHHBIC B YKa3aHHYIO CETh, OTIPABISIOTCS Yepe3 yKa3aHHBIH HHTepdeiic.

S I NET:<ip-agpec> MASK:<macka> GW:<wno3> IP:<HoMep_wuHTepdelica> MET:<meTpuka>

Hannblii ¢Gopmar HpUMEHHM Ui HMHTEPPEHCOB I000T0 THNA W MOJHOCTBHIO OIpEeNseT
crepyromuid  mar Mapmpyta. [lmo3 JomKeH HaxXoOMThCS B CETH, HEIOCPEACTBEHHO
MOJIKJIIOYEHHOM K yKa3aHHOMY MHTepdeiicy.

Metpuka Mapmipyra B HCXOJHOM TOJKOBAaHMM OSTOTO IapaMeTpa O3HadaeT dYHCIO INPOMEXYTOUHBIX
MapIIpyTU3aTOPOB, Yepe3 KOTOphIe MOJDKEH IPONTH IMakeT, MpeXae 4eM OH JIOCTUTHEeT Tpebyemoit cetu. OnHaKo
MOCKOJIBKY METPHKa JUISI CTAaTHYECKUX MapIIPyTOB 3aaeTcsl aJMUHUCTPATHBHO, €€ MOXKHO HCIIOJIb30BaTh B KauecTBE
KpHUTepHs JUIA yKa3zaHUs OoJiee I MEHee MPEeANoYTUTEIFHOT0 MapuipyTa (HapuMep, 4epe3 AByX OIepaTopoB MK MO
JIBYM KaHalaM CBS3M C Da3IM4YHOW CTOMMOCTBIO Tpaduka). Ecim 1 HekoTroporo ajapeca Ha3Ha4YeHUsS] HAHIECHO
HECKOJIBKO TOJIXOJISIINX 3alKCcel, TO BEIOMPAETCs 3alMCh C HAMMEHBIINM KOJIMYECTBOM HYJIEBBIX OUT B Macke, a €cin
TaKMX 3alUCEd HECKOJIbKO — TO C HaUMeHblIel MeTpukoil. [Ipumep:

S T NET:15.000.000.000 MASK:255.000.000.000 GW:14.0.0.3 IP:1 MET:4
S I NET:15.000.000.000 MASK:255.000.000.000 GW:16.0.0.4 IP:4 MET:2
S I NET:15.192.123.000 MASK:255.255.255.000 GW:14.0.0.7 IP:1 MET:1

B maHHOM mpmMepe makeThl, agpecoBaHHBIE xocTaMm 15.192.123.x, OynyT mepenaBatbest depes mHTepdeiic IP:1 u
nutio3 14.0.0.7. [akeTsl ¢ qpyrumu agpecamu Buaa 15.X.X.X OyIyT mepemaBaThCs 4epe3 3TOT ke MHTepQeic U MuTo3
14.0.0.3. Ecin xe, Hanpumep, 3TOT UHTepQenc OyAeT BBIKIIOYEH KOMaHIaMu

S P IP:1 ADM:DOWN

WS IP:1
TO Te€ W [pyrue MaKeThl MOoiayT mo Oojee IIMHHOMY (WJIM OPOTOMY, WIH MEHEE KeIaTeIbHOMY IO HHBIM
cooOpakeHHsIM) Mapipyty yepe3 nuarepdeiic IP:4 n nurnoz 16.0.0.4.

Ecnm HecKkoNbKO CTaTHYeCKUX MaplIpyTOB MPOXOMAT depe3 padotatomme IP-untepdeiickl u nMeoT 0JMHAKOBYIO
METPHUKY, TO IPHOPUTET UMEET MaPIIPYT, KOTOPBIA CTOUT BHIIIE B TAOJIHUIE CTATHIECKUX MAPIIPYTOB.

Jns ynanenust Mapupyta ucnonbs3yerca komanga CLEAR IP:
C I NET:<ip-agpec> MASK:<mMacka> ...

JononxurensHO MOXKHO ykazaTh [P-anpec mimro3a, Homep nHTepdeiica u/minm MeTpuky, 9To0bl yAINTh KaKoH-1100
KOHKpeTHbIH MapumpyT. Eciau B jelicTByromel TabGnuie MapHIpyTH3alUM COJAEPXKHUTCS HECKOJIbKO MapLIpyTOB B
JIAaHHYIO CETh, a IOIOJIHUTENbHBIC MTapaMeTphl HE YKa3aHbl (MM HEJIOCTATOYHBI ISl OJHO3HAYHOH MAEHTH(HUKAINU
MapIIpyTa), yIanseTcs IepBhIi U3 HaliIeHHBIX MapIIPyTOB.

Ecmm mapmpyTt ObUT 3aaH CTaTHYECKH, TO OH yJalseTcsl W3 00enx TabiWIl MapIIpyTH3alUH — CTaTHYECKON U
JIEUCTBYIOILCH (€CIIM OH B ATO BPEMsl HAXOIUTCS B HEH).

J1 ycTaHOBJIEHUS M yIAICHUS MAPIIPYTOB IO YMOIYAHUIO UCTIONB3YIOTCS KOMAH IBI:

S I DEFAULT GW:<wno3> IP:<HOMep_uHTepdeica> MET:<meTpuka>
C I DEFAULT GW:<wnio3> IP:<HOMep_uHTepdeiica> MET:<MeTpuka>

Bce [P-aapeca u mMacku 3amaroTcs B IECATUIHON NOTOBOM HoTamuu. OOs3aTeNIbHBIM SIBIISIETCS XOTSI OBl OJUH U3
nByx napamerpoB GW u IP. 3HaueHne METPUKH 110 YMOJIYAHUIO PABHO €IUHULIE.
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BHUMAHHUE JTro6oii mutro3 (mapamerp GW) moipkeH HaxoauThes B IP-ceTH, MapmpyT K KOTOPOW M3BECTCH H
JeicTByeT. B npoTHBHOM cityyae MapuipyT Oyzer po0aBiieH B TaOJIHIly CTATHYECKUX MapILIpyTOB,
HO He OyIleT aKTHBHPOBAH.

NPUMEYAHUE Ecnn wumnTtepdeiic, Bemymmii K ymaleHHOMY NUTIO3Y (3aJaHHOMY SBHO WM O YMOJYaHHIO),
siBIsieTca nHTEepdeiicom tuna ETHI, To MeTprka 3Toro MapmipyTa He MOXKET OBITh HYJICBOM.

Kak u npyrue napamerps! KoH(GUTypanuy, TaOINIly MapIIpyTH3anui HEOOXOANMO 3aIHCaTh B YHEPIOHE3ABUCHMYO
naMsTh KOMaH/I01

WF

§4.3.3. Mapmpyruzanusa B NULL

®opmansreit naTepdetic NULL B yerpoticteax NSG He npemxycMotpeH. [ yHUUTOKEHHUS TTAKETOB, KOTOPHIC HE
JIOJDKHBI TIEpeIaBaThCs Jajiee, ClieayeT UCTIoIb30BaTh GmisTps! Trma Drop wim Reject. [Tompo6wo o ¢pumstparmu cm. §4.5.

§4.3.4. Cayxoba RIP

VYcerpoiictea NSG, paboraromiye MMoJ YIpaBICHHEM 0a30BOT0 MPOTPAMMHOIO OOECICUCHHS, IOAICPKHBAIOT
OpOTOKON AuHamudeckoi Mapripyrusamuu RIPvl (Routing Information Protocol, RFC-1058). C momomusio 3TOTO
MPOTOKOJIa OCYIIECTBIsIeTCsT OOMEH MaplupyTHOH HH(popManued MexIy cMexHbMU [P-mapuipyruzatopamu u
NOCTPOCHHE IUHAMHYECKMX TaOJMIl MapupyTu3auud. BkiroueHune u BbIKitoueHue ciyx0bl RIP mpousBoauTcs
napametpoM RIP nokamsHOTO TIcCeBmonHTEpdetica:

S P IP:0 RIP:YES Mcnouns3oBats RIP.
S P IP:0 RIP:NO He ncnons3oBath RIP.

JonomnautensHas Hactpoiika RIP He mpexycmorpena. Ciryxx6a RIP Bcerna paboTtaet co ciieqyrommnMe mapaMeTpaMu:

— Ecmu cryx6a RIP Birtoduena, To oHa pabortaeT Ha Bcex |P-uHTEpdeticax MapmpyTu3zaTopa, B aKTHBHOM PEKUME U C
UCIIONIb30BaHUEM MeTo 1a "pacierienus ropuszonta” (split horizon).

— Jns mepenaun coobmenuit RIP ncnone3yeTcs TOIBKO MHUPOKOBEIATENIbHAS PACCHUIKA.

— 3Havenus taiimepoB RIP cootBercTByroT pexomennoBanubiM B RFC: 30, 180 u 120 cexyHn.

— Pacchuika MapipyToB B HEOCPEICTBEHHO MOJIKIIOUSHHBIE CETH IIPOU3BOIUTCS BCET .

— MapmpyTsl, nosryuenssie mo RIP, umeror metpuky ot 1 10 15. D10 cienyeT yauTsIBaTh B TOM CiIydae, €CIy IS
CTaTHYECKUX MapIIPyTOB HAa3HAYAIOTCsI OOJiee BHICOKHE 3HAYCHUSI METPHKH.

— B ncxomsmme coodmenns RIP BkimodaoTest Takke CTaTHUECKHE MapIIPyThl ¥ MapIIPYThI, HCIIOIb3YEMbIE IO
YMOJTYaHHIO.

— Bo Bxomsmmx coobmenusax RIP urnopupyercs nadopmarus o MapIpyTax, HCIOIb3YEMBIX 110 YMOIYaHHUIO.

UYroObl M3MEHEHHS BCTYIIUIN B CHITY, HEOOXOIUMO pectapToBath |P-Mapmpyruzatop komanmoir W S IP:0.

NPUMEYAHUE Pacmupenssiii Habop MpoTOKOIOB AuHaMuYeckoi mapmpyrusamuu (RIPv2, OSPF, BGP u mp.)
moaepxkuBaeTces ycrporictBamu NSG—800, paOoTaromuMu MO YIpaBICHHEM MPOTPAMMHOTO
obecniedenuss NSG Linux.

§4.3.5. Cayxoba DNS

Cayx6a DNS (Domain Name Service) ycTaHaBIMBaeT COOTBETCTBUSI MEXAY CHUMBOJIbHBIMH MMEHAMH XOCTOB
Wnrepner (manpumep, www.gadukinotelecom.ru) u nx mudpossimu IP-anpecamu. Yerpoiicta NSG, paboTatomue moj
ynpasieHueM 0a30BOro INpOrpaMMHOTO oOecHedeHus, camMu 1o cebe He sBIsOTCS cepBepamu DNS, HO Moryt
UCIIONIb30BaTh BHeIIHHE cepBepbl DNS uis nokanbHEIX ciyx0 ping u traceroute, a Takxe nepepaBaTbh WX aapeca
yaajeHHbIM KiiueHTam PPP.

Pab6ora cayx0p1 DNS onpenensercs napamerpamu DNS, DNS1, DNS2 nokansHOTO IceBIOMHTEpdeiica:

DNS:YES HUcmonezosate DNS (tpebyer ykasauus DNS1 u DNS2).

DNS:NO He ucnons3oBate DNS.

DNS1:<ip-appec> IP-agpeca mepsuyHOTO M BTOpHIHOTO cepBepoB DNS B necATHYHOM JOTOBOI HOTAIIUU
DNS2:<ip-agpec> (DO XXX XXX XXX).

YroObl MI3MEHEHHUS! BCTYIIWIN B CHITy, HeoOXoanuMo pectaproBath cityx0y DNS xomannoit W S DNS, nu6o Becw IP-
MapuipytusaTop komangoi W S IP:0.

NPUMEYAHUE bonee mmpokas mnonnepkka DNS (BCTpOEHHBIH cepBep WM DPETPAHCIATOP) MOXET OBITh
peannzoBaHa Ha yctpoicrBax NSG-800, paOoTaromux IO YIPaBICHUEM IPOTPAMMHOTO
obecnieuennst NSG Linux.
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§4.3.6. YcTaHoB/IeHHe pe3epBHOIO COCANHEHHUs] 10 KOMMYTHPYEMOM JINHUHU

[MToxneprkka HECKOJIIBKUX aIbTEPHATUBHBIX MapIIPyTOB B TaOJHIE MaplIpyTH3allMd COBMECTHO C YCTaHOBJICHHUEM
UCXOIAIIMX COCAMHCHHWH Mo TpeOoBaHUIo, obccmeunBacMbiM PPP-untepdeiicamu yctpoitcte NSG, mo3Bosser
ABTOMATHYECKH yCTaHABJINBATh PE3EPBHBIC COCAMHEHUS 110 KOMMYTHUPYEMBIM Tele()OHHBIM JIMHUSAM B CIydae OTKas3a
OCHOBHOTO coenuHeHus. Jlist aToro TpeOyeTcs yka3aTh B TaOiuIle MapIpyTH3allMd BTOpOi mapumpyt udepe3 PPP-
uHTEpdeEiic, K KOTOPOMY MOIKIIOUEH pe3epBHBIN MOAEM, M Ha3HAYUTH eMy OoJiee BRICOKYIO METPUKY. BMecTo MeTpuku
MOKHO HCIOJIb30BaTh TOPSIOK CIeNOBaHWA MapmpyToB B Tabmmme. PPP-unTepdeiic crmemyer HacTpouTs Ha
yCTaHOBJICHHE COSAMHEHUS 10 TpeboBanuio. [Ipumep koHpUTypammu:

IP:1
192.53.32.237 192.53.32.254
J_'_l_'_ @3 92.53.32.25 Router —
Leased line
T
1P:2,
192.34.32.236] 153.56.0.0/16
Modem ~—- PSTN —— Modem ——————— Router +—
192.34.32.254

S P PO:1 TY:HDLC IF:SDSL

S P IP:1 TY:HDLC PO:1 IADR:192.53.32.237 MASK:255.255.255.0 KEEP:180 ADM:UP

S P PO:2 TY:ASYNC_PPP IF:V24 SP:115200

S P IP:2 TY:PPP PO:2 SL:NO DOD:YES IADR:192.34.32.238 MASK:255.255.255.0 ADM:UP
S T NET:153.56.0.0 MASK:255.255.0.0 IP:1 MET:1

S T NET:153.56.0.0 MASK:255.255.0.0 IP:2 MET:2

S P IP:0 ADM:UP

WF

W S PO:A

B HOpManbpHOM pexiMe paboThl Bee MMakeTsl, aapecoBaHHbIe B ceTh 153.56.0.0 ¢ mackoit 255.255.0.0, mepenatotcs
mo BbmeneHHod ywmHEUE SDSL ¢ umcnomp3oBanmem mpotokona Cisco-HDLC. IIpm oTka3e 3TOro coeamHEHUs
COOTBETCTBYIOIINI MapIIpyT yJajsieTcsl N3 TaOJIHMIbl MApIIPYTHU3alUH, ¥ €r0 MECTO 3aHMMAeT PE3epBHBII MapIIpyT C
MeTpuKoii 2. Kak ToIpKo 1Mo 3TOMY MapuIpyTy IOCBUIaeTCs MEepBEIi makeT, uHTepdeiic PPP HaunHaeT ycTaHaBITUBATh
COeIMHEeHUE N0 KOMMYTHPYEMOH JINHUN.

Ecnu coenunenne mo BBIJENCHHON JMHUHM BOCCTAHOBIJICHO, TO OCHOBHOM MapLIpyT CHOBa IOSIBISETCS B TaOJHIe
MapIIpyTU3allid W CTAHOBUTCS AEHCTBYIONIMM. Bce makeTsl OTHPaBISAIOTCA MO 3TOMY MapIIpyTy, a pe3epBHBIN
untepdeiic PPP uepes 3 munyter (KEEP:180) pa3priBaeT coeMHEHHUE 110 TaliM-ayTy.

NPUMEYAHMUE |P-anpec untepdeiica HoMep 2 B JaHHOM IPUMeEpPE MOXKET Ha3HAUaThCsl JIMHAMUYECKH YIaJeHHOMN
CTOPOHOM.

BHUMAHUE ABTOMaTHYECKOE YCTAaHOBJICHUE PE3EPBHOTO COEAMHEHUS BO3MOXXHO TOJIBKO Ul T€X THUIIOB
IIOPTOB, KOTOPBIE CIIOCOOHBI ONPENENIATh COCTOSHUE COCIMHEHHUS Ha KaHaJbHOM ypoBHE: Frame
Relay, Cisco-HDLC, PPP, Fast Ethernet, u Tonbko HaunHas ¢ Bepcuu 8.0.0b.

HeoOxonuMo TOAYEPKHYTH, YTO KpPUTEPUEM s TEPEKIIOYCHHs] Ha pPE3CepPBHBINM KaHANl SBISETCS OTKa3 Ha
(hM3MYEeCKOM WIIM KaHAJTBHOM YPOBHE COCIMHEHUS, HenocpedcmeenHo Bxosamiero B mapmpytusarop NSG. Hampumep,
€CII HACTpaMBaeMbIil MapIIPyTU3aTOp BKJIIOYEH B ceTh Fast Ethernet, a ma apyroii cropoHe 3TO# CeTH HAXOIUTCS
MapuIpyTU3aTop J0CTyna, 00ecneyrBalomuil CBA3b ¢ MOCTABIIMKOM yciuyr VHTepHeT (CM. pHC.), TO CpeICTBaMH 3TUX
JIBYX YPOBHEH NMPHUHIMIHNAIGHO BO3MOXKHO — M 3TO HM B KOEH Mepe He sBJIIeTCS 0COOEHHOCThIO NMpoaykToB NSG —
OOHapYXUTh TOJNBKO OTKa3 Ha ydacTke (1) coenwHEHMs € CeTblO, Hampumep, OOpBHIB KaOeds WM BBHIKJIIOYEHHE
koHIeHTpaTopa/kommyTaropa LAN. Eciu oTtka3 mpousoiiner Ha ydacTke (2) MeXAy KOHIICHTPATOPOM/KOMMYTaTOPOM
W BHEUTHUM MapUIpyTH3aTOPOM, WJIH, 9TO Hanbosee BeposTHO, Ha coeanHernn WAN (3) ¢ MaTepHeT-TipoBaiinepom, To
00HApPYXUTH €ro CpeiCcTBAMH (U3NIECKOTO MM KaHAJIBFHOTO YPOBHEH B TOH TOUKE, IIe PACHOJI0KEH MApIIPYTH3ATOP
NSG, neBo3zmoxHo. CnemoBareipHo, Mapiipytuzatop NSG He OymeT MepekovarhCsi Ha PE3ePBHOEC COCTHUHEHHE.
PesepBupoBanne B 3TOM cirydae He00X0AUMO 00eCTIeYNTh Ha BHEIITHEM MapIIpyTH3aToOpE.

(1) (2) 3)
K [ | . ] Access
BT TS T Router Lonsed fine Internet
I
|
S S >

Back-up connection ???
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§4.3.7. Tect PING

Yruaura PING (Programmable Inter-Networking Gauge) siBisieTcsi OCHOBHBIM HMHCTPYMEHTOM JJIsI TIPOBEPKH
JOCTYIMHOCTH y370B IP-ceTn. YcmemrHoe mpoxoskaeHune PiNg Ha 3aJaHHBIA apec CBHICTEIBCTBYET O HOPMAbHOI
paboTe aHHOTO MapIlIpyTa Ha BCEX YPOBHSX, BKJItOUYas (pHU3NYECKUE COCAMHEHUS, MPOTOKOJBI KAHAIBHOIO YPOBHS U
IP-maprupyTH3anuio Ha Bcex ycTpoiicTBax, 4epe3 KOTOpbIe MPOXOJUT MapIIPYT.

Jns Beimonnenust Tecta PING ucnosns3yercst komanaa Probe Ping:
P P IADR:<HasHaueHne>

rae <HasHayeHne> — CUMBOJHMYECKOE UMs TpebyemMoro xocta (IpU YCJIOBHH, YTO HAa YCTPOMCTBE BKIIOYCHA U
HacTpoeHa cinyx6a DNS), 6o ero IP-agpec. Komanaa MokeT UMETh CIEIyONIUE HEOOS3aTCIbHBIC TAPAMETPHI:

SADR:<ip-agpec> IP-agpec McTOYHMKA, KOTOpBIH Oyzmer ykaswiBarbesi B makerax ICMP Echo-Request. Ilo
YMOJIYaHHIO, B KayecTBE ajpeca MCTOYHMKA YyKa3bIBaercs anpec Toro IP-untepdeiica
MapIIpyTH3aTopa, 4epe3 KOTOPBIH IIOCHUIAIOTCSl JJaHHBIE IIaKeThl, eCM HHTepdeiicy
Ha3HAYEeHO HECKONBKO |P-agpecoB — TO TOT U3 HUX, KOTOPBIH OTHOCUTCS K TECTUPYEMOMY
Mapmpyty. [lapamerp SADR mo3BoiseT yka3aThb HEKOTOPBIH agpec SBHBIM 00pa3oM.
(Hanmpumep, 3T0 MOXXeT OBITH azpec B CETH, HaXOJSMICHCS IO APYTYyI0 CTOPOHY OT

Mapmpytuzatopa NSG.)

CNT:<uucno> Yucno mnockutaeMbix maketoB (or 0 g0 2147483647). Ilpu CNT:0 (3HaueHHe 110
YMOIJTYaHUIO) TECT MPOAOJIKAETCS A0 TeX HOp, IToKa He OyIeT IpepBaH HaXaTHeM KJIaBUIIH
Enter.

SIZE:<pa3mep> JlnuHa mosist faHHBIX B makeTe (0T 56 10 1586 6aiit.) 3HaueHue M0 YMOTUaHHIO — 56 Oaiir.

ITonHas pinHa nakera OOJbIIe YTOW BEIUYUHEI Ha 8 OaiiT.

WAIT:<cekyHabl> Bpewms oxunaHus oTBeTa yJaneHHOUW cuctemsbl (0T 1 mo 2147483647 cex). 3HayeHue 1o
yMmomyanuio — 0 (He orpaHHYEeHO).

PAUSE:<cekyHabl> Ilay3a mexxay mockutkoi maketoB (ot 0 mo 2147483647 cex). 3HaueHHE IO YMOTYAHUIO —
1 cek.

§4.3.8. Tect Traceroute

Yrunuta Traceroute npenHa3zHaueHa JUIs MOCIEI0BATEIHHOTO TECTUPOBAHNS MapUIpyTa K 3alaHHOMY y3iy IP-cetn.
TecT cocrouT B TOM, 4YTO Ha YyKasaHHbBIH ampec moceutatotcs maketel ICMP  Echo-Request ¢ orpanuueHHBIM
MakcuMaiabHbIM unciioM maroB (TTL). Korma BpeMs >KM3HH MakeTa UCTEKAET HA HEKOTOPOM MPOMEXKYTOUYHOM Y3IIe,
y3eII BO3BpamaeT COOOMIeHNE, B KOTOPOM COJIEPKHUTCS UCKOMasi HH(POpMAaIis 0 MapHipyTe a0 3Toro y3ia. [locie aToro
MaKeTHl IOCBIIAIOTCS O 3HaueHneM TTL, yBenmnIeHHBIM Ha eIUHHUILY, H JOXOJT IO CISAYIOIIEro y3lla — H TakK Jayee
JIO TeX TI0p, TIOKa He OyIeT MOJIYYeH OTBET OT HY>KHOTO aJipecara.

J1JIs BBITTOTHEHHS TECTa HCIIONB3yeTcst kKoMaHaa Probe Route:
P R IADR:<Ha3HauyeHue>

rre <HasHayeHuwe> — CHMBOJHMYECKOe MMs TpedyemMoro xocra (IpH yCJIOBHM, YTO Ha YCTPOWCTBE BKIIIOYEHA M
HacTpoeHa ciry’k6a DNS), 6o ero IP-anpec. Komanna MoxeT UMETh clietylolne Heo0s3aTesIbHble MapaMeTph:

SADR:<ip-agpec> |IP-agpec ncrouHuka, KOTOpbIi Oyzmer ykaswiBarbesi B makerax ICMP Echo-Request. Ilo
YMOJIYQHHIO, B KayecTBE aJpeca MCTOYHMKA yKa3bIBaeTcs ajapec Toro IP-untepdeiica
MapHIpyTH3aTopa, 4epe3 KOTOpPBIH IIOCHUIAIOTCS JaHHBIE IIAaKeThl, ecli HHTepdeiicy
Ha3HAYEHO HECKOJBKO |P-agpecoB — TO TOT W3 HUX, KOTOPHIA OTHOCHTCS K TECTHPYEMOMY
Mapuipyty. [lapamerp SADR mo3BoisieT yKa3aTh HEKOTOPHIH ajpec SBHBIM 00pa3oM.
(Hampumep, 3TO MOXXeT OBITH aIpec B CETH, HAXOMAIMICHCS IO APYTyl0 CTOPOHY OT
Mapuipytuzaropa NSG.)

MIN: <ttl> MunumanbHoe 3Hadenne TTL, ¢ KOTOPOro HauyMHAETCs BhImoaHeHue Tecta (o1 0 10 255).
3navyenne no ymomdanuio — 0. B xone BemonHenus Tecra 3HaueHne TTL yBenmnanBaeTcs
JI0 TeX TI0p, 1oKa He OyzeT noiyueH otBet ¢ [P-anpeca Ha3HaueHMs.

MAX: <ttl> Makcumanbroe 3HaueHue TTL, mo xotoporo Oymer BeimonHAThes TecT (0T 0 10 255).
3HayeHue o ymonauaHuro — 255.

CNT:<uucno> Yucio nmaketos, MOChUIaeMbIX ¢ KaxabM 3HaueHHeM TTL (ot 0 mo 2147483647). 3naueHue
0 yMOJIYaHHUI0 — 3.

WAIT:<cekyHabl> Bpewms oxumaHus oTBera yhaneHHOUW cuctembl (oT 0 mo 2147483647 cek). 3HadueHHe 1O
ymorgaauio — 0 (He OrpaHudeHo).
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§4.4. Cay:x6a NAT

§4.4.1. Tpancasuus ceTeBbIX aIPpecoB

MexaHu3M TpaHCIANUN CeTeBBIX aapecoB M mopToB (Network Address Translation, NAT) mpemHasHaueH s
npeobpaszoBanus [P-agpecoB u Homepos noproB TCP/UDP mexny ceTbro, MOAKIIOUEHHOW K faHHOMY IP-unTepdeiicy
MaplLIpyTHU3aTopa (fajiee UMEHYeMOU eHewnell cemylo, HewHuMy aopecamy U T.11.), U BCeMH ocTanbHbIMU IP-ceTsimu,
HOAKTIOYEHHBIMH K MapIIPyTU3aTOpy (fanee — eHympeHnumy cemamu U T.1L.).

[lpn nepenaue mnakeToB MeXIy COOOH XOCThl BHYTpPEHHEH CeTH W CcOeAMHEeHHBIH c Hed [P-unTepdetic
MaplIpyTH3aTopa UCIOJNIB3YIOT cBoM BHyTpeHHHE [P-anpeca. [Ipu nepenade naketoB Bo BHemHuid Mup IP-unrepoeiic,
CBA3aHHBII C BHEIIHEW CEThIO, MOJCTABISECT BMECTO BHYTPEHHEIO aJpeca MCTOYHMKA 3aJaHHbI BHEIIHMN ajgpec U
OTHpaBJIsieT MmakeT fanbmie. [IpM NOCTymIeHMM NaKeToB Ha BHEIIHMHM wHHTep(deiic BMECTO ajpeca Ha3HAYCHUS
MOZCTABIISIETCS aPeC OJHOTO U3 JIOKAIBHBIX XOCTOB (€CIIH IS 3TOr0 MMEETCs OAXOAAIIEEe IPaBHUIIO MPeoOpasoBaHus)
U MaKeT NepelacTcs BO BHYTPEHHIOK CETb.

192.168.0.013

SRC: 192.168.0.13 SRC: 195.177.36.2
< :> DST: 123.234.45.11 :> ~ DST: 123.234.45.11 :>
N )
S data =l 2 data External
§ SN Networks
= SRC: 212.137.17.6 0 SRC: 212.137.17.6
& <:| DST: 192.168.0.14 <:: el DST: 195.177.36.2 <:|
data data

192.168.0.012 192.168.0.014

Hcnonp3oBanue TpaHCIAIUN CETEBBIX aAPECOB PCUIACT TPHU BAXKHBIC 3a/la4u:

— Ilo3Bonster ucnoabp3oBaTh OAHU U Te ke IP-agpeca BO MHOIMX HOJCETSAX, IOCKOJIbKY aJPECHOE IPOCTPAHCTBO
KaX/10¥ BHYTpPEHHEH IMOJICETH SBIAETCS JIOKAJIBHBIM, @ HE YacThi0 INIOOAIBHOTO aJiPECHOTO MPOCTPAHCTBA BCETO
WNuTepHeT. YHUKaTbHBIMU JIOJDKHBI OBITh TOJNBKO BHEmIHUE [P-ajpeca, HasHaueHHBIE MHTEPQEHCY C MOIIAEPKKOM
NAT; atu agpeca paclpelensioTcsi IEeHTPalIu30BaHHO MOCTaBIMKamMHu yciayr VHTepHeTr. Bo BHyTpeHHel ceTH
MOTYT HCIIOJB30BATHCS JIOOBIC ajipeca, Ha3HAUCHHBIC aIMUHUCTPATOPOM WM, HAIpUMEp, YHACIICIOBAaHHBIE B XOJIE
KaKo#-i00 pecTpyKTypH3aIHU CETH.

— VYcrpanser HexBaTKy TriobanbHbBIX [P-ampecoB, mpucymyro mpotokony IPv4. 3a omHMM WM HECKOJNBKHMU
rJI00aIbHBIMU aJJpeCaMi MOXET CTOSATh HAMHOTO OOJIbIIIEe YHCIIO XOCTOB BHYTPEHHEH ceTH.

— CKpBIBaeT HCTUHHYIO CTPYKTYDPY BHyTpCHHeﬁ CCTHU OT BHCHIHECTO MHpPA U TEM CaMbIM IOBBIIIACT €€ 0€30I1aCHOCTb.

HNPUMEYAHUE Crenyromue auana3onsl [P-agpecoB BblAeNEHBl UCKIIOUUTEIBHO AJIS UCIOIb30BaHUs B KOpIopa-

THBHBIX CETAX, N30JIMPOBAHHBIX OT TJI00aNbHON ceTr HTEpHET MpeoOpa3oBaTesIMU aIpecoB:

B kimacce A — 10.0.0.0 ... 10.255.255.255

B kimacce B — 172.16.0.0 ... 172.31.255.255

B kimacce C — 192.168.0.0 ... 192.168.255.255
OTu ajpeca M CeTH Ha3bIBAIOTCS MPHBATHBIME (Private), ToKkambHBIME WM "CepbIMHU", B OTIHYHE
OT MI00ANBHBIX WK "0embIX" aJpecoB, pacnpeesieMbIX IEHTPATN30BaHHO.
HMeHHO 5TH ajipeca jkenaTesIbHO UCTIONb30BaTh P MOCTPOEHUH BHYTPEHHUX ceTeil. HanpoTus, B
robaneHOM cetu VHTepHeT Takue ajpeca WCIONB30BaTbCSI HE MOTYT, a JIIOOOH Maker,
MPUXOASIIMN U3BHE C TAKUM aJpeCcOM UCTOYHMKA WJIM HA3HAYEHHUSI, TOJKEH YHUUTOXKAThCSI — 3TO
mu00 pe3yibTaT OIMMOKH B KOH(PUIYpallMM YhEro-TO MAapUIpyTH3aTopa, JHUOO ITOIBITKA
3II0HAMEPEHHOTO BMEIIATEIbCTBA B pA0OTY JaHHOU CETH.

Iomsatne NAT sBnsercst coOMpaTeNTbHBIM W BKIIIOYAET B ceOs HENbBI pAJ Pa3NUYHBIX aJTOPUTMOB, IO KOTOPBIM
mpou3BoauTCs peobpazoBanue [P-agpecoB U MOpPTOB Mpu 0OpaIlieHNH U3 BHYTPEHHEH CETH BO BHEIIIHION, 3 BHEITHEH
BO BHYTPEHHIOIO, WM B 000MX HaIpaBiieHUAX. B Hactosmiee Bpems ycrpoiictBa NSG moiepXKuBaroT JaBa Hanbosee
ynotpedutenpHbIX BapuanTa NAT: IP-mackapaauHr u BUpTyaabHBIE CEpBepa.

Mexanm3m NAT paGoTaeT u HacTpanBaeTCsl HE3aBHCHMO IS Kaxxaoro IP-uaTepdeiica.

IMPUMEYAHUE Jlna pabotel NAT HeoO6xommumMo, 9To0b nHTepdelicy Obl Ha3HA4YeH XOTSA Obl OJUH TIIOOATLHBIH
IP-anpec.
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§4.4.2. IP-mackapaauur

Mexanusm [P-mackapaauHra mo3BoJsIeT HECKOJBKMM XOCTaM BHYTPEHHEH CETH BBIXOJUTH BO BHEIIHIOK CETh,
UCTIOJNIB3YS OJIMH BHEIIHUI aapec. O0MeH [P-makeTaMu pOUCXOANT CICAYIOIINM 00pa3oM:

— HHTepdelic momydaeT makeT OT XOCTa BO BHYTPEHHEH CETH, aJpecOBaHHbBIA BO BHEIIHIOIO ceTh. BHyTpenHuii IP-
aJIpec NCTOYHMKA 3aMeHsIeTCsl BHEIIHUM ajpecoM uHrepdeiica; s nakeroB TCP u UDP Homep mopTa ucTouHuKa
3aMeHsETCs. HEKOTOPHIM HOBBIM HOMEPOM IOPTa, OTHOCSIIMMCS K AaHHOMY HHTepdeiicy, a s nakeroB ICMP —
UIeHTU(HUKATOP MaKeTa 3aMeHseTcss HOBBIM wHieHTH(ukaTopoM. [lociennue mnpeoOpa3oBaHMs 00s3aTeNbHBI,
MOCKOJIBKY MIMEHHO OHH MO3BOJIIIOT Pa3INdaTh MAKEThI, OTHOCSIIUECS K PA3INYHBIM XOCTaM BHYTPEHHEH CETH.

— B cmucke Tekymux ceaHcoB NAT nemaercs 3ammch O BBIIIOJIHEHHOM IPEOOPAa3OBaHWH, IOCIE YETO MaKET
OTHPABIIACTCS BO BHEIIHIOIO CETb.

— Korpa na nHTEpdEiic U3 BHENTHEH CETH MOCTYIIAeT MaKeT, B KOTOPOM anpec Ha3HaueHUs paBeH [P-anpecy unrepdeiica,
HOMEp NOpTa Ha3HAYEHHS MM HICHTH(HHKATOP HCXOJHOTO MAKeTa, yKa3aHHbIC B 3ar0JIOBKE, IIPOBEPSIIOTCA 110 TaOIINIE
texymmx ceancoB NAT. Ecnmu 3amuck ¢ TakuM HOMEpPOM TOpTa WM HACHTH(GHKATOPOM HaleHa, BBIOIHACTCS
o0paTHOe mpeoOpa3oBaHKe, U MAKeT OTIPABIACTCS BO BHYTPEHHIOW ceTh. EciM Takas 3amuch HE HalifeHa, T.e. HU
OJWH U3 BHYTPCHHUX XOCTOB paHEC HE o6pa1uanc;1 K JaHHOMY BHCHIHEMY XOCTY, HAKCT YHUYTOXKACTCA.

Takum oOpazom, mpu ucnosb3oBaHuu IP-mackapaanHra XocThl BHYTPEHHEH CETH OCTArOTCS HEBHIMMBIMH IS
BHEILITHEr0 MHUpa JI0 TeX IOp, IOKa OHU CaMHM He o0paTsTCs K HEKOTOPOMY BHelIHeMy cepBepy. Ilocne storo onm
CTaHOBSITCA BUAMMBIMHU JJIS TAHHOTO CEepBepa, U TONBKO ISl HETro, IPUYEeM CTPOrO ONpe/ieIeHHBIM 00pa3oM:

— ITakets! natarpammusbix npotokosioB (UDP u ICMP) npunumatotcest natepdeiicom ¢ BrimtodeHHO# GyHkimeit NAT
CTpPOTO OMpEICICHHBIM 00pa30M: Ha OJWH UCXOAIINAN BO BHEITHIOK CETh ITAKeT MOXKET OBITh MPHHAT TOJIBKO OJHWH
Bxosmuii maket. [Tocie saToro 3anmck ynansercs u3 Tabmumsr NAT.

— ITakers1 TCP-coenuHeHMi, yCTaHOBJICHHBIX 10 MHUIMATHBE BHYTPEHHETO XOCTa (Hampumep, mpu padore web-
Opoy3epa, 3yeKTpoHHOH mouThl, Telnet m ap. mpuokeHWH) MOTYT IepelaBaThCsl B MPOM3BOJIBLHOM TMOPSAAKE U
MPOU3BOJILHOM KOJIMUYECTBE IO T€X MOP, TIOKa 3TO COCMHCHNE HE Pa30pBaHO.

— IlakeTsl, UCTIONB3YIOLINE JIOOBIE HHBIE TPOTOKOJIBI TPAHCIIOPTHOTO ypoBHs (B yactHoctH, GRE, L2TP, VPN) uepes
NAT He npoXoJIAT U YHUYTOXKAIOTCSI.

— BHemHue XoCTh He MOT'YT HUHULIUUPOBATH 00MEH maKeTaMH ¢ XOCTaMU BHyTpeHHeﬁ CCTHU HU B KaKOM cliy4ac.

NPUMEYAHUE VcknroueHneM ©3 TOCIHEIHEr0 MpaBuila SBISIOTCA coeauHenus ftp-data (mopr  20),
YCTaHABJIMBAEMbIE B HAIlpaBICHUM OT BHeEIIHero cepsepa FTP k kiMeHTy BO BHYTpEHHEH CETH.
(Tak Ha3pIBaeMBbIi "akTUBHBINA pexxuM" npotokona FTP.) [lng Bxomsuux maketoB ftp-data mmercs
paHee yctaHOBJIeHHOe coenuHeHue ftp (mopr 21) oT BHYTpeHHEro KIMEHTa K JaHHOMY BHEITHEMY
xocty. Ecnu Takoe coenrHeHne HallIEHO, MAKET NePeNacTCsa ITOMY KIHEHTY.

NPUMEYAHHUE Kakx M0oXHO BHAETh, MeXaHM3M [P-mackapaguHra He NMpexycMaTpuBaeT padoOTy MPHIOKEHHUH, B
KOTOPBIX 3aIpOC M3 OJHOTO MJIM HECKOJBKHX ITAKETOB, MOCIAHHBIX BO BHEIIHIOIO CETh, TEHEPUPYET
notok nakeroB UDP B oOpaTtHoM HarpaBiieHuH. K TakuM NpuiioXeHUsM OTHOCSITCSI, B 4YaCTHOCTH,
CEeTEBBbIE WIPHI, IOTOKOBOE ay/AnO- M BUAeoBeIlaHue. UToObI HCIOIB30BaTh 3TH MPWIOKEHNUS, UX
HEOOXOIMMO HACTPOWUTh TaKUM 0O0pa3oM, YTOOBI OHM HCIIOJIB30BATM B KauyeCTBE TPAHCIIOPTA
nporokosn TCP win kakoi-nu6o MpUKIaJHOM MPOTOKON Ha e€ro ocHoBe (uaine Bcero — HTTP).
COOTBETCTBYIONINE PEKUMBI BEIOMPAIOTCS B pa3ziene "HaCTpOHKa" TaHHOTO MPHIOKECHHUS.

O6oiitn orpannuyennss Ha nepenady UDP-moTokoB M MHBIX mpoTokojoB, momumo UDP/TCP/ICMP wmoxHo ¢
MOMOIIIBI0 M30MPATENTHFHOTO Mpeodpa3oBanHus aapecoB (cM. myHKT "B" Hmke). Ecim tabnuma NAT 3amana siBHO, TO Bce
MAKEeTHI U3 CeTe, He MOANAIANIUX O] 3Ty TabiuIly, nepenaroTcs 0e3 mpeodpasoBanus. Takum 00pa3oM, TpeOyeMbie
XOCTBI MOXKHO BbIBecTH M3-1to gerictsust NAT.

Mexanusm [P-mackapanunra s kaxnoro IP-uaTepdeiica MoKeT HAXOANTHCS B OJTHOM M3 CIICAYIOIINX PEXUMOB:
a) nepenayva 6e3 npeodpazoBaHus
NAT mist tTaHHOTO HHTEpdeiica BBIKIIOYCH KOMaHIOM:
S P IP:<Homep> NAT:NO
OTOT pexUM yCTaHABIUBAETCA II0 YMOTYAHUIO.
0) mpeo0pa3oBaHNe BceX MAKETOB ¢ HCMOJAb30BaHueM neppru4uHoro IP-agpeca narepdeiica

Wnrepdeiic npeobpasyeT Bce MPOXoasIIne Yepe3 Hero nakeTsl. B makerax, mocTynaronyux U3 MapuIpyTH3aTopa s
neperayd BO BHEIIHIOIO ceTh, BMecTo [P-anpeca mcrounuka moxcrasisercs nepBuuHbld [P-anpec untepdeiica. s
MAKETOB, MPUHIMACMbIX W3 BHEIIHEH CETH M MMEIOMIMX 3TOT afpec B KaUECTBE aJpeca Ha3HAUEHHs, WIIETCS 3aIHCh B
tabmune NAT.
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I[H}I HCITOJB30BaHUA TaHHOTO PEKUMa HeO6XO,Z[I/IMO YCTaHOBUTH
S P IP:<HomMep> NAT:YES
a tabiuna NAT mist nansoro unrepdeiica (CM. HIKE) HE TOJDKHA COIEPKaTh HA OHOM 3aIHCH.
B) H30MpaTe/ibHOe IPeodpa3oBaHue ¢ UCIOJb30BaHHeM Ta0aunbl NAT

Wnrepdeiic npeoOpazyeT MpoxoJiliye uepe3 Hero MakeThl, eCM ISl MX HMCTOYHHKA YCTaHOBJICHO HEKOTOpOE
npaBuio NAT. ITakeTs OT TeX XOCTOB, KOTOPHIE HE TOMMAJAI0T HU IO OAHY U3 3amuceil Tabmuisl NAT, mepenatorcs
6e3 U3MEHEeHHS.

J1i1st NCTIONTb30BAHUSI IAHHOTO PEXKMMa HEOOXOMMO YCTAHOBUTD
S P IP:<HomMep> NAT:YES
a tabmuma NAT momkHa comepkaTh XOTs ObI OHY 3aITUCh.

Tabnuma TpaHCIAUMH agpecoB (GopMHpYeTcs UIA Kakaoro umHTepdeiica ormenpHo. Kaxkmas 3amuck TaOIHIBI
oTpeneNnseT HEKOTOPYIO BHYTPEHHIOK ceTh (aJpec W Macka) W BHEIIHWH (TII00abHEIN) agpec, MOACTABIISIEMbIH IPH
nporenype Tpancanuu. s qobaBieHns U yaajIeHus 3anuceii nernoib3yrotes komanas! Set NAT u Clear NAT:

S N IP:<Homep_wuHTepdeiica> EADR:<BHewHWI_ip-agpec> IADR:<ip-agpec_cetu> MASK:<Macka_cetn>
C N IP:<HoMep_uHTepdeica> EADR:<BHewHWi_ip-agpec> IADR:<ip-agpec_cetn> MASK:<Macka_ceTn>

Bce mapamerps! 00s3aTeNbHBI U JOMKHBI BBOJUTHCA CTPOTO B yYKa3aHHOW mocienoBarenbHOCTH. Ilocie BHeceHUs
M3MEHEHHH B Ta0NUIly HE0OXOIMMO pecTapToBath NauHbli [P-uHTEepdeiic. [Ipumep:

S N IP:5 EADR:174.74.56.10 IADR:192.168.0.0 MASK:255.255.255.0
S N IP:5 EADR:174.74.56.11 IADR:192.168.1.0 MASK:255.255.255.0
S N IP:5 EADR:174.74.56.12 IADR:192.168.2.0 MASK:255.255.255.0

WS IP:5
192.168.0.0 - r
g | SRC: 174.74.56.10 | 0>
192.168.1.0 ~ ﬂ
A [ scvazason| &>
— n
_ a Internet
192.168.2.0 o w = %
a x | SRC: 174.74.56.12 | 5>
194.24.67.66 -
& | SRC: 194.24.67.66 | 2>

B nmamHOM ciiywae JuUId TpexX BHYTPEHHHX CETEl YCTAaHOBJIEHBI TpW paslelbHbIX BHemHuX [P-anpeca,
cooTBeTcTBeHHO. IlakeTsl, oTmpaBisemble u3 4deTBeproil cetn (194.24.67.66), a Taxke M3 OCTalbHBIX CeTel,
MOJAKIIIOYEHHBIX K MapIIpyTu3aTtopy, OyIyT NpOXOoauTh uepe3 HHTepdelc Homep 5 0e3 mnpeoOpasoBaHus, a
KOMITBIOTEPBI, PACIIOJIOKEHHBIE B 3TOW CeTH, Oy IyT NOCTYNHbI n3 MHTEpHET.

ITpn popmupoBanum Tadbmunsl NAT BO3MOXKHBI ClIelyIOIINE YacTHBIE CITyYau:

—_— OIII/IH BHEITHUHN aAaApeC MOKET UCTIOJIB30BATHCA JJIA TPAHCIALINHU aIp€COB HECKOJBKUX BHYTPECHHUX ceTel.

— AgzpecHBIE TPOCTPAHCTBA BHYTPEHHHX CETeH, YKa3aHHBIX B pAa3IMYHBIX cTpokax Tabmumel NAT, wmoryt
repecekarbcsi, T.€. aJpeca HEKOTOPhIX BHYTPEHHUX XOCTOB MOTYT MOJMAJaTh IMOJ JEHCTBHE Cpa3y HECKOJIbKHX
CTpoK Tabmuitel. B 3TOM ciydae riroOanbHBINA afpec BBRIOMpaeTcs U3 CTPOKH, B KOTOPOIl Macka IMOJICETH OIpeaesicHa
Hau0oJee MOJTHO (T.€. COAEPKUT HANOOJbIIIee KOJTMIECTBO SMHHII).

— Uro0bl ompenenuTh WHIWBUIYATbHOE MPeoOpa3oBaHue ajapeca sl HEKOTOPOro XOCTa, ClIeayeT ykazath ero IP-
ajipec B KauecTBE BHYTPEHHEH ceTu ¢ Mackoil 255.255.255.255.

Jus mpocmotpa Tabnmuusl NAT ucnons3yercst komanaa Display NAT:
D N IP:<HoMep_uHTepdelica>

Bce 3ammcu TaOiWmBel TpaHCISAIMH afpecoB, HapALy C IPYTHMMH NapaMeTpamMH KOH(QUTYpAIUH, COXPAaHSIIOTCS B
SHEProHe3aBUCUMON mamsTH ycTpoicTBa komannoil W F. Cromcok Tekymux ceaHcoB NAT BBIBOAWUTCS KOMaHIOM
Display Status/Statistics cienyromero gopmara:

D S NAT:<HoMep_uHTepdeiica>

B nauane criicka Taxke BIBOAUTCS TekyInas Tabimna NAT. [Ipumep BeiBoaa:
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Manager: d s nat:2

External Address Internal Net Subnet Mask
194.67.244.230 10.0.0.0 255.0.0.0

External Address:Port Internal Address:Port Protocol

[30eck 8vl80OUmMCA MaAbAUYA BUPMYATLHBIX Cep8epos, CM. ciedyrowuti napazpad]

# Prot  Internal IP/Port(ID) Local IP/Port(ID) Remote IP/Port
2 TCP  10.0.0.21 2043 194.67.244.230 59521 194.67.35.191 80
3 TCP 10.0.0.19 1094 194.67.244.230 59046 208.239.159.17 80
4 TCP  10.0.0.19 1097 194.67.244.230 59047 208.239.159.17 80
1 TCP  10.0.0.21 2044 194.67.244.230 59514 205.188.7.144 5190
5 TCP 10.0.0.15 2164 194.67.244.230 59051 212.5.91.195 110
6 TCP  10.0.0.15 2165 194.67.244.230 59052 194.67.23.76 110
7 TCP  10.0.0.15 2166 194.67.244.230 59053 213.180.193.87 110
8 TCP  10.0.0.21 2310 194.67.244.230 59054 213.180.194.130 80
9 TCP  10.0.0.21 2312 194.67.244.230 59056 194.67.35.195 80

10 TCP  10.0.0.21 2315 194.67.244.230 59059 213.180.194.113 80
11 TCP  10.0.0.21 2317 194.67.244.230 59060 213.180.194.131 80
12 TCP  10.0.0.21 2316 194.67.244.230 59061 213.180.194.130 80
13 TCP  10.0.0.21 2318 194.67.244.230 59062 213.180.194.113 80
14 TCP  10.0.0.21 2319 194.67.244.230 59063 213.180.194.131 80
15 TCP  10.0.0.19 1098 194.67.244.230 59064 208.239.159.17 80

§4.4.3. BupryanbHble cepBepa

MexaHu3M BUPTYaIbHBIX CEPBEPOB MO3BOJIAET pa3MeELaTh BO BHYTPEHHEHN CETU CEPBEPHI, JOCTYIIHbIE U3 BHELIHETO
mupa. Korna u3 BHemHel cetn moctymnaer IP-makeT ¢ rioOalbHBIM aJpecoM, TUIIOM MPOTOKOJAa W HOMEPOM IMOpTa
Ha3Ha4YeHusl, yka3aHHeIMH B Tabmurie NAT, uaTepdeiic nepeaaer ux COOTBETCTBYIONMIEMY XOCTY BO BHYTPEHHEH CETH.
B orBerax, noceliacMbIX BHEIIHEMY KIMEHTY, BHYTpeHHUN [P-anpec cepBepa u HOMEp MOpTa UCTOUHUKA 3aMEHSIOTCA
rinobansHBIM [P-anpecoM n HOMepoM mopTa.

BuyTpu nokanbHO# ceTr cepBep JOCTYIIEH N0 CBOEMY BHYTPEHHEMY aJipecy U HOMepy mopTa.

Juist noGaBiieHNs ¥ yAaJCHUS 3alliCcei B TaOJIUIEe BUPTYAIbHBIX CEpPBEPOB UCOIB3ytoTcs kKoMaHas! Set NAT u Clear
NAT cnenyromero gopmara:

S N IP:<Homep> EADR:<ip-agpec> IADR:< ip-agpec> PT:<npotokon> DEP:<nopt> DIP:<nopt>
C N IP:<Homep> EADR:<ip-agpec> IADR:< ip-agpec> PT:<npotokon> DEP:<nopT> DIP:<nopt>

rae napamerpsl EADR u DEP onpenernsitor IP-anpec u HoMep mopTa, o KOTOPBIM cepBep BHJCH u3 BHerrHero (external)
mupa; IADR u DIP — ¢dakruueckue IP-aapec m HOMmep mopra cepBepa Bo BHyTpenHei (internal) cetm. Homepa
BHYTPEHHETO W BHEIIHETO IMOPTOB MOTYT OBITh KaK OJUHAKOBBIMH, TaK M paznndHbIMU. [lapamerp PT ompenemnser tun
MPOTOKOJIA TPAHCIIOPTHOTO YPOBHA W MOXKET NpuHMMaTh 3HadyeHue TCP mmm UDP. Bcee mapamerpsl 00s3aTeNbHBI H
JIOJKHBI BBOAUTBCS CTPOTO B yKa3aHHOM MOCIEA0BATEIbHOCTH.

Coueranne BHemrHero anpeca (EADR) um Homepa mopra (DEP) mis maHHOrO THma HpOTOKONA JODKHO OBITH
VHHKAIIBHBIM JUIS JaHHOTO mHTep(deiica. Takke YHHKaIBHBIM JTOJDKHO OBITH coueTaHUe BHyTpeHHero aapeca (IADR) u
HoMepa niopTa (DIP) mist naHHOTO THIIA TPOTOKOJIA.

Kpome Ttoro, 3amnucek, onpezaensionas BUPTYyaIbHbII cepBep, 0OJHOBPEMEHHO HcIoib3yeTcs aist |P-mackapagunra:
ecnu yka3aHHbIH xocT (IADR) Bo BHYTpeHHEH CeTH HauHET MOChUIATh MAKEThl HAPYXKY, C YKa3aHHBIM THIIOM IPOTOKOJIA
u HOMepoM moprta ucrouynuka (DIP), To BO BHEUIHIOIO CeTh OHHM OyIyT OTIPABIATHCS C agpecoM ncTogHnka EADR u
HOMepoM nopTa uctounrka DEP.

NMPUMEYAHUE [lns HEKOTOPHIX CEPBEPOB TaOJHMIA TOJDKHA COAepxKaTh Oojiee ofHOM 3anmucu. Hanpumep, ceprep
FTP ucnons3yer asa mopra (20 u 21).

ITocnie BHecenwss wusMeHeHudt B Tabmuiy NAT HeoOxommMo pectaptoBath IP-uHTEpdeiic komaHmon
W S IP: <HOMep>.

Ta6m/111a BUPTYaAJIbHBIX CEPBCPOB ABJIACTCA YaCTHIO Ta6J'II/IIILI NAT, 1 IJIA €€ IIPOCMOTpPa UCIIOJIb3YCTCA Ta K€ KOMaH/1a

D N IP:<HOmMep>
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IIpu BBITIOSTHEHWW STOW KOMAaHIBI CHAdYalla BBIBOAATCS CTPOKHM W3 Tabnumbl [P-mMackapaawnra, a 3aTeM CTPOKH
TaOJIUIIBI BUPTYANbHBIX aJpecoB, HAPIMED:

Manager: D N IP:2

IP:2 EADR:210.1.2.7 TIADR:10.0.0.0 MASK:255.0.0.0
IP:2 EADR:210.1.2.1 TIADR:10.0.0.2 PT:TCP DEP:80 DIP:80
IP:2 EADR:210.1.2.5 TADR:10.0.0.2 PT:TCP DEP:23 DIP:23

Bce 3anmcu TabmMIBl TPAaHCIAIMK aApecoB, HAPSLy € APYTMMH IapaMeTpaMu KOH(QUTYpaluH, COXPAHSIOTCS B
SHEProHE3aBUCUMOM NaMsTH ycTpoiicTBa komanaoid W F.

IIpocmotp Texymux ceancoB NAT (Bxmouast [P-mackapaguar u paboTy BHPTYaIbHBIX CEPBEPOB) OCYIIECTBIIICTCS
KOMaHIOH

D S NAT:<Homep>

BupryanpHble cepBepa MOTYT pacHoiaraTtbCi Ha OJHOW WM HECKOJIBKMX MalIMHaX BHYTPEHHEH ceTn u
UCIIONb30BaTh ONWH BHEIIHHH [P-agpec wim pasnmusble agpeca. DTOT K€ aIpec MOXKET HCIONB30BATHCS XOCTAMHU
BHYTpPEHHEH cetn i goctymna B MarepHet. [Ipumepst:

a) pa3juYHble MAIIMHBI, Pa3IHYHble BHEIIHHE aJpeca

S P IP:2 IADR:210.1.2.81 ... NAT:YES

S N IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:20 DIP:20
S N IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:21 DIP:21
S N IP:2 EADR:210.1.2.89 IADR:10.0.0.2 PT:TCP DEP:80 DIP:80

FTP-cepBep, npeacraBnennbiii BHemHUM agpecoM 210.1.2.83, naxonutcs Ha MmamuHe ¢ agpecom 10.0.0.1. HTTP-
cepBep, npeAcTaBieHHbIN BHEIHUM aapecoM 210.1.2.89 — na mammne ¢ agpecom 10.0.0.2. Bce MamuHbl J0KaIbHOM
CeTH BBIXOAAT BO BHemHWH Mup mox agpecom 210.1.2.81, Ho k cBoum cepBepam FTP u HTTP obGpamiarorcs mo
BHyTpeHHUM agpecam 10.0.0.1 u 10.0.0.2, coOTBETCTBEHHO.

6) pa3/iMYHbIC MallIMHbI, OTUH BHELIHUI ajpec

S P IP:2 IADR:210.1.2.83 ... NAT:YES

SN IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:20 DIP:20
SN IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:21 DIP:21
SN IP:2 EADR:210.1.2.83 IADR:10.0.0.2 PT:TCP DEP:80 DIP:8080
SN IP:2 EADR:210.1.2.83 IADR:10.0.0.3 PT:TCP DEP:25 DIP:25

FTP-cepBep nHaxoautcss Bo BHYTpeHHeW cetu Ha mamuHe ¢ agpecom 10.0.0.1, HTTP-cepBep — Ha mammue ¢
aapecom 10.0.0.2, cepep SMTP — na mammnue c¢ agpecom 10.0.0.3. Idns cepsepa HTTP mpousBogutcs emie u
orobpaxkenue mopToB (Port mapping). OgHako BO BHENIHEH CETH BCE TPU CEPBEpa MPEICTABIEHBI OJHHM aIpecoM
210.1.2.83. C Touku 3peHHs KIUEHTOB, OOPAIIAIONINXCS K 3THM CepBepaM OTKyaa-To u3 VIHTepHeT, 3TO OJHa U Ta e
MallliHa, Ha KOTOPO# pabOTaroT BCe TPHU CepBepa, HO Ha CaMOM Jielie 3Ta MallliHa BUPTyaibHas. Kpome Toro, moj 3tum
ke agpecoM (210.1.2.83) MaIIuHEI TIOKaTBHON CETH BBIXOAAT BO BHEITHUI MUD.

B) OHA MAIlIHHA, PAa3/IMYHBbIC BHCIIIHHE aapeca

S P IP:2 IADR:210.1.2.83 ... NAT:YES

SN IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:20 DIP:20
SN IP:2 EADR:210.1.2.83 IADR:10.0.0.1 PT:TCP DEP:21 DIP:21
SN IP:2 EADR:210.1.2.89 IADR:10.0.0.1 PT:TCP DEP:80 DIP:80
SN IP:2 EADR:210.1.2.86 IADR:10.0.0.1 PT:TCP DEP:25 DIP:25

Bcee tpu cepepa (FTP, HTTP u SMTP) ¢usnueckn pabortator Ha omHOoW MammHe ¢ aapecom 10.0.0.1 Bo
BHYTpeHHEH ceT. XOCTBHl BHYTPEHHEH CEeTH MOTYT OOpamaTthCs K HUM IO 3TOMYy aapecy. OQHAaKO Uil KIHUCHTOB,
HaXOJSIIUXCS BO BHENIHEM CeTH, 3TO TpHU pa3nuyHbIX Xocrta ¢ ajxpecamu 210.1.2.83, 210.1.2.89 u 210.1.2.86,
COOTBETCTBEHHO.
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§4.5. ®uabTpanusa nu kommyranus IP-nakeron

§4.5.1. Ta6imua puabTpoB

[Ipasuna punpTpammu u KommyTtarun [P-naketoB xpansarcs B ycrpoiictBax NSG B Buzae TaOmuIsl GUIBTPOB, T
KakJas 3alich NpeACTaBisieT co0oil onuH (GuibTp. PUIBTPH NPUMEHSIOTCS K MakeTaM B IMOPSAKE CIIEAOBaHUS B
Tabnuue; TakuM o0pa3oM, HoMep (GHIbTPa B TAaOJUIE ONpEAENseT ero npuopurer. HauBeicminii nmpuoputeT nmeer
¢unbTp ¢ HOMepoM 0, cTosimii B TabIHIE MEPBBIM.

I[J'ISI CO3aaHuA (bHJ'II;TpOB HCIOJIB3YCTCS KOMaHaa Set IP co CJICAYIOIUMHU 00s13aTeILHBIMU napaMeTpaMu:
S I FILTER PR:<npuoputeTr> TY:<tun> NAME:<uma> EN:<cTtaTyc> <KpuTepuwu...>

[Tapamerp PR onpenensier Homep ¢uibTpa B crimcke, T.e. ero npuoputer. Eciu B Tabnmune yxe MMeeTcs 3aIich C
TaKUM HOMEpPOM, TO OHAa M BCE MOCIEAYIOIIME 3alHCH CABHUralOTCA Ha OJHY IO3MIUI0 BHU3. AHAIOTHYHO, IpHU
ylaneHuu GuibTpa ¢ HEKOTOPHIM HOMEPOM BCe IOCIEAYIOIINE 3alliMCH CIBUrAtOTCsl BBEpX. TakuM oOpa3oM, Tabnuia
(GuIbTPOB BCeraa MMeEeT CIUIOIIHYI Hymepauuto oT 0 1o HOMepa mocieqHero (GuiIbTpa U COXpaHsET MOPSIOK
CJICIOBaHUsI CYLIECTBYIOMINX (UIBTPOB (HO HE WX abcoroTHBIE HOMepa). Eciu HoMep co3naBaeMoro ¢uibTpa He
yKa3aH, OH 3aIIMChIBACTCS B TAONHUITY MTOCITICTHNM.

[Mapamerp TY onpenenser Tun ¢puabTpa. JomycTumele THIB (GHUIBTPOB U COBEPIIAEMbIC UMHU JCHCTBHS ONMCAHBI B
§4.5.3.

IMapamerp NAME 3amaer ums QuiabTpa B BHAE TEKCTOBOH CTpOKH ummHOU 1o 31 cumBoma. Ecnmm ums comepxut
paznenurenu (mpobent @ ; = ,) WIM BONPOCUTEIBbHBIH 3HAK, €r0 HEOOXOAMMO 3aKIIOYHTh B KaBbIUKH. IlogpoOHO O
(opmare TekcTOBBIX mapaMeTpoB cM. Yacth 9. Kpome Toro, uMms ¢uiabpTpa HE MOXKET coaepskarth 3Be310uKy (*). Ecnu
¥Ms HE 33J]aH0, OHO Ha3HauyaeTcs aBToMatudeckd B Buje NONAME_XXX, rie XXX — YHUKaIbHOE TPEX3HAUYHOE YHUCIIO.
VimeHa Mo3BOJISIOT POU3BOIUTH IPYIIIOBBIE ONepaluy ¢ GUIbTpaMH, a TaK)Ke BKII0YATh/BBIKIIIOYATh UX NPU TTOMOIIN
atpubOyTa Filter-Id, xoTopslit MoXeT conepkaarbcst B otBete cepsepa RADIUS.

IMapamerp EN (Enable) ycTanapnuBaet aiMHHHUCTPATHBHBIN cTaTyCc QUIBTpA:

EN:YES  ®uibTp BKJIOYEH OCTOSHHO.
EN:NO  OunbTp BBIKIIOUEH MOCTOSHHO.

Crienyrolye 4eTbipe 3Ha4CHHs JAaHHOTO MapaMeTpa OIMCHIBAIOT MIA0JIOHBI, KOTOPHIE UCHONB3YIOTCSA
JUIsL TUHAMUYECKOr0 BKIIOYCHUS (HIBTPOB HPH CEAHCOBOM JOCTyIe 1o mpotokony PPP. UtoObl
BKJIFOUUTH (QUIBTP, CEpPBEP JOCTYyIA JODKeH Hpuciath ero ums B arpubyte Filter-Id (RADIUS) unu
inacl, outacl (TACACS+). B o3rtom ciyuae Ha OCHOBE YyKa3aHHOrO mIa0JIOHA CO3/aeTcs
WHIMBUIYAIBHBIA QUIBTP MO CIEAYIOMUM IIPaBUIIaM:

EN:D QunpTp KomupyeT mabiIoH "Kak ecTh" (aHAJIOTWYHO AWHAMMYECKH BKIJIIOYaeMbIM (UIBTpaM B
Bepcusix 8.1.0-8.2.1) u oTiiMyaeTcst OT HETO TOJLKO UMEHEM.
EN:DI B napametp IN co3naBaemoro (huibTpa MoACTaBISETCS HOMEP HHTEpdeiica, K KOTOPOMY MOIKIFOUEH

JIAaHHBIN T10JIb30BaTEb.
EN:DO  Howmep untepdeiica noacrasmisercs B mapamerp OUT cozgaBaeMoro GpuiabTpa.
EN:DIO Howmep untepdeiica noacrasisiercs B mapametpsl IN u OUT co3maBaemoro ¢puibTpa.

Wmst co3pnaBaeMoro (ruibTpa COCTOMT M3 MMEHHM I1abjioHa M HOMepa MHTepdeiica. Hanpumep, ecnu
0JIb30BaTeNb NoAKIoueH K |P-uHTepdeiicy 3, B oTBeTe cepBepa noiy4deH arpudyt Filter-ID=guest, u
B YCTPOMCTBE OIpe/iesicH madaoH QribTpa

S I FILTER PR:n NAME:guest EN:DI
TO NP OTKPBITHH ceaHca PPP Oyzxer co3nan n BKitoUeH cieayromuii GpuibTp:
FILTER PR:n NAME:guest3 IN:3 ...

@OunbTp BCTaBJISETCS B TAOJIMILY C TEM K€ IPHOPUTETOM, YTO HCXOJHBIHN IA0JIOH, T.€. caM MalJIoH U
BCE IOCJIENYIOIe CTPOKH (DUIBTPOB CABUTAIOTCS BHU3 Ha eXuHHUL. Ilocie 3aBeplueHus ceaHca
JaHHBI (QUIBTP yHaisercs aBTOMaTH4Yecku. boiee moapoOHO 00 MCMONB30BAaHMM JHHAMHYECKHX
¢ubTpoB cM. Yacts 8.

OcrayibHble apaMeTphl 3aJal0T KPUTEPHH, 110 KOTOPBIM MPOM3BOAUTCS 0TOOp nakeToB. [logpoOHO 3TH KpuTepun
paccMOTpeHbI B clieiyrolieM mnaparpade.

Jns ynanenus punbTpoB ucnonbeyercst komanasl Clear IP B oqHoM u3 ciaenyromux GopMaToB:

C I FILTER PR:<npuoputer>
C I FILTER NAME:<ums>
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JIist mpocMOTpa OTIEIBHOM 3aIMCH WIIM BCeH TaOIHUIBl GUIBTPOB HCTIONB3yeTcs komanaa Display IP:

D I FILTER PR:<npuoputer>
D I FILTER NAME:<umsa>
D I FILTER

[ n3MEeHeHNsI TapaMeTpOB CYIIECTBYIOMMX (PUITBTPOB NCTIONB3YIOTCSI KOMAH/IbL:

X I FILTER PR:<npuoputet> ...
X I FILTER NAME:<> ...

[TapameTpsl 3TOi1 KOMaHABI MOJTHOCTHIO aHAOrMYHEI KoMaHae S I FILTER. @unbtp 6e3yciioBHO WaAEHTUHHUINPYETCS
CBOMM HOMEpOM B TabiuIe, T.e. ecnu napamerpsl PR u NAME 3aianbl onHoBpeMeHHO, HO 3HaueHre NAME He coBnagaer
C UMEHEM CYIIECTBYIOLIETO (GuibTpa moj HoMepoM PR, TO 3TOT GuiasTp OyAeT meperMeHOBaH. B OCTanbHBIX CIydasx
JUTs 0OpameHust K QUIBTPY HOCTATOYHO YKa3aTh €T0 MMS.

IIpocMoTp, M3MEHEHHE TTAPaMETPOB U YAAICHHE MOTYT IIPOM3BOANUTHCS HE TOJIBKO C OTACIBHBIMH (PUIBTAMH, HO C
rpynnaMu  GUIBTPOB, MMEIOIINX €IUHOO0Opa3Hble nMeHa. COOTBETCTBYIOIIME KOMAHMIBI JOITyCKAalOT B KadeCTBE
napameTrpa NAME kak TodHOe 3Haue€HHE MMCHH, TaK M MIA0JIOHBI HMEH, COJEpIKallfe OAHY MM HECKOJIBKO 3BE3/I0UYCK.
3Be3709Ka 03HAYACT JTI000€ KOINIECTBO CHMBOJIOB K MOXKET CTOSITH B JII0OOOM MecTe mabiona. Hanpumep, nox ma6non
A*B*C moamagaroT Bce MMEHa, KOTOpbIe HauMHAIOTCS ¢ A, okaHunBawTca Ha C 1 UMEIOT B cepenune OykBy B. Mnm,
ecii ecTh Habop ¢uibTpoB ¢ uMeHamu Adl, Ad2, Advertising, AdSite u T.mm., 3ampenialonMx IOCTYH K TeHepaTopam
Oecrone3Horo Tpaduka, To KOMaHIa

X I FILTER NAME:Ad* EN:YES

BKJIFOYAET Cpa3y BCe 3TH QIIBTPHL. DTO K€ OTHOCHTCSA M K TMHAMHYECKH CO3/1aBacMbIM (QHIbTPaM, IPHUEM 3BE3I0UKH
MOT'YT KaK COZIEpKaThCsl B OTBETE CepBepa ayTeHTU(HUKALINH, TAK U IPHOABIATECS K HEMY yXKe IpH 00paboTKe 0TBETa B
ycrpotictee NSG (mapamerp FTM:YES B ommcanmm cmocoba ayreHTH(uKanuu). [logpoOHee 00 HCHOIB30BaHUU
TUHAMU4ecKuX GpuiapTpoB cM. YacTs §.

§4.5.2. Kpurepuu ¢puiabTpauuun
I[J'I}I (I)I/IJ'IBTpa].[I/II/I MAaKETOB UCIIOJIB3YCTC COBOKYITHOCTDH CICAYIOUIUX KPUTCPUCB:

IN, OUT Howmepa IP-unTepdeiicoB, yepe3 KOTOPHIE MaKeThl MOCTYIAI0T B MAPIIPYTHU3aTOP U OTIPABISIOTCS U3
HEro, COOTBETCTBCHHO. 3HAYEHUsIMU 00OMX NapaMeTpoB SIBISIIOTCA crucku [P-uHTepdeiicoB (depes
3amTyr0). HenpepbiBHBIE AMANa3oHbl HOMEPOB HHTEp(ercoB MOTYT OBITh yKa3zaHbI uepe3 neduc.
[Ipumep:

IN:1,3,7-10,18 OUT:0,2
JaHHbIi GUABTP MPUMEHSIETCS K TIaKeTaM, BXOISIIUM depe3 uHtepdeiicst Homep 1, 3,7, 8,9, 10 u 18
1 YXOISIIUM 4yepe3 uarepdericer Homep 0 u 2.

SA, DA Anpeca ucrounuka (Source Address) u Haznauenus (Destination Address), cooTBeTCTBEHHO. 3HaUEHUS
rapaMeTpoB 3alKChIBaIOTCS B hopMmare agpec/Macka B A€CATUYHON JI0TOBOM HOTALlMK, HAITpUMEP:
DA:192.168.0.0/255.255.0.0
— (UIBTp MpUMEHSETCS KO BCEM ITaKeTaM, HallpaBJICHHBIM B ceTd 192.168.x.X.
Ecnmun macka He ykasaHa, TO 10 yMOJYaHMIO mojaraercsi macka 255.255.255.255, t.e. ¢unbtp
IIPUMEHSETCS TONBKO K KOHKpeTHoMY IP-anpecy.

PT Tun npoTokosa TPaHCIIOPTHOTO YPOBHSL:
PT:ICMP IIpotokon ICMP.
PT:UDP ITpotokon UDP.
PT:TCP ITporoxon TCP.

SP,DP  Homepa mopror mcrounmka (Source Port) n nHasHauenms (Destination Port), coorBercTBeHHO. DTH
mapaMeTpsl JOIyCTUMBI TOJbKO i mpoTokonoB TCP m UDP. 3HaueHust mapaMeTpoB yKa3bIBAIOT
KOHKPETHBIH HOMEp MU THara30H HOMEpOB MopToB. [Ipumepsr:

SP:1234 Iopt 1234
DP:2001-8000 /Imama3on moptoB ot 2001 1o 8000 BKIFOUHTETHHO
SP:1024—- [Juanazon nopros ot 1024 u Beime (10 65535 BKIIIOUNTENBHO)
DP:-1023 Bce nopts! ¢ HoMepamu 10 1023 BKIIFOYUTENBHO
IT Tun nakeroB ICMP. ITapamerp nonyctum Tonbsko 1 npotokosna ICMP. Yka3ssiBaeTcs B Buze:

IT:<upeHTMdUkaTop_Tuna>

BHUMAHMUE Ecnu B yctpoiictBe ucnons3yercs NAT, To napamerpst SA, DA, SP, DP Bcerna gomkHbI OTpakaThb
IP-anpeca m HOMepa IOPTOB BO 6HeuwtHell CETH.

Jlist mo6oro 13 BRIIENIEPEUYHCIICHHBIX TTApaMeTPOB JIOIyCTUMO Tarke 3HadeHue ALL, o3Havaromee Jioobie HHTEphEHCHI,
IP-anpeca, HOMepa MOPTOB WM THTIBI TAKETOB, COOTBETCTBEHHO.
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Y106l puimbTp cpaboTan, MakeT MOJDKEH YIOBJIETBOPATh BCEM KPHUTEPHUSM OJHOBPEMEHHO. Eciu kakue-Imbo
KPUTEpHH HE YKa3aHbl SIBHO, TO YISl HUX O YMOJHYAHHMIO mosiaraercst 3HaueHue ALL; TakuM o0pa3oMm, MakeT NOJDKeH
YIOBIETBOPSITH TOJIBKO SIBHO 33/IAHHBIM KPUTEPHSIM.

NPUMEYAHUE 3nauenue PT:ALL HecOBMECTHMO HU C KaKMMU 3HadYeHUsAMH mapameTpoB SP, DP, IT, kpome ALL.

§4.5.3. Tunsl puabTPOB

Kaxnpiit npumemmuii [P-maker mpoBepsieTcss Ha TpeaMeT COOTBETCTBUSI 3alUCSIM B TaOiuue (GUIbTPaLUH B
nopsjke yObIBaHUS ITPUOPHUTETOB (HaumHas ¢ 3amucu Homep 0). CHavana npoBepseTcs HoOMep UHTepdeiica, ¢ KOTOPOro
npumen maker. Jlajmee mMpoBepsIFOTCS aapeca, THI MPOTOKONA M MapaMeTpel IpoTokona. Ecim mapameTps! makeTa
COBIIAJIH C MapaMeTpaMH 3aliCH TabIMIbl PUIBTPALNH, TO JajbHEHIINe NeHCTBUS 3aBUCST OT TUIA (QUIBTpA:

TY:D

Copoc makera (Drop). o Tabnuile MapUIpyTH3alUK OMpPEACISieTCS HOMEp HHTepdeiica, Ha KOTODBII
JIOJDKEH TepechllaThCsl NaHHBIM makeT. Eciu naHHBIA MHTEpQEic COAEpKUTCS B CIUCKE 3HAYECHUH
napamerpa OUT, makeT yHMYTOXKAeTCs; €CIM HeT — MakeT MPOJODKAaeT MPOBEPSAThCS Ha MpeaMeT
COOTBETCTBHS MOCIEAYIONINM (HUIBTPAM.

Otka3 B mpueme makera (Reject). BrmmomHsrorcs Te ke AeHCTBHA, 4TO W B ciydae T1Y:D, HO mpm
VHHYTOKCHUH TaKeTa OTIpaBUTeNto Bo3Bpamaercs ICMP-coobmenne "xoctT HeqocTyneH" (Ul MakeToB
ICMP) wu "nopt semoctynen" (st makeros TCP/UDP).

ITpuem maketa (Accept). Ilo Tabnuile MapHIpyTHU3aIlUK ONpEeIsIeTCs HoMep UHTepdelica, Ha KOTOPBIN
JIOJDKEH TepechlUiaThCsl NaHHBIA makeT. Eciu naHHBIA MHTEpQeic COAEpKUTCS B CIUCKE 3HAYCHUI
napamerpa OUT, nmaker mepechuiaeTcs, U JalbHelIne GUIbTPBl K HEMY HE NMPUMEHSIOTCS; €CITH HeT —
MaKeT MPOA0JIKAET NPOBEPATHCS HAa MPEAMET COOTBETCTBHS MOCIEAYIOUIUM (HIBTPaM.

Ipuem nmaxeroB TCP Tombko nmst ycraHoBneHubix (Established) TCP-coenunenuii. Ecnu coeaunenue
YCTaHOBJICHO, TO BCE MepeaaBaeMbie 0 HeMy makeThl uMetoT duar ACK w/wimu RST. [[ins Takux makeToB
BBIMOJTHSAIOTCSI T€ JKe JACHCTBHSA, 4TO M mpHu TY:A; mist makeroB TCP 0e3 atux (hiaros, a Takxke Uis
nakeToB UDP u ICMP, nponmomxkaeTcs mpoBepka Ha IPeIMET COOTBETCTBHUS MOCIEAYIOMHUM QHIBTPaM.

Hcnons3oBanue nanHoro ¢uuibTpa mpenmnosaraer, 4to B mapamerpe IN ykasbiBaroTcss MHTEpPQENCHI,
MOAKIIIOUYEHHbIe K VMHTepHeT (mim K MeHee 3allMIIEHHOMY CETMEHTY ceTH), a B mapamerpe OUT — k
KOpPIOpaTHBHOHN ceTH (WM K OoJiee 3aIUIIEeHHOMY CerMeHTy). TakuMm 00pa3oM, XOCTbl KOPHOPaTHBHON
ceTn MOryT nocbuilaTh B MHTepHeT mroOble makeTel, B TOM 4ucie ycraHaBiuBaTh TCP-coenunenus;
onHako (WIBTp He paspelraer xoctaM VHTepHET MHHULIMUPOBATH COEJAMHEHUS C XOCTaMH BHYTPHU
KopropaTuBHON ceT. Ilocie TOro, Kak COEAMHEHHE YCTaHOBJCHO, IAKEThl MEPEIaloTCs B 000HX
HarpaBJeHUsX. Pa3pbiB coeanHEeHUsI BO3MOXKEH 110 MHUIMATHUBE JII000I 13 CTOPOH.

MNPUMEYAHUE IIpumenenue puiprpos Tuma Accept u Established mmeeT cMbich B ToM citydae, ecin

TIOCJIe HUX OIIPEAEIIeHb! (C HU3MMM npruoputeToM) GuibTpsl THra Drop mimm Reject ¢
Gornee MMpPOKUMHU Kputepusmu. [Ipumep:

S I FILTER PR:10 TY:EIN:1 OUT:2 DP:1024-

S I FILTER PR:11 TY:D IN:1 OUT:2 DP:1024-—
Taxoit Habop GuIBTPOB Mporyckaet ¢ nHTepdeiica Homep 1 Ha uHTEpdeiic Homep 2
nakeTs! TCP ¢ HOMepom mopTta Ha3HaueHus 1024 u BBIIIE TONBKO B TOM CiIydae,
€CIIM OHM OTHOCATCS K yX€ YCTAaHOBJICHHOMY COEAMHEHHUI0. B mpoTuBHOM citydae
TaKUe MaKeThl YHUUTOXKAIOTCS.

JaHHast cuTyanus OT4AaCTU CXO0Ka C TEM, YTO UMeeT MecTo npu IP-MackapaauHre: XocTbl BHYTPEHHEH
CETH CTAHOBATCS HEAOCTYNMHBIMH M3 MHTepHeT. OqHaKko ucmonb3oBaHue ¢puinpTpa Tuna Established mms
STOH IETM MMeeT /1Ba MPUHIMIMHAANBGHBIX OTIWYIS: a) MPaBUIO (QHIBTPAIIMM OTHOCHUTCS TOibKko K TCP-
coennHenusM; 0) IP-anpeca u HoMepa MOPTOB HE U3MEHSIOTCSL.

Crarnueckass kommytamust IP-makeroB (Switching). Ilaker mepeceiiaercs Ha uHTepdeic, 3amaHHBIA
napamerpoM OUT. DrtoT mapaMeTp sBIsSETCS 00s3aTeNbHBIM M JO0JDKEH COAEpKaTh TOJILKO OJWH HOMEp
uHTepdeiica:

S I FILTER PR:<npvoputeT> TY:S OUT:<uHTepdenc> <kputepuu...>
Bwmecte ¢ HOMepoMm mHTepdeiica MokeT ObITh 3as1aH [P-anpec nuto3a, KOTOPOMY JTOJKEH OBITH TepeaH
MakKeT, B ClieAyomeM popmare:

OUT: <uHTepceic>/<wnto3>
VYkazaHue U032 UIMEeeT CMBICH TOJIbKO Aist IP-unTepdeiica, moakmrodennoro k cetn Ethernet. Ecom mst
TaKoro nHTepdeiica HoMep MUTI03a He YKa3aH, MakeT nepenaercs B cetb Ethernet ¢ mmpoxoBemaTenbHEIM
aJpecoM Ha3HAYCHUS.

INPUMEYAHME Ilpasuna [P-koMMyTanuu sBASIOTCS OAHOCTOPOHHUMH, T.€. 3aaHUE KOMMYTALUU C
nnatepdeiica N Ha wHTepdeiic M HUKAK HE ONpeaesieT MPOXOXACHHUE MAaKeTOB B
oOpatHOM HampaBieHWH. Jlas  [ABYCTOpPOHHEH  KOMMyTamuum HEOO0XOIUMO
ONPENENNTD J1Ba IIPABUIIA, IEHCTBYIOIINE BO BCTPEUYHBIX HAIIPABICHHAX.
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Ecimm Bce mapamerpsl IakeTa COOTBETCTBYIOT KPHUTEPHSAM JaHHOTO (WIBTPA, TO BBIOJHAIOTCS YKa3aHHBIC
JeHCTBYA, ¥ Ha 9TOM (QUIbTpalus Ipekpamaercsa. Eciu XoTs Obl OMH KPUTEPUH He BBIIONHIETCS, TO JAHHBIH (HIBTP
UTHOPHPYETCS, U YCTPOICTBO IbITAaeTCS MPUMEHHTH K IaKeTy cieayromuid ¢uiptp. Ecim nakeTr He moAnagaeT HA HOX
OIIMH U3 QUIBTPOB, TO OH MAaPIIPYTH3UPYETCSI OOBITHBIM 00pa3oM.

Takum 00pazoM, MO YMONYAaHHIO (QUIBTPALMS HOCHT PAa3pEIIMTEIbHBIM XapakTep: BCE IAaKEThl, KOTOpHIE HE
3aIpeIneHsl IBHO oAHMM M3 GuiabTpoB THma Drop mim Reject, B KoHIIE KOHIIOB MPOITyCKAIOTCA M MapUIPyTH3HPYIOTCH.
st Toro, 4ToOBI BBECTH "MapaHOMIaNbHBIA" WM "AUKTATOPCKUNA" TPUHIMI (QUiIbTparmuu — "3anpeneHo Bcé, 4To He

paspeleHo" — MoclieHIM B TaOJIMIE JOIDKEH CTOATH 3allpellatoinii (GUIIbTp, MO KOTOPBIN MO aloT BCE MaKeThI:
SIFILTER TY:D EN:YES

B sToM citydqae OyayT NpONYIIEHB! TOJBKO MAaKeThl, YAOBICTBOPSIONINE 3aaHHBIM KPUTEPHSAM JUIS BBILISCTOSIINX
¢unbTpoB THHA Accept u Established.

ITpumep:

PR:00 TY:S IN:1,2,4-7,10 SA:ALL DA:ALL PT:ALL OUT:3/10.0.0.10

PR:01 TY:A IN:ALL SA:192.92.92.1/255.255.255.255 DA:ALL PT:ALL OUT:ALL
PR:02 TY:D IN:ALL SA:192.92.92.0/255.255.255.0 DA:ALL PT:ALL OUT:ALL
PR:03 TY:D IN:ALL SA:ALL DA:ALL PT:TCP SP:0-65535 DP:2000-65535 OUT:8

B nmanHOM mpuMepe Bce MakeThl, IPUXOAsIIre ¢ uHTepdeiico Homep 1, 2, 4, 5, 6, 7 u 10, oTnpaBisroTcs yepes
tpetuid nHTepdeiic Ha aapec 10.0.0.10. anee Bce makersl, nmpuxonsimue u3 cetu 192.92.92.0, kpome Tex, KOTOpbIE
uayT ot yzna 192.92.92.1 (PR:1), yauuroxatorcs (PR:2). Ilocnenuuit GpuasTp 3ampemiaer nwo0yr nepemaay TCP-
nmakeToB ¢ mopramu HazHaueHus 2000 u Bhiie Ha HHTEpdetic Homep 8.

§4.5.4. BzaumocBs3s MapmpyTuzanuu, puiastpanuu, NAT u cTraTHCTHKHT

@unpTpanys MakeToB NpUMeHseTcs panbie, 4eM |P-mapmpyTtusanusa. Ecan momumo storo ucnonsdyercst NAT, To
MexaHu3M |P-mackapaauHra BO3JCHCTBYeT Ha makeThl mocie |P-mapumipyTusanuu, HO 10 BbIXOAHOTO (UIbTpa, a
MEXaHU3M BHPYTaJIbHBIX CEPBEPOB — MOCIIE BXOJHBIX QUIBTPOB, 10 IP-Mapipyruzanuu. B yactHOCTH, GUIBTPHI THIIA
SWITCH moryT ObITh HCTIONIB30BaHBI ISl TOTO, YTOOBI 000MTH KaK 3arucy MapIIpyTHO# Tabauipbl, Tak u npasuiia NAT.

Ecnu npu 3TOM Ha BEIXOJHOM HHTepdeiice BimtodeH coop IP-cratucTuky, To OH paboTaeT mocie MapuipyTH3aIum,
NAT u ¢unstpoB. Takum 06pa3zom, OH yUUTBIBaeT ToNbko ucxozsmue |P-makersl. (Ilonpobuee 06 IP-ctatucTike cm.
§4.6.) ITommmo 3ToTO, PUIBTPHI (Kak Ha BXOJE, TaK U Ha BBIXOJE) COOMPAIOT COOCTBEHHYIO CTATUCTHKY, a HA BTOPOM
YPOBHE COOMPAETCsI CTATUCTHKA MOPTOB M CTAHIIUH.

[TocnenoBaTenbHOCTD MPOXOXKACHMS MTAKETA Yepe3 pasyinuHble ciyxO0bl |P-MapmipyTHsaropa nokasaHa Ha pUCyHKE.
(Heckompko ycmoBHO, Tak Kak BXOAHOW M BEIXOAHOW (UIBTPHI, B 00IIEM ciIydae, IPeICTaBIAI0T co00l euHOe 1ieToe. )

g (@ D)
5 Tabnuua
o MapLLpyTU3aLM
2
g | BupTyanbHble cepBepa | IP-mackapaguHr
DROP

4] REJECT

= x ACCEPT ?
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= ?

5 X DROP SWITCH X

REJECT

g
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©
o
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=
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§4.5.5. Mapmpyru3anusi B NULL u 6opn0a ¢ 3auuk/IuBaHneM NaKkeToB

YacTHBIM CilyyaeM NPUMEHEHHs! 3alpellaronux (UIbTpoB SBISETCS YHHUYTOKECHHE NMAKETOB, KOTOPBIE HE MOTYT
OBITH IepenaHbl Jlajnee M3-3a HEroTOBHOCTH TpeOyemoro Mmapiupyta. (B obopynoBaHuu Apyrux NpoU3BOAMTENEH STa
3ajja4ya pemaercsi ¢ nomoupio ¢opmansHoro uHrepdeiica NULL, omnako paspaborunkn NSG B naHHOM ciydae
cienoBad  (GUIOCOPCKOMY MNpPUHIMIY "HE IUIOMUTH CYIIHOCTEH CBEpX HEOOXOAMMOro", IOCKOJBKY MEXaHH3M
(UIBTPOB MPEOCTABIISIET JUISI ATOTO JIOCTATOYHBIE CPE/ICTBA. )

B kxauectBe npumepa paccmorpum cepeep goctyna NSG—800/16A co crenyroieid koHpuUTypaieiit nHTepeiHcoB:

S P IP:1 TY:ETHI ET:0 IADR:123.45.67.89 MASK:255.255.255.0
S P IP:3 TY:PPP PO:3 PAPR:1

S P IP:18 TY:PPP PO:18 PAPR:1
S P AU:1 TY:TACACS+
S I DEFAULT IP:1 GW:123.45.67.90

IP-ampeca monp30BaTeNeil HA3HAYAIOTCS CEPBEPOM ayTEHTU(DHUKAIIMA U3 HEKOTOPOTO Iyia (Hampumep, ¢ 123.45.68.0
no 123.45.68.15) u neificTBUTENBHBI TOJIBKO B TeUueHHe ceaHca. Korja yaajaeHHsIH Moabp30BaTeNnb 3aBepiaet ceanc PPP,
MapuIpyT y HeMy yJasieTcsl U3 TaOJIHLbl MapuIpyTH3auuy. [Ipu 9ToM, eciu ceaHe 3aBepIleH HEKOPPEKTHO (HampuMep,
M0 IIpUYKHE 0OPBIBA MOJEMHOIO COSAMHEHHS) U B apec JaHHOTO MOJI30BaTeN s MPOAOIKAIOT IOCTYNATh MaKeThl, TO
YCTPOMCTBO OyneT, He Haii/isl HY>KHOM 3allMCH B TaOJHIle MapLIpyTH3alUK, OTIPABIATh UX HA [UIO3 MO YMOIYaHUIO,
T.e. BO3BpallaTh BbINIECTOAImEMY HUI03y 123.45.67.90. B pesynpTare MakeThl 3alUKJIMBAIOTCS MEXIY ABYMS
YCTPONCTBAMH U MEPEAA0TCs TyAa-00paTHO 10 0OHyIeHus mapamerpa T TL.

Urobsl m30ekaTh 3TOTO, CIEAyeT 3alpeTUTh OTIHPAaBKy IIAKETOB, aJPECOBAHHBIX IIOJIB30BATENSIM, OOpaTHO B
MarucTpaibHbIi HHTEp(dEiic C MOMOMIBIO CIIEAYIOMETO HHIbTPa:

S I FILTER PR:0 TY:R DA:123.45.68.0/255.255.255.240 OUT:1
00, YTO €IlIe HaTJISIHEE:
S I FILTER PR:0 TY:R IN:1 OUT:1

Ounptp THma Reject B maHHOM ciydae ymecTHee, ueM DrOp, MOCKOJIBKY YBEIOMIISIET MCTOYHUK IMAKETOB, YTO
JAHHBIA ajgpecaT Oosiee HEAOCTYIeH. B 3TOM cilydae ymaJeHHBIH XOCT, KaK MPaBHJIO, JO/DKEH MPEKPATHTh MOCHUIKY
MOCTIEIYIONNX MakeToB. (B MHBIX CHUTyaIHsIX, HA000POT, MOKET OBITh MPEANOYTUTESILHO MOJIYATHBOC YHUYTOKCHHE
MaKeTOB.)

§4.5.6. ®uabTpauus NAKeTOB C JOKAJbHBIM a/IPecoM

Bce maketsl, aapecoBaHHBIC NPUKIATHBIM Ciy)kOam u moacuctemaMm ycrpoiictBa NSG, mnpuHMMaroTcs u
OTMPABJISIOTCS 4Yepe3 JIOKambHBIA mceBnountepderic IP:0. Jns 3TOoro, B 4acTHOCTH, B TaOJWIlE MapIIpyTHU3AIHUU
aBTOMATHUYECKU CO3JAIOTCSl 3alKMCH, MapHIPyTU3UPYIONINE BCE MAKEThl, B KOTOPHIX B KadecTBE ajpeca Ha3HAUCHHS
yKa3aH ajpec kakoro-inbo u3 |P-untepdeiicoB ycrpoiictsa, Ha IP:0.

Takum 00pa3oM, YTOOBI paspelInTh WK 3alpeTHTh TpadHK, aJpecOBaHHBIA HemocpencTBeHHO ycTpoicTBy NSG
WIIM TEHEPUPYEMBII UM, CIIEAYET CO3JaTh COOTBETCTBYIOMMNN GuiabTp co 3HadeHueM IN:0 mim OUT:0, cooTBETCTBEHHO.
Hanpuwmep, cnenyrommii GpunbTp:

S I FILTER PR:0 TY:D PT:TCP DP:23 OUT:0

3ampenraer obparieHne K ycrpoicty o Telnet otkyma 661 To HE OBLITO, MO TFOOOMY M3 Ha3HAYEHHBIX eMy |P-ampecos.

§4.5.7. Crarucruka ¢puabrpanumn

Inst yaera paboThl (GUIBTPOB HEOOXOAMMO CHavana BKIOUNTH yder mapamerpom FACCT (Filter Accounting) B
KOMaHJaxX HacTpoWku I[P-mapmpyTu3aTopa M YCTaHOBHTh MAaKCHMAaJbHOE KOJHYECTBO 3allMceld B Talmwie ydera
(uIBTPOB.

S P IP:0 FACCT:<uucno> Bxmounts yuet [P-GpuiabTpoB u yCTaHOBUTH pa3Mep TaOIUIIBI
S P IP:0 FACCT:NO Brikmounts yuet [P-¢punpTpoB

V3meHeHus BCTymamT B CHIIy HEMEUJICHHO (pectapT MapuipyTruszatopa He TpeOyercs). Ilocime 3Toro MoxHO
BKJIIOYATh M BBIKJIIOYATh YYET KAKAOro (GHIbTpa B OTAENBHOCTH mpu momoiuu mapamerpa ACCT (Accounting) mmst
JaHHOTO (prnbTpa:

ACCT:YES Bxutrounts yuer it JaHHOTO (GUIbTPA.
ACCT:NO BEIKITIOUNTS y4eT 11 JaHHOTO (QWIIbTpa.
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OwieTp naeHTuumupyercs no Homepy 3anucu (PR) wiu nmenn (NAME), ycranoBieHHbIM koManaamu S I FILTER,
X I FILTER. B d4acTHOCTH, eCiM BMECTO WMEHW (HIbTpa HCIOIL30BaTh IMA0JIOH, TO MOXXHO OJHON KOMAaHIOW
BKJTIOYATh/BBIKIIIOYAT yUYET JUIs TPYIbl GuibTpoB. [Ipumep:

X I FILTER NAME:Blacklist_* ACCT:YES

Ecnu yuet BkmtoueH (ACCT:YES), TO IONOJHUTENBHO MOXKHO AETAIN3UPOBATh CTATUCTUKY MO yYUThIBaeMbIM IP-
azpecaM HCTOYHHMKA M Ha3HAYCHHUsS MpH momoinu mapameTpoB SAM (Source Aggregate Mask) u DAM (Destination
Aggregate Mask). [Ipu cpabatbiBaHuM ¢uIbTpa Macka HaKJIaAbIBACTCS Ha aJpec WCTOYHHMKA WM Ha3HAuYCHWS,
COOTBETCTBEHHO, M BCE CpabaThIBaHUS C OAMHAKOBBIM PE3yJIbTaTOM CYMMHUPYIOTCS B OJHOH 3amucu. TakuM oOpaszom,
MPOCTPAHCTBA aJIPECOB, OIpeneNeHHble mapamerpamMu SA u DA, pasOuBatoTcst Ha Oojee Menkue dacTH. Ecmu
nmapameTrpsl SAM nu DAM He 3amaHbl, TO 1O YMOJYAaHUIO BCE CpadaThIBaHUSA (QHIBTPAa CYMMHPYIOTCS M BBIBOIATCS B
OJIHO CTpOKe; eclii OHU paBHBI 255.255.255.255, To yueT BeneTcs pa3enbHO MO KaXKAOMY aJipecy.

Kak M0kHO BUZIETh, MAKCHIMAITBHOE YFHICIIO 3armceii B Tabnuie ydera, 3aHUIMAaeMBIX OIHUM (HIIETPOM, PaBHO 2 B CTEIICHH
<YMCNO ABOUYHbIX eAnHUL, B Macke SAM/DAM> — <4yucno ABOUYHBIX €auHuL, B Macke SA/DA>

Ipumep. Ecim nmeetcst Habop GmmbTpoB ¢ mmeHamu Pornol, Porno2 u T.1m., 3ampermaroniix J0CTYI K H3BECTHBIM
caifTaM H3BECTHOTO COJepkKaHUA, TO KOMaHa

S I FILTER NAME:Porno* ACCT:YES SA:10.10.0.0/255.255.0.0 SAM:255.255.255.0

OnokupyeT oOpalleHHs K JII0ObIM M3 3THX CaWTOB CO BCEX XOCTOB KOPHOpaTHBHOMW ceTu ¢ aapecamu 10.10.x.X u Bener
CTaTUCTUKY OTIIEIBHO MO Kaxkaoii mojacetu Buaa 10.10.0.x, 10.10.1.x, 10.10.2.x u T.71.

JIyist mpocMOTpa TMOJTYYEeHHON CTATHCTUKU TI0 BCEM WJIM MO HEKOTOPOMY OJHOMY (DHUIBTPY UCIONB3YyeTCsS KOMaHIa
Display IP cnenyromero gpopmara:

D I FILTER ACCT
D I FILTER ACCT:<HOMep_wunbTpa>

JIOTIOSTHUTEIBHO B 3TUX KOMaH/aX MOYKHO yKa3aTh Mepuo]i OOHOBIEHHUS CTaTUCTUKHU MapaMeTpoM UP:<cekyHabl>.

Juist npyrux omnepanuii ¢ TabiIHIe CTaTUCTUKH (GUIHLTPOB HCIOIB3YIOTCSI KOMaH/IbI:

C I FILTER ACCT 3auKkcupoBaTh HAKOIJICHHYIO CTAaTUCTHKY BO BCIIOMOTIaTelbHOU
TabJIUIe ¥ OOHYJIUTH TEKYIHE 3HAYCHHUS.

C I FILTER ACCT CHECKPOINT OOHyHTH 3a()MKCUPOBAHHYIO PaHee TAOJIHUILY CTATUCTUKH.

D I FILTER ACCT CHECKPOINT BriBecTH 3aKCHPOBAHHYIO paHee TaOJMIly CTATUCTHKH O BCEM
(hubTpam.

D I FILTER ACCT:<HoMmep> CHECKPOINT BriBecTn 3adUKCHpPOBaHHYIO paHee CTATUCTUKY MO 3aJaHHOMY
dbueTpy.

§4.5.8. ®uabTpHI Kak cpeacTBO cO0OPa pacIIMPEHHON CTATUCTUKH

[ToMHUMO CBOEro OCHOBHOTO Ha3HAYE€HHS — OrPAaHUYCHHUS PACHPOCTPAHEHHs IaKETOB — (HIBTPHI MOTYT
UCTIONB30BaThCs A cOopa ctatuctuku IP-Tpaduxa mo pacmmpeHHOMY HaboOpy KpHUTEpHEB, BKIIOYAs BXOJHOW M
BBIXO/IHOW MHTep(deHChl, afpeca 1 NOPThl UCTOYHUKA M Ha3HAYeHUs U T.II. TakuM 0Opa3oM, OHU JOIOJHSIOT 0a30BbIe
BO3MOXHOCTH y4era Tpaduka, npeaocrapisiembie komanaoi S I IPACCT (cm.§4.6).

Jns ydera HEKOTOpOH crenuduyeckod KaTeropuu Tpaduka JOCTaTOYHO ONpenenuTs ¢GuiabTp Thma Accept c
COOTBETCTBYIOIINM HaOOpOM KpUTEPUEB, HATIPUMED:

S I FILTER PR:3 TY:A DP:119

Bce ykazanHble makeThl (B JaHHOM ciyyae — oOpameHus k xoctam NNTP) OyayT mpormyckatbes, HO PH 3TOM
YYUTHIBaThCS. JlapHEHIUIA aHaIW3 CTATUCTHKH (PHIBTPA MO3BOJNHT OIPEHCIHUTH 00Jee TOYHO, KTO W3 JIOKATHHBIX
MOJIH30BATEIICH JIFOOUT YUTATh HOBOCTH U C KAKHX CEPBEPOB.

AHanorn4HeIM 00pa3oM MOKHO HCII0JIb30BATh CTATUCTUKY 3alpeNaonuX (UIbTPOB, HAIPUMED:
S I FILTER PR:4 TY:D DA:123.145.167.189 DP:23

JaHHbIi QUIBTP HE TONBKO 3ampelaeT NONbITKY 00palieH s K yKa3aHHOMY XOCTy o Telnet, Ho u hukcupyer ux B
CBOEH CTaTUCTHKE, UTO MO3BOJISIET OMPEAENIUTb MOTEHIUAIBHOIO 310yMBIIUICHHHKA.
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§4.6. Monutopunr IP-Ttpadgukxa

§4.6.1. IIpouenypa nmoacuera craructuxku no IP-agpecam

Hdus ydgera umcxomsmero Tpaduka mo I[P-agpecam HeoOXoamMo cHagaila BKIIOYUTH ydeT mapamerpom ACCT
(Accounting) B komaHmax HacTpoiiku IP-mapuipyTusatopa M yCTAHOBHTh MaKCHMAJIbHOC KOJMYECTBO 3amuceil B
TabIUIe yUeTa.

S P IP:0 ACCT:<uucno> Bxmounts yuet no IP-anpecam u ycTaHOBUTB pa3mep TaOIuIIbL.
S P IP:0 ACCT:NO Beixmouuts yuer o IP-agpecam.

V3MeHeHHs BCTyNamT B CHIy HEMEMJICHHO (pectapT MapuipyTruszatopa He TpeOyercs). Ilocime 3Toro MoxHO
BKJIIOYATh U BBIKJIIOUATh yUeT MO OTAENbHBIM HOJCETAM MPHU MOMOIIH KoMaH sl Set IP:

S I IPACCT IADR:<ip-agpec/macka> AM:<arperaT.Macka> UM:<arperaTt.Macka> IP:<cnucok_wuHTepceiicos>

O6s3atenbubiit mapametp IADR coaepsxkut IP-agpec u Macky B JAecSITUUHOW JOTOBOW HOTammu. HanoxkeHue macku
Ha aJpec JaeT aapec YIUThIBAEMOIl MOJICETH, T.€. €CIIU JIBe KOMaHbI C pa3HeIMU [P-agpecamu nocie HaJloKeHUsI MacKu
JTAIOT OJTMHAKOBBIM Pe3ynbTaT, TO CUUTAETCS, 4TO 00€ OHM OTHOCATCS K OJHOMY cueT4duky. Eciu macka He 3amaHa, TO
M0 YMOJIYaHHUIO TIPUHUMAETCS MACKa, COOTBETCTBYIOIIAs KIAacCy ceTH. UTOObI 3a1aTh y4eT TOJBKO M0 €ANHCTBEHHOMY
IP-ampecy, crenyer yka3ath Macky 255.255.255.255. Ecnm agpec He 3amaH, To mo ymomdanuto moiaraercs IADR:ALL,
T.€. y4eT BEAETCS 10 BCEM aIpecaM.

NPUMEYAHHUE TIlone IP-ampeca B mapamerpe |IADR momkHO comep)kaTh UMEHHO aJpec CETH, T.e. BCE OWTHI,
BEIXOISIIIINE 32 TIPEIeNbl MacKH, TOJDKHBI OBITH paBHEI Hyiro. Hampumep, IADR:10.0.0.0/255.0.0.0
— TpaBWIbHAs 3amuch, a IADR:10.1.2.3/255.0.0.0 — HempaBuibHASL.

IMapametpsr AM (Aggregate Mask) u UM (Undefined Addresses Aggregate Mask) mo3Bosisttor 060061aTh CTaTHCTHKY
no rpymmam anapecoB. [lpu cpabatbiBanuu cueTunka 1o IP-agpecy ucTouHuka JnOO Ha3HAYCHHMS, YKa3aHHOMY B
3aroJIoBKe makera, Macka AM Hak/aabIBaeTcs Ha 3TOT ajpec. Ecnu i Apyroro anpeca Takke UMeeTcs HOAXOASIINN
CUYCTUHUK, TO HA HCTO HAKJIAAbIBACTCS MaCKa AM, YKa3zaHHas B 3TOM CUYETUYHMKE; €CJIN TaKOTO CYETUMKA HE HaﬁjleHO, TO Ha
BTOpOH azpec HakmagsiBaeTcst Macka UM. Bcee cpabaTbiBaHHS C OJMHAKOBBIM PE3yNbTaTOM CYMMHPYIOTCS B OIHOM
3aIiCH.

[ocnennuit mapametp IP 3amaer cimcok IP-uHTEpdeiicoB, Ha KOTOPHIX CIEAYET YUUTHIBATH MaKeThl. CITUCOK MOXKET
coJiepkaTh OJMH HOMep MHTepdelica, anana3oH HOMepoB (uUepe3 neduc), WIM HECKOIBKO HOMEPOB M AHAIa30HOB,
pa3ieNICHHBIX 3aISITHIMU.

Mo ymomgaruio AM:255.255.255.255, UM:0.0.0.0 u IP:ALL, T.e. ydger BemeTcs mo BceM IP-mHTepdeiicam u mo
Ka)XIIOMY aJ[pecy U3 CeTH, onpezeneHHoi napamerpoM IADR, BEIBoguTcst HHGOpPMAIHs O Tpaduke:

— C nmannHoro [P-aapeca Ha KaXKIIbli U3 apecoB, 3aJJaHHBIX OCTAILHBIMHU CUYETUUKAMH.
— C nmannoro IP-aapeca Ha Bce ocTalbHBIC ajpeca.

— Ha pannsiii IP-agpec ¢ kaxaoro u3 agpecos, 3aJaHHbIX OCTAIbHBIMU CUETYUKAMM.
— Ha nannsiii IP-agpec co Bcex OCTanbHbIX aJpecoB.

IIpu 5TOM HaKeThl, aApEeCOBAaHHbBIE B JAHHYIO CETh, YIUTHIBAIOTCS TOJIBKO Ha HHTEpdeiice, gepe3 KOTOPBIH MPOXOIUT
MapIIpyT B 3Ty C€Th, a MMAKETHI, IOChIIIAEMBIE U3 TaHHOH CETH — Ha OCTAJFHBIX HHTEepdeicax.

IIpumep:
S I IPACCT IADR:192.168.0.0/255.255.0.0 AM:255.255.255.0 UM:255.0.0.0 IP:1,2,4-6,8-10

Y4uThIBalOTCS MaKeThl, MOChlIaeMbie uepe3 [P-unrepdeiicel 1, 2, 4, 5, 6, 8, 9 u 10 B cetn ¢ aapecamu 192.168.x.x u
3 3THX ceredl. JlaHHBIe 0 Tpaduke MEXIy STHUMH CETSIMH BBIBOISTCS OTIENBHO IO KaXIOW Mape MoAceTed Buia
192.168.0.x, 192.168.1.x, 192.168.2.x u T.1. JlaHHbBIE O Tpaduke MEXIy HUMH U BCEM OCTaJIbHBIM MHPOM BBIBOJSTCS
OTIIEJbHO MO KaXkJ0i nape nojaceredt Buaa 192.168.0.x, 192.168.1.x, ... n 1.X.X.X, 2.X.X.X, ...

INPUMEYAHHUE B cratucruke no IP-agpecam yuuThIBaroTCA TONBKO PEAbHO OTHPABICHHBIE UCXOAAIINE TAKETHI.
[Maketsl, 610KMpOBaHHBIE (QUIBTPaMH, COPOIICHHBIE M3-3a IEPENOIHEHHS BBIXOAHOW ouepenu H
T.IL., HE YYUTHIBAIOTCSL.
Ecnu nHa unrepdeiice Brarouen NAT (IP-mackapaauHr), TO B CTATUCTHKE OTPAKAIOTCS TOJBKO
BHEIITHKE aJpeca, T.€. Te, C KOTOPBIMH HAKETh! ObIIN TEPEIAaHbI CIEIYIOMIEMY Y3IIy.

TIpocMOTpETh CITUCOK CYETYMKOB U YIATUTh KOHKPETHBIH CUETIHK Tpaduka MOKHO TpH oMoy koMmany Display IP
u Clear IP cnenyromero gopmara:

D I IPACCT
C I IPACCT IADR:<ip-agpec/macka>
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§4.6.2. Cratucruka no IP-agpecam

JIiss mpocMOTpa MOJTYYCHHOW CTAaTHCTHKH IO BCEM WIIM IO HEKOTOpoMy oaHoMmy IP-unTtepdelicy mcmonb3yercs
komanpa Display IP cienyromiero hopmara:

D I ACCT
D I ACCT:<HoMep_uHTepdeitca>

JlONONHUTENBHO B 3TUX KOMaHAaX MOXHO yKa3aTh NEpHO OOHOBIEHHS CTAaTHCTHKH IapaMeTpoM UP:<cekyHabl>.
Jis npyTHux oneparuii co cTatucTukoi [P-Tpaduka ucmons3yroTess KOMaHIbL:

C I ACCT 3adukcrupoBaTh HAKOIUICHHYIO CTaTHCTHKY BO BCIOMOTATEIHHOMH
TabJIHUIIEe ¥ OOHYIINTH TEKYIIUE 3HAYCHUS.
OOHYNHTH 3a()MKCUPOBAHHYIO PaHee TAOJIHUILY CTATUCTUKH.

C I ACCT CHECKPOINT
D BeiBecTr 3adMKcHpoBaHHYIO paHee TaONMIy CTATHCTHKH IO BCEM

I ACCT CHECKPOINT

uHTepdeiicam.
D I ACCT:<Homep> CHECKPOINT BriBecT 3aMKCHPOBAaHHYIO paHee CTATUCTHKY IO 3aJaHHOMY
unHTepdeiicy.
[Tpumep crnvicka GUIBTPOB M CTATUCTHKY:
Manager: D I IPACCT
IADR:10.0.0.0 /255.0.0.0 AM:255.0.0.0 UM:0.0.0.0 1IP:1,2
IADR:194.67.234.64 /255.255.255.224 AM:255.255.255.224 UM:0.0.0.0 1IP:1,2

IADR:ALL AM:255.255.255.255 UM:0.0.0.0 IP:2
Manager: D I ACCT:A
Source Destination Packets Bytes Interface

10.0.0.0 10.0.0.0 169 5602 1
0.0.0.0 10.0.0.0 97823 104496806 1
194.67.234.64 194.67.161.1 44 1816 2
194.67.234.64 194.67.160.3 181 7394 2
194.67.224.230 192.118.82.140 6 216 2
194.67.224.230 194.67.111.89 18 648 2
194.67.234.64 195.2.72.152 821 32589 2
194.67.224.230 194.67.110.93 5 180 2
194.67.234.64 195.2.72.153 1843 54720 2
194.67.234.64 212.219.56.162 787 18492 2
194.67.234.64 194.67.137.187 1132 148001 2
194.67.234.64 63.246.130.50 785 42907 2
194.67.234.64 66.187.233.205 48 1398 2
194.67.234.64 195.161.119.244 306 16340 2
194.67.234.64 195.161.119.246 271 23817 2
194.67.234.64 195.161.119.249 127 10142 2

§4.6.3. Crarucruka no IP-unrepdeiicam

Jlst mpocMoTpa cTaTUCTHKU oOMeHa makeTamu o IP-untepdeiicam ucnonb3yetcst komana Display Statistics/Status

B cienyromieM popmare:

D S IP:<HOmMep>

dopMaT W COAEP)KUMOE CTaTHCTHKH 3aBHUCAT OT Tuma uHTepdeiica. JlONOTHUTENIFHO MOXET OBITh YKa3zaH
HeoOs3aTenbHbI mapameTrp UP:<uHTepBan> — mepnol 0OHOBIICHHS CTaTUCTHKH (B cekyHaax). I[lo ymomdaHuio ero
3HaueHHe paBHO 0 — OOHOBJIEHNE HE IPOU3BOJUTCSI.

st copoca cratuctuku [P-uaTepdetica ncnonp3yercs komanaa Clear Statistics:

C S IP:<HOMep>
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§4.6.4. IIpocmotp cocrosinusi TCP-coequnenumii
Jis mpocmoTpa cratyca T CP-coequnenuii ncnonp3yercs komannaa Display Status B cienyromem gopmare:

D STCB:A BriBecTu craTyc Beex ycTaHoBIeHHBIX T CP-coenHeHuid.
D S TCB:<HOMep> BriBecTn TOAPOOHYI0 HH(OpMAIMIO O 3aJaHHOM coeanHeHun. Homep Tpebyemoro
COEJIMHEHHS MOXKHO y3HATh C TIOMOUIBIO NMPEIbIAYIIeH KOMAaHIbI.

JanHasi KOMaH/a BBIBOAUT MH(pOpMaiio yrpasistomux 6mokoe TCP (TCP Control Block, TCB) aast Bcex TCP-
COE/IMHEHUH, IMEIOIUXCSI B YCTPOUCTBE HA IAaHHBIH MOMEHT.

Ipmmep (maOpMAaIsE 000 BCceX COCTUHEHUSX):
Manager: D S XOT:0

TCB 0: type is SERVER, state is LISTEN
Local port: 23

TCB 1: type is SERVER, state is LISTEN
Local port: 1998

TCB 2: type is SERVER, state is LISTEN
Local port: 80

TCB 3: type is CONNECTION, state is ESTABLISHED
Local host: 10.0.6.30, Local port: 23
Remote host: 10.0.0.6, Remote port: 34484

Ipmmep (maHPOpMAIU O 3a1aHHOM COSTUHCHH):
Manager: D S TCB:3

TCB 3: type is CONNECTION, state is ESTABLISHED

Local host: 10.0.6.30, Local port: 23

Remote host: 10.0.0.6, Remote port: 34484

iss: 769318912 snduna: 769337889 sndnxt: 769337891 sndwnd: 17280
irs: 1989637931 rcvnxt: 1989638803 rcvwnd: 4096

Datagrams(rmss: 1460 smss: 1440):

Revd: 740, with data: 394, total data bytes: 871

Sent: 735(retransmit: 0), with data: 342, total data bytes: 18978
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§4.7. lonoHuTEIbHBIE CJIY:KOBI 1JIf JIOKAJbHBIX ceTel

§4.7.1. Craruueckuii ARP

Jus oomena [P-nakeramu B nokanpHO# cetu (Ethernet mimm wHOTO THMHa) mcnonb3yercs nporokon ARP (Address
Resolution Protocol). [Ipotokon nunamuuecku Gpopmupyer tabnuiy coorBerctBus Mexay |P- u MAC-aapecamu yct-
POMCTB TaHHOW ceTH. DTa NpoleTypa BHIOIHACTCS aBTOMAaTHYECKU U He TpeOyeT BMEIIaTenbCTBa aIMHHUCTPATOPA.

Hapsiny ¢ nuaamunueckum ARP, yerpoiictBa NSG nojnepxkuBatot cratudeckyto tadbiauiy ARP, koropas hopmupy-
eTcst aaMuHUCTpaTtopoM. i coznanus 3amucu B Tabnuie ARP ncnonp3yercs komanna Set IP cnenyromero Buja:

S I ARP:<HoMep_uHTepdeica> IADR:<ip-agpec> ADDR:<Mac-agpec>

rne  ARP:<Homep> Howmep IP-unTepdetica MapipyTu3aTopa, K KOTOPOMY OTHOCHUTCS JaHHAsl 3aliCh
IADR:<ip-apgpec>  IP-aapec HEKOTOPOTO YCTPONCTBA B CETH, MOAKIIOUCHHON K 3TOMY HHTEpdeCy
ADDR:<mMac-agpec> MAC-aapec TpeOyeMoro ycTpoicTaa.

s mpocmoTpa cratndeckod u Tekymer tabmui ARP s Hekotoporo IP-unTepdeiica HCIONB3yIOTCSI KOMaHIbI
Display IP cnenytomero Buja:

D I STATIC ARP:<HOMep_MuHTepdeica>
D I ARP:<HoMep_uHTepdeiica>

Jis ynaneHus 3anucei! (Kak CTaTUUECKUX, TaK U JUHaMH4YecKux) 13 Tabnuisl ARP ucnomnssyercs komanma Clear IP:
C I ARP:<HoMep_uHTepdeiica> IADR:<ip-agpec>
Craruueckue 3anucu ARP BeinonssitoT B yctpoiicTBax NSG IBOSIKYIO pOJIb:

— Ecmu Ha HekoTOpOoM IP-ycTpoiictBe B cetn Ethernet ciry:x6a ARP He mogmep:kuBaeTcs WM OTKIIOYSHA IO KaKOH-
1100 MpUYKHE, aIMHHACTPATOP CETH MOXKET yKasaTh ero MAC-aapec Bpyunyto (Static ARP).

— Crartuueckue 3anvcu B Tabnuie ARP umeror nmpuopurer Haa guHamudeckumu (Strict ARP). Ecnu st HekoToporo
IP-anpeca 3aman craruueckuit MAC-aapec, yctpoiictBo NSG OyeT mochliaTh MakeThl TOJBKO MO 3TOMY ajapecy. B
TEX CIIy4Yasx, KOTJa B CETH HCIOJIb3YIOTCS CIyKObI ayTeHTH(PHKAINK, OWIIMHTA | T.II., OCHOBaHHBIC Ha IP-anpecax,
Takas aJMHHUACTpATHBHAs mpuBs3ka [P-aapecos k pusuyeckum agpecam moptoB Ethernet mo3BossieT MOBBICHTH X
HaJIe)KHOCTh U JJOCTOBEPHOCTD.

NPUMEYAHUE Strict ARP ne 3anpemiaer ynaneHHoMy yctpoiictsy, MAC-aipec KOTOPOro He COOTBETCTBYET

3aganHoMy |P-anpecy, mockiare makeTsl B ceTb. OrpaHHYeHNE COCTOUT JIMIIb B TOM, YTO TTAKETHI,
noctynatomue Ha maHHbi |P-agpec, Oymyr ormpaBnsitees nckimountenbHo Ha MAC-anpec,
3amaHHbli B Tabmuie ARP; takum o0pasom, ycTpodcTBO ¢ HempaBWIBHEIM MAC-aapecoMm He
CMOJXKET MOJTYYNTh HUKAKUX OTBETOB HA CBOM 3aIPOCHI.
Mexanmm ARP obecrieunBaeT morick MAC-anpeca o uzsectHomy |P-anpecy, Ho He B 00paTHYIO
cropony. Ecnmu ycrpoiictBo ¢ MAC-anpecoM, cofepkammmMcs B craTtudeckoi Tabmuie ARP,
HauHeT pabortarte mnoj apyrum IP-agpecoM, To pa3pemieHue anpecoB OBLAET BBIMOJIHATHCS
OOBIYHBIM 00Pa30M, T.€. C TOMOIIBIO TuHaMu4eckoro ARP.

§4.7.2. ARP-npoxcu

IP-uHTepdeiicsl MapuIpyTH3aTOpa MOAAEpKUBAOT pexkuM ARP-mpokcn, T.e. MoryT orBeuats Ha 3ampockl ARP ¢
ykazanHbIMU [P-agpecamu, mockuiast B otBeT cooctBeHHbI MAC-aapec. Takum 00pa3oM, OHU TOTYYalOT BOZMOKHOCTh
MPUHUMATh MAKEeTHl, aJ[peCOBAaHHBIE HEKOTOPHIM XOCTaM BHE JIOKAJFHOW CETH, M Jajee MepechliaTh STH ITaKeTHl B
COOTBETCTBHMHU C YCTAHOBJIICHHOM Tabiuueil Mapmpyrusanuu. [IpuMep nmoaximodeHus yaajJeHHOTo KIMeHTa MOKa3aH Ha
pucyHKe Ha cienytomeii crpanune. Yroos! 1K u3 yokansHON ceTn MOTiIH 00panaThes K 3TOMY YAAJIEHHOMY XOCTy (1
Hao00poT), HET HEOOXOIMMOCTH HACTPAWBaTh MapIIPYTH3AIMIO U IUIIO3 MO0 YMOJYaHMIO Ha KaXJOM M3 HUX; BMECTO
9TOT0 MOUCK TPEOYEMBIX Y3JIOB BBHIITOJIHAETCS aBTOMaTHYeCKH KinueHtamu ARP.

JIis BKITFOUCHUSI U BBIKJTFOUCHUS PEKUMa MPOKCH ¢ 3aaHHbIM [P-anpecom mcnonp3yrorcest komanast Set IP u Clear
IP, cooTBETCTBEHHO:

S I ARP:<HoMep_uHTepdeica> IADR:<ip-agpec> PROXY
C I ARP:<HoMep_uHTepdeiica> IADR:<ip-agpec>

WNudopmanmss 0 TpOKCH-cepBHCax HUHTepdeiica, Hapsmy ¢ ApyruMu 3anucsmu Tabmunel ARP, BeIBOmmTCS
komangamu Display IP:

D I STATIC ARP:<HoMep_wuHTepdeiica>
D I ARP:<HOMep_uHTepcelica>
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Jltst coemuHeHns "TOYKA-TOYKA" ¢ YOaJICHHBIM [IOJb30BATEIEM B JAHHOM MPHMEPE MCIOIB30BaH
HeHyMmepoBauHbIi (Unnumbered) uurepdeiic IP:2. IP-ampec 192.168.0.128 HasHaueH yaaneHHOMY
HOJIb30BATEJII0 CTATHYCCKH.

Cny:x6a ARP oGpabaTeiBaeT TOJIBKO ofHOaaApecHbIe (UNnicast) makeTsl. [y paboOThI MPHIOKEHHIA,
HCIOJB3YIOIINX IIMPOKOBEMATENbHYI0 pacchuiky (broadcast) — wampumep, mis ceteBoro
KJIMCHTa, KOTOPBHIA TaKUM 0Opa3oM MPOU3BOAUT 0030p JOKATbHON CETH — CIIEAYeT MOMOIHUTD
BBILICTIPUBEICHHBI MpuMep (uiibTpamu Tuma Switch aas KOMMyTanuu IIUPOKOBENATENbHBIX
MakeToB Mexay unrepdeiicamu (cm. §4.5):

S I FILTER TY:S EN:YES IN:1 DA:192.168.0.255 OUT:2
S I FILTER TY:S EN:YES IN:2 DA:192.168.0.255 OUT:1
S I FILTER TY:S EN:YES IN:1 DA:255.255.255.255 OUT:2
S I FILTER TY:S EN:YES IN:2 DA:255.255.255.255 OUT:1

Ecnu ynaneHHbId KJIHMEHT MAOJDKEH 00pamarthCs K XOCTaM, PAcIONIOKEHHBIM 3a MpejeiamMu
JIOKaJbHOM CEeTH, TO HeOOXOAMMO OMPEIETHUTh TaKXkKe MUT03 1Mo ymordaHuioo (cM. §4.3.2) m DNS
(cm. §4.3.5, mubo craTHuecku Ha caMOM KimeHTe). JlaHHBIe TTapaMeTphl HACTPauBaIOTCS TakK JKe,
KaK ¥ Ha KOMITBIOTePax JIOKAIbHOMN CETH.

§4.7.3. Perpancastop BOOTP/DHCP

Mexannzm BOOTP obGecneunBaeT ynajieHHYIO 3arpy3Ky CETEBbIX YCTPOMCTB (B HEPBYIO Odepeib, Oe3IMCKOBBIX
pabounx craHnmii) mo yokanbHOW cetn Ethernet ¢ menrtpanmm3zoBaHHOTO cepBepa. YacTHBIM CiydaeM HpPUMEHEHHUS
BOOPT sBnsiercss nosiyuenue kiueHToMm I[P-anpeca mpu momowmu nportokosa DHCP. Perpancnstop 3ampocoB u
orBetoB BOOTP/DHCP o6ecmiednBaeT paboTy STHX MPOTOKOJIOB B cIydae, KOTJa CepBep PacloioXeH BHE JOKaIbHOM
CeTH, B KOTOPOI HAaXOJHUTCS KIIHEHT.

Perpancnstop BOOTP (BOOTP-relay) nacTpanBaercsi MHAMBHAYalbHO Uil Kaxjoro IP-unrepdeiica. [dnst ero
paboTbl HeoOx0aAUMO yKazaTh anpec cepsepa BOOTP npu nomomu napamerpa HADR (Helper Address):

S I HADR:<ip-address> IP:<ip-interface>

s BeiximoueHus ciryx0s1 BOOTP-relay ncnons3yercs komanna Clear IP:

C I HADR IP:<ip-interface>

Mexannzm BOOTP-relay pabotaer crenyromum oopazom:

1. BOOTP-kiareHT nochuIaeT MUpOKOBeIarenbHbIi 3anpoc B Buge UDP-nakera va mopt 67 (BOOTP-cepsep).

2. BOOTP-relay (mapmpyruzatop NSG), moiayduB Takoi MakeT, oNpeessieT, 3aJaH JIM Ha HHTepdelice, ¢ KOTOpOro
npuien 3ToT naker, napamerp HADR. Ecim na, o BOOTP-relay nponuceiBaer B nose giaddr 3anpoca IP-anpec
naHHoro MHTepdeiica, a kauectBe [P-anpeca Ha3HaueHus nozacTasisieT 3HaueHue napamerpa HADR. U otnpasisier
MaKeT JaJIbIlIe B COOTBETCTBUH C TaOIMIEH MapIIpyTH3aLHN.

3. BOOTP-cepBep, Haxoasmuics mo aapecy, 3aganaoMy mapamerpoM HADR, momydaeT makeT U OTIPaBIISET OTBET
Ha iopt 67 (BOOTP-cepBep) no aapecy, 3anucannomy B noJie giaddr, T.e. perpancisatropy BOOTP.
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4, BOOTP-relay (mapmipytuzatop NSG), MoJydrB OTBET OT CEPBEPA, BBHIIOIHSICT OAHO U3 IBYX ICHCTBHIA:

— Toncrasnser [P-anpec BOOTP-knmmenTa u otmpasisier otBer Ha MAC-anpec BOOTP-knmenTa. Ob6a anmpeca
COZIEPIKATCS B CAMOM OTBETE.

— Ecnm ycranominen ¢uar mmpokosernarensHoit pacceutku (broadcast flag) wim nanpheiimas mepemada He
Tpebyer MAC-ajipeca, OTIpaBisieT OTBET MO [IHPOKOBEIIATEILHOMY aJIpecy.

Ortser otmpasmnsiercsa Ha mopT 68 (BOOTP-kiueHT).

AHanoru4HeIM 00pa3oM mpoucxoaut odpameHue k ceppepy DHCP. Ilpu atom cepBep mosiydaet uH(oOpMaImoo 0
CeTH, U3 KOTOpO# mpwuiien 3ampoc (Mo aapecy, ykazaHHOMY B moje giaddr), ¥, COOTBETCTBEHHO, MOXKET HAa3HAYUTh
KIMEHTY aJpec U3 AUana3oHa, BBIIEICHHOTO CIIeUaIbHO I STOU CETH.

ITpocmotpets anpec cepepa BOOTP, HazHaueHHsII nHTEpdElicy, MOKHO IpU MOMOIIY KoMaH bl Display Parameters:

D P IP:<HOMep>

§4.6.4. Crarncruka Ethernet-cranumii
Huns mpocmoTpa cratuctukd pabotel  Ethernet-cranmmii mcmomb3yercs komanzma Display Statistics/Status B
crneayromieM hopmare:
D S ET:<HoMep>

JlononHuTenbHO MOXeT ObITh yKa3zaH HeoOs3arenbHbIl mapamerp UP:<uHTepBan> — mnepuoa OOHOBICHUS
CTaTHCTHKH (B cekyHnax). I[To ymomuanuto ero 3HaueHue paBHo 0 — OOHOBICHNE HE TPOM3BOANUTCH.

st copoca craructuku Ethernet-cranumm ncnonesyercst komanaa Clear Statistics:

C S ET:<Homep>
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