Cucrema Gecriepeboiinbix coequnernii UiTCP. BeicTpslii cTapT. 1

Cucrema 0ecnepedoiinbix coequHennii UiTCP
BoicTpoiid crapt (ITO NSG Linux 1.0)

Cucrema Gecriepeboiinbix coemuuenuit UITCP — dupmennas texuonoruss VPN 4 ypoBHs, paspaboraHHast
kommanueit NSG aist 0aHKOBCKUX M IPYTHX CIIEU(PUISCKUX NpUIoKeHu. [ TaBHOE OT/IMYHe 0T APYTHX aHAJIOTHIHBIX
perrerme (STunnel, OpenVPN, KerioNet u mp.) cocToHT B MexaHW3ME TapaHTHPOBAHHOW JOCTABKH ITAKETOB TIPH
MHOXKGCTBEHHBIX OOpBIBaX CBSI3M M IIepeXofJax Ha pe3epBHbIC KaHAIbl CBs3H. CHcTeMa peann3oBaHa B BHIE
JONOTHUTENBbHOTO Moy st (Plug-in) moBepx ocHOBHOTO mporpammuoro obecredenust NSG Linux 1.0.

JlaHHBINA TOKYMEHT KPAaTKO OIMMCHIBAET OCHOBHBIE TIPOIIEAYPHI U TIOCTPOEHUS TeCTOBOM MHCTaumsuu UITCP u3
cepBepa W OXHOro KiameHTa (o cocrtosHuio Ha Bepcuto UITCP 0.23 u NSG Linux 1.0 build 4 rcl). Ucnomab3syercs
HanOosiee wyacToe mnpuMeHeHne — mepenada tpaduka TCP. IlompoOHO mpolenypsl HACTPOWKA OCHOBHOI'O
nporpammuoro obecredenust NSG Linux 1.0 u uiTCP paccmotpens! B jokymentax NSG:

Mynemunpomoxonsnsle mapuipymuzamopul u kommymamopwl naxkemos NSG. IIpoepammnoe obecneuenue NSG
Linux. Pyxosodcmeo nonvzoeamersi.

Mynemunpomoxonvuvle mapuipymuzamopuvt u kommymamopuvt naxemos NSG. [Ipozpammnoe obecnevenue NSG
Linux. ui TCP. Cucmema obecneuenus becnepeboiinbix coeounenul.

B kauecTBe KIHEHTCKOro yctpoictBa ucmonbsdyercs NSG-700/4AU. B kauecTBe cepBepa Uil PealbHOTO
MOCTPOEHHST KPYIMHOMACHITAOHBIX CHCTEM (ACCSATKH, COTHH KJIMEHTOB) CIEYeT HCIOJb30BaTh CICIUATU3UPOBAHHbIC
komMMyHuKanuoHHeie cepBepbl NSG-1000/GW. Opnako [uisi efieil TECTUPOBAHUS M OLCHKH BO3MOXKHOCTEH JaHHOM

TEXHOJIOTUH, & TAKXKeE I HEOONbIKX cucTeM (10 30 KIMEHTOB) B KaUECTBE CEPBEPA MOXKET UCIIOJIB30BATHCS BTOPOE
yerpoiicteo NSG-700/4AU.

NPUMEYAHUE JlauHelii JOKyMEHT OMUCHIBaeT HacTpoiiku UiTCP mpuMeHHTENBHO K OCHOBHOMY MPOTPAMMHOMY
obecrnieuenno NSG Linux 1.0.
B mporpammuom oGecnieuernu NSG Linux 2.0 cucrema UITCP siBisieTcst IITATHOM KOMITOHEHTOM
1 HACTPaWBaeTCs] aHAIOTUYHBIM 00pa3oM, 3a0JIHO C OCTAJbHBIMH KOMIOHEHTAMH HPOTPAMMHOTO
obecrieuenus, ¢ momornsio Web-nurepdeiica i KOHCOTbHOHN yTHAUTHI NSgSh.

Network Systems Group http://www.nsg.ru



2 Cucrema Gecriepeboiinbix coequnuernii UiTCP. BeicTpslii cTapT.

1. TunoBbie KOH(PUTYpaALUH

Bynem mnpenmonarate, YTO TOCTaBieHAa 3ajadya MOAKIIOYUTH OJUH OaHKOMAT K IIPOLECCHHIOBOMY CEpBEpY,
UCTIONB3Ys ABYX omepaTopoB. O6a omepaTopa MpemoCTaBISIOT TOJIBKO 0a30BYIO yCIyry — JOCTyHn B VHTEpHET c
JVMHAMHWYIECKUMHM IpuBaTHRIMU |P-anpecamu, Hanbonee CI0XKHYIO I [eJIe TOCTPOSHNUS KOPIIOPATUBHBIX CETEH.

Kon¢urypauus a). OcroBHoit sBisiercst cete CDMA (Ckaiimak), pesepBHoit — GRPS (mns onpenenénnoctw,
Meragon). CoOoTBETCTBEHHO, B KauecTBe KimeHTa ucnoibsyercs maccu NSG-700/4AU h/w ver.6 ¢ moxymssmu UM—
EVDO/A h/w ver.5 (pazsém s1) u UIM-EDGE h/w ver.3 (pa3sém s2).

Cetb 1 NSG-700/4AU
CDMA
NHTEpHET sl I_j
UM-ET100 om0
Gos 123456789530 |10,0.0.7/8
% GSM/GPRS B
BaHkomaT Q
192.168.0.2 MWHUCTPATO
(10.0.1.1) % a batop
] .
.= sl
e~ L UM-EVDO/A
, ( %
| <tho UIM-EDGE v3 MpOLIECCUHIOBbIf
192.168.0.1 \5G~700/4AU cepBep
h/w ver.6 10.0.0.1/8

Kondurypanust 6). OcHoBabiM oneparopom siBisiercst MTC, pesepBHbiM — bunaiin. Mcnons3yercs maccu NSG—
700/4AU (anmapatHasi Bepcusi HecylecTBeHHa) ¢ 2-cumuarbiM Moayiem UIM-EDGE h/w ver.3 (pa3nsém s1).

Koundurypauust B). OCHOBHOE CcOeqMHEHHME 10 HazeMHOMY KaHany Ethernet, pesepsHoe — Meradon.
Ucnone3yercs maccu NSG-700/4AU (Bepcust HecymectBerna) ¢ moayiem UIM-EDGE h/w ver.3 (pasbém sl).

Cetb NSG-700/4AU
GSM/GPRS
WUHTepHeT sl I_j
UM-ET100 otho
123.45.67.89/30 10.0.0.7/8
BaHkomaT - Q
192.168.0.2 AOMUHUCTPATO
(10.0.1.1) % pemop
] .
| sl
=% UIM-EDGE V3 eth0.102
( 98.76.54.30/30 | |
|
| | MpOLECCUHIOBBIN
] th0.101
192 166.0.1 NSG-700/4AU CeTb Ethernet cepsep
' e h/w ver.6 10.0.0.1/8

B kauectBe cepmepa wucrosbs3yercsi ycrpoiictBo NSG—700/4AU (anmaparHass BepcHst HecyllecTBeHHa). UTOOBI
YAOBIETBOPUTH CaMbIM CTPOTHM TpeOOBaHWSIM OE€30TACHOCTH, B IACCH YCTAHOBIIEH JOMOJHUTEIBHBIN (QU3NIECKUi
nopr Ethernet — wmomynms UM-ET100. BerpoennsiM moptoM ethQ ycTpoWCTBO BKIIIOUEHO B JIOKAIBHYIO CEThH

IMPOLECCUHIOBOI'0 IICHTPA.

Bankxomar ycranaBiuBaetr TCP-coeniHeHre K IPOLIECCHHTOBOMY CEpBEpY B JIOKaJIbHOH ceTn OaHka. Ha mponeccunre
oH 3apeructpupoBat moJ IP-agpecom 10.0.1.1. Kpome Toro, npennonaraercs (XoTs 3T0 He 0053aTENIBHO), YTO KasKAbIi
0OaHKOMAaT yCTaHABJIMBAET COeIMHEHHE Ha YHUKaIbHBEINH TCP mopt cepsepa, s gnanaoro 6ankomara — 20001,

ITomumo 3TOTO, B CeTH OaHKa UMEETCS aAMHHHUCTPATOP(bI), KOTOPOMY TpeOyeTcsl ycTaHaBIMBATh COCIUHEHUS CO

CBOEit CTOPOHBI K DaHKOMATY U K KIMEHTCKOMY ycTpoiicTBy NSG.

http://www.nsg.ru
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Cucrema Gecriepeboiinbix coequnernii UiTCP. BeicTpslii cTapT. 3

2a. Hactpoiika ocaoHoro I1O (Bapuant CDMA + GPRS)

Kongurypanus cepsepa:

hostname uitcp_srv
|
nsg
users
user-name nsg md5 12345
user-name root md5 12345
exit
card s1 um-et100
port ethO
ip address 10.0.0.7/8
exit
port s1
ip address 123.45.67.89/30
exit
]
ip route 0.0.0.0/0 123.45.67.90
]

OcHoBHasi KOH(Urypauusi KIMeHTckoro ycrpoictBa. SIM-kapra MeradoH ycraHOBIE€Ha B OCHOBHOE (BEpXHee)
rue3no Ha moayie IM-EDGE, PIN-kox ¢ 06eux KapT CHAT, Bce MEPEMBIYKH (AMMapaTHOTO pectapTa u 1-/2-cuMyatoro
pexrMa) Ha 000MX MOAYJISX YCTaHOBJICHBI.

hostname ATM001
]
nsg
users
user-name nsg md5 gqwerty
user-name root md5 qwerty
user-name mobile open internet
user-name gdata open gdata
exit
virtual-template 1
keepalive 10 retry 3
ppp ipcp accept-address yes
ppp sent-username mobile
exit
virtual-template 2
keepalive 10 retry 3
ppp ipcp accept-address yes
ppp sent-username gdata
exit
chat-script CDMA "TIMEOUT 40 XXX-\rAT-OK ATD#777 CONNECT ' '"
chat-script GPRS "TIMEOUT 30 XXX-\rAT-OK AT+CGDCONT=1,\"IP\",\"internet\" OK ATD*99***1# CONNECT ' '"
card sl uim-cdma
card s2 uim-edge
port ethO
ip address 192.168.0.1/24
exit
port s1
encapsulation ppp
virtual-template 1
chat-script CDMA
exit
port s2
encapsulation ppp
virtual-template 2
chat-script GPRS
exit
]

IIpoBepka AOCTYIMHOCTU cepBepa yepe3 coToBbie cetu u Mutepuert. J{ns pabots UITCP 3Ti MapuipyThl HE HYXHBI,
MO3TOMY IOCJIE MPOBEPKH OHU yIANSIOTCS (MOTYKUPHBIM MIPH(TOM BBIICICH BBOJ IIOJIE30BATEIIs ):

Network Systems Group http://www.nsg.ru



4 Cucrema Gecriepeboiinbix coequnuernii UiTCP. BeicTpslii cTapT.

ATMO001(config)# ip route 123.45.67.89/32 s1
~Z

ATM001# ping 123.45.67.89

AC ...............................

ATM001+# configure terminal

ATMO001(config)# no ip route 123.45.67.89/32 s1
ATMO001(config)# ip route 123.45.67.89/32 s2
~Z

ATM001+# ping 123.45.67.89

AC ...............................

ATMO001+# configure terminal

ATM001(config)# no ip route 123.45.67.89/32 s2

Bxutouenne SSH st ynpasnenust ycrpoiictBamu (Ha oboux ycrpoiictBax). I[lomumo mpsiMoro HasHaueHus, SSH
MOXHO HCIIOJIb30BaTh KaK yJOOHBIA HHCTPYMEHT sl epeayn (aityioB ¢ 0JHOTO ycTpoiicTBa Ha APYroe; Ui ITOH ke
L)X BBIIIE OBUIH YCTaHOBJICHBI APOJIH JJIS IOJIB30BATENIs FOot.

ATMO001(config-nsg)# services ssh keygen
This command may require a lot of time
Repeat the previous command and wait.
ATMO001(config-nsg)# services ssh keygen
$Generating SSH1 RSA host key:success
$Generating SSH2 RSA host key:success
$Generating SSH2 DSA host key: success
ATMO001(config-nsg)# services ssh enable

Hactpoiika cepBepa NTP (ma oboux yctpoiictBax). KoppekTHas ycTaHOBKa CHCTEMHOTO BPEMEHH KPUTHUYCCKHU
BakHa st paboTh UITCP, mockomnbky ceprudukarsl X.509 UMEIOT OrpaHUYCHHBIH CPOK JCHCTBUS (KaK CBEpXY, TaK U
cHH3y). PexoMeHnyeTcss CHMHXpPOHM3MPOBATh BCE YCTpOMCTBa B CHCTEME OT OJHOIO cepBepa. B maHHOM npumepe
ucnomnb3yetcs ntp.psn.ru [194.149.67.130].

!
nsg
ntp client
host 194.149.67.130
adm-state up
exit
I
ip route 194.149.67.130/32 sl (na kiuenme)
ip route 194.149.67.130/32 s2 2 (na k1uenme)
unu
ip route 194.149.67.130/32 123.45.67.90 (na cepeepe)
I

Hacrpoiika cepepa DHCP Ha kimeHTcKOM ycTpoicTBe. OH HO3BOJISCT 3apaHee MPONKCATh CETEBble HACTPOMKH
OGankomara B THNOBOH KoHpurypamum ycrpoiictBa NSG. Jlns ynoGcTBa MaccoBOil MHCTAJUIALMM BCE yJaIEHHBIC
IUTOIIAJKH UMEIOT OJIMHAKOBYIO KOH(Urypamuio: yerpoiictBo NSG — 192.168.0.1, 6ankomar — 192.168.0.2.

!
nsg
dhcp 1
ip-address 192.168.0.2 through 192.168.0.2
mask-length 24
interface eth0
exit

Ha Gankomare, 10 yMOYaHHUIO, BKIIFOUEHA JHHAMHYECKass KOHpuUTryparus mapamerpos TCP/IP; Takum o6pazom, ux
MOXXHO He HacTpauBaTh BooOme. Kpome Toro, kak OymeT moka3zaHO HIKe, OaHKOMAaT OyneT Bceraa oOpamaTrhes K
MPOIIECCHHTOBOMY cepBepy 1o aapecy 192.168.0.1 (t.e. k cBoemy ycrpoiictBy NSG, pabdoratonemy kak TCP proxy) u
mo mopry TCP 20000. ITomcranoBka yHukanpHOro IP-ampeca Oankomara uw/wim Homepa mopra TCP Oymer
BBINIOJIHATRCS Ha cepsepe UiTCP.

Taxum oOpa3oM, B JaHHOM 3a/jaue YHUKAJIbHBIMHU ITapaMeTpaMy Ha BCeH IUIOIIagKe OKa3bIBAIOTCS, KaK OyAeT BUIHO
U3 JanbHEHIIero, TOIbKO UM KireHTcKoro ycrpoiictea NSG B cucteme UITCP, ero oy u ceptudukat X.509. Bee
OCTalIbHBIE MapaMeTpbl OJMHAKOBBI JJIsl BCEX KJIMEHTOB M MOTYT OBITh 3arpy’KeHbl B HUX B BHJE T'OTOBOI THIIOBOH
KOH(pUTypanuy.

http://www.nsg.ru Network Systems Group
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26. Hactpoiika ocaoHoro I1O (Bapuant 2XGPRS)

Kon¢urypauus ceppepa naeHTHYHA IPEABIIYIIEMY CIIy4at0, MOCKOJIBbKY OHAa HE 3aBUCHT OT CII0C00a MOAKIIOUSHHUS
KIIMEHTOB. JTO ke oTHOcHTCcs K HacTpoiike SSH, kinmenta NTP (xpome mapmipyroB Ha NTP cepBep) u cepsepa DHCP
Ha KJIMEHTCKOM ycTpoiicTBe. OCHOBHAS KOH(QUTypanus KIUSHTCKOTO YCTpOWCTBa mpuBeneHa Hmke. SIM-kapra MTC
YCTaHOBJICHA B BepXHee I'He310, bunaitH — B HibkHee. [lepeMbluka anmapaTHOro pecTapTa YCTaHOBJICHA, IIePeMbIYKa
OJJHO-/IBYXCHMYATOT'O PeKMMa CHATA.

hostname ATM1234
nsg
users
user-name nsg md5 qwerty
user-name root md5 qwerty
user-name mts open mts
user-name beeline open beeline
exit
virtual-template 1
keepalive 10 retry 3
ppp ipcp accept-address yes
ppp sent-username mts
exit
virtual-template 2
keepalive 10 retry 3
ppp ipcp accept-address yes
ppp sent-username beeline

exit
chat-script MTS "TIMEOUT 20 XXX-\rAT-OK AT+CGDCONT=1,\"IP\",\"internet.mts.ru\" OK ATD*99***1# .
CONNECT ''"
chat-script BEELINE "TIMEOUT 20 XXX-\rAT-OK AT+CGDCONT=1,\"IP\",\"internet.beeline.ru\" OK J

ATD*99***1# CONNECT ' '"
card s1 uim-edge
port s1
encapsulation ppp
virtual-template 1 aux 2
chat-script MTS aux BEELINE
prio main 1 aux 1
exit
port ethO
ip address 192.168.0.1/24
exit
]

IIpoBepka mocTymHOCTH cepBepa uepe3 coToBble ceTn W MHTepHeT. UTOOBI mpoBepHTH PabOTy depe3 pasHBIX
OIepaTopoB, CIEAyeT BOWTH B KoMaHIHYI0 o6omouky OC Linux ¥ Tam NpHHYAMTENBHO 3aBEpIIUTH mpouecc pppd; B
COOTBETCTBHHM C HACTPOMKAaMU IOPTa, OH PeCTapTyeT yxke ¢ apyroi SIM-kapToii.

ATMO001(config)# ip route 123.45.67.89/32 s1
ne
ATMO001# start-shell
root@ATMO001 # ping 123.45.67.89
Ac ...............................
root@ATMO001 # killall pppd
(noooosicoams pecmapma mooyns 20-25 cex)
root@ATMO001 # ping 123.45.67.89
Ac ...............................
root@ATMO001 # exit
ATM001+# configure terminal
ATMO001(config)# no ip route 123.45.67.89/32 s1

Yro6bl HEMOCPEICTBEHHO YOEAWTHCA, YTO COCOWHEHHE MMEET MECTO C APYTMM OIEPaTOpPOM, MOXKHO IPOBEPHUTH
cocTosiHne uHTepdelica komannoi ifconfig s1 — B ceTsx pa3HbIX oneparopoB ajapeca OyayT BBLACIATHCS, KaK MPaBHIIo,
U3 Pa3HBIX IUANA30HOB.

Network Systems Group http://www.nsg.ru



6 Cucrema Gecriepeboiinbix coequnuernii UiTCP. BeicTpslii cTapT.

2B. Hactpoiika ocHoBHoro 1O (Bapuant Ethernet+GPRYS)

Kondurypauust cepBepa HISHTHYHA NPENBIAYIIUM IBYM CiIy4dasM, IIOCKOJIKY OHa HE 3aBHCHUT OT crocoba
MOJKITIOYEHHS KIMEHTOB. JTO ke OTHocuTcs K Hactporike SSH, ximenta NTP u cepsepa DHCP Ha ximeHTCcKOM
ycrpotictBe. OCHOBHAsI KOHQUTypaIys KINEHTCKOTO yCcTpoiicTBa mpuBeneHa Hmxe. SIM-kapra Meradon ycraHOBIeHa
B BEpPXHee THE3/10, BCE IIEPEMbBIUKH Ha MOJyJIe YCTaHOBJICHBI.

hostname ATM001
]
nsg
users
user-name nsg md5 qwerty
user-name root md5 gqwerty
user-name gdata open gdata
exit
virtual-template 2
keepalive 30 retry 3
ppp ipcp accept-address yes
ppp sent-username gdata
exit
chat-script GPRS "TIMEOUT 30 XXX-\rAT-OK AT+CGDCONT=1,\"IP\",\"internet\" OK ATD*99***1# CONNECT ' '"
ethernet-switch
mode vlan
phy 0 vlan vlan-groups "101-103" deny-other
phy 1 norm vlan-group 101
phy 2 norm vlan-group 102
phy 3 norm vlan-group 103
phy 4 norm vlan-group no
exit
card s1 uim-edge
port ethO
vlan 101
ip address 192.168.0.1/24
exit
vlan 102
ip address 98.76.54.30/30
exit
exit
port s1
encapsulation ppp
virtual-template 2
chat-script GPRS
exit
|

IIpoBepka JOCTYIMHOCTH cepBepa:

ATMO001(config)# ip route 123.45.67.89/32 98.76.54.29
~Z

ATMO001+# ping 123.45.67.89

AC ...............................

ATMO001# configure terminal

ATMO001(config)# no ip route 123.45.67.89/32 98.76.54.29
ATMO001(config)# ip route 123.45.67.89/32 s1

~Z

ATMO001+# ping 123.45.67.89

AC ...............................

ATMO001# configure terminal

ATMO001(config)# no ip route 123.45.67.89/32 s1

http://www.nsg.ru Network Systems Group
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3. YcranoBka UITCP

Hnst ycranoBku UITCP HeoOxomumo 3arpy3uth ¢ FTP-cepeepa NSG oaiin Buma uitcp-X.Y (rme X.Y — HOMep
BepcuH). PekoMeHIyeTcs IIOMECTHTh €ro Ha pecypce, IOCTYITHOM JIOKaJbHO (XOTS MOXKHO 3arpyxatb H
HEMOCPEICTBEHHO ¢ caiita yruiutoi ftpget).

VceranoBka u HacTpoiika UITCP BeimomHsoTCs B KoMaHIHO#H oGomouke NSG Linux. B Heé MOXKHO mepedTu c
HOMOIIBIO KOMaH/IBI

nsg# start-shell
J'II/I60 BOWTHU B CUCTEMY IO UMCHEM root. Bce usmenenus HeO6XO[[I/IMO COXpaHATH KOMaH}IOfI savecfg.

@aiin HEOOXOOMMO 3arpy3uTh Ha YCTPOMCTBO JIIOOBIM YIOOHBIM CHOCOOOM (PEKOMEHAYETCSI BO BPEMEHHYIO
JUPEKTOPHIO), HA3HAYUTH EMY IIpaBa Ha UCIIOJHEHUE U HCTIOJIHUTH!

root@uitcp_srv # cd /tmp

root@uitcp_srv tmp # tftp -g Z.2.Z.Z -r uitcp-X.Y
root@uitcp_srv tmp # chmod +x uitcp-X.Y
root@uitcp_srv tmp # ./uitcp-X.Y

B pesynbpTaTe Ha yCTPONCTBE CO3IAI0TCS TUPEKTOPUH U (haiiibl, HeoOxomumbie st padotsl UiTCP u Web-cepsepa:

root@uitcp_srv tmp # Is /etc/uitcp

bin

root@uitcp_srv tmp# cd /etc/uitcp/bin
root@uitcp_srv bin# Is

certs.conf  tools uitcp uitcp_web

VYcranoska UITCP Ha KITHEHTE BBIMOIHSAETCS, 10 ITOT0 MOMEHTA, TakuM ke oopazom. st nocryma k TFTP cepsepy
TI0 JIOKaJIbHOM CETH MOKHO BPEMEHHO Ha3Ha4uTh HopTy Ethernet iro6oii IP-agpec, mpuemiieMslil 1Sl JTOKaJIbHOM CETH:

root@ATM001 ifconfig eth0 10.0.1.123/8
Anpec, 3aJTaHHBIM TaKUM 00pa3oM, AEHCTBYET JJO pecTapTa CUCTEMBI U HE COXpaHsAeTCa B KOH(PUIYpalny.

st nanbHeiitiel HacTpoiiku Oyaet ucronb3oBathes yrunuta uish (UITCP shell). Moxwo 3amycTuth €€ ceityac aust
TPOBEPKH, 320IHO c031aTh (aiin koupurypamuu UiTCP 1 HACTPOUTH OJMH KPUTHUECKH BaKHBIM MapaMeTp — PEKUM
KJIMEHT/cepBep (B IPOTHBHOM CiTy4ae, JUlsl H3MEHEHHS 9TOr0 IapaMeTpa BIIOCICACTBIM MpUETes pectaproBath Ui T CP):

root@uitcp_srv bin # ./tools/uish

Error loading config file /etc/uitcp/config: cannot open /etc/uitcp/config: No such file or directory
Can't find config. Create new config.

Are you sure?[yes/no] yes

NSG Device Configurator, Copyright (C) 2008-2009, nsg.ru

Scheme file - ./tools/../uitcpScheme.lua

Config file - /etc/uitcp/config

(type _help for usage information)

uitcp>_mode

mode = client wm server COOTBETCTBEHHO

= "client"
uitcp>_show
{

mode = "client"
¥

uitcp>_write

Configuration will be saved to file /etc/uitcp/config
Are you sure?[yes/no] yes

(II) savecfg: Configuration saved successfully. Exit.
Configuration saved

uitcp>_quit

UroOBl 3aKOHYNTH YCTAHOBKY, HY)KHO CO37aTh (M Ha KJIMEHTe, M Ha cepBepe) 3amuch B (aitne /etc/inittab mms
ABTOMAaTHYECKOro 3amycka UiTCP, cOXpaHUTh N3MEHEHHUS M PECTAPTOBATH CHCTEMY:

root@uitcp_srv echo "#Autostarting uitcp” >> /etc/inittab
root@uitcp_srv echo null::respawn:/etc/uitcp/bin/uitcp >> /etc/inittab
root@uitcp_srv savecfg
root@uitcp_srv reboot
Bwmecto echo MoxHO BHecTH n3MeHeHHs B (bailyl BpyYHYIO € TIOMOIIBIO peslakTopa nano.

ITocne pecrapra cieayeT BHIIIOJIHUTE KOMaHIY PS B yOGAUTHCS, YTO UItCp MPHCYTCTBYET B CIIMCKE MPOIIECCOB.

Network Systems Group http://www.nsg.ru



8 Cucrema Gecriepeboiinbix coequnuernii UiTCP. BeicTpslii cTapT.

4. Hactpoiika \Web-cepBepa

Jst aBromatuueckoro 3amycka Web-cepBepa HeoOxo1uMo 100aBuTh B (aiin /etc/inittab ctpoky:

null::respawn:/usr/sbin/httpd -c /etc/uitcp/bin/uitcp_web/http.uitcp.conf -h /etc/uitcp/bin/uitcp_web

(¢ momomkro KoMaH B! echo mih pexakTopa nano). ITocie pecrapTa cIeayeT BBIMOIHATE KOMAHIY PS M YOSAUTHCS, UTO
httpd mpucytcTByeT B crimcke mporieccoB. Tereps ISl MOHMTOPHHTA U YIIPABJICHUS CHCTEMOM MOKHO HCIIOJIb30BAThH
Web-unrepeiic.

Web-cepBep HyXeH, B OCHOBHOM, Ha CepBepe, YTOObI ¢ €ro MOMOIIbI0 HaboIaTh paboTy KineHToB. HacTpoiika u
KIIMCHTA, M CEpBEpa MOXKET MPOU3BOUTHCS C TIOMOIIBIO YTHIUTHI Uish. TIpu HE0OOXOAMMOCTH MOXKHO Pa30BO 3aIyCTUTh
Web-cepBep Ha ucronHeHne, YT00bI, HATPUMED, €MHOMKIB BBIIIOJIHUTE KOH(PHUTYPAIIUIO KIMEHTCKOTO YCTPOUCTBA:

root@ATMO01 # /usr/sbin/httpd -c /etc/uitcp/bin/uitcp_web/http.uitcp.conf -h /etc/uitcp/bin/uitcp_web

5. 'enepauus ceprudurkaron X.509

[Tockombky B mpakTHueckux mpuMmeHeHmsx UITCP HeoOxommma, Kak MHHHUMYM, Haa&KHas ayTCHTH(OHKAIHS
KIIMEHTOB, 1L[eJICO00pa3HO BKIIOYHTH B AJAHHYI0 MHHHUMAIbHYIO0 HHCTAJUIALMIO HAcTpoiiky SSL. O1o, B cBOIO ouepens,
TpeOyeT yCTaHOBKM B3aMMOCBS3aHHBIX cepTHU(HKaTOB U Kimodeil X.509 Ha cepBepHbIC M HA KJIMEHTCKHE yCTPONCTBA.
CeprudukaTsl MOTYT OBITH BBIIAHBI CTOPOHHHMM YJOCTOBEPSIIOIIMM LEHTPOM M IIOMEIICHB B COOTBETCTBYIOIINE
JIUPEKTOpHH B BHJE (ainoB ¢popmata *.pem . OgHaKO B JaHHOW TECTOBOI MHCTAIUIIMU OyAET IMPOJEMOHCTPHPOBAHO
CO3/aHHE CaMOTIOAIIICAaHHBIX CEPTH(HUKATOB IIPU MOMOIIN BCTPOCHHBIX HHCTPYMEHTOB Ui TCP.

Ha cepBepe HEoOX0AMMO CO3/aTh OHPEKTOPHH, McHonb3yemble UITCP mo yMon4aHHIO, M CKONUPOBATH 0OpasIbl
KOH(pUTypauuy cepTu(HUKATOB:

root@uitcp_srv # mkdir /etc/uitcp/certs
root@uitcp_srv # mkdir /etc/uitcp/certs/capath
root@uitcp_srv # cp -r /[etc/uitcp/bin/certs.conf /etc/uitcp/

OOpasipl  KOH(DUTYypanuii, CKONMMPOBaHHBIE B JuUpekTopuio /etc/uitcp/certs.conf, cieayer oTpemakTUpOBATh
JIOJDKHBIM 00pa3oM IMpH MOMOIIM pefakTopa hano. Kak muHumMyMm, HeoOxoammo B daitnax root.cnf u server.cnf B
cekiuu [ req_distinguished_name ] B mome commonName srmcath peanbHblil IP-agpec (123.45.67.89) win momeHHOE
UM cepBepa.

BHUMAHUE Iepen co3manmeM cepTH)UKATOB HEOOXOTUMO YOCIOHWTHCS, YTO CHCTEMHOE BpeMs Ha cepBepe
YCTaQHOBJICHO TPABHIIBHO.

Ilocne aToro MoxxHo MPUCTYIATh HCIIOCPEACTBEHHO K CO3JaHUIO CepTI/I(I)I/IKaTOBI

root@uitcp_srv # cd [etc/uitcp/bin/tools/
root@uitcp_srv tools # ./cert-root
root@uitcp_srv tools # ./cert-server
root@uitcp_srv tools # ./cert-client ATM001
root@uitcp_srv tools # savecfg

B pesynbTarte Ha cepBepe CO3al0TCst HEOOXOAMMBIE CEPTU(HKATHI M KIIFOUH: KOPHEBOH, CaMOTO cepBepa, U KIMEHTa
nox mmenem ATMO01. Jlnst mocneayromux KIMEHTOB HEOOXOIUMO IMOBTOPSTH TOJIBKO IMOCIEAHUH CKPUNT C HOBBIM
MMEHeM KJIMeHTa. B 3axiouenne HeoOX0JMMO COCTAaBUTD JIOKAIBHBIN CIIMCOK KIMEHTCKUX CEPTU(HKATOB C X3IIaMHU B
Ka4yecTBe MMEH, /ISl IPOBEPKH UX JICHCTBUTEILHOCTH:

root@uitcp_srv tools # rehash

KopHeBoii ceptudurar m ceptudukarsl cepBepa roTOBH K HCIoJb30BaHHIO. Habop ceprudukaroB u xiouei,
HEOOXOMUMBIX KIMCHTY, YIAaKOBaH B oaWH apxuB [etc/uitcp/certs/ums_smerta/cert-client.umsa_smenrtatgz . Ero
HEOOXOAMMO MEePEeMECTHTh Ha KIHEHTCKOE YCTPOWCTBO JOOBIM Oe3omacHeIM crocobom (Ha USB Flash, wepes
npoMexxyrounbtii FTP wmum TFTP cepBep B JIOKadbHOW CeTH M T.N.) M PacHakoBaTh B HYXHYIO AMpEKTOpHio. B
HIDKeTIpUBeIEHHOM TpuMepe ¢aiin konmpyercss Ha wiumeHta no SSH (mpexmnosaraercs, YTO KIMEHT BpPEMEHHO
MOJIKITFOUEH K JIOKaJTbHOM ceTH OaHKa):

root@ATM001 # mkdir /etc/uitcp/certs

root@ATM001 # cd /etc/uitcp/certs

root@ATMO001 certs # ifconfig eth0 10.0.1.123/8

root@ATMO001 certs # ssh root@10.0.0.7 "cat /etc/uitcp/certs/ATM001/cert-client.ATM001.tgz" |
cat > cert-client.ATM001.tgz

root@ATMO001 certs # tar -xzf ./cert-client.ATM001.tgz

root@ATM001 certs # rm cert-client.ATM001.tgz

root@ATMO001 certs # savecfg
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6a. Coznanue TynHens UiTCP (Bapuant CDMA+GPRS)

Tenepb MOXKHO PUCTYMATh HEMOCPEACTBEHHO K HacTpoiike UiTCP. IlepBblii aTam — co31aHie 0TKa30yCTOHYHUBOTO
TYHHEJII MEXIY KIMEHTCKHIM M CEpBEpHBIM yCTpoiicTBaMH. HacTpoliKy pekoMeHOyeTcs MPOW3BOAUTH C IIOMOIIBIO
YTHIHUTHI Uish.

Hacrpoiika SSL Ha o0oux ycrpoiicTBax. YcCTaHaBIMBAIOTCSA TOJBKO PEKOMEHAYEMBIE OMLUH ISl MaKCHMalbHOM
Oe3zomacHocTH; Bce cepTH(UKATHl yKe HaxoAsaTcs B (ainax W IAUPEKTOPHSX, UCIOJB3YyEeMBIX IO YMOIYaHHIO, U
CHeHANTBHON HaCTPOUKH He TPEeOyIOT.

uitcp>ssl

uitcp.ssl>options

uitcp.ssl.options = {"all", "no_sslv2"}

= {"all","no_sslv2"}

uitcp.ssl>verify

uitcp.ssl.verify = {"peer","fail_if_no_peer_cert"}
= {"peer","fail_if_no_peer_cert"}

uitcp.ssl>_show

{
options = {
[1] = "all",
[2] = "no_ssIv2"
)
verify = {
[1] = "peer",
[2] = "fail_if_no_peer_cert"
b
b
uitcp.ssl>(npo6en)(enter)
uitcp>
Hactpoiika )xypHaI0B 1 OTIaaKu (Ha 000UX YCTPOHUCTBAX):
uitcp>log

uitcp.log>level

uitcp.log.level = d

= "debug"
uitcp.log>logFileMaxSize
uitcp.log.logFileMaxSize = 10485760
= 10485760

uitcp.log>_s

level = "debug",
logFileMaxSize = 10485760
¥
uitcp.log>(npo6en)(enter)
uitcp>
Kak BuaHO, KOMaHIBI B Uish (B TOM dmncie u MMeHa 0OBEKTOB, CO3JaHHBIX IOJIb30BATEIIEM) MOKHO COKPAIIATh.
Jlanee Ha cepBepe HYKHO CO3/1aTh 3aMHCh JUIS KIMEHTA, XOTS HUKAKUX HACTPOEK IO CYIIECTBY MOKa JeNaTh He OyIeM:

uitcp>clients

uitcp.clients>_n

uitcp.clients._.new = ATM001
uitcp.clients>A

uitcp.clients.ATM001>d
uitcp.clients.ATM001.description = test ATM
= "test ATM"
uitcp.clients.ATM001>(npo6en)(npo6en)(enter)
uitcp>_apply

Config to apply

{

clients = {
ATMO001 ={
description = "test ATM"
}
o
mode = "server"
}
Are you sure?[yes/no] yes
uitcp>

Network Systems Group http://www.nsg.ru
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Ha cepsepe uitcp skaéT BXOAAMIMX COSANHCHHH, 110 yMOI4auuio, Ha mopty TCP 50005 (mpu He0OX0AUMOCTH MOYKHO
HACTPOUThH IPYroi MOPT, U M30MPATENBbHO yKa3aTh HHTepdercer). Tenmepb MOKHO BBIATH U3 Uish 1 3aImycTUTh POCMOTP
CHCTEMHOT'0 JKypHaJIa, YTOObI CIIEIUTD 32 MOMbITKAMH KJIMEHTA TOAKIFOYUThCS:

root@uitcp_srv # tail -f /var/log/uitcp

2010-02-15 00:15:31 INFO
2010-02-15 00:15:31 INFO :
2010-02-15 00:15:34 INFO
2010-02-15 00:15:34 INFO
2010-02-15 00:15:34 INFO
2010-02-15 00:15:34 INFO
2010-02-15 00:15:34 INFO

======s======= u|TCP-023 beginning =============

:Reopen log file. Next output may be in other file

e u|TCP—0_23 sta[‘ted e

:Server mode

:Waiting connection from talker on 0.0.0.0:50005
:Update task is created: 2

:Waiting connection from talker on 0.0.0.0:50006
:Start main loop

(st 3aBepieHust BBIBOAA HYXHO Haxats CTRL-C).

Bce omepanuy 1mo KOHTpONIO pabOTOCIOCOOHOCTH TYHHENsI, MEpeXoay Ha PEe3epBHBIA KaHaJ, BO3BPAILCHHUIO Ha
OCHOBHO ¥ T.11. B UiTCP BO31mararoTcst Ha KJIHEHTa, II09TOMY OCHOBHASI YaCTh HACTPOCK IPOU3BOAUTCS HA HEM:

uitcp>tunnel
uitcp.tunnel>name

uitcp.tunnel.description = ATM001

= "ATMO001"
uitcp.tunnel>des

uitcp.tunnel.description = test ATM

= "test ATM"
uitcp.tunnel>servers
uitcp.tunnel.servers>_n

uitcp.tunnel.servers._.new>1

uitcp.tunnel.servers>1

uitcp.tunnel.servers.1 = 123.45.67.89:50005

= "123.45.67.89:50005"
uitcp.tunnel.servers.1>(npo

6en)(enter)

uitcp.tunnel.servers>(npo6en)(enter)

uitcp.tunnel>keep
uitcp.tunnel.keepalive = 10
=10

uitcp.tunnel>links
uitcp.tunnel.links>_i

uitcp.tunnel.links._.insert = 1

uitcp.tunnel.links>1
uitcp.tunnel.links.1>des

uitcp.tunnel.links.1.description = SKYLINK

= "SKYLINK"
uitcp.tunnel.links.1>dev

uitcp.tunnel.links.1.dev = s1

= "51"
uitcp.tunnel.links.1>restart

uitcp.tunnel.links.1.restart>_i

uitcp.tunnel.links.1.restart._.

insert =1

uitcp.tunnel.links.1.restart>1
uitcp.tunnel.links.1.restart.1>sc

uitcp.tunnel.links.1.restart.1.

script = config-nsg port s1 adm down; config-nsg port s1 adm up

= "config-nsg port s1 adm down; config-nsg port s1 adm up"
uitcp.tunnel.links.1.restart.1>(npo6en)(enter)
uitcp.tunnel.links.1.restart>(npo6en)(enter)
uitcp.tunnel.links.1>(npo6en)(enter)

uitcp.tunnel.links>_i

uitcp.tunnel.links._.insert = 2

uitcp.tunnel.links>2
uitcp.tunnel.links.2>des

uitcp.tunnel.links.2.description = MEGAFON

= "MEGAFON"
uitcp.tunnel.links.2>dev

uitcp.tunnel.links.2.dev = s2

= IISZII
uitcp.tunnel.links.2>restart

uitcp.tunnel.links.2.restart>_i

uitcp.tunnel.links.2.restart._.

insert =1

uitcp.tunnel.links.2.restart>1
uitcp.tunnel.links.2.restart.1>sc

http://www.nsg.ru
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uitcp.tunnel.links.2.restart. 1.script = config-nsg port s2 adm down; config-nsg port s2 adm up
= "config-nsg port s2 adm down; config-nsg port s2 adm up"
uitcp.tunnel.links.2.restart.1>(npo6en)(enter)
uitcp.tunnel.links.2.restart>(npo6en)(enter)
uitcp.tunnel.links.2>(npo6en)(enter)
uitcp.tunnel.links>p
uitcp.tunnel.links.priority = 300
=300
[Tepexos B KOpeHb KOHPUTI'YPALMH U €€ IPUMEHEHHE!

uitcp.tunnel.links>(npo6en)(npo6en)(enter)
uitcp>_a

Config to apply

{

mode = "client",
tunnel = {
description = "test ATM",
keepalive = 10,
links = {
[1]1={
description = "SKYLINK",
dev = "s1",
restart = {
[1]1={
script = "config-nsg port s1 adm down; config-nsg port s1 adm up",
timeout = 180
b
b
o
2] ={
description = "MEFAGON",
dev = "s2",
restart = {
[1]1={
script = " config-nsg port s2 adm down; config-nsg port s2 adm up ",
timeout = 120
b
b
)2
priority = 300
o
name = "ATMO001",
servers = {
[1] = "123.45.67.89:50005"
b

b

¥
Are you sure?[yes/no] yes
uitcp>

Tenepb B JIOT'€ CEPBEpaA NOJIKHBI 6I)ITI:. BHUIHBI IIOIIBITKX COCTUHEHNSA CO CTOPOHBI KIIMCHTA!
2010-02-15 00:29:09 INFO :Accept connection X.X.X.X:Y>>123.45.67.89:50005
2010-02-15 00:29:09 WARN :[test ATM]Can't resume tunnel, no such tunnel
2010-02-15 00:29:10 INFO :[test ATM]New tunnel initiated from XX X.X:Y
2010-02-15 00:29:10 INFO :[test ATM]Certificate /etc/uitcp/certs/server.pem expires in 365 days
2010-02-15 00:29:10 INFO :[test ATM]Start SSL handshake
2010-02-15 00:29:12 INFO :[test ATM]SSL handshake successfully done

Ecin COCIMHCHUEC YCIICUTHO, TO MOXXHO NMEPEXOAUTH K CICAYIOMIEMY JOTaITy.

NPUMEYAHUE Ecnu koHpurypauus BeinonHseTcs ¢ momoupio Web-untepdeiica, To clienyer BOCIpPOU3BECTH B
HEM JepeBO KOH(UTypanny, HoKa3slBaeMoe BhIlIe TT0 KoMane _apply. HykHble aneMeHThI JepeBa
coznarorcsi (#/=) wim akruBupyiorcs (©/®) nmo mepe HeoOxomumocTH. st cOXpaHeHHs H
HPUMEHCHHS U3MECHEHUI HEOOX0JUMO HAXKaTh KHOIKY =,

Network Systems Group http://www.nsg.ru
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66. Co3nanue Tynness UiTCP (Bapuant 2xGPRYS)

Hacrpoiika SSL, sxypHaioB U cepBepa BBINOIHSIETCS TakK ke, KaK B ImpeapinyneM cirydae. Kondurypauuns TyHHENs
Ha KJIIMEHTCKOM yCTPONCTBE (1151 KpaTKOCTH NPHUBEAEH JINIIb KOHEUHBIN PE3yNIbTar):

{
mode = "client",
tunnel = {
description = "ATM001",
links = {
[1]=A
description = "GPRS",
keepalive = 10,
dev = "s1",
dualSim = true,
restart = {
[1]1={
description = "MTS",
script = "config-nsg port s1 main none aux 1"

h

description = "BEELINE",

script = "config-nsg port s1 main 1 aux none"
b
timeout = 120

b

b
o
name = "ATMO001",
servers = {
[1] = "123.45.67.89:50005"
b

¥
¥

OcobOeHHOCTh NaHHON KOH(UIYpalMu COCTOUT B CKPUNTAX, UCIIOIB3YEMBIX JUIS YIPABICHUS COTOBBIM MOMYJIEM.
[pu paspeiBe coenunenus ¢ MTC (Bepxusist SIM-kapra) nmopt nepekoHGUrypupyercst Ui padoThl TOJIBKO C HHKHEH
SIM-kapToii u HaunHaeT paboTaTh uepe3 buiaiiH; npu paspeiBe coeiauHeHus ¢ bunaiiH — nHaobopor. [Ipuopurer
MEXIy ABYMS KaHaJaMH CBSI3M BBIKIIIOUEH, IMOCKOJIBKY YCIYT'M OOOHX OIEpaToOpoB MpPEINOJararoTcs MPUMEPHO
PaBHBIMH 10 CTOMMOCTH H 110 KQUeCTBY.

6B. Co3nanne tynnesas UiTCP (Bapuant Ethernet+GPRS)

Hacrpoiika SSL, »ypHaJloB M cepBepa BBINOJIHAETCS TaK K€, KaK B MPEABLIYIIMX IBYX ciydasx. Konpurypanus
TYHHEJISI Ha KIIMEHTCKOM yCTPOMCTBE:

{

mode = "client",
tunnel = {
description = "test ATM",
keepalive = 10,
links = {
[1]={
description = "Ethernet”,
gw = "98.76.54.29"

o
[2]1 =1
description = "MEFAGON",
dev = "s2",
restart = {
[11={
script = " config-nsg port s2 adm down; config-nsg port s2 adm up "
}
b
o
priority = 300
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o
name = "ATM001",
servers = {
[1] = "123.45.67.89:50005"
}

by

B xoHdurypammn OCHOBHOTO KaHajla CBS3H yKa3aH He wHTepdeiic, a IP-ampec crmemyromero mormo3a, Kak 3TO
Heobxoaumo st Ethernet.

PecraproBate mopt Ethernet GeccmbicieHHO, TOCKOIBKY mpoOieMa HAaXOIMTCS, Kak MPaBUIIO, TIe-TO JANbIIE 10
KaHaJly CBs3U. (A B JaHHOM CJIy4ae 3TO U HE BO3MOXKHO, IIOCKOJIbKY BCE BHEIIHHE IOPTHI KOMMYTHPYIOTCS Ha pa3HbIe
VLAN Ha onHOM (pu3HYECKOM IOPTY MpOLECccCOpa, U pecTapToBaTh MOXKHO TOJIBKO MX Bce BMecTe.) OmnIuoHaibHO
MOXHO JI00aBUTh KaKOH-HUOyOb HMHGOPMAIOHHBIH CKPUNT, HampuMep, U NEPEKIIOUeHHs CBETOIUOMHBIX
WHJIMKaTOPOB, YIOOHBIX JUIS BOCHPHUATHUS HAXOSILEHCS IPH JAHHOM YCTPOMCTBE OJIOHINHKOM:

links = {
[1]1={
restart={ ................
[1]1={
script = " echo test-off > /proc/sys/nsg/led/I1/client; echo test-on > /proc/sys/nsg/led/I2/client "
b
b
b
2] =1
restart={ ................
[1]1={
script = " config-nsg port s2 adm down; config-nsg port s2 adm up; A
echo test-on > /proc/sys/nsg/led/I1/client; echo test-off > /proc/sys/nsg/led/I2/client "
b
b
)
B nanHOM ciiyuae HacTpauBaemblii nupukarop LED1 Gyxer ropers mpu pabore uepe3 Ethernet, LED2 — mpu

pabote uepe3 GPRS.

7. HacTpoiika coefUHeHU B TYHHeJIe

BakrountenbHbiil 3Tan Hactpoiiku UITCP — co3nanne TCP-coennHeHUit B MOCTPOSHHOM TyHHesde. DTa 4acTh
KOH(MUTypaluy yXe HUKaK He 3aBUCUT OT YHCJIA M THUIIA MCIIOJb3YEMbIX KaHAJIOB CBSI3W W SIBISETCS OOILIEH ISl BeeX
TpEX TUIOBBIX 3a/1a4.

CoenuHEHHST MOTYT YCTAaHABIMBATHCA KaK B HANIPABICHUU OT KIIMEHTAa K CepBEPY, TaK M HA00OPOT, IIOITOMY 3/eCh
BRXHO Y)X€ HE OTHOLIEHHE KIMEeHT/cepBep (OHM OTHOCSTCS TOJBKO K (YHKIMOHMPOBAHWIO TYHHENSI B ILIEJIIOM), a
OTHOIIICHHWE BBI3BIBAIOIIAS/OTBEUAIOMMIAs CTOpOoHa. Ha BbI3bIBaromIeit cropone cosmaéresi TCP-cokeT, mpUHAMAIOIINI
JIOKaJbHBIE COSIMHEHMSI M3 CeTH ucTouHMKa. Ha oTBewaromieit cropone HactpamBarotces paBuia NAT, onpenensiorniue, ¢
kakumu |IP-agpecamu u Homepamu optoB TCP makeTs! OyayT MpenpoBOKAATHECS B CETh HA3HAYCHUS.

VY4uteiBas crienu(puKy MacCOBBIX WHCTAJUISAIWMA, NCHCTBUTEIBHBIC aJpeca W MOPTHI, HCIOIb3yeMbIe Uil PadOTHI C
KOHKPETHOM IIONIAIKOM, YI00HO NMponKceBaTh Ha cepepe UiTCP.

Hacrpoiika TyHHens oT GaHKOMara K IIPOLIECCHHIOBOMY cepBepy. HamoMHMM, 4TO Ha NpOIECCHHTE TaHHBII
6ankomar 3apeructpupoad nox IP-agpecom 10.0.1.1 n mommken obpamarses Ha mopt TCP 20001; B To e Bpems B
THUTIOBOM KOH(HUTrypanuu Bcex 6aHkomaTos 3amucansl agpec 192.168.0.1 u mopt 20000.
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Ha xnuenTe:

uitcp.tunnel>lo
uitcp.tunnel.localListener>_i
uitcp.tunnel.localListener._.insert = 1
uitcp.tunnel.localListener>1
uitcp.tunnel.localListener.1>h
uitcp.tunnel.localListener.1.host = 192.168.0.1
="192.168.0.1"
uitcp.tunnel.localListener.1>p
uitcp.tunnel.localListener.1.port = 20000
= 20000
uitcp.tunnel.localListener.1>(npo6en)(enter)
uitcp.tunnel.localListener>(npo6en)(enter)
uitcp.tunnel>_a
Config to apply
locallListener = {
[1] =K
host = "*",
port = 20000

Are you sure?[yes/no]

Ha cepgepe:

uitcp>clients

uitcp.clients>A

uitcp.clients.ATM001>n
uitcp.clients.ATM001.nat>_i
uitcp.clients.ATM001.nat._.insert = 1
uitcp.clients.ATM001.nat>1
uitcp.clients.ATM001.nat.1>inDstP
uitcp.clients.ATM001.nat.1.inDstPort = 20000
= 20000

uitcp.clients.ATM001.nat.1>outDstA
uitcp.clients.ATM001.nat.1.outDstAddr = 10.0.0.1
="10.0.0.1"
uitcp.clients.ATM001.nat.1>outDstP
uitcp.clients.ATM001.nat.1.outDstPort = 20001
= 20001

uitcp.clients.ATM001.nat.1>o0utS
uitcp.clients.ATM001.nat.1.outSrcAddr = 10.0.1.1
="10.0.1.1"
uitcp.clients.ATM001.nat.1>(npo6en)(enter)
uitcp.clients.ATM001.nat>(npo6en)(enter)
uitcp.clients.ATM001>_a

Config to apply

{

nat = {
[1] =K
inDstPort = 20000,
outDstAddr = "10.0.0.1",
outDstPort = 20001,
outSrcAddr = "10.0.1.1"

¥
b
¥

Are you sure?[yes/no]

Hactpoiika coenuHeHns1 OT aJMUHHUCTPATHBHON cTaHIMHU K OaHkoMary. CraHums oOpamaercst cepsepy NSG mo
anpecy 10.0.0.7 u Homepy mopra TCP 30001 (mnst nqpyrux mmomanok — 30002 u T.4.) B JOKaNBHOH ceTH 0aHKa; 3TO
coemMHEeHHe TpuHUMaeTcst cepBepoM UITCP u Tpancmupyercst Ha yAalNEHHYIO IUIOMAAKY. [ KpaTKOCTH MpUBEICHBI
TOJIBKO pe3yJIbTUpYIoline (hparMeHThl KOH(UTypanuii:

Ha xnuenre: Ha cepgepe:

uitcp.tunnel>_show uitcp.clients.ATM001>_show

nat = { locallListener = {
[1]={ [1]1={
inDstPort = 30001, host = "10.0.0.7",
outDstAddr = "192.168.0.2" port = 30001
outDstPort = 23, }
¥ b

Hacrpoiika coennHeHUst OT aJIMHHUCTPATUBHOM cTaHIMu K ycrpoiictBy NSG. Cranmus oOpamiaercs 1o ajpecy
10.0.0.7 u Homepy mopta TCP 40001 (40002 u T.1.) u momagaet o Telnet Ha KIIMEHTCKOE yCTPOHCTRO:

Ha knuenre: Ha cepsepe:

uitcp.tunnel>_show uitcp.clients.ATM001>_show

nat = { locallListener = {
[2] ={ (2] =1
inDstPort = 40001, host = "10.0.0.7",
outDstAddr = "127.0.0.1", port = 40001
outDstPort = 23 >
¥ b
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8. Hacrpoiika HTTPS (onuuonaibHo)

Hdnst Ge3omacHoro mocryma K cepeepy UITCP u3 BHemrHero mmupa peKoMeHayercs wucronb3oBate HTTPS ¢
IBYCTOpOHHNM oOMeHOM ceprudukaramu X.509. B pamkxax yxe TroTOoBOH HWHQPPACTPYKTYpHI AN pPaOOTHI C
CaMOIOANIMCAHHBIMU CePTH(HHUKATAMH 3TO HACTPAUBACTCS JOCTATOYHO HECJIOXKHO.

CrenepupoBatTh cepTH(HUKAT U KIIFOY IS TIOJIH30BaTeNs basile mpu moMoIy roToBOro CKpumnTa:
root@uitcp_srv # [etc/uitcp/bin/tools/cert-client basile

[lepetiTn B mupekTopuio ¢ cepTu(drkaTaMy MOJIH30BATENS M pacmakoBaTh apxuB cert-client.basile.tgz (mockombky
CKPHIIT yAaJsieT (haiiinbl, He Hy>)KHBIE Ha cepBepe):

root@uitcp_srv # cd [etc/uitcp/certs/basile
root@uitcp_srv basile # tar -xzf cert-client.basile.tgz

[TpeoOpa3zoBaTh cepTU(HKATHI U KIIOUU B popMar, NPUrOJHBIH IS YCTAHOBKU Ha TIEPCOHAIBHBIN KOMITBIOTED HIIH
HOYTOYK yAaJI€HHOTO aAMUHHUCTpATOpa!

root@uitcp_srv basile # openssl x509 -in root.pem -outform DER -out root.der
root@uitcp_srv basile # openssl pkcs12 -export -out basile.p12 -in client.pem -inkey clientkey.pem .
-name basile@uitcpsrv

(B nmocnenyronux Bepeusx UiTCP mis moArotoBku cepTH(GHUKATOB MOJIb30BaTENei OyACT CelaH OTACIbHBIN CKPHIIT.)
ITo xoxy BHIMONHEHHS TMOCTEIHEH KOMaHABI OyIeT 3alpollleH IMapoib Ui 3ammuThl (aiima basile.pl2; stoT mapois
notpebyeTcst moKe A YyCTaHOBKHU cepTudukarta Ha [1K monb3oBaTens.

Cosnats daiin /etc/stunnel/stunnel.conf crienyrormero Bua:

CAfile = /etc/uitcp/certs/_root/root.pem
key=/etc/uitcp/certs/serverkey.pem
cert=/etc/uitcp/certs/server.pem
options = NO_SSLv2

options = ALL
sslVersion = SSLv3
verify = 2

debug = 3

output = /var/log/ssl.log
pid = /var/run/https.pid
foreground = yes

[stunnel]
accept=443
connect=127.0.0.1:80

Jo6aswuts B inittab ctpoky s 3amycka stunnel:
root@uitcp_srv # echo null::respawn:/usr/sbin/stunnel >> /etc/inittab
CoxpaHUTh MOTy4eHHYIO KOH(DUTYPALIMIO B PeCTapTOBAaTh YCTPOICTBO:

root@uitcp_srv # savecfg
root@uitcp_srv # reboot

[NonmydeHnsle cepTHUKATHI yIOCTOBEPSIONIETO IeHTpa root.der W maHHOrO mOJb30Barens basile.pl2 HyxHO
BBITPY3uTh (OezomacHbiM criocoboMm) Ha IIK mone3oBatens u ycranoBuTh B Web-Gpoysep na uém. B Firefox sto
nenaetca B MeHIo Hactpoiikm —> JlonmomautensHo —> Illmdpoanme —> Ilpocmotp ceptudukatoB. Cremyer
MPOBEPHUTH, YTO ycTaHOBICHA omwms "Hcmons3oBare SSL 3.0". J[is mepBoro Bxoaa HEOOXOAWMO TaK)KE YCTAHOBHUTH
onmuio "Ceprudukarel... CrnpammBarh Kaxablii pa3"; mocie mepBoro Bxoaa (cepTUdHUKAT OyIeT 3ampoiieH OKOJIO
JiecsiTKa pa3 Ha OJJHOM cTpaHuie — npu kaxaoMm HTTPS-3ampoce) BoccTaHOBHUTH 3Ty OIIHIO B 3HaueHue "OTIpaBisTh
ABTOMAaTHYECKH".

Hus Microsoft Internet Explorer ceprudukarsl yCTaHABIUBAIOTCA B OOIIECHCTEMHOE XPAHUIIMIIE C TOMOIIBIO
MacTepoB, KOTOPBIE 3aITyCKAIOTCs MIPOCTO JBOWHBIM IIeT4KoM (mim yepe3 meHio CepBuc —> CBoiicTBa 0003peBaTens
—> Cogepxxanne —> Ceprtudukarsl). [locie atoro Heodoxoaumo Ha ctpanune Cepsuc —> CBoOWCTBa 0003peBaTes
—> JIOMOMHUTENBHO OTKIIOYUTE omiuio SSL 2.0 1 npoBepuTh, uTo BKIroyeHna onuus SSL 3.0.
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9. HacTpoiika pujibTpoB

Jns Oe3omacHOW padOTHI JIIOOBIX YCTPOWCTB, MOAKIIOUEHHBIX K MHTepHeT, HE0OXOIMMO HAaCTPOUTHh Ha BCEX
BHEUTHUX HMHTepdencax (DUIBTPHI, OTCEKAaIOUINE BCE MOCTOPOHHME MakeThl. HacTpoilka (UIBTPOB BBEIMOIHACTCS B
ocHoBHOM [10. IIpumep HACTPOHKH [T BRIIICTIPUBENIEHHBIX KOHPHUTYpaIIHii:

Ha knuenre: Ha cepsepe:
! !
nsg nsg
access-list std-ip 1 access-list ext-ip 101
add 1 permit host 123.45.67.89 add 1 permit ip host 194.149.67.130 host 123.45.67.89
add 2 permit host 194.149.67.130 add 2 permit tcp any host 123.45.67.89 eq 50005
exit add 3 permit tcp any host 123.45.67.89 eq 50006
access-list std-ip 2 add 4 permit tcp any host 123.45.67.89 eq 443
add 1 deny any exit
exit access-list std-ip 2
port s1 add 1 deny any
access-group local input 1 exit
access-group transit input 2 port s1
exit access-group local input 1
port s2 access-group transit input 2
access-group local input 1 exit
access-group transit input 2

(mopt 50005 wucnonezyercst UITCP, mo ymom4aHuto, ajis npuéma
BXOIAIIMX COE€NMHEHHH OT KiuueHToB, 50006 — it OOHOBIEHUS
UiTCP Ha KiMeHTaX)

exit

10. KnonupoBanue KoH(pUrypauuu

s mepeHoca MOJMYYCHHOW KOH(MDUTYpallMd Ha JPYrUe KIMCHTCKHE YCTPOWCTBA PEKOMEHAYETCS CIeAyIoIas
MOCJIeJOBATEILHOCTD IEUCTBUI:

1. CoxpaHuTb MOJYYCHHYI0 KOH(UIYpalMIO KIMEHTCKOTO YCTpOMCTBA NPH IOMOIIM YTHIMTBHI Nsg-config-export.
YTuiaura apxuBHUpYeT LEIMKOM JUPEKTOpHio /etc (BMecte co Bcemu HacTpoiikamu ocHoBHoro 10, daiamu u
HacTpoiikamu UITCP, daitmamu cepTuduKaToB U CTAPTOBBIMHU (haillaMu) U BBITPYKAeT ¢€ HAa YKa3aHHBIA CepBep
TFTP vmm FTP.

2. BoccTaHOBHTH 3aBOJICKYIO0 KOH(UTYPALMIO BTOPOTO KJIMEHTCKOTO YCTPOWCTBA M 3arpy3UTh Ha HETO COXPAaHEHHYIO
KOH(UTypanuio ¢ TOMOIIBIO YTHINTBI hsg-config-import.

3. M3MeHuTh Ha BTOPOM YCTPOWCTBE HMMs KIHEHTAa Ha KaKoe-HHOyAb HelTpampHOoe (Hampumep, XXX), 9ToOBI He
BO3HUKAJIO KOH(JIMKTOB TPH OJHOBPEMEHHOH paboTe ABYX KIHMEHTOB IIOA OJHMM HMEHEM. Y JIauTh (ailisl
CepTH(HUKATOB U COXPAHUTH U3MEHEHHSL:

rm -r /etc/uitcp/certs/*
savecfg

4. CoxpaHHTh MOJYYCHHYIO KOH(HUTYpaLHUIO TPpX TToMOIU Nsg-config-export. Jta koHduUrypanus rorosa K 3arpy3Ke Ha
TpEeThe U BCE MOCIEAYIOINE KIUEHTCKHIE YCTPOICTBA.

5. VYcranoButs HOBoe mMs kimeHTa (Hampumep, ATMO002). CrenepupoBaTh Ha cepBepe HA0Op CEpTU(PUKATOB IS
HEro, 3arpy3uThb Ha KJIMEHTa M YCTaHOBUTH. PecrapToBaTh ycTpoicTBO. OTH K€ YHHKAJbHBIE HACTPOHKH
BBITIOJTHSIOTCS Ha TPETHEM U TTOCIEIYIOMNX KIUEHTaX.

NPUMEYAHHUE B 3aBucuMocTd OT KOHQUTypanuy, y KaKIOTO KIMEHTa MOTYT OBITh TAaKXKe JPYTUe YHHUKAJbHbBIE
napameTpsl: ctaruueckue IP-anpeca, uMs/mapons it ayTeHTUPUKAIMKM Y COTOBOTO orepaTopa (B
YaCTHOCTH, JJIS TIONYYEHUs CTaTHYECKOTo aipeca B CKailInHK) | T.II.
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