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4 Yacts 4. [Ipunoxennst u ciyxo0s1 IP.

§4.1. O0mme cBeneHus o npuJiokeHusix u ciays;xkdax IP B NSG Linux 2.0

K mnpunoxenussMm u ciayxbam [P oTHocATcs pa3HOOOpa3zHble NpOrpaMMHBIE MPOLECCH, pPadoTa KOTOPBIX
npeamnosaraeT 0OMeH IMaKeTaMu 110 CETH MoBepX NMpoTokona IP Tpersero yposHs. B uncio 3Tux mporeccoB BXOAAT:

— KimeHTB pa3iauyHBIX MPOTOKOJIOB, NpeAHAa3HAYCHHBIE IJIsI aBTOMAaTH3MPOBAHHOW HACTPOHKH cucTeMbl NSG wmiu
OTJENBHBIX e€ KoMITOHeHT. O0ImecrncTeMHbIe KIIMEHTHI (Hamp., cepBepsl DNS) HacTpanBaroTcsi, Kak IpaBUIIO, B y3IIie
.System , cenuduueckue — B MEHIO COOTBETCTBYIOIINX KOMIIOHEHT (Hamp., kiueHTsl DHCP — nHnuBuayansHO
Ha KaxkgoM mopty Ethernet). /laHHBIE mporpaMMHBIE KOMITOHEHTHI WHHUIHUpPYIOT ucxomsmue TCP-coemmneHus,
nmararpammsl UDP, ICMP u gpyrux npotokosoB ¢ ycrpoiictBa NSG.

— CepBepbl, ¢ NOMOIIBIO0 KOTOPBIX YCcTpoicTBO NSG mpeocTaBiseT yAalIEHHbIH JOCTYI A1l HACTPOMKH caMoro ceos,
a TaKKe YCIYrd aBTOMAaTH3UPOBAHHOM HACTPOMKU JIPYrMX YCTPOMCTB B ceTH. Bce 3T yciayru HacTpauBaroTCs B
MEHIO .Services . [laHHble KOMIIOHEHTHI OTKpBIBaOT Ha ycTpoiicTBe NSG coorBercTByromue noptsl TCP umu UDP,
HA KOTOPBIX IPUHUMAIOTCS BXOJAIINE COCIUHEHNUS U IIOTOKHU.

— CeteBbie yrTuwimtThl (Ping, traceroute w 1ap.) W KIHEHTHl pasmuyHbix mnportokonos (telnet, ssh u np.),
IpeHa3HaYeHHbIe IS BBINOJHEHUS aJMHUHHCTPATOPOM pa3jIMYHBIX ACHCTBUM B ceTH (OTIaAKa, yIpaBiIeHHUE) C
yerpoiictBa NSG. JlaHHbIe MHCTPYMEHTHI aJIMHHHUCTPHPOBaHUS cojepkartcs B y3ne .tools Web-unrepdeiica u
KOHCOJIBHOHW 0001I09KH NSgsh, a TakKe NOCTYIHBI (TOJIBKO JUIS TOJIB30BATelIsl root) B BHIE CTaHOAPTHBIX KOMaH[
OC Linux. JlanHble MPOTpaMMHbIE KOMIIOHEHTbI HHUIMUPYIOT ucxoasiue TCP-coequnenus, notoku UDP, ICMP
U IpYTUX NPOTOKOJIOB ¢ ycTporcTBa NSG.
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§4.2. KiueHTBI ceTeBbIX CIYKO

§4.2.1. Knuent DHCP

Kmuenr DHCP mpemHasHaueH I aBTOMAaTH3WPOBAHHON HACTPOHKM CETEBBIX HHTEpQEHCcOB yCTpoiicTBa OT
croponnero cepeepa DHCP. Kiinentr DHCP umeetcst Ha uHTepdeiicax ¢ mpoTOKOIOM BToporo yposHs Ethernet — kak
Ha paboraromux o guzndeckoil cpene nepenaun Ethernet, Tak ¥ Ha UX SKBUBaNIEHTaX IS APYTHX (PU3HMYECKUX CPEN:
Ethernet-over-E12, Wi-Fi, WiMAX.

KnueHT BkiIrOUaeTcst Ha Kax oM HHTepdetice ycrpoiictBa NSG cnenyromnieil ycTaHOBKOM:
ifAddress.configurable = "dhcp"

B atom ciyyae mpu kaxaoMm pectaprte HHTepdeic pacchuiaet mo cetu Ethernet mmpoxosemiatensHblil 3anpoc u
NPUHAMAET BCE HACTPOMKH, MPHUCIaHHbIe eMy cepBepoM: IP-anpec u Macky, aapec IuIr03a M0 YMOJIYaHHIO (C METPUKON
1), anpeca cepBepoB DNS u nip. bonee ToHkast HacTpoiika Bo3MoxkHa B y3iie dhcp-options. 31ech BO3MOXKHO OTKa3aThCs
MOJIHOCTBIO OT MPEAJIaraéMoro MapupyTa N0 YMOJIYaHHUIO WM BBICTABHTH €My OOJBIIYIO METPHKY, BBIOpATh TaOJIHILY
MapuIpyTU3allUY SApa, B KOTOPYIO OyIeT MOMEMIEH 3TOT MapuIpyT (A1 MOCIEIYIOMIET0 MOCTPOCHUS MapIIpyTU3alun
Ha OCHOBE YCTAHOBJICHHBIX MPaBUII, cM. YacTbh 3), OTKa3aThCs OT UCIOIb30BaHUs MpeiokeHHbIx DNS,

[NomydeHHBIH MapIIpyT MO yMOJYaHHIO BCTaBisgeTcs B oOIIylo Tabmuiyy mapmpytusanuu ¢ Merpukoil 0. Ecmu
TaKUX MapIIPYTOB OKa3bIBAETCS HECKOJBKO, TO PE3YIbTaT MOXKET OBITh CITyYailHbIM, B 3aBUCHMOCTH OT TOTO, B KAKOM
MOpsAJKE OHM co3faBanuch. HacTpoiika meTpuku st Mapuipyta, nojgydeHHoro no DHCP, u HexoTopbIx Ipyrux
NPUHAMAEMBIX TapaMeTpoOB, BO3MOXHA B oxy3ie dhcp-options .

IIpu nepexone nHTEpdeEiica B cocTossHUE dOWN BCce CBA3aHHBIE C HUIM U3MEHEHHMs (Kak ero coocrBeHHbN [P-anpec,
TaK ¥ U3MEHEHUs B TalJIMIle MapIIpyTH3aIUHY, cIUcKe cepBepoB DNS u T.11.) ynansioTcs.

NPUMEYAHUE Kmuent DHCP, no onpeznesneHuro, He UMeeT 3apaHee HUKaKoil MHQOpMAaLUK O CTPYKType CeTH U
NPUHUMAET MEePBBIif XKe 0TBET, KOTOPhIN K HeMy moctynuT. Eciu B omHoit cetn Ethernet umeercst
HeckombKo cepBepoB DHCP, pe3ynbraT OyaeT Hempeacka3yeMbIM, II03TOMY CepBep IOJDKEH ObITh
BCEr/la €JUHCTBEHHBIM.

§4.2.2. Kimment DNS

Knunent DNS nmpeobpasyer qoMeHHbIE UIMEHA, UCIIONIb3YEMBIE JIOKAIbHO Ha ycTpoiictBe NSG, B COOTBETCTBYIOIIHE
IP-ampeca. Eciin oH BKiIIOU€H, TO B KOMaHJaX Ha 3TOM YCTPOICTBE MOXHO MCIIOJIB30BATh UMEHA yJaIEHHBIX XOCTOB,
eciu HeT — To Tosbko ux I[P-ampeca. [lng paGoTel APYrHX YCTPOMCTB B CETH OH HE TpedyeTcd, 3a MCKIIOYEHHEM
ciydasi, korza yctpoiictBo NSG ucnonuseT QpyHkuo DNS-pokcy 0 OTHOLIIEHHIO K HUM.

Hactpoiika knmuenta DNS nmpousBoautcst B y3ne .system.dns-client . KnueHT BkItoyaeTcsi aBTOMaTHYECKH, €CIIH
3amanel [P-ampeca omgHOTO MM HECKOJNBKUX CTOPOHHHX cepBepoB DNS. CepBepbl MOTYT Ha3HauaThCs JIOOBIM M3
CJIE/TYIOIINX CIOCOOO0B:

— CraTryecky ¢ TOMOIIBIO cITUcKa .System.dns-client.name-servers .

— Junamuyecku no nporokony |IPCP st coenunenuii mo PPP n nponsBonHeM oT Hero npotokonaM (PPPoE, PPTP)
B KauecTBe KiueHTa. [lo ymomuanuro, knueHT PPP B NSG Linux 2.0 npunnmaer anpeca DNS, nepenannsie emy
ynanéraHoi ctopoHoit. [TonpoOHO 0 ceancoBbIx coenuHeHMsx PPP cm. YacTp 2.

— Junamudecku 1o npotokory DHCP mns untepdeiico Ethernet u Ethernet-mono6usix (Ethernet-over-E12, Wi-Fi,
WIiMAX).

Crarnueckrie DNS Ha3HavaroTcs aMUHECTPATOPOM BPYYHYIO M MMEIOT HAMHU3ILIUI npuopureT. Eciu ycTpoiicTBy
NSG nmononHUTENHEHO Ha3HAYAIOTCS MUHaAMUYeckre DNS, TO OHM CTaBSTCS B HA4aJlo CITUCKA B TOM TOPSAKE, B KAKOM
OHH CTaHOBSITCA W3BECTHBI CHCTEME (M YAAISIOTCS IO Mepe pa3phiBa COOTBETCTBYIOIINX COeNMHEHMH). [IHade roBops, B
3TOM citydae ucnoiibdytorcss DNS ot Toro untepdeiica, KOTOpbIi MOCIEAHAM TEPENIEN B COCTOSHIE UP M HAXOJIUTCS B
9TOM COCTOSIHUU B TeKyHII/Iﬁ MOMCECHT.

[pyrue napamerpsl B y3ie .System.dns-client npeana3zHa4deHsl JUIsi TOHKOM HACTPOMKHM B3aMMOJCHCTBHS KJIMEHTA
DNS c cepepamu. B GonbInrHCTBE Cily4aeB IMPUTOHBI UX 3HAYCHUS 110 YMOJIYAHHIO.
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§4.2.3. Kauent NTP

Knuent NTP ycranaBiauBaer BpeMs Ha ycTpoiicTBe NSG 1o cTopoHHEMy cepBepy TOo4HOro BpemeHH. Hactpoiika
KJIMEHTa TPOU3BOJMTCS B y3iie .System.ntp , oOs3arenbHBIM MapaMeTpoM siBisieTcss uMs win aapec cepBepa NTP. Ilo
MOJIyYCHHOMY BPEMEHH YCTaHABIIMBACTCS TEKYIIEee CHCTEMHOE BpeMs, a TaKyKe BpeMs ammapatHbix yacoB (Real-Time
Clock, RTC), eciii oHM UMEIOTCSL B YCTPOMCTBE.

Ecnu mosnp3oBarens He MMeeT KaKuX-IM00 OCOOBIX Ha TO COOOPaKEHUMH, TO AJisl OOJBITMHCTBA IPUMEHEHUH MOXKHO
UCIIOJIb30BaTh HALMOHAJILHBIN ITyJl CEPBEPOB, BXOMAAIINIT B cucTeMy Ntp.org (HacTpoiika Mo ymosdaHuoo). B kpymHbIX
KOPIOPaTHBHBIX CETSAX, OCOOCHHO IPU BBICOKMX TPEOOBAHMAX K MX HaAEKHOCTH M OE30MacHOCTH, KaK IpaBHIIO,
I1e7IeCO00Pa3HO CHHXPOHU3UPOBATh BCE 0€3 MCKIIIOUEHHS CETEBBIC YCTPOICTBA OT €OHHOTO KOPIOPAaTHBHOTO CEpBEpa
TOYHOTO BPEMEHH, & Y>KE€ 3TOT CEPBEP — OT BBIIIECTOSIIETO ITyOIMIHOTO CEPBEPa MIIM HHOTO HCTOYHHKA.

HWcnonp3oBanue knneraTa NTP Heo0X01uMo MITH HACTOSTEIHHO PEKOMEHAYETCS B CIEAYIOMINX CITydasx:

— B Gonpmmx ceTsix — 119 CHHXPOHM3AI[MH BPEMEHH Ha BCEX yCTPOWCTBAX ceTH. Takas CHHXpOHHU3aIMs TpedyeTcs
JUTSL OTJIAJIKH PabOTHI CETH, TIOMCKA HEUCIIPABHOCTEH M aHaIN3a IPYTUX MPOIIECCOB B CETH.

— Ha ycrpoiicTBax, He MUMEIOIMX BCTPOCHHBIX ammapaTHbIX dacoB (cepust NSG—-600). IIpu BBIKIIOYEHUH NMUTaHUA
CHCTEMHOE BpeMs Ha 3THX ycTpodcTBax ycraHasinuBaerca B 00:00 1 suBaps 2010 roma. Ilpum mporpammHOM
pecTapTe yCTpOHCTBa TEKYIIEe CUCTEMHOE BPEMS COXPaHSIETCsL.

BHUMAHUE KoppekTHasi ycTaHOBKa TEKYLIETO BPEMEHH a0COJIIOTHO HEOOXOAMMa, €CIH HCIOJIb3YITCS
ceprudukarel X.509 mis noacucrem IPsec, SSL u nap. Ilockoibky cepTHUKATBl HMEIOT
OTpaHMYEHHBIN CPOK JeiicTBUA (KaK CBEpXy, TaK M CHH3Y), IIPU HEMPABWIBHOW JaTe yCTaHOBKa
3aMMIIEHHBIX COCMHEHNH OyIeT HEBO3MOKHA.
Kak cnenctBue, ecim B YCTpOMCTBE HET aNNapaTHBIX 4YacoB, TO CBSA3b C CEPBEPOM TOYHOTO
BPEMEHHM HE JOJDKHA IIPOU3BOJUTHCS Y€PE3 COCANHEHNS, 3alUIIEHHbBIE cepTH(UKaTaMu. B ciydae
KpaiiHel HeoOX0ANMOCTH, BO3MOXHO CHadajia rpy00 yCTaHOBHTH BPEMs IO CEPBEPY, AOCTYITHOMY
yepe3 He3alMIIEHHOE COeMHEHNE, a 3aTeM NIePEeHAacTpOUTh kinueHTta NTP C moMomnbpio CKpHUITOB
cyx0b1 netping (cM. §4.4.4), KOHTPONIUPYIOIIEH 3alTUIIEHHOE COSIMHEHNE.

Bo Bcex npyrux ciydasx CUHXpOHM3alMsI BpeMeHU 10 nIpoTokoiry NTP Takike sxenarenbHa.

§4.2.4. Knuenr cay:x6 Dynamic DNS

Cayx6a Dynamic DNS (DynDNS, DDNS) no3sossier xocty, IP-aapec koToporo anpuopu HEU3BECTEH, 3apErUcT-
pPHUpOBATHCS HA crienuanu3upoBanHoM cepsepe DNS (s Bxona Ha cepBep KIMEHT ayTeHTH(HUIUPYETCS ¢ MOMOIIBIO
MMEHH U T1apoJIsi) U yCTAHOBUTH COOTBETCTBHE MEXIY CBOMM MMEHEM U cBoMM TeKymuM |P-agpecom. CepBep paccbuiaer
mo cucreMe DNS coolmennus o pa3pemieHnd TOMEHHOTO WMEHH MAaHHOTO XocTa B ero Tekymuit |P-agpec. Dtm
obuosiennss DNS umerot cratyc Dynamic u pacmpocTpaHsIFoTest TI00aIbHO B TEUEHHE BPEMEHH, He MPEBBINIAOIIETO 5
MmuH. [Tocie 3Toro J1oObie TPETbU XOCTBI MOTYT ONPEIEIUTh TeKyuid |P-aspec taHHOTO X0CTa MO ero UMEHH.

UcnonpzoBanre Dynamic DNS aktyanbHO Ut yCTPOWCTB, AMHAMHYECKH monydarommx IP-ampeca mpu kaxmom
MOJKITIOUeHNH K VIHTepHeT WM KOpPIOpaTMBHOM HMHTpaceTH. B mepByro ouepenb, 3TO OTHOCHUTCS K CEaHCOBBIM
coenunenusm PPP dial-up, PPP 1o cotoBeiM ceTsim B naketHoM pexxume (GPRS, CDMA, 3G), PPPOE mo ropoackum
cetsim Ethernet u muamsam ADSL, u np. Yinanéuueie (QWIMANBl OpTaHWU3AINK, MOAKIIOYEHHBIE TaKMM 00pasoMm, c
nomotblo DYNDNS craHoBsTCS HONHONPAaBHBIMH y3JIaMH KOPHOPAaTHBHOW CETH, JOCTYMHBIMHU JJs OOparieHui co
CTOPOHBI IIEHTPaJILHOTO ouca.

NPUMEYAHHUE Vcnyra Dynamic DNS mo cymiecTBy npenHa3HayeHa TONBKO IS CEPBEPOB, HCMOJb3YHOLIMX
rio0abpHbBIE ajpeca JaHHOW CEeTH, T.. MOAKIIOUEHHBIX K HEeH HampsMmylo, 0e3 HCIIOJIb30BaHMS
NAT Hna BeimecTosIUX y3iax. Y MOCTAaBIIMKOB YCIYT Takas ycliyra OOBIYHO MMEET Ha3BaHHUE
tuna Real IP (1.e. anpec B HTepHET peanbHblii, HO THHAMUYIECKHH).

B kauectBe cepBepoB DYNDNS MoryT HMCIoNb30BaThCs pas3ivvHbIe MJIATHBIE U OECIUIATHBIE CEPBEPBI, Ipe/yIara-
e CBOU yCIIyI' B I/IHTepHeT. ﬂ;J’IH KOPIOpaTUBHBIX l'IpI/IJ'IO)KeHI/II\/'I, KaK IpaBuJIo, MpEeANOYTUTCIIBHO — C TOYKHU 3PpCHUA
HaIEKHOCTH U OE30MMaCHOCTH — OPraHu30BaTh COOCTBEeHHBIN cepBep DYNDNS Ha rpanuiie cBoei HHTPAaCETH.

ITo cymmectBy, ycimyra DynDNS opranusyercst ¢ moMoIipo AByX (B 00IIEM Cilydae) CEpBEPOB: OJIUH HCIIOJIb3YETCS
JUIsl YCTaHOBIICHUs Tekymero IP-agpeca JaHHOroO XocTa, 1Mo KOTOPOMY OH BHICH B VIHTepHEeTe B AaHHBIII MOMEHT, a
Jpyroit — 370 HenocpencTBeHHo cepsep DNS, KOTOpbIN co31aéT TMHAMHYECKYIO 3aIIUCh U pacchlUIaeT €€ BCeM JIPYruM
cepeepam DNS. OOe mpomenypsl Ha MpakTHKE pealu3yroTcs ¢ nomomnisio HTTP-3ampocoB M COOTBETCTBYIOLIMX
CKpHUNTOB 15l UX 00paboTku. dopmar 3THX 3a1pocoB, B 00IIEM ClTydae, He PErJIaMeHTHPOBAH CTaHAApPTaMH U SBJISETCS
crietn(UIHBIM IJI TOTO MM WHOTO cepBepa. [Iporpammuoe obecrieuenne NSG LinUX comepKUT THUIOBBIE HACTPOIMKH
Ul HarOoJiee MOMYISIPHBIX MocTaBIInKoB yeayr Dynamic DNS, a Takke mpeaycMaTpuBaeT MOCTPOCHHE CHCTEMBI C
HacTPOWKaMH, OTJIMYHBIMH OT TUIIOBBIX (Hanpumep, cooctBenHol cucrembl DynDNS B xoprioparuBHoii ceTn).
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Hactpoiika DynDNS mnpoussomutcst B y3ie MeHio .services.dynamic-dns . Ha ycrpoiictBe MOryT OBITH CO3JaHBI
OJJHOBPEMEHHO HECKOJIBKO KJIMEHTOB, pabOTAIOIINX ¢ PA3IMYHBIMH JOMEHHBIMH UMeHaMH. OCHOBHBIM ITapamMeTpoM
wimenta DynDNS sBrisieTcst umst_cuctembl. st THIOBBIX cucTeM (Takux, kKak dyndns.org) oHo cpasy ompezenser
Ha0Op OCTaNBHBIX TMapaMeTpoB. B ciyuae mcmonms3oBanmus coOctBeHHOU cucteMbl DYNDNS, HemsBecTHOW 3apanee,
TpebyeTcs BpyuHyIO yKa3aTh nMmeHa oo IP-ampeca oGoux ceprepor (ompenenenus |P-ampeca u cob6etBenno DNS),
HOoMepa nopToB TCP Ha HEX (ONIIMOHANBEHO) U CKPUNTHI [T PaOOTH ¢ HUMHU.

s peructpannu Ha cepBepe DynDNS Heo6xoarMo UMeTh UMs M TapoJib MOJIb30BATENsL, 8 TAK)KE UMsI XOCTa, JUIs
KoToporo co3znaérest nanHast 3anuck DNS (oHO 3ahmKcupoBaHO B y4ETHOM 3aITMCH T10JIB30BATENS HA CEpBEpE).

Paboratomuii kmueHr DynDNS perynsipHo nposepsier cBoii IP-axpec. MHTEpBan mpoBepKH MOXKET COCTABIATH OT
10 cek. go 10 cyrok. Ecnu npu odepenHoil npoBepke oOHapyx’UBaeTCA U3MEHEHHE aipeca, TO IPOUCXOAUT OOHOBIEHUE
nndopmanun Ha cepepe DYynDNS. Kpome Toro, nadopmanus Ha cepBepe NMEpHOANYECKH OOHOBISAETCS MPUHYAU-
TENBHBIM 00pa3oM, Jlake Ipu Hen3MeHHoM |P-anpece, uToObl noanepxuBath 3anuch DNS B craTyce akTHBHOH.

MNPUMEYAHHUE Bwmecro perymspHOil mpoBepkn uiMeHeHus |P-agpeca, wmm Hapsamy ¢ Hell, A monamep KaHus
napopmannu DynDNS B MakcnMansHO aKkTyalbHOM COCTOSHHUH MOKHO HCIIONIB30BaTh MPHUHYIHU-
TenpHEI pectapt kiameHTa DYNDNS npu m3menenun cratyca |IP-uHTepdeiica (Hampumep, mpu
paspeiBe U mepeycTaHoBieHUN PPP-coenmuenns). Takol pectapT MOXeT OBITH peann3oBaH C
MOMOIIBI0 Mexanu3ma event-handler (cm. §4.7).
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§4.3. CepBepbl ceTeBbIX CJIY:KO

§4.3.1. CranaapTHbie OTJIaJ04YHbIE CIYKObI

B cocraBe NSG Linux 2.0 umeroTcst craHmapTHeie cayx0sr chargen, echo, discard u daytime, npennasnaucHHbIC
JUIsl OTiIanKK ceTH. JlaHHble cirykObl MOryT padoTath kak mo TCP, tak u mo UDP. Ecnu oT1 ciyk0bl BKIIIOUEHBI, OHH
OTKPBIBAIOT HA YCTPOHCTBE MOPTHI C COOTBETCTBYIOIIMMHU CTAaHAAPTHBIMU HOMEpPaMHU.

§4.3.2. Cepsep DHCP

Cepeep DHCP npennazHaveH 1 aBTOMaTHYeCKOH HACTpOWKH X0cToB B ceTsaXx LAN m WLAN, noaxmouéHHbBIX K
ycrpotictBy NSG. (B 6omee obmem cirygae — mr000# ceTH BTOPOTO YPOBHS, BKIIFOYAs YAAJCHHBIE CErMEHTHI.) [Ipu
BKJTFOUEHUH XOCT-KJIMEHT PAacChUIACT MO CETH IIMPOKOBEIIATENbHBINA 3a1IpoC, COAEPIKAIINI €TMHCTBEHHYIO JOCTYIIHYIO
eMy Ha JaHHBIH MOMEHT MHQpopmanmio — ero codctBeHHed MAC-ampec B kauecTBe ampeca mcrounuka. Cepsep
DHCP, nosny4us Takoi 3ampoc, nocsutaeT Ha 3tor MAC-aapec OTBET ¢ HACTPOWKAMU, MPEAMUCAHHBIMU JUJIsI TAHHOTO
XOCTa WMHAMBUAYaJbHO WIM 1O yMonyaHuto. [lomyuuB oTBeT, XocT HactpauBaeT cBoi |IP-uHTepdeiic cormacHo
NpUHATON MH(OPMALIMH, U JJajiee OH TOTOB K padote mo npotokoiy IP. Kpome Toro, ecnu kiueHT nmpeacTaBisier coboit
0e3IMCKOBYIO CTaHIUIO, TO OH mojiy4aeT IP-aapec cepsepa BOOTP i TFTP, Ha KOTOpOM HaXOAUTCS 3arpy304HbBII
(aiin 1is Hero, UMs (aiiia, U 3arpyaercs 1o CeTH.

Ha ycrtpoiicTBe 0gHOBpEeMEHHO MOTYT paboTaTh Heckojbko cepBepoB DHCP, kaxplii U3 KOTOPBIX 0OCITYKHBAeT
KIIMCHTOB B CETH, MOIKIIOUEHHON K ompenenéHHoMy ceTteBoMy mHTepdeticy. Hactpoiika coyx0e1 DHCP B memom u
OTAEJBHBIX CEPBEPOB, BXOSIINX B €€ COCTAB, IPOM3BOANTCS B y31e .services.dhcp .

VmeneMm cepBepa IOIKHO SBIAThCS UM MHTEpGeiica, Ha KOTOPOM OH paboTaeT. B KoH(HUrypammu Kakaoro cepsepa
HE0OXO0MMO yKa3aTb, KaK IIPaBUIIO, CICAYIOMINI MUHUMAIbHBIH HA0Op MapaMeTpoB, NepeiaBacMbIX KIHMEHTaM:

— Ilyn |P-agpecoB (Ha3HavaeTcs B BUAE AMANAa30HA OT HAYAJIBHOTO IO KOHEYHOTO afipeca).

— Macka IP-cetn.

— IP-aapec muto3a mo ymMmoa4anuio (B OOJMBITMHCTBE MPAKTUYECKUX 3a]1a4 UM SIBIISIETCS camo ycTpoitcTBo NSQG).

— Anpeca cepBepoB WiH peTpaHciasITopoB DNS (kpoMe TEXHOJOTHYECKUX CeTeH, Iie KIMEHTH 00paIaoTcs TOJIBKO K
KOHEYHOMY YHUCITY TEXHOJIOTHUECKHX CEPBEPOB, HAallpuMmep, OaHKOMAThl — K MPOLIECCHUHTY, 10 3apaHee U3BECTHBIM
IP-agpecam). Bo MHOrMX CHTyalMsiX, TaKHX Kak CeTH Maiblx oduco, pyHkumu perpaHciastopa DNS moxer
WCTIONHSATH caMmo ycTpoiicTBo NSG (cM. cien. maparpad).

Anpeca u Macka, Ha3HauaeMble KIMEHTaM, JOJDKHBI OBITH coriacoBaHbl ¢ [P-mpedukcom cereBoro mnTepdetica
NSG, 4To08I ycTpoiicTBa HAXOIUINCH B otHOM [P-moiceTn.

B OonpmIMHCTBE THIIOB COBPEMEHHOT'O OOOpYIOBaHUS, MpeaHa3HadYeHHOTo s paboTel B [P-cetm B kadecTBe
KOHEYHBIX XOCTOB, CETEBON MHTEp(elc Mo yMOTUYaHHIO HACTPOCH MMEHHO JJISi aBTOMAaTUYECKOTO KOH(MUTYPUPOBAHHS
mo DHCP. Takum o6pa3om, HacTpoiika ogHoro cepBepa DHCP mo3Bomser m3bexars pydyHOH HACTPOWKH OOJBIIOTO
gncna kiaueHToB (HampuMmep, [IK B mokampHOU cetn). OHa Takke MO3BOJISIET pa3felUTh OOS3aHHOCTH HACTPONKHU
KOHEYHOTO XOCTa M CETEBOT0 YCTPOWCTBA MEXIY PAa3IMYHBIMM JIMIIAMU: HAmpUMep, 3a ycTpoicTBo moctyma NSG
MOJTHOCTBIO OTBEYAET CETEBOM aIMUHUCTPATOP, a 32 TOJAKIIOYEHHBIN K HEMY OaHKOMAT — CIEIHAINCT 10 OaHKOMaTam,
Y HYU OJIMH U3 HUX HE UMEET JIOCTYIa K KOHPUTYpAIUH "dy»)oro" yCTpoHcTBa.

ITapamerp max-leases (cymmapuwiii mast Bcex DHCP-cepBepoB, omnpenen€HHBIX B YCTPOHCTBE) TO3BOJISET
OTPaHNYNTh MAaKCHMAJIbHOE YHCIIO AWHaAMH4YecKuX [P-agpecoB, BeIJaBa€MbIX OJHOBPEMEHHO. DTO YHCIO MOXKET OBITh
MEHbIIIe, YeM pa3Mep myia. B Takom ciydae 4mMCiIO KIMEHTOB, paboTalomIMxX B KaKIBI MOMEHT BpEMEHH, OyaeT
OTpaHUUYEHO, HO CEPBEP UMEET BO3ZMOXKHOCTh COXPAHSTD 32 KJIIMEHTAaMH, HEAKTUBHBIMU B JAHHBI MOMEHT, UX MpEKHUE
IP-ampeca mi1st OCIe Iy OIUX CECCHH.

Hpyrue napamerpsl cepepa DHCP u perpancnstopa DNS moryr ObiTh 3amanel B mosie extra . O6e ciyxOb
peanu3oBaHbl Ha OCHOBe oxHoro mpoekra dnsmasq. [logpoOHO o cuHTakcuce KOMaHIHOM cTpoku dnsmasq cwm.
JOKYMEHTALMIO 110 TIPOeKTy B MEPBOMCTOUHMKE Ha caidte http://www.thekelleys.org.uk/dnsmasgq/ .
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§4.3.3. Perpancasatop (mpoxkcu) DHCP

Perpancnstop (mpokcn) DCHP — Gomee mpocrast cimyxba, KoTopas HE Ha3HayaeT KIHEHTaM HACTPOHKH
CaMOCTOATENHHO, & OTJIABJIMBACT MINpOKOBemarenbHbie 3anpocsl DHCP B oHOH M3 HENOCPEACTBEHHO MOAKIIOUEHHBIX
ceTeil M peTpaHcIupyeT UX JIMOO MIMPOKOBEIIATEIBHO B APYI'YIO HENOCPEACTBEHHO IOJAKIIOYEHHYIO CETh, B KOTOPOH
JIOJDKEH HaXOANThes (haKkTHYeCKuil cepBep, Jinbo Ha 3ananHblil |P-anpec i nums cepsepa. [Ipu sTom B mose IP-agpeca
MCTOYHMKA B 3alpoce MOACTaBIseTCs aapec Toro nurepdeiica yerpoiictBa NSG, ¢ KOTOPOTo 3TOT IaKeT OTIPABISETCS
nanbie. CepBep MOXKET Jlake HaXOJUTHCS HE B HEIOCPEICTBEHHO IMOIKIIOYEHHOIN CETH — HO B 3TOM Cilydyae emy
JOJDKEH OBITh M3BECTEH MAapIIpyT K AAHHOMY ajpecy, YTOOBI €ro OTBET MOT JIOWTH oOpaTHO a0 mpokcu. IIpokcw,
TIOJIY9IHB OTBET, YAAJISET U3 HETO (3aMEHsET HyJISIMHI) CBOW cOOCTBeHHBIH |P-anpec Ha3HAUCHHS U PETPAHCIHPYET MaKeT
B MCXOJHYIO CeTh 1o m3BecTHOMY MAC-anpecy BOIPOIIAONIETO XOCTa.

Kax u mgns cepsep DHCP, nmpokcu mMoxer paboTaTh He3aBUCHMO Ha HECKONBKHX WHTepdeiicax; IMEHEM KaxXIou
OTJENBPHON TIPOKCH SIBISICTCS MM BXOTHOTO WHTepdelica, T.e. TOro, Ha KOTOpOoM oOHa ciymaer 3ampocki DHCP.
Ob6s3arenpHbIM apameTpoM i DHCP-poken siBisiercst MMst BEIXOHOTO MHTEpdeiica — TOro, 4epe3 KOTOPBIA 3TH
3alpOCHl PETPaHCIUPYIOTCA Jaibllie B CTOPOHY cepBepa. Agpec ¢axruueckoro cepsepa DHCP  sBisercs
ONIMOHANBHBIM. Ecmu oH yka3aH, 3ampochl OTHPABIAIOTCA HA HEro, €clIM HeT — PEeTPaHCIUPYIOTCA
UPOKOBCIIATCIIbHBIM o6pa30M B CCTh, HAXOAANUIYIOCA 3a YKa3aHHBIM BBIIIC BHIXOJHBIM HHTep(beﬁCOM.

§4.3.4. Perpancastop (mpoxcu) DNS

Cnyx6a DNS-nipokcn mo3Boisier ycrpoiictBy NSG BIONHATE GyHKIHH cepBepa DNS 1Mo OTHOMICHHIO K XOCTaM
JOKaIbHOHM ceTH. KiMeHThl HampaBisiioT cBoM 3ampockl DNS emy, a OHO mepeajpecyeT 3TH 3alpochl HEKOTOPBIM
peanbHbIM cepBepaM DNS. OTBeTHI cepBepOB peTPaHCIUPYIOTCS KINEHTaM.

OCHOBHOW MPaKTHYESCKHIA CMBICI JAHHOW CIYXKObl COCTOUT B TOM, UTO ajapeca cepBepoB DNS Moryt ObITh 3apaHee
HE M3BECTHBI, HAIIPUMEP, HA3HAYATHCS IOCTABILMKOM YCIYI KaKAbIA pa3 IpU yCTaHOBIeHUM ceaHca 1o PPP wnu
DHCP. Bosee Toro, Ha nmpakTHKe OHM MOTYT BpeMs OT BPEMEHH HU3MEHATHCS 10 YCMOTPEHHUIO OIepaTopa, IMOCKOIBKY
€ro CeTh CO BPEMEHEM H3MEHSETCS M MOJCPHHU3MpYeTcs. B 3ToM ciydae ajisi KIMEHTOB JIOKAIBHOM CETH YJO0OHO
Ha3HA4YMTh BBIXOJHOI Mapuipytuzatop (ycrpoiictBo NSG) oxHoBpemeHHO u cepBepoM DNS, a oHo yxke Oyner
ABTOMATHUYECKH IOJTy4aTh aJpeca pealbHbIX CEPBEPOB.

Ha ycrtpoiictBe omHOBpeMeHHO MOTYT paboTaTh Heckoibko DNS-mpokcu, kaxkngas M3 KOTOPBIX OOCITy>KHBaeT
KIMCHTOB B CETH, MOIKIIOUEHHON K ompenenéHHOMYy cereBoMmy uHTepdeiicy. Hacrpoiika cmyxOsr DNS-mpokcu B
IIEJIOM M OTJIEJIBHBIX MPOKCH, BXOSIINX B €€ cocTaB, MPOM3BOAMUTCA B y3ie .services.dns . MiMeHeM HpOKCH JOJKHO
ABJIATHCS UM MHTepdeiica, Ha KOTOPOM OHa padoTaer.

Anpeca peamsHBIX cepBepoB DNS, k KOTOpbIM OyayT oOparmaTbcs BCe MPOKCH, MOTYT OBITh 3aJlaHBI CTATHYCCKH
napamerpamu .services.dns.dnsl u .services.dns.dns2, HO 3TO He sBiseTCsl 00s3aTesibHBIM. Eciu 3T mapameTpsl He
3aJ1aHbl, TO MMPOKCH OOPAIIIAIOTCS K CepBepaM, KOTOPHIC B JAHHBIH MOMEHT M3BECTHBI JIOKAJIbHOMY KIIHeHTY DNS — B TOM
4HCIIe, K CepBepaM, moaydeHHbM quHamudecky mo PPP wmn DHCP. TToapo6Ho o padote kimenta DNS cm. §4.2.2.

Hpyrue napamerps! cepsepa DHCP u perpanciaropa DNS moryr 6bITh 3amanHel B mojie extra . O6e ciykOb1
pealn30BaHbl Ha OCHOBE OJHOro mpoekra dnsmasq. IlompoOHO o cuHTakcuce KOMaHAHOH CTpOKH dnsmasq cwm.
JOKYMEHTAIIHIO 110 TIPOEKTY B MepBOMCTOUHMKE Ha caiite http://www.thekelleys.org.uk/dnsmasgq/ .

IIpumep coBmectHoii koHpurypauuun PPP, DCHP-cepsepa m DNS-mpokcu. YcrpoiictBo NSG-605HF
UCTIONB3YeTCs VIS MOJKIIOYCHHUs Majoro oduca Kk MHTepHeT uepe3 omeparopa cetn UMTS (B mpoctopeunun — 3G).
Buytpu odwuca cozmaércs yokanbHas ceTb, B JIAaHHOM cllydae — OecmpoBoaHast. Jlins monb3zoBarensckux [1K,
PAacIoIOKEHHBIX B 3TOH cetu, ycTpoiicTBo NSG siBnsercst oqHoBpeMeHHO cepsepoM DHCP, nutro3om no ymos4aHuto u
cepepoM DNS. Camo ycTpoicTBO B X0i€ HOJKIIOUEHUS K COTOBOMY OIEpaTopy y3HAET afpeca BhIMIECTOSILETO IUTI03a
1 peanbHBIX cepBepoB DNS.
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port

1 39

: 1 encapsulation = "ppp"

PiipPP

1iimain

1111 set-defaultroute = true

Piiiipep

111 accept-dns = true (yemanosaeno no ymonuanuio)
wlan0

1 : mode = "access-point"

: : adm-state = "up"

;1 ssid = "myofficewlan"

: 1 security

D1 wpa

: .1 : passphrase = "gwertyuiop"
11 wpa2 = true

: 1 ifAddress

;11 prefix ="172.16.0.1/16"

services

: dhcp

::wlan0

: 1 : adm-state = "up"

11 :dnsl ="172.16.0.1"

: 1 : gateway ="172.16.0.1"

: 1 1 ip-address-pool (Huorcenpueedénnblil nyn ycmanosnen no yMoaruanuio)
;1 from ="172.16.0.2"
tiiito = "172.16.255.255"
::: mask = "255.255.0.0"

1 dns

::wlan0

: : : adm-state = "up"

§4.3.5. 3anyck mob30BaTEILCKUX CIY:KO HA ycTpoiictBe NSG

ITomumo Hanbollee BaXKHBIX CITYKO, ONpeneaéHHbIX B KOHDUTypallii yCTPOUCTBA, MOJIb30BATEh MOXKET 3ayCKaTh
Ha ycTtpoiictBe NSG B KadecTBe CUCTEMHOW CIIyKObI (ieMOHa) J00bIE ApyrHe MporpaMMbl U CKpuIThl. HacTpoiika

TMOJIB30BATENILCKUX CITYKO MPOM3BOAUTCS B y3iie .services.daemons .

OCHOBHBIM NTapaMETPOM, ONPEIEIISIOMUM CYIIHOCTh MOJIB30BATEILCKON CITyKOBI, sIBIIsieTCs command — KoMaH/a
OC Linux ans 3amycka TpeOyemoil mporpamMmbl (€CiIM OHA MMEETCS B CHUCTEME) MM CKPHINTa (CKPUNTHI MOTYT
CO371aBaThcs IOJIB30BATENIEM 0 Mepe HeoOxoamMmocTn). BeiBon cimyxObl coxpansiercst B xxypHaie. O0béM, dopmar

BbIBOJIA U T.II. HACTPAUBAIOTCSA NMapaMeTpaMu JTOH XKe KOMaH,I[HOﬁ CTPOKH.

Cnyx0a wuCIONHACTCS B H30JMPOBAHHON KoMaHmHOW obOonouke BHyTpm OC Linux. BBoauTte oOpamicHme
#!/bin/sh ( ... )& mist 3TO¥ Henm He TpedyeTcs, OHO T00ABIACTCA K KOMaHIe aBTOMATHYCCKH.
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§4.4. Jocryn k ycrpoiictBy NSG, MOHUTOPMHI U ABTOKOH(pUTypUpOBaHuUe

§4.4.1. Cepgep Telnet

Hocryn no Telnet sBrsieTcs 0OMENPUHATEIM U IPOCTEHIITIM CITOCOOOM YIPABICHUS CETEBBIMH YCTPOHCTBaMH (3a
MCKITIOYEHHEM KOHCOJIBHOTO MOPTa, KOTOPBIH HBIHE SBIISIETCS BBIMHPAIOLIMM BHAOM M 110 3Toi npuunHe B NSG Linux
2.0 He sBIsIETCS] OCHOBHBIM criocobom). 1o ymonuanmto, cepsep BIIIOUEH Ha crannaptHoM nopty TCP 23, a nopr eth0
yCTpoiicTBa MMeeT mpenycTaHoBieHHbIl [P-agpec 192.168.1.1/24. Ilo »tomy anmpecy K YCTPOWCTBY MOXKHO
MOJKIIOUUTHCS JUISL BBIIOJTHEHUS €ro NePBOHAYAIBHOW HACTPONKY.

B y3ne menro .services.telnet MOXHO BKJIIOYHMTH/BBIKIIOUUTE cepBep Telnet, MCIONB3yeMBId Ul yIIpaBieHHs, a
TaK)Ke M3MEHUTh HOMEp NOpTa, Ha KOTOPOM OH paboTaeT.

Hoctyn no Telnet siBisieTcst HE3aMUIIEHHBIM, TIO3TOMY HCIOIB30BATh €TO B pa0OYHMX CHCTEMaxX HE PEKOMEHIYETCSI.
Kak MakcuMyM, €ro MOXXHO HCIOJIB30BaTh BHYTPH 3aIIMIIEHHOTO TIEpUMETpa KOPIIOPATUBHON CeTH, HiH depe3 Oe3ormac-
HbIC TYHHENH. B OONBIIMHCTBE MPaKTUYECKUX 3aad LeIeco00pa3Ho MOCIe BHIOIHEHHS IEPBOHAYAIEHON HACTPOHKH
OTKITIOUHTH cepaep Telnet 1 BKITOUMTH BMECTO HEro Oe3onacHslil mpoTokoa goctyna SSH (cM. cien. maparpad).

Ecmm noctyn mo Telnet TpeGyeTcs 1o cymiecTBy, HO TOJIBKO Yepe3 ONPEAEIEHHbIE TOPTHI, TO HEOOXOIMMO 3aKPHITh
ucnonb3yemsiit nopt TCP ¢unpTpamMu Ha Bcex mopTax, Ha KOTOPEIX OH He TpeOyetcs. [Ipumep: ycrpoiictBo NSG-605,

nopt eth0 noaxmouén k nokanbHOM cetn oduca, mopt ethl — Kk mocraBIUKY YCiyr OOIIEro MOJIb30BaHUS.
Crenyromasi HaCTpoiika 3anpemraet goctyn mo Telnet uepes mopr ethl:

ip

: filter

1 INPUT

I |

: 111 protocol = "tcp"

11 in-interface = "eth1"

: 1 1 : destination-port ="23"

1 target = "DROP"

Bortee cuimbHEBII BapuaHT TOTO ke (GHiIbTpa: 3anpeniaercs goctyn o Telnet uepes Bce ceteBbie nuHTEPhENCHL, Kpome ethO:

ip

: filter

:: INPUT

M |

: 1 11 protocol = "tcp"
111 in-interface = "lethQ"
: 1 1 : destination-port ="23"
11 target = "DROP"

[Toapo6Ho o HacTpoiike GuiabTpoB cM. YacTs 3.

§4.4.2. CepBep SSH
IIpotoxon SSH, kak m Telnet, obecrieunBaeT JOCTYm K YCTPOWCTBY B KOHCOJBHOM PEXHME, HO IIPHU 3TOM
obecrieunBaeT 3aIIUTy BCEX IepeJaBaeMbIX ITaHHBIX — B IIEPBYIO OYepelb, UMEHHM W Hapois mnojb3oBareis. Jlis

ncnoip3oBanus SSH HCO6XO,HI/IMO BBITNIOJIHUTD CJICAYIOMINE NPEABAPUTCIBHBIC ﬂCﬁCTBHHZ

— Haznauute mosb30BaTeNsM peasibHbIE HENYCThle Iaponu. B 3aBojcKoil KoHGUrypamuu Ui HOJIb30BaTenst Nsg
YCTaHOBJICH ICTOM MapoJib, a JUIS IOJb30BaTENs oot — ciydalHbIM X3II, Maposib OT KOTOPOTO HEM3BECTEH
HUKOMY (B T.4. u KommaHmu NSQG). VmpasieHne Moip30BaTeNsIMH (HAa3HAUYEHHE Mapoyied, co3maHue/yIaaleHue
JOTIOTHUTENbHBIX MOJIb30BATENEH) IPOU3BOJUTCS B y3I€ .System.users .

— CreHepupoBaTh HAa YCTPOWCTBE KIIOYM W CEPTUPUKATHI ¢ TIOMOIIBIO KOMaHJbI .Services.ssh.keygen . TTockonbky
IpoIeIypa TeHepauy KIFo4Yel ATUTENbHAsS U pecypcoéMKas (10 HeCKOJNBKHX MHHYT Ha MIIQAIINX yCTPOMCTBAX),
JUTsI €€ BRITIOJTHEHMsI He0O0X0 1Mo moATBepxkaAcHue (B Web-untepderice - HaOpaTh Yes B 1MoJie BBOJA).

Kiroun MO>XHO MOBTOPHO CI€HEPUPOBATH B JIIOOOI MOMEHT, IPH 3TOM OyIIET BBIBEICHO NPEAYNPEKICHNE, YTO OHU
YK€ CYIIECTBYIOT.

— Bxirounts cepsep SSH.

JlomomHUTENBHO B y3J1€ .Services.ssh Bo3aMoxkHO m3MeHuTh HoMep nopta TCP, Ha koTopom padotaet cepeep SSH. B
YaCTHOCTH, 3TO MOXKET OBITh TOJIE3HO TSI HEKOTOPOTO MOBBIIICHHS OE30MACHOCTH.
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BHUMAHHUE Kimoun SSH, ceptudukarst X.509 u apyrue cpencrsa ayTeHTHQUKAIIUN XPaHATCS HA YCTPOHCTBE
B OTJENBHBIX Qaiax B aupekropuu /etc. [Ipu BeIMONTHEHNN 0OHOBIECHHUS MPOTPaMMHOTO obecrie-
YEeHHS B CEPBUCHOM pEXUME OHHU YHANSIOTCS. YTOOB COXpaHHUTh WX, HEOOXOIMMO Tiepen 00HOBIIE-
HHEM CJeNIaTh PE3EPBHYIO KOITHIO BCEH KOH(UTYpAINH, a He TOIHKO KOH(PUTYypPaAIIIOHHOTO IepeBa.
oxpobuo 0 cTpyKType dailioB KOHGUTYpALIUN U CIIoco0ax e€ pe3epBUPOBAHUS/BOCCTAHOBICHHS
cM. YacTs 1.

BosmoxHOCTh yaanéHHoro goctymna no SSH HemocpencTBeHHO K YCTPOMCTBY Liesieco00pa3sHo MpeycMOTPeTh, Kak
NpaBuiIo, B OOJBUIMHCTBE NPAKTHYECKUX KOH(QUTypanuii — KpOMe TeX CETEeBBIX PELIeHHH, rie abCOJIOTHO BCe
W3JINIIHIE MTOPTHI KATETOPHYECKU JTOJDKHBI OBITH 3aKPBITHI 110 TPEOOBaHUAM 0E30ITaCHOCTH. DTO MOXKET MPHUIOAUTHCS B
CaMblii HENOAXOJSIIMA MOMEHT JUISi YCTPaHEHHs OTKa30B, NPHUBOJIIUX K IMOTEPE CBS3H C YCTPOMCTBOM HHBIMH
cniocobamu (Hamnp., yepes VPN). /lns moBblmeHnst 0€301IaCHOCTH MOXKHO OTPaHHYHUTBH CIIUCOK aJIpecoB, ¢ KOTOPBIX
paspeléH JocTym, 3apaHee U3BECTHBIMM aJipecaMy JaHHOH opranuzaunu. [Ipumep ¢uibrpa, paspelnaromero 10Ty
o SSH uepe3 mopt ethl Tompko u3 cetn 123.45.67.96/28:

ip
: filter
1 INPUT
|
: 1 1 protocol = "tcp"
: ¢ in-interface = "eth1"
: source = "1123.45.67.96/28"
: 1 1 destination-port ="22"
;@ target = "DROP"

IToxpoOHO 0 HacTpoiike GuiIbTpoB cM. YacTs 3.

Cepeep SSH B NSG Linux 2.0 ckordurypupoBaH ajsi paboThl TOJIBKO 10 COBPEMEHHOM Bepcuu mpoTokosa SSH v2.
Hoctyn mo ycrapesiiei u HeOezomacHor Bepcuu SSH v1 3ampemién. Paspemuts ero, B MpUHIHIIE, BO3MOXKHO, HO 3TO
KaTeropU4eCKU He PEKOMEHYETCsI; Bce COBpeMeHHbIe KineHTsl SSH noanepxuBaroT Bepcuio 2.

IIpotoxon SSH, B ornmume ot Telnet, mpenycMmaTpuBaeT mepenady NaHHBIX B OMHAapHOM pEKHME, IIOITOMY OH
MO3BOJISIET TIEpefaBaTh HE TOJBKO TEKCTOBBIE KOMAHIBI M WX OTBETHI, a NPOW3BOJIBHBIC OWHapHBIC AaHHBIE. B
YaCTHOCTH, OH MO3BOJISIET KONMPOBATH OMHAPHBIE (DaliIbl ¢ OJJHOTO YCTPOMCTBA Ha Apyroe. DTOT NpUEM BecbMa yI00eH
u mpoxo npumensiercs B Unix-cucremax. [Togpo6Ho o Bo3moxHOCTX SSH cm. Yacts 7.

§4.4.3. Cepsep HTTP/HTTPS

Cepsep HTTP oGecnieunBaer pabory Web-unrepdeiica u ABise€Tcs OCHOBHBIM HHCTPYMEHTOM JIJIsi HACTPOUKH H
ynpaBieHus ycrpoiictBoM. [To ymomaanuto, cepBep BimouéH Ha mopty TCP 80. Hactpoiika cepBepa mpou3BoauTCs B
y3ie .services.http .

Iporokon HTTP He sBnsercs Oe30macHbIM M HE PEKOMEHIyeTCS Uil HCIIOJb30BaHHS BHE 3allUIIEHHOTO
nepuMeTpa KOpropaTHBHOH ceTtu. s OezomacHoro nocryma mpeaHasHadeH npotokon HTTPS, npencrasistomuii
coboit nepenauy HTTP BuyTpu 6e3omacuoro tynuens SSL/TLS. B NSG Linux 2.0 3ToT npoTokoi peanu3yercs B BHIE
komOuHarmu HTTP u STunnel. [Tns sruntouenust HTTPS HeoOX01MMO BBIMOIHUTD CIIEIYOIHE ICHCTBUSL:

— Bxmounte HTTPS mapamerpom .services.http.https.enable . Ilpu sTOM aBTOMaTH4ecku CO3maETCSI TYHHENb
.tunnel.stunnel.tunnels.~HTTPS~ ¢ 3apaHee npenonpeaeinéHHbpIMU HacTpolikamu (BHeluHui mopt TCP 443 u np.).
JaHHbIil TYHHEJIb HE MOXET ObITh H3MEHEH MOJIb30BaTeIeM M aBTOMAaTHUECKH yaaisieTcsl pu Beikirouennun HTTPS.
Ecnu none3oBarento tpedyercss HTTPS ¢ kakuMu-nmbo IpyruMu napamerpamu (Harp., HeCTaHAapTHBIM HOMEPOM
MopTa, C JABYCTOpPOHHEH ayTeHTH(UKaiueil Ha OCHOBE CepTH(HKATOB, C LEHTPAIN3OBAHHO BBIIAHHBIMHU
cepTH(UKATaMH U T.I1.), TO TAKOW TyHHEIb CIEyeT CO31aTh U HACTPOUTH BPyUHYIO B y3ie .tunnel.stunnel .

— PecraptoBats cepsep HT TP (namp., yepe3 KOHCOIBbHYIO KOMaHAHYIO0 000JI0UKY, HIIM PECTAPTOM BCEIr0 YCTPOICTBA).
[Ipu 3ammycke cepBepa reHepupyeTcss MUHUMAJIBHBIN HA0Op KITtoueii M cepTU(PHUKATOB /IS TYHHEIS.

MNPUMEYAHUE Ceprudpukar ycrpoiicteBa NSG, reHepupyemblii B XoJe HaHHOH IpOLEIYpbl, SBISETCS
camonoanucaHueiM. Ilpy mepBom monkimodeHun K ycrpoidctBy mo HTTPS Oyner Beimano
npeaynpexaeHue opoysepa. /s npogoikeHus paboTbl HEOOXOMMO BPYUHYIO 100aBUTh TaHHBINH
cepTu(HUKaT B UCKITIOYCHHS (B CIIMCOK JJOBEPEHHBIX CEPTU(HHUKATOB).

BHUMAHHUE Komanpa .services.http.https.enable Tonbko co3maér koHpUrypanuio TyHHENS, HO HE TIPUMEHSET
e€. Tlocne BrmoueHwst/BoIKIIOUeHMsT HTTPS HE0OX0AUMO OTACIBHO MPHUMCHHTH M3MEHEHHS B Y3IIC
.tunnel.stunnel .

ITocne toro, kak BrmouéH HTTPS, neodxoaumo 3anperuts goctyn mo HTTP gepes Bce moptsl (Min X0Ts OBl 4epe3
BHenTHue). [l OBICTPO HACTPOWKH MOXKHO BOCIIONIB30BaThCs kKoMaHaamu deny-/allow-http, co3naromme n ynanstorniue
cienyrouid GuiabTp A 3anpera gocryna no HT TP uepes smoboii narepdeiic:
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ip

: filter

1 INPUT

|

: 111 protocol = "tcp"

: 11 destination-port = "80"
11 target = "DROP"

JlanHas koMaHAa co3aéT GUIBTP, HO HE BKIIOYAET €r0 aBTOMATUYCCKU. UTOOKI CIeTaHHBIC H3MECHEHHS BCTYIUIH B
CUITy, HCOOXOIUMO BBITOJHUTH KoMaHny _apply B manHoMm y3ie Ilpu 3Tom nmoctym k ycrpoiictBy mo HTTP Oyzmer
yTpaueH; eClii B JaHHBIM MOMEHT yrpaBlieHHe ocyriectisercs no HT TP, To 3ta ceccust octanercs B "MoBEIICHHOM"
COCTOSIHUM U e€ HeoOXoauMo OyleT CHATh NPUHYAWTEIHHO KOMaHIOW .System.sessions.close (mnm nmoxnarbest e€
CHATHSA IO TAUMAYTY).

Jns Oonee wusbuparenmpHoro 3ampera HTTP (Hanpumep, TONBKO IO OTAEIBHBIM HMHTepdelicaM WM 1O
HECTaHJapTHOMY HOMEpY IOpTa) CIEAYeT CO3aTh COOTBETCTBYIONIHE (QHIBTPHI BPYUHYIO.

BHUMAHMUE Uto0bI 00ecTieunTh JOCTYI K YCTPOHCTBY HckimountensHo 1o HTTPS, Beikirouats cepep HT TP
HE CIIEJIYeT, MOCKOJIIBKY OH 00eCIeunBaeT paboTy 000HX IPOTOKOJIOB.

Pa3zoBas xomaHga renew-cert ymamser uMerommecs kiaoun u ceprudukatel TyHHEnss ~HTTPS~. Ilocne a3toit
KOMAaHJBI CIIEAYET TaKXKe PecTapTOBATH CEPBEP, YUTOOBI CTEHEPUPOBATh HOBEIM HA0OP.

YroObl TOJHOCTBIO OTKIIOUUTH goctym yepe3 Web-untepdeiic (kak mo HTTP, tak u mo HTTPS), crexyer
BBIKIIOUUTE cepBep HTTP. YnpasneHue ycTpoiicTBOM B 3TOM Cilydae BO3MOXKHO Yepe3 KOHCOJIBbHBINA UHTepdelic yepes
Telnet unu SSH.

§4.4.4. Cryx6a netping

netping — cnenuanu3upoBaHHas CUCTEMHas CIyk0a, I03BOIAONIAsl PETYIIPHO UCIOJIHATh 3aJJaHHbIe CKPUIITHI MIIH
KOMaH/Ibl ¥ B 3aBUCHMOCTH OT MX PE3YJIbTaTOB IPOU3BOJUTE Olpe/ienéHHbIe AeiicTBus. Hanbonee ynorpedutensHoit n3
TaKHX KOMaHJ SBJIETCS PiNG AU MPOBEPKHU JOCTYIHOCTH 3aTaHHOTO Y3JIa CETH, YTO U 00YCIOBHIIO Ha3BaHHE CITYKOBI.
Ciyx6a MOMKET HCHOJHSTHCS B JBYX PEKHMax: PiNg Ui OTHOCHTENBHO IIPOCTOTO MOHHTOPHHIA CETH B PEXHME
"ma/mer" wu expert s HammcaHWs Ooiiee CIOXHBIX AITOPUTMOB. B y3me .services.netping moryr OBITH
CKOH(HUTYpHPOBaHBI HECKOJILKO TAKUX CITY’KO, MpeJHa3Hau€HHBIX JUIS Pa3HbIX IIeTIeH.

B pexuMme ping OCHOBHBIMH IMapaMeTpaMH KOMaHJbl SIBJSIOTCS aapec KOHTpojbHOro xocra (destination) u msa
CKpHUITa, U3 KOTOPBIX 00sA3aTeNbHO AOJDKEH OBITh 3a1aH XOTs Obl ojuH: failure-script, ucronHsemslil pu nponagaHuu
ping, u restore-script, HCIOMHASMBIN MOCIe ero BoccTaHOBIeHM. O0a CKPHUIITa MOTYT CO/CPKATh JIF0Oble KOMaHABI U
BBI3BIBATH JIt0OBIE Apyrue ckpuntshl OC Linux, B TOM 4Hcie U BBI30B KOMaHIHON 000JIOYKH NSYSh B MakeTHOM pexUME,
1 KomMaHzy reboot st pecrapra cuctemsl.

INPUMEYAHUE Ecmu netping wucnonp3yercs [Uisl  OTCIEKHBAHUS KAKUX-THOO aHOMANbHBIX  CHTYyaIllHid
(IeCTBUTENBPHBIX WIIM TIPEIIIONAraeMblX) M pecTapra yCTPOWCTBA, YTOOBI NPHUBECTH €ro B
paboToCIOCOOHOE COCTOSIHME, TO PEKOMEHIYeTCs BMECTO CTaHAapTHOH KomaHisl reboot
UCTIONB30BaTh CKpUNT nsgreboot. JlaHHBIH CKpUNT coOXpaHseT TeKyllylo HWH(OpManuio o
COCTOSIHWM ycTpoiicTBa B (haire /etc/postmortem.dump m 3aTeM pecrapTyeT yCTPOHCTBO.
[Momyuennas nHbOpMAIHS MOXKET OBITH TOJIE3HA IJIs1 aHAJIM3a U TTOUCKA ITPo0IIeM.

T'oBopst Gosee crporo, 06a ckpurra failure-script u restore-script pearupyror Ha uzmenenue coctosHus netping us
ON (ycnemno) B OFF (meycmemHo) 1 oOpaTHO W WCIONHSIOTCS TOJBKO | pa3 mpH KaXXaoM TaKOM H3MEHEHHHU.
HauansHoe coctosiaue Netping cuuraercss Heonpeaei€HHbIM, TOITOMY MPU MEPBOM HCHONHEHUU NEtping obsi3aresibHO
BBIMOJTHSACTCS OJTUH U3 JIBYX ATHUX CKPHUIITOB.

Ecau netping wucmonb3yercss B CBOEM OCHOBHOM, OYKBaJbHOM CMBICIE — IS MOCBUIKM PiNG Ha 3aJaHHBIA
KOHTPOJIBHEIA XocT, To makeTsl ICMP Echo Request moceumatorcs cepusimu mmo packets mTyk B oxHOW monbsITKe. Ecmu
XOTS OBl Ha OJMH M3 HUX IIOJy4eH OTBET, TO MOIBITKA CYUTAETCS yJAuyHOW, €CIM HU OJHOTO OTBETa — HEYNAYHOIL.

ITonbITKM TIOBTOPSIFOTCS Yepe3 Kaxwie interval cexynn. Eciim HeymadyHbIMEH OKa3bIBAIOTCSI retry MOMBITOK TOIPSII, TO
peructpupyercs nepexon u3 ON B OFF u ucnonusiercs failure-script.

JlomomHuTebHO MOXET OBITh yKa3aH IP-ampec, KoTopwii OyneT MPUHYIWUTENBHO YKa3bIBaThCS B ITOCHUIAEMBIX
MakeTax B KauecTBE HCTOYHHKA (SOUurce). Anpec NOJDKEH MpUHAIEkKATh KAaKOMY-THMO0 W3 MHTEp(EHCOB JaHHOTO
ycTpoiictBa. [lo ymomgaHuro, ykaspIBaeTcs aapec TOro WHTepdeiica, depe3 KOTOPBIM OTIPABISIOTCS MaKeThl, HO B
HEKOTOPBIX CIIyJasiX OH HE TOJTUTCS JIJISl TOTO, YTOOBI AKEThl 00padaThIBaINCh, MAPIIPYTU3UPOBATHCH, (PUIHTPOBAIHUCH
Ha MPOMEXKYTOYHBIX Y3JIaX U T.II. )KeJIaeMbIM 00pa3oM (CM. MPUMEP HUKE).

BMecTto ping MOXXeT KCIONB30BAThCS, B 00IIEM ciydae, Jirobas apyras komanga. Hanpumep, ecin naketsi ICMP
Echo B ceTn GJI0KHPYIOTCS MO KAKUM-THOO0 COOOPaKeHHUSIM, TO BMECTO PiNG MOKHO MCIONB30BaTh KOMaHAy traceroute
¢ onuusiMu -f ¥ -W — OHa BBINOJIHIET aHAIOTHYHBIA OOMEH MakeTaMu, HO Hcnoib3yeT nporokon UDP u moprsl,
HaunHas ¢ 33434 (1o yMmoirdaHuio). AbTepHaTUBHAS TECTOBAass KOMaH/Ia WM CKPHUIIT 3alKChIBalOTCs B moJie test-script
(ecn OHO IYCTOE, TO MCIOJHAETCA OOBIYHBIN PiNg, Kak omucano Beiie). [lapamerpsr interval u retry B aToM ciyuae
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COXpPaHAIOT CBOU CMBICII; crieludHrIecKre mapamMmerpsl s BeizoBa Ping (packets, destination, source) uruopupyrores,
BMECTO HHX CJICYET SIBHO yKa3aTh B KOMaHIHOW CTPOKE BCE MapameTphl AJsi Pa30BOT0 BbI30Ba TECTA.

JomonuutensHblil mapamerp start-delay mo3Bossier 3agepkaTh Ha4aao MOCHUIKU PiNG P CTApTe CHCTEMBL, a TAKKE
KaXIplil pa3 mocie orpadortku failure-script. Takast pa3oBas 3amepkka ObBaeT HEOOXOIMMA JJIsI TOTO, YTOOBI CHCTEMA
ycnerna mpuiiti B pabodee cocrosHue. OHa 0COOCHHO akTyajbHa Mpu pabote Netping depes cotoBbie MHTEPEHCHI,
MOCKOJIBbKY /ISl HUX TpeOyeTcst 3HaUNTEIbHOE BpeMsl Ha CTapT/pecTapT MOy U peructpauuio B cetd. C e€ moMomupro
MOXKHO HM30€XKaTh JIOKHBIX cpabaThIBaHUI OTTOro, 4To NEtping yxe 3amylueH, a COSTHMHEHHE, KOTOPOE OH JOKCH
KOHTPOJIMPOBATh, €LIE HE YCTAHOBJIEHO.

Bce nefictBust netping perucTpupyroTCs B )KypHAJe TaHHOM CITyKObI.

IToMHUMO HEMOCPEACTBEHHOTO HCIONHEHUsI CKPUIITOB, NEtPiNg MOXKET paccMaTpHBaThCs KaK OAWH U3 CHCTEMHBIX
JATYNKOB, TeHepupyromuid COObITHs failure 1 restore . 3To MO3BOIAET BKIFOYUTH €T0 B OOIIYIO CTPYKTYPY 00paboTdmka
coObITHi O mpuHUIMTY "coObiTme — neiictBue” (cM. 1m.§4.7). Takoe pemieHHe NpenoCTaBisieT Oojiee IMUPOKHE
BO3MOXKHOCTH (HampHMep, UCIOJIb30BaHue tCP-yBeIOMIICHUI U cepBepa LEHTPAIM30BAHHOTO MOHHTOPHHTA), a TAKXKE
MOXeT OBITh HECKOJILKO 0oJiee yIOOHBIM B aIMMHUHCTPUPOBAHHH.

NPUMEYAHUE netping sBisieTcs, Mo CYIIECTBY, BCIOMOTAaTEIbHBIM MEXaHH3MOM W HH B KOCH CTCNEHH He
IIpeJHa3HaYeH AJIS MOJHOW 3aMEHBI IITATHBIX MEXaHM3MOB KOHTPOJS M YIpPAaBICHHSA: KOHTPOJA
anmapatHoro coctostauss ON/OFF maTepdeticoB, LCP Echo mns coenunennii PPP/PPPoE/PPTP,
JIpYTUX BCTPOCHHBIX MexaHW3MoB echo m Kkeepalive mnst pasnuuHBIX CETEBBIX NPOTOKOJIOB,
MIPOTOKOJIOB AMHAMUYECKONH MapHIpyTH3alud. VICIois30BaTh €ro peKOMEHIyeTcs TOJIBKO B TEX
cily4asix, KOrJa TaKHe MEXaHW3Mbl HENPHMMEHHMMBI (Hamp., HEKOTOPHIE COTOBBIE ONEPATOPHI HE
orBeuaroT Ha LCP Echo Request), He mH(bOpMATHBHEI (HAMp., IPU MOAKIIOYCHHN K IIOCTABITUKY
yeayr Ethernet oTka3 Mo>keT npou30#TH BhIlIE 1O ceTH, U mopT Ethernet ycrpoiicTBa octaércs B
cocrostnuu UP), miu paboTaroT HEKOPPEKTHO (HAmp., W3BeCcTHas ocoOeHHOCTh B pabote OSPF
MOBEPX JMHAMHUCCKHU CO3/[aBaeMbIX TYHHENEH B Mapiipytusatopax Cisco Systems).

Ecnmn B cucreMe HCHONB3YIOTCS HECKOJBKO pPa3NUYHBIX MEXaHH3MOB KOHTPOJIA Ha pasHBIX YPOBHIX, TO
MPaKTHIECKOE NMPaBWIO "OOJBIIOr0 Majubla' COCTOMT B TOM, YTOOBI BpeMs cpaOaThIBaHUS Ka)KIOTO BBIIIECTOSIIETO
MexaHn3Ma ObLIO, 10 KpaiHeil Mepe, B 3 pa3a Oosiblle, 4eM HIDKEIIEkKalIero (a Takke, 10 BO3MOXKHOCTH, HE KPaTHBIM
cTporo). Hampmmep, ecmm ycrpoiicTBo ycTaHaBinmBaeT TyHHenb PPTP moBepx coToBOoro coemwHeHUs, TO
PEKOMEHAYETCS NCTIONIb30BATh CIIEAYIOIINE COOTHOIICHHS BPEMEH:

— LCP Echo B coroBoM coeaunenun PPP — 3 monsiTku no 30 cek;
— LCP Echo B kouTposnbaoM coequnernn PPTP — 3 mombiTku mo 95 cexk;
— netping st pecrapTa Bcero ycrpoiictBa — 3 mombITkH 1m0 300 cek.

Ilpu pabote B pexxume expert ciayxoa netping MO3BOJISIET PEAIN30BaTh 00Jiee CIOXKHBIE ANTOPUTMBI CICKECHUS U
pearupoBaHWs, BKJIIOYAs MOCIEJOBATEIFHOCTH M3 HECKOJBKHX TECTOB, HECKONBbKO (Ooiee aBomvHOro '"ma/met")
BO3MOXKHBIX PE3YyJIbTaTOB KaXJI0I0 TECTA, YCIOBHBIE MEPEX0bl MEXY BETBIMHU aJlfOPUTMa U T.II. Pe3ynbrar Kaxmoro
TeCTa MEePeHaloTCs B BUJE KOJIA 3aBEPIICHUS TECTOBOM MPOrpaMMBI, B 3aBUCHMOCTH OT KOTOPOTO MOKET BEIOMPATHCS
CJIEIyIOIIMHA Iar alropuTMa.

IIpumepsr:

1. Pectapt npobiemMHOro ycrpoicTBa. HekoTopoe ycTpoiicTBO B CETH MOXKET "3aBHcaTh" U MepecTaéT OT3hIBATHCS Ha
ping. JIpyroii BapuaHT — B CETH MMEETCSI HEHAIEKHBI KOMMYTATOp, "3aBHCcaHne’ KOTOPOTO TPUBOIWT K MOTEPE
CBSI3M C IIENICBBIM XOCTOM. B 000MX ciIydasx NpOWM3BOAWTCS PECTapT MPOOIIEMHOTO YCTPOICTBAa MO MUTAHUIO C
nomompo koHTposuiepa NSG 1C-2d0-220/1 unu SPC-2, noxkmouéHHoro k mopty 1-Wire ycrpoiictBa NSG.
YroObl He BIaBaThCSI BO BHYTPEHHIOI HOMEHKJIATypy nopToB B cucreMe NSG Linux Ha JaHHOW MOJENH, CKPUNT
UCIIONHSIET KOMaH bl NSgSh B makeTHOM pexxuMe. J[iis mapamMeTpoB Ping HCMOIb3YOTCS 3HAYCHHS IO YMOITYaHHIO.

Ethernet switch TecToBbIV MK

NSG (NpobneMmHbili) Npo6neMHbIi XocT
| | | 7 123.45.67.89

1
] |

220B - ——— I

NSG IC-2do-220/1 NSG SPC-2
(makc. 1A) (makc.16A)

.l 1-Wire
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services

: netping

. hw_restart

: 1 adm-state = "up"

: 1 1 description = "Restart this poopy piece of hardware once it hangs"

: 1 : destination = "123.45.67.89"

: 1 : failure-script = "nsgsh -q .port.1-wire.device.3A6EOE0100000062.circuit.A.drop"

[Ipennonaraercs, 4TOo KOHTPOJUIEp WMeeT ammapatHed azapec 3A6E0E0100000062. IlogpobHo o pabote ¢
ycrpoiictamu 1-Wire cm. Hacts 2.

. Koutpoms moctymHocTn 3amanHoro y3na mo kanamy Ethernet MAN. BankoMar mraTHO COSMHHACTCS C MPOIECCHH-
TOBBIM cepBepoM Mo ropoxackoit cet Ethernet. Ilpu oTkase 3Toro kaHama CBS3HM MapLIPyT Ha NPOLIECCHHI 4Yepes3
HETO yAaJsieTcs U 0CTaTCs TOJIBKO pe3epBHBIM MapIIpyT (¢ OOJIbILIEH METPHUKOI) Yepe3 COTOBOE COCANHEHUE.

Cetb

MpOLIECCUHTOBbIM
cepBep
3G 123.45.67.89 [—

NHTepHeT |
BaHkomaTt | |
192.168.0.2 \\w
o OTKa3 —=—
1= NSG-700
= eth0 UM-3G
A l, 192.168.0.1
| 2 | | =pl |
UM-ET100 | | Ethernet | | Beixonoi TecToBbIi XOCT
switch MapLupyTM3aTop 123.45.67.90
98.76.54.29
ip
: route
|
: 1 1 device ="s1"
1 metric =3
: 1 1 network = "123.45.67.89/32"
112
: 11 gateway = "98.76.54.29"
: 1 1 network ="123.45.67.90/32"
: filter
:: OUTPUT
M |
111 out-interface = "s1"
: 11 : destination = "123.45.67.90"
11 target = "DROP"
services
: netping
: : route_swap
: 1 : adm-state = "up"
: 1 1 description = "Re-route ATM packets to 3G back-up"
: 1 : destination = "123.45.67.90"
: 1 : failure-script = "ip route del 123.45.67.89/32 via 98.76.54.29;"
: : restore-script = "ip route add 123.45.67.89/32 via 98.76.54.29;"

IockonbKy mocklIaTh Ping HeoGxoaumo B kanan Ethernet He3aBHCHMMO OT TOro, paboTaeT OH WM HET, TO B
KayecTBE ajapeca Ha3HAYCHUS HCIOJB3YETCsl APYrod XOCT, MO BO3MOXHOCTH MaKCHMAJbHO ONM3KHH K
MIPOIIECCUHTOBOMY CepBepy. MapiipyT Ha 3TOT XOCT, C Mackol /32, Bcerza yka3biBaeT B kaHal Ethernet.

OuIBTp 3amperIaeT OTHPaBKY MAKETOB KOHTPOJIFHOMY XOCTy depe3 uHTepdeiic s1. B mpoTHBHOM ciTyd4ae BO3MOXKHA
Takast cutyanwst, uto nopt Ethernet dbusmueckn oTkIIOUER M MApIIPYT Yepe3 HETo MPOIaaacT, KOHTPOIBbHBIC TTAKEThI
YXOJISIT B OCTABIINIICS MapIIPyT IO YMOJIYaHUIO — Yepe3 COTOBBIM HHTEp(eiic — 1 TOXOAAT JI0 LEIH, B Pe3yJIbTaTe
COOBITHE BOCCTAHOBJICHHsI PiNG HUKOIIa HE HACTYMAET K MAPIIPYT B OCHOBHOI KaHaJl HUKOT/IA HE BOCCTAHABIIMBACTCSL.

[pumepsl Apyrux AeHCTBHI IpU CMEHE KaHaa cBsi3u (1o6aButh B failure-script, restore-script):

Pecrapr IPsec: ipsec setup restart;

Ounctka Tabmunsl NAT: conntarck -F;

CeeromuoaHas naaukanus: hsgsh -q .tools.led.green.off .tools.led.red.on;
1 HA00OpOT.
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Junamuueckas pekoHpurypamms ycrporictBa NSG. YcrporictBo NSG—605 paboraeT B KadecTBE ILTIO3a IS
nojKIoueHus K koprnoparusHoii cet VPN (IPsec, OpenVPN, NSG uiTCP). PernamenT paGoThl JaHHOM CETH TPEOYET,
9TOOBI BpeMs Ha yCTPOHCTBE OBIIO CHHXPOHU3UPOBAHO C €AMHBIM ceTeBBIM cepBepoM NTP. IIpoGiema B TOM, 4TO 1715
nogroueHns kK VPN mcnonme3yrotes ceptudmukatsl X.509 ¢ orpaHudeHHBIM CpOKOM neiicTBusa. Ho BCTpOEHHBIX
amnmapaTHBIX YacoB HAa 3TOM YCTPOICTBE HET, MOITOMY IIOCIIC BBIKIIOYCHHUS NUTAHUS BPEMsI yCTaHAaBIMBAcTCsA B |
saBaps 2000 1. 1 ycTaHOBUTH O€301acHOe coeAnHEHNE HeBO3MOKHO. COOTBETCTBEHHO, HET U JOCcTyMa K cepBepy NTP!

dunnan 1 F.000.MtD.0r [onoBHoM oduc
10.77.45.0/24 u.pool.ntp.org 10.0.0.0/16

RRR - @ TER

cepsep NTP
10.0.0.123

Pemmenne B 7aHHOM cIydae COCTOMT B TOM, YTO BpEMs CHadaja yCTaHABIMBAETCs MO MybianaHOoMy cepepy NTP —
JUIsl TIpOBepKH cepTudukaToB 3toro gocratouHo. [locie moxkmrouennss Kk VPN kmment NTP Ha ycrpoiictee NSG
nepeHacTpanBaeTcss Ui paboThl ¢ KOPIOPATHBHBIM cepBepoM. s ping B AaHHOM ciiydae MPUHYIUTEIBHO
yCTaHaBJIMBACTCSl afpec MCTOYHMKA, COOTBETCTBYIOIIMI 3amumiiéHHoMmy uHTepdeiicy ycrpoiictBa NSG — B aToM
clly4ae MCTOYHUK M Ha3Ha4eHUE NaKeTa HaXOJATCs B IBYX MOJCETSIX KOPIIOPATUBHOM CETH, U MaKeT Kiaccuduiupyercs
Kak MoJJIeKaluil nepeaaye rno 3aiuiuEHHOMY TYHHENIO.

services
: netping
;@ time_reset
: :: adm-state = "up"
: 1 1 description = "Switch NTP to corporate server"
: 1 destination = "10.0.0.123"
: ¢ interval = 1200
1iretry =3
11 :source ="10.77.45.1"
: : start-delay =60
: 1 : failure-script = "nsgsh -q .system.ntp.host.ru=pool.ntp.org .system.ntp._apply"
: @ restore-script = "nsgsh -q .system.ntp.host=10.0.0.123 .system.ntp._apply"
system
: ntp
: : enable = true
: ¢ host = "ru.pool.ntp.org"
tunnel
: ipsec
: 1 connections
: . head_office
: ¢ leftsourceip = "10.77.45.1"
: @ leftsubnet = "10.77.45.0/24"
: : rightsubnet = "10.0.0.0/16"

NNPUMEYAHHUE IlpuBenéHHsle CKpUITH TPEOYIOT 3ammycka nNsgsh ¢ mpaBamMu agMuHUCTpaTopa. OIHAKO MOCKOIBKY
OHM MHCIIOJIHAIOTCS, IO CYIIECTBY, OAMH pa3 IPU CTapTe€ CUCTEMbI, TO MOXHO I10Jararb, 4TO
HUKAKOH JPYroi CECCHU B 3TOT MOMEHT OTKPBITO HEe OyJeT U CKPUNT YCIIEIIHO UCTIOTHHUTCS.

§4.4.5. Knuent VRRP

Kiuenr VRRP (Virtual Router Redundancy Protocol, IETF RFC-2338) npennasHaueH sl MOCTPOCHHUS
OTKa30yCTOMYMBBIX MYJIOB MapHIpyTH3aTopoB. J[Ba mau Oojiee MapHIpyTH3aTOPOB OOBEIUHSIOTCS B BUPTYaJIbHBIHA
poytep, mmMerouii yHukanbHbIH uaeHTHdukatop (VRID), ommn wnmm Heckompko |P-agpecoB (KoTopble MOTYT
MpUHAAIEeKaTh OJHOMY M3 (DM3WYECKHX YCTPOMCTB, WJIM HE MPUHAIJICKATh HU OJHOMY M3 HUX) M BHPTYalbHBIN XKe
MAC-aapec (e coBmamaromuii Hu ¢ omgauM u3 MAC-agpecoB (Gu3MuYecKHX ycTpoMcTB). Kakmomy u3 yCTpOKCTB,
BXOJISIIIIX B COCTAB BUPTYAIILHOTO POyTepa, Ha3HaYaeTcss HEKOTOPBIH MpHopHUTeT OT 1 10 255. YeTpoiicTBo, nMerotee
HauOOJBIINNA TIPUOPUTET, O0BsBIsIeTcs BexymuM (Master) m HaumHaeT oOpabaThiBaTh Bce makeTsl ¢ IP- w MAC-
aZipecaMu BUPTYAIBHOTO yCTporcTBa. Takum 0Opa3oM, Bech TpahuK KIMEHTOB HAIIPABIISIETCS Yepe3 Hero.

Benymmit MapipyTH3aTop peryjspHO pacchiiaeT BemoMmbiM Multicast-coobuieHus, cBUACTENBCTBYIOMIE 00 €ro
paboTtocniocobHocTH. Eciii OH BEIXOAWT M3 CTPOS, TO OCTAIbHBIC WICHBI TPYNIBI CPABHUBAIOT CBOW NPHOPHUTETHI, U
YCTPOMCTBO C HAMOOJIBIINM ITPUOPUTETOM CHOBA CTAHOBUTCS BELYLIHM.
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CrienmanbHBIM SBJSIETCS CiTydail, korma IP-ampec BHpTyaiapHOTO poyTepa MPUHAMICKHT OIHOMY M3 (PU3NISCKUX
YCTPOMCTB, BXOJSILIIMX B HETO. B 9TOM citydae OHO BCer/ia CTAHOBUTCSI BEYIIUM M UMEET HAaUBBICIIUK proputeT — 255.

I'oBopst Oonee CTpOro, WieHaMH BUPTYaJILHOTO pOyTepa SIBISIIOTCS He (pU3NYecKUe yCcTpoicTBa B 1ieioM, a ux IP-
unTepdeiicel. MHTepdeiicsl J0mKHBI OBITh IHPOKOBeNaTeabHoro Tuna (pusndeckue moptel Ethernet, VLAN). Onun u
TOT ke nHTep(deiic MOKET OTHOBPEMEHHO BXOANTH B COCTAaB HECKOJIBKMX BUPTYaJbHBIX POyTepoB ¢ pasnunyHbiMu VRID
u agpecamu. Hacrpoiika VRRP BbInonHsETCS B MEHIO MOPTOB COOTBETCTBYIOIIMX TUIOB B y3i€ VIrp . OCHOBHBIMHU
mapameTpamu, 1o cymecTBy MexaHmmMa VRRP ssstorces:

— CHHCcOK BUPTYaJIbHBIX POYTEPOB, B KOTOpPBIE BXOIUT AaHHbIH nHTepdeiic. (MuTepdeiic MokeT BXOIUTH OoJiee yeM B
OIIMH poyTep.) DnemeHnTaMu crucka sBisttorest VRID, koTopbie MOTYT OBITH 1EJI0UNCIICHHBIMU 3HaY€HUSIMU OT 1 10
255. OnHako B JaHHOM Cilydae OHM pacCMaTpHBAIOTCS HE Kak IIeJble YHCIa, a KaK TEKCTOBBIC MMEHa (COCTOSIIIHE U3
OJTHHUX TOJNBKO LUdp). B yacTHOCTH, NaHHBIH CIHCOK HE MEpeyNnopsIoYMBaCTCs aBTOMAaTHYECKU U MOXKET OBITh HE
CIUIOILIHBIM.

— |P-aapec(-a) BupryansHOro poyrepa. Ecnu maHHbI uHTEpdelc GU3NUECKOT0 poyTepa CTAHOBHUTCS BEIYLIHM, TO
9TH azpeca 100aBIsOTCS K CUCKy |P-aspecoB, IpUCBOEHHBIX eMy.

— IlpuoputeT naHHOrO (U3MYECKOTO YCTPOWCTBA Mepel OCTAIPHBIMH WIEHaMH Tpymmsl. bonbine 3HaueHHA
COOTBETCTBYIOT OoJiee BBICOKOMY IpuopuTeTy. [IpropureT 255 cinenyer Ha3HadaTh B TOM M TOJIBKO B TOM CiIydae,
eciu IP-agpec BupTyanpHOTO poyTepa MPHHAMICKHUT AaHHOMY (pusndeckoMy nHTep(eiicy; B OCTaNBHBIX CIydasx
MPUOPUTET MOKET IPUHUMATh 3Ha4eHus oT 1 1o 254.

— AJIIMMHHCTPaTHBHOE COCTOSHHME JaHHOTO MHTep(eiica B cocTaBe BUPTyaldbHOro poyrepa. OcoOblii ciydail nmeer
MECTO, €CJIM BBIKIIOYAeTCs] MHTepQeic, KOTOPBI B JaHHBI MOMEHT SBISETCS BEAYIIMM MapIIpyTH3aTOpOM B
rpymmne. B aToM ciiygae OH pacchlIaeT OCTalbHBIM WICHAM TPYIIbBI CIICIHATBHOE ONOBEUICHHE CO 3HAYCHUEM
npuoputera 0, 9005 MOOYIUTH UX MPUCTYNINUTH K HEMEUIEHHBIM BBIOOpPaM HOBOTO BEIYIIIETO.

JIOTIOTHUTEIBHO MOXKHO H3MEHHTh HHTEpBAJl PACCHUIKM omnoBemieHuil. [lo yMmMoiuaHHIO, OH YCTAHOBJEH B
MHHUMAaJbHOE 3HaueHHe — | cek. — dToObl oOecneunTh Hauboiee OIepaTHBHYIO MEPECTPOHWKY BHPTYaIbHOTO
poyTepa. YBEJIMUSHHE 3TOTO NMapaMeTpa MO3BOJIUT HEMHOTO COKOHOMUTD CITY>KEOHBIN TpaduK (4TO €1Ba JIM aKTyaJIbHO
B COBpEeMeHHBIX ceTsix Ethernet), Ho npuBenéT k 3aMeIUICHUIO peaKUUH.

IIpumep. /IBa ycTpoiicTBa 00pa3yioT BUPTYaJIbHBIN IIII03 MEXIY IBYMS JIOKAJBHBIMHU CETAMH, PE3epBUPYS APYT
npyra. IP-agpeca, crarnyeckn Ha3HaueHHbIE MX MHTepdeiicam, Moka3aHbl Ha pUcyHKe. J{is GanaHCHUPOBKM HArpy3Kd

IpH IITaTHOW paboTe 00OMX YCTPOICTB HAa KIMEHTCKMX XOCTaX YKa3aHbl B KadecTBE IUIIO30B II0 YMOITYaHMIO
npuMepHo nopoBHy 192.168.0.1 n 192.168.0.2, 10.0.0.1 u 10.0.0.2.

10.0.0.1 192.168.0.1

. 7

8/0°0°0°0T
9130 BeHAUeMO|(
JlokanbHasa ceTb
192.168.0.0/24

NSG-1800
[ I§
10.0.0.2 192.168.0.2
Konduryparms yerpoiictsa A: Kondurypamms yerpoiictea b:
port port
: eth0 : eth0
: : ifAddress : : ifAddress
: 1 prefix ="10.0.0.1/8" : 1 1 prefix ="10.0.0.2/8"
Tovrrp DIvrrp
| il
1111 ifAddress : 111 ifAddress
L | = "10.0.0.1" A | ="10.0.0.1"
I prio = 255 112
12 : 11 ifAddress
1111 ifAddress A | = "10.0.0.2"
| ="10.0.0.2" 11 prio = 255
: ethl : ethl
: : ifAddress : : ifAddress
: 1 prefix ="192.168.0.1/24" : 1 1 prefix ="192.168.0.2/24"
Dovrrp Tivrrp
N | N |
111 ifAddress : ¢ 1 : ifAddress
S | ="192.168.0.1" RS | ="192.168.0.1"
i1 prio = 255 113

3 : ¢ 1 : ifAddress
;11 ifAddress RS | ="192.168.0.2"
N | ="192.168.0.2" 11 prio = 255
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B nanHOM ciydyae B OHOW JIOKAIBHOH CETH OMpeesieHbl BUPTYaIbHBIE POYTEphl ¢ WaeHTH(UKaTopamMu 1 u 2, B
npyroii — 1 m 3. BupryanbHble poyTephbl ¢ HISHTUPUKATOPOM | CYIIECTBYIOT B O0EHX CETAX, YTO HE MPOTHBOPEUHT
MPOTOKOITY: 3TO JIB€ HE3aBIUCUMBIE CYIITHOCTH, HUKAK HE IePECEKAIOTHECs APYT C APYTOM.

NPUMEYAHHUE TIIporokon VRRP (a taxxe anamormunsiii emy HSRP) criemyer mcmomnb30BaTh ¢ OCTOPOKHOCTEIO,
IIOCKOJIBKY OH, II0 CYIIECTBY, NEPEHOCHT TOYKY HOTEHIMAJIBHOTO OTKa3a C EJUHCTBEHHOTO
MapuIpyTH3aTopa Ha KOMMYTATOp JIOKAJIBHOH CETH, B KOTOPBHIH BKJIIOYEHBI MapIIPYyTH3aTOPEL.
[Moxyuaercst mo cyTH TO ke camoe, HO 3a JIBOWHYIO U Oonee neHy. [locnenoBaTenbHas cTparerus
IQyOJIMpOBaHMS YCTPOMCTB, MOPTOB M KaHAJOB CBA3HM NPUBOAUT K HEOOXOIMMOCTH MOCTPOCHHMS
JIBYX CaMOJIOCTaTOYHBIX CETEeH CBS3M OT OJHOM TOYKHM BXojaa Tpaduka (IPUKIAJHOTO XOCTa,
MapuIpyTH3aTOpa JIOKaJIbHOW CeTH W T.I.) J0 JPYro, mapamieiabHo Ipyr apyry. JKenarenbHo
TaKke€ WUMETh ITEPEMBIYKH MEXAY ITHMU CETSMH B INPOMEXYTOUHBIX Y3JIaX U HCIIOJIb30BaTh
MIPOTOKOJIBI JAMHAMUYECKOH MapLIPYTH3alMH, YTOOBI COXPaHUTH pabOTOCIIOCOOHOCTh CHUCTEMBI
NP OTKa3ax Ha pa3sHbIX CETMEHTaX Pa3HBIX CeTell OTHOBPEMEHHO.

§4.4.6. Arear SNMP

B mporpammuoe o6ecrnieuenne yerpoiictB NSG Linux 2.0 Bxoaut Bctpoennsiit arent SNMP. J{ins MOHUTOpHHTa U
YiipaBJICHUA JaHHBIMH ychOﬁCTBaMH MOT'YT HUCIIOJIb30BATHCA J'IIOGI)Ie CTaHOapTHBIC HJ'IaT(l)OpMI)I CCTCBOI'0 yIpaBJICHUA
Ha ocHoBe SNMP. Co6crBenHo arenr SNMP o6ecnieunBaet nocrtym k ycrpoiictBy NSG kak k 00BEKTY ynpaBieHHs, a
TaKXkKe OTpeeisieT CyObeKTOB 3Toro ynpasienus. Hactpoitka SNMP-arenTa ocyiiecTBisieTes B y3iie .Services.snmp .

Arear SNMP mnoanepxuBaer Bepcuu SNMP vl, 2¢ u 3. Bepcuu CyIIECTBEHHO pa3iMYarOTCI MEXaHU3MaMH
JIocTyma K oonmactaMm aepea 00bexToB SNMP 1 cpeactBamu 6e30macHOCTH.

— SNMP vl obecnieunBaeT MpoCTEUIIHI AOCTYH K AepPeBY OOBEKTOB, HAYMHAS OT KOPHS WIH OT OJHOTO 33aJaHHOTO
OID. CyObektamu ymnpaBieHUs SIBISIOTCS yrnpaBisiiomue coodmectBa (SNMP communities), wieHbl KOTOPBIX
uneHTHQUIUpYyIoTcs mo IP-agpecam.

— SNMP v2C Ttaxke HCHONB3yeT yIpaBleHHE HA OCHOBE COMMUNIties, Ho mobaBiisieT MOJAETH JOCTYyNa HA OCHOBE
suoos (View-based Access Control Model, VACM), mo3BOSIONIyI0 KOMOMHHUPOBATh HECKOJIBKO BETBEH JepeBa
00BEKTOB, a TAKXKE JAOTIOJIHUTENILHO BhIPE3aTh OoJiee y3KHe BETBU BHYTPH HUX.

— SNMP V3 npenycMaTpuBaeT ynpasieHHe Ha OCHOBE MOJeENH Oe3omacHoi pabotsl moss3oBareneit (User Security
Model, USM). Ona npemycMarpuBaeT ayTeHTH(PHMKAIMIO KaXIOTO MOJIB30BATENS 0 MMEHHM W KIIOYY, a TaKKe
3alIUTY MePeAaBaeMbIX JaHHBIX C MOMOLIBIO JPYroro Kiito4a. B 3aBUCHMOCTH OT pe3yibTaTOB ayTeHTU(HUKALUN U
HaJIM4Ksl 3alUThl JaHHBIX, JUISl [I0JIb30BATENs BHIOUPAIOTCS BHUIIbI, JOCTYIHBIE C PaBaMH Ha YTEHHE, HA YTCHHE U
3aIiCh, WK Ha YBEJIOMJIICHUE.

Hactpoiika SNMP-arenTa Brirrogaet B ce0s1 HECKOJIBKO 3a/1a4.

1. YcranoBka uieHTH(GHKATOPOB JAHHOIO y3J1a: MECTOHAXO0XK/ICHUE, UMs M KOHTAKTBI OTBETCTBEHHOI'O CIICIHA-
nucta (mepemennbie SysLocation u sysContact cormacio RFC-1213), a taxxe enginelD nms SNMP v3. Engine ID
SIBJISIETCS OJTHOM M3 KOMIIOHEHT ISl TEHEePAIlUK KJIFOUeii; U3 HEero, B COBOKYITHOCTH C KJIIOYaMH, 3alaHHbIMU B y3JIe USm-
model.user, co3maroTcs peanbHBIC KIIOYH I ayTCHTU(QUKAIMKA W 3aIlldTHl JaHHBIX NpH ucrnonb3oBaHuu USM.
ITapaMeTp OMIIMOHAIBHBIN; €CJIH OH HE YCTAHOBJICH, TO HCIIOJIb3YETCS HEKOTOPOE 3HAYCHHE MO0 YMOJIYAHHIO, KOTOPOE
onpezeinsercs nepsbiM IP-agpecom naHHOTO XO0CTA.

2. Coznanue ynpasJjsiouux cooduects SNMP v1 u 2. CooO1iecTBo COCTOUT U3 OJJHOI miin 0o0Jiee YIpaBIsOIINX
cTaHmuii (Managers), oGbeIMHEHHBIX HEKOTOPHIM HICHTH(PHUKATOPOM — HMMeHeM community. MeHemKkepoB MOXKHO
YKa3bIBaTh KaK MOOAWHOYKE (C MacKo# /32), Tak M HENBIMH CeTsIMH. [ KaXKA0TOo COOOIIECTBa ONPENeNIioTCs IpaBa
jocTyna u jgocrymnHas BeTBb AepeBa 00bekToB SNMP V1. Ecnu nHavansheiii OID He ykasaH, TO MO yMOJYaHHIO JUIst
YJICHOB JJAHHOTO COOOIIECTBA JOCTYITHO BCE JIepeBo, HaunHas ¢ iso(1).

Hacrtpoiika SNMP V1, v2¢ MoxeT ObITh Tak:ke BBIMOJHEHA Oe3 BHOTO yKazaHusi COmmunities cpenctBamu Mojaenu
USM (cMm. Hmke). B wactHocTH, Oonee paszButas cucrema BuoB Juist SNMP v2¢ HactpanBaercs, B naHHoi Bepcun NSG
Linux, B y3ne usm-model.view .

3. Hacrpoiika monean USM. Ilporoxon SNMP v3 mnpemycMaTpuBaeT TpH OCHOBHBIE KaTe€ropuH OOBEKTOB
KoH(pHUTypanuu:

— Buasl (SNMP views) omuceiBaroT HekoTopoe moamMHoxecTBO SNMP-gepeBa, KoTopoe MOXET OBITH CAEIaHO
JIOCTYTHBIM JIJIs1 OTIPEITIEHHBIX MOJIH30BaTENEH.

— Kaxapiii u3 nonb3oBarteneid (USErS) BKIIOYACTCSI B ONPEACIEHHYIO TPYIINY, U sl HETO yCTAHABIMBAIOTCS:
— Mogenb 6e3omacHoctu (security model) — vi1, v2c unu usm. [epsbie 1Ba Bapuanta uaterpupytoT SNMP v1 u
v2 B ctpykTypy SNMP V3, Tperbs ucnonpzyer Bozmoxknoctn SNMP v3 o cymectsy.
— Jlnst nonp3oBareneid, KOTOPHIM YCTaHOBJICHA MOAEIb USM — aITOPUTMBI JUIs ayTeHTU(HUKAIIMY U 3aIUThI
IAHHBIX. 3aI1Ta MOXKET UCIIOJIE30BATHCS TOJIBKO IPH BKIIOYEHHOH ayTeHTU(DUKALINHL.
— Kiroun mi1s ayTeHTH(UKALMY ¥ 3aIIUATHI JAHHBIX, €CIIM 9TH QYHKIMH HCTIONIB3YIoTCA. CTPOro roBopst, 3T0 He
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TIOJTHBIC KJTFOYH, & 3aTOTOBKHM [Tt HUX (passphrases). PeansHo HUCIONB3yeMble KITFOUH T€HEPUPYIOTCS
ABTOMATHYECKH M3 DTHX 3aroToBOK U Engine ID nanHoro ycrpoiicrsa.

— I'pynnsl nonb3oBaTeneil (Qroups) cBs3pIBalOT BOSAUHO M0JIb30BaTeNeH U BUBL. I'pymia onpenenseT, Kakue BUABI U
B KaKOM peKHMe (TOJIBKO YTEHHE, YTeHUE/3aIUCh, YBeIOMIIEHHE) OYAYT AOCTYIHBI ITOJIb30BATEISIM IIPH UCTIONB30-
BaHMU TEX WJIM WHBIX MOJENeil 1 ypoBHE# Oe30macHOCTH. [IJIs KaXKa0ro ypoBHs 0€30I1aCHOCTH, PEAYCMOTPEHHOTO
B CHCTEME, JOJDKEH OBITh yKa3aH XOTs Obl OAMH U3 TPEX BO3ZMOXKHBIX BUIOB.

Jis HacTpOMKHM ATHX OOBEKTOB HCIIONB3YIOTCS, COOTBETCTBEHHO, y3IBI Usm-model.view, usm-model.user m usm-
model.group .

BHUMAHMUE Ecmm kakoi-mmbo W3 BHAOB, YKa3aHHBIX B y3i1€ Usm-model.group.#ms , He ompeneseH, TO
COOTBETCTBYIOIIAs ONEpaLUs Ul JaHHOW IpyNIbl HEIOCTYIIHA.

Ecnu community He ompezeneHo, paBa Mmojik30BaTeNeii HaCTpanBarTes B y3ie usm-model, Ho pu 5Tom
ycraHoBIeHa MoJieis V1 mim V2¢, To pabota SNMP-arenta umeer creayromue 0COOSHHOCTH:

— Memnemxkepam pazpenéH 1ocTyn ¢ ioobix IP-anpecos.
— JlocTymHbIe 007aCTH ONPEACIIAIOTCS KOMaHIaMH group 1 View Tak ke, Kak u pu ucrnosb3oBanun SNMP v3.
— Ilpu obpamennn Kk ycrpoiictBy Heobxomumo B SNMP-meHemkepe B KauecTBe UMEHH COMMUNItYy yka3bIBaTh MM
MOJIB30BAaTEN, HAIPUMED:
snmpwalk -v 2c -c MYUSERNAME ...

§4.4.7. Arent Zabbix

Zabbix — KoMIUIeKCHasE MHOTO(QYHKIHOHAIBHAS CHCTEMa CETEeBOIO MOHUTOPHHTIA U YIPABICHUS KOPIOPATHBHOTO
YPOBHS C OTKPBITBIM KOZOM, pa3paboTanHas AjiekceeM BiampiieBsIM U pactpoctpansemas komnanueit Zabbix SIA.

[porpammuoe obecreuenne Zabbix mo3BonsieT KOHTPONMPOBATE Pa3HOOOpa3HBIE MapaMeTPhl, XapaKTepPH3YIOLINe
KaKk paboTy ceTeld, Tak U CocTosHUE cepBepoB. ZabbiX MMeeT rUOKMA MEXaHH3M YBEJOMIICHHUH MO SJIEKTPOHHOH 10YTe,
Pa3BHUTHIC CPECTBA IEHEPAIIMY OTYETOB U BU3YalbHOTO IPE/ICTABICHHS JaHHbIX.

Cucrema Zabbix coctout u3 psaa GyHKIHOHATIBHBIX KOMIOHEHT, BKIIFOUAsi CEPBEP, MPOKCH, areHT(bI), XPAHIIHIIE
nanueix 1 Web-unTtepdeiic momp3oBatens. IlompoOHOE OMHCAaHWE CHCTEMBI M PYKOBOJCTBO IOJB30BaTENs
npe/CcTaBIeHbl Ha Web-caiiTe KoMmaHuH-pa3paboTIrKa

https://www.zabbix.com/documentation/

B CBSI3U C YeM HX M3JIOKEHHE B JAHHOM JIOKYMEHTe mpeacrasisiercs uanumanuM. Jannas Bepcust NSG Linux sxmouaer
B cebs arenra Zabbix (zabbix_agentd), paGotatommit B pexxume HeMOHAa W OCYIIECTBISIONIMN cOOp Tpebyemoi
uHbpopManmu © € OTIpaBKYy Ha LCHTPAJbHBIA CepBep MOHHTOpUHra. I[lapameTpsl HAacTpoiikM B y3ie
services.zabbix.agentd, B 0CHOBHOM, HIEHTHYHBI TapaMeTpaM KOH(GHUryparuoHHOro (aiina cooctBenHo Zabbix-arenra.
UckmroyeHueM  siBIsIeTCS  y3edn  USerparams,  KOTOpBIA — MNpexacTaBisieT  co0OH  CHHMCOK  KIHO4ei
UserParameter=<key>,<shell script>; B NSG Linux ou 3anuceiBaercs B popmare

userparams
: key = "shell script"

Crepx opurnHambHON qoKyMeHTarmu ZabbixX, yMecTHO MpUBECTH HECKOIBKO OOIIIX MOSCHEHHIA:

1. Cucrema mMoxer paboTaTh Kak B aKTHBHOM, TaK M B MACCHBHOM PEXHMME. PeKHUMbBI UMEHYIOTCSI 110 OTHOIICHUIO K
arenty ZabbiX, koTopslii paboTaeT Ha HaOIIOIaeMOM YCTPOWCTBE, T.C.:
— B IIACCHBHOM PEXHMME arcHT He HHUIIMUPYET 0OpaleHunit K cepBepy U TOIBKO OTBeyaeT Ha ero 3ampocs! (polling)
— B aKTHBHOM PEXHME arcHT PerysipHO OOHOBIISET 33JaHHBIN CIUCOK HAOIIOAEMbIX JIAHHBIX U OTHPABJISACT ITH
JaHHBIC HA CEpBep MO AOCTHKECHHH MO0 MAaKCHMAIbHOTO MHTEPBaja BPEMEHH, JTMOO MaKCHMaIbHOIO 00bEMa
Oydepa — B 3aBHCHMOCTH OT TOTO, YTO POM30HAET paHbLIe (trapping)

2. Jlnst nomydenust TpeOyeMbIX JaHHBIX, B OOIIEM CIIydae, HCIONB3YIOTCS T€ MM MHBIE CKPUOTHI (IpeIonpeeIéHHbIe
B areHTe WIM 3aJaHHble Moib3oBaTeneM). Kpome toro, areHt ZabbiX mo3Bosiser BBIMONHATH KOMAaHIHI,
HOCTYIMBLIME OT YAAIEHHOrO cepBepa. Bce CKPUOTHI M KOMAH/ABI HCIOJHAIOTCS B KOMaHIHON 06OIOYKe
cob6erBerro OC Linux (ash) u He numeroT oTHOMIEHHS K paboTe o6oouku nsgsh u Web-urrepdeiica NSG.

3. Jlnst MCTIOSHEHHS OTIENIbHBIX CKPUIITOB U KOMaH MOTYT HOTpeOOBaThCs MpaBa noJjb3oBaresns root. B aTom ciyuae
areHT 3aIyCKaeTcsi OT UMEHHU 3TOTO MOJIb30BATENIs, YTO YKa3bIBACTCS CIEIMANBHBIM TAPAMETPOM B KOH(HUTYpalIHu.
Ecmm mapametp yctaHoBieH B 3HaUeHHe false, To areHT 3amyckaercs ¢ mpaBaMHu 103epa 0OBIKHOBEHHOTO.

4. Jlna mpuéma 3ampocoB OT cepBepa B IIACCUBHOM PEXHME areHT OTKphIBaeT | CP-COKEeTHI 1o 3aJjaHHOMY HOMEpY
nopra. 14 nepenayu Ha cepBep B aKTUBHOM pexuMe Hcronb3yercst TCP-coeanHeHne Ha 3aJaHHbIA HOMep IOopTa
Ha cepsepe. [1o ymonuanuto, ucnonas3yrotes noptsl 10050 u 10052.

NSG Linux v2.0 build 7 rev.02.06.2016


https://www.zabbix.com/documentation/

20 Yacts 4. [Ipunoxenus u ciayx0s1 IP.

§4.4.8. Cayxba UPnP

Cnyx6a Universal Plug and Play npennasnadeHa s aBromatideckoi Hactpoiiku mpasun Destination NAT (Bupty-
aNbHBIX cepBepoB) Ha ycrpoiictBax NSG. B sTtoMm cimyyae xoctei-kimeHTel UPNP, Haxonmsamuecs BO BHYTPEHHEH CeTH,
nocsutatoT yerpoiictBy NSG 3anpocsl Ha gobaBiieHHe M ynaneHne cooTBeTcTByronux npasuin NAT st mpoToKosioB
TCP n UDP B 3aBUCHMOCTH OT NPHIIOKEHHUH, paOdOTAIOIINX HA HUX U MOAPa3yMEBAIOIINX JIOCTYI K HUM M3 BHEIIHETO
mupa. [Jemon UPNP, paboratomuii Ha yctpoiictBe NSG, 00pabaTsiBacT 3TH 3alpoChl M TEHEPUPYET/YAAISICT COOTBET-
CTBYIOILIME MIPaBWIIa B 11enovkax ip.nat.UPnP u ip.filter.UPnP . OOpaieHus K 3TUM IIEMOYKaM CO3Jat0TCsl, COOTBETCTBCHHO,
B rieroykax ip.nat.PREROUTING u ip.filter.FORWARD 1 UMEIOT HAaMBBICIINIA IPHOPUTET; TAKUM 00pa3oM, BXOIIHC TPaH-
3WTHBIC TAKETHI CHAYaJIa IepeatoTcs Ha 00paboTKy B nenouku UPNP, a 3aTemM BO3BpaIaroTCsl B HCXOAHYIO LETIOUKY.

Ciyx6a UPnP 8 NSG Linux 2.0 ucromb3yer mpoekT miniupnpd u momuepkuBaeT Kak crerupukamumo Internet
Gateway Device (IGD), smisronryrocss cocTaBHOM uacThio oOmieii crermbukaimmu UPNP, Tak ¥ anbTepHaTHBHBIH
npotokon NAT Port Mapping Protocol (NAT-PMP). Hactpoiika ciy0bl MPOU3BOAUTCS B y37I€ .Services.upnp .

st paboThI ciry>k0b1 He0OX0qMMO yKa3aTh uMs U IP-anpec nnrepdeiica, moaxmouéHHoro K BHelHed cetu. |P-aapec
YKa3bIBAETCS TOJIBKO JUISi CTATHYECKU CKOH(HUIypHUpoBaHHBIX nHTepdeiicoB. [lo cymecTBy, OH HEOOXOAUM B Ciydae,
Korja 3TOT uHTep(eiic IMeeT HECKOJIbKO aJpecoB; eclii OH He yKa3aH siBHO, To aist Hactpoiiku DNAT ucnosb3yercs
HepBbIii anpec U3 cnucka. [ neTepdeiicoB, HACTPaNBaeMBIX TUHAMUYECKH, apec YKa3bIBaTh HE CIIEIyeT — aBTOMATH-
YEeCKH UCTIONB3YyeTCs anpec, HazHaueHHbIH eMy o PPP i DHCP, u peamoaraercs, 4To 3TOT aApec eIHHCTBCHHBIN.

OcrasnpHble mapaMerpbl st HacTpoilku DNAT conepkarcst B KOHKPETHOM 3alpoce OT KOHKPETHOrO KIIMCHTA:
npotokon (TCP mu6o UDP), mopt Ha3HaueHwWs Ha BHeIIHeM HHTepdeiice, HOBble |P-agpec W mopT Ha3HaueHHS BO
BHyTpeHHel cetu. OO6paboTKa ITUX 3alPOCOB PETYIUPYETCS CIEAYIOIUMHU TapaMeTpaMu:

— CIUCKOM BHYTPEHHHX CeTel, U3 KOoTOophIX cinyk6a UPNP roroea mpuHMMaTh 3ampockl. B mpocTeiiieM ciiyyae 3To
LEJMKOM OJIHa WJIM HECKOJIbKO mojcered |P, HemocpeacTBEHHO MOAKIIOYEHHBIX K BHYTPEHHUM HUHTepdeiicam
MapuIpyTHU3aTopa.

— @uIbTPOM 3a0pPOCOB — Yy3esI permissions. B 3ToM y3i1e MOXHO CO37aTh HECKOJIBKO MPABWII, PAa3PELIAIONINX HITH
3aMpeIlarolX HCIOJHEHNE 3alpOCOB, MMapaMeTpbl KOTOPBIX MOMANar0T B 3aaHHYI0 COBOKYITHOCTh 3HAYCHUIL:
JIMana3oH MMOPTOB HA3HAYCHHUs HA BHEIIHeM WHTep(eiice, BHyTPEHHIOK MojceTh IP ¥ quana3oH HOBBIX MOPTOB
Ha3HAueHUs B 3ToW ceTw. Kaxoe mpaBmiio JEHCTBYET OJHOBPEMEHHO Ui 000X MPOTOKOJIOB, 00pabaThiBaeMbIX
JTaHHO# cityx60it — TCP u UDP.

[IpaBuna aHAMU3UPYIOTCS MOCJIENOBATENBHO, B MOPAAKE UX HyMepaluu. Eciu 1Uid mpHHATOrO 3ampoca HalIeHo
MOJXOAIIee MPaBWIO, TO BBINOIHAETCS NEHCTBHE, NPEANMCAaHHOE 3THM IPABIJIOM: BBINOJHHUTH 3aIpOC HIH
urHopuposarts ero. [locienyromue npasuia He paccMarpuBatoTcs. Ecim fuis 3anpoca He HaiiIeHO HU OTHOTO SIBHO
3aJJaHHOTO NTPAaBWJIA, TO BBITIOJIHAETCS JEHCTBHE, 3aJaHHOE 110 YMOJIYaHHIO.

— besonacHeiM pesxxumoM. B 06braHOM pekume pabotel UPNP He anammsupyer cBsizu mexay |P-agpecoM, ¢ kotoporo
MOCTYIIMJI 3allpoc, W BHYTpeHHUM |P-ampecom, yka3aHHBIM B Telle 3ampoca. TakuM 00pa3oM, HEKOPPEKTHO
paboTaronmuii WiIu KOHTPOJUPYEMBIH 3JOYMBIIIEHHUKOM XOCT MOXET co3AaBaTh W yAauarh mpaBuwia DNAT,
YKa3bIBaIOIIME Ha HEKOTOPHIM APYyrodl XOCT BO BHYTpPEeHHEW ceTH. B 0e30macHOM peXuMe HaKIaIbIBACTCS
JIOTIONTHUTEIbHOE OrpaHu4YeHHe: Kaxaplid kaueHT UPNP MoeT co3paBaTh TOIBKO IIPaBHiIA, OTHOCSIIHECS K HEMY
camMoMy. OTo obecrieunBaeT HEKOTOPYIO CTEIIEHb 3aLTUTHI OT ITOJICTABHBIX XOCTOB M APYTHUX 370yNOTpeOIeHUH.

B 1menoMm, otHocurensHo Oe3omacHoct UPNP  HeoOXoaumo 3aMeTHUTh, YTO 3Ta TEXHOJIOIHS BOOOIIE HE
IpeycMaTpUBaeT HUKAKMX CPEJICTB ayTCHTU(UKAIIMY ¥ aBTOPU3AIMY M UCXOAUT W3 MPEIIIOI0KEHHUS, YTO BCE XOCTHI
BO BHYTPCHHUX IOJICETAX AlPHOPHU 3aCITyKUBAIOT TOBEPHSL.

ITapameTp hatpmp ompenensieT IPOTOKOJI, MO KoTopoMy ycTpoiictBo NSG mpuHHMaeT 3ampockl 0T KiIHeHTOB. OH
BKJITIOUaeT nmoaaepxky mporokosna NAT-PMP, B nononuenne k UPNP IGD.

NPUMEYAHHUE [lns pa6oter IGD Ha ycTpoHCTBE NOIKHBI OBITH OTKPBITHI AJISI BXOAIINX M MCXOISIINX ITAKETOB
(memoukn ip.filter.INPUT, ip.filter.OUTPUT) mopter UDP 1900 u TCP 2869 na IP-unTtepdeiicax
nokansHOH ceTH. [yt paborst NAT-PMP nomxen 61T oTkpbIT HoptT UDP 5351.

OcraBmecs 1Ba MapaMeTpa OIPEICNsSIOT B3auMmozeicTBue ciayx0er UPNP ¢ ximentamu. [lns Havana,
MapuIpyTu3aTop, nojaepxkuBaromuid UPNP, omoBemaer KIMEHTOB BO BHYTPSHHEH CETH O CBOEM IPUCYTCTBHH,
BO3MOXKHOCTSIX M IPEJIaraeMbIX yciIyrax ¢ HOMOMIbIO NIMPOKOBEIIATENbHBIX yBeIOMICHUN. HTepBall pacChUIKU 3THUX
yBeZIOMIIEHHUH onpeensieTcs napamerpom notify-interval .

Hanee, xorna xkmuenT UPNP o0HapyKHBaeT B CETH YCTPOUCTBO C QYHKIMSIME cepBepa, OH, KaK MPaBUIIO, BHIBOJWT B
CBOEM HHTepdelice MOoIb30BaTENs CCHUIKY HA HEKOTOpYIo uH(popMmannonuyro Web-crpanumy (co3maér MKOHKY Ha
pabouem croje, u T.1.). [lpeamomaraercs, YTO HAa OTOH CTpPaHUIIE T[OJH30BATEb MOXET O3HAKOMHTBHCS C
BO3MOXKHOCTSIMHA JTAHHOTO YCTPOMCTBA, MPEAOCTABISACMBIMU UM CEPBHCAMHU U T.I. DTO MOXKET OBITh TaKXKe IJI00as
Jpyras CTpaHWIla — BXOJ Ha KoprmopatuBHbIH Web-nopran, B uHQOpPMAnMOHHYIO CIyX0y, pekiaMa H T.I.
Henocpencreenno Ha pabdoty ciayx0bt UPnP nanHsiii mapamerp He BiusieT. 10 yMOT4aHUIO, UCHOIB3YETCS CTPAaHUIA
Bxoza B Web-unrepoeiic ycrpoiicrsa NSG.
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§4.5. MHCTpPYMEHTBHI CEeTEBOr0 YIPABJICHHUS

§4.5.1. O0uue cBeennsi 00 HHCTPYMEHTAX CETEBOIr0 yIPaBJIeHUA

WHCTpyMEHTHI M yTUIINTHI, IPEIHA3HAYEHHBIC U1 PyYHOI OTJIAAKH M MOHHTOPHHTA MPOIECCOB, IPOUCXOSIINX B
cetu, coiepkarcs B y3ne .toolS KOpHEBOro MeHr0. DJIEMEHTH 3TOrO y3ia SBISIOTCS HHTepdercoM Juis 3amycka
COOTBETCTBYIOIINX YTHIMT W KiueHTCkuX mporpamm OC Linux u cozepxat Habop Hamboiee ymnoTpeOHTETbHBIX
MapaMeTpoB JUIA UX BbI30Ba, KOTOPBIE MEPEAAIOTCS B KOMAHIHYIO CTpOKy. CTpyKTypa JaHHBIX y370B, KaK U OCTaJIbHBIX
3NIEMEHTOB MeHI0, YHUpuIpoBana 111 Web-unrepdeiica 1 KoHCOIbHOI 060m04KH NSgsh.

HemnocpencteBeHHO 3amyck IporpaMMbl OCyLIeCTBiIseTcs: komanaoi launch. Ipu pabote 8 Web-unrepdeiice B 3Tom
Cllydae OTKPBHIBACTCsI TEPMUHAIBRHOC OKHO sl BBOJa-BbiBoAa mporpammbl. (ITockonbky Web-smynsatop tepmunaa
paboTaeT TOBOJIBHO MEIUICHHO, PEKOMEHIIYeTCsl HCIIOJIb30BaTh €TI0 TOJBKO JUIl KOPOTKUX U HEOOJBIINX ONepaluid; s
JUTUTENIBHONH paboThl, TakOW KaKk HACTPOMKa YHAIEHHOTO YCTPOWCTBA MO CETH, PEKOMEHIYETCS MCIOJIb30BaTh
KOHCOJIbHBIN PEKUM J0cTyma Ha ycTpoiictBo NSG).

INPUMEYAHUE Bce napaMerpsl, yCTAHOBJIEHHBIE [T0JIb30BATEIEM JIUIsl HCIIONHEHUS JaHHBIX KOMAH[, COXPaHSAI0TCA
710 3aBEPIICHUS TEKYIIETro ceanca padoTHI OJIb30BATE.

Habop mapaMeTpoB Ui KaxI0# MPOrpaMMbl MOXKET OBITH JOMOJHEH B mocieayromux Bepcusix NSG Linux 2.0 o
Mepe HEOOXOJMMOCTH.

ITonHbIN KOCTYI KO BCEM MHCTPYMEHTAaM CETEBOTO YIPABJICHHUS B OOBIYHOM PEXHME KOMaHIHON CTPOKH BO3MOXKEH
B KOHCOJILHOM peXHMe M3 KoMaHaHOH o6oouku OC Linux, mocTymHO#M ToJdBKO mok30Batento root. J{is mpocmoTpa
BCEX TMOJJIEPKUBAEMBIX MapaMETPOB CIIeNyeT BBECTU TpeOyeMylo KOMaHay ¢ KIrodoM --help uiau 03HakOMHUTHCS ¢ Mman
pages no gaHHOU MporpaMme.

Ioapo6Ho 06 ocHoBax pabotsl B OC Linux must anmuuucTparopos ycrpoiictB NSG cm. Hacts 7.

§4.5.2. Knuentn Telnet u SSH

Knuenter Telnet u SSH mpenmasnauensr mis goctyma ¢ ycrpoiictBa NSG Ha apyrue ycTpoiicTBa ceTd B
npocteiiimeM (Hebe3omacHOM) U B 0€30IIaCHOM peKUMe, COOTBETCTBEHHO. [Ipu paboTe B ceTsX 0OIIETO MOIb30BaHUS
HACTOSITEJIbHO PEKOMEH/1YeTCsI IPUMEHSITh UCKITIOUNTEIbHO SSH.

Kinent Telnet wcmonmb3yer cranmapTHbId HabOp ympaBisommx cHMBOJIOB W komada (CTRL-] mns BbIXoga B
KOMaHHBIN PEeXUM, U T.11.).

Cayx6a SSH npenycmarpuBaet nepeady JaHHBIX B OMHApHOM pexume. [IoMuMo pydHOTO NOCTYyINA Ha yAaJIEHHOE
YCTPOMCTBO, OHA MOXET OBITH MCIIOIBb30BaHA M JUIS JIPYTUX LeJei, B YaCTHOCTH, JUJISl KOIMPOBAHUS MPOU3BOJIBHBIX
O6unapHbIX (ailyioB ¢ ycTpoiicTBa Ha ycrpoiicTBo. [loapo6Ho 06 310l Bo3MoxHOCTH Ucnonb3oBanus SSH 8 OC Linux
cm. Yacts 7.

[Momumo ayTeHTH(UKAIIMN KIHNCHTA HA YAAIEHHOM XOCTE MIPH IIOMOIIH Hapoisd, Mexanm3M SSH mpexycmarpuBaet
U IpYToi crmocod — P IMOMOIIH ITyOIMYHOTO KITF0Ya KIIMEHTa, KOTOPBIN TOJKECH OBITh 3apaHee CreHepupoBaH (B mape
C TIPUBATHBIM) Ha He€ camoM (MO0 Ha CTOPOHHEM YJOCTOBEPSIONIEM IEHTPE) W MOMEMEH B CIHCOK JTOBEPEHHBIX
Kiroueii Ha cepepe. B NSG Linux 2.0 atu geficTBUsI MOTYT OBITH BBIIOJHEHBI C IOMOIIBIO Pa30BBIX KomaH keygen u
append B meHIo kiueHTa SSH. TlepBasi reHepupyeT napy KIroueid; MocKoJIbKY 3TO JOBOJBHO pecypcoéMKast orepanusi,
JUISL €€ BBITIOJHEHUS TPEOYETCs MOATBEPXKICHUE: JTHOO MOBTOPHBINM BBOJ KOMaH/IbI (B KOHCOJIBHON 0060j104Ke nsgsh),
6o BBOJ Yyes B moje 3Hauenus (B Web-unrepdeiice). Bropas komaHga coeaMHSIETCS € 3aIaHHBIM XOCTOM,
ayTeHTU(UIUpPYETCs Ha HEM BPYUYHYIO PU TIOMOIIH TIApOJIsl U TiepenaéT Ha Hero (aiil ¢ KITI0YOM.

BHUMAHMUE Jl1s renepanuu kiroueit SSH-kiuenTa HeoOxoquMo BoiTH B cuctemy (Nsgsh mmu Web-unTepdeiic)
1IoJi UIMEHEM root . DTo ollee MpaBuiIo, BHITEKAIOIIEE M3 pa3rpaHUuCHHMs] NPaB I10JIb30BATEIEH.
Kiroun npeaHa3zHayeHsl A1l JOCTYIA Ha yJaN€HHYIO MallMHYy MOJ MMEHEM root M JOJDKHBI Xpa-
HHUTHCS B JIOMAIIHEH AUPEKTOPHH T10JIb30BATENS FOOt, K KOTOPOIM NMEET JOCTYII TOJIBKO OH OJIHH.

IMocne Toro, Kak KIFOY MepelnaH Ha yTAIEHHBIH XOCT, NAJIBHEHINWI IOCTYN Ha HEro C JIOKAIFHOW MAIIUHBI HE
TpeOyeT pydHOro BBOAa Tapois. JlaHHBIM croco® OCOOCHHO yHOOeH JUIs aBTOMATU3WPOBAHHOTO BBITIOJTHEHUS
pa3IMyYHBIX OIEpalMii: KONMHMPOBAHUS KOH(UIypauuii, MOHHTOpHHra Bcei cucremsl UITCP ¢ omHoro cepsepa,
yOpaBiIeHUS YHOANEHHBIM YCTPOWCTBOM W3 CKPHIITOB, BBIONHSAEMBIX JIOKAJbHO (B T.4., HANPHUMEpP, TPAHCIIIUH
JIOKaJIbHBIX COOBITHIA B yaaI€HHBIN 00pab0TYHK) U T.11. [ToapoOHee 0 pa3IMUHBIX OIECPaIMsIX JaHHOTO Thia cM. §4.8.

NMPUMEYAHHUE s rerepanuu kiroueir SSH, nx nepenaun Ha yaanéHHOE YCTPONCTBO M CHHXPOHHU3AIUH KOHPH-
rypanuii UCIOIb3YyeTCsl YTHINTA NSYConfsync, KOTOPyI0 MOXHO HMCIONB30BAaTh HEMOCPEACTBEHHO
u3 KoMaHHO# cTtpoku Linux. ITonpoGHoe onucanue qanHo# yTrianuTsl cM. B Yactu 7.
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§4.5.3. YTuaursl ping u traceroute
Ytunutel ping u traceroute — crangapTHbIE HHCTPYMEHTHI 1JIs1 IPOBEPKHU CBSI3HOCTH CETH.

[Ipu ucnonb30BaHUM AAaHHBIX YTHJIMT cielyeT oOpamarh BHMMaHue Ha IP-ajgpec McToyHMKa, ¢ KOTOPBIM OyIyT
OTHPABIISITECSL TECTOBBIE MakeThl. [lo ymomuanuto, B 310 moie mojcrasisercs |P-anpec nnTepdeiica, uepe3 KOTOpHIi
OTHPABJISIOTCS NAKEThl B COOTBETCTBHUU C TEKyIIEH TabiuLeil MappyTu3anuy. B yactHocTH, pu paboTe ¢ TYHHEIIMU
IPsec HeoOxoaMMO IPUHYTUTENEHO YKa3bIBaTh B KauecTBe source anpec ycrpoiictBa NSG B mpuBaTHOH (3aIuInaemoii)
CETH; 9TO rapaHTHPYET, UYTO MAKET, a[PECOBAHHBIN Ha JPYTyl0 CTOPOHY TYHHEIs, OyAeT NeHCTBUTENLHO OTOOpaH s
nepeaayd 10 TYHHEIIO M OTHpaBJeH B 3TOT TyHHEIb. B NMpOTHBHOM ciydae makeT OyIeT OTHIpaBlIeH C ITyOIMYHOTO
uHTEepdeiica BO BHEITHUI MUD, MUHYSI TyHHEIb.

§4.5.4. Yruaura tcpdump

tcpdump — MOIIHBIA WHCTPYMEHT [UIs TPACCHPOBKA W MOHHUTOpHHTA TpaduKa, mepeqaBacMoro 4epe3 3aJaHHbIi
cereBoii uaTepdeiic. Mcnonp3osanne tcpdump u ananusaropa makeroB WireShark HactosteabHO peKOMEHAyeTCsT He
TOJBKO JUTS OTIAJKH KOHKPETHBIX CETEBBIX PELICHUH, HO U C IIEJIBI0 caMO00Opa3oBaHHsl.

OCHOBHBIM ITapamMeTpoM Ui BbI3oBa tcpdump siBisiercsi uMs uHTepdelica, Ha KOTOPOM TpeOyeTcsl BBINOIHATH
MOHHUTOPHHT. Ecii mMs1 He yKa3aHo, TO, 10 yMOJIYaHHMIO, IPOTpaMMa 3amyckaercs Ha narepdeiice eth0.

Hawnbonee BayKHBIM U3 JOMONHUTENBHBIX TAPAMETPOB SIBISAETCS TaK Ha3bIBaeMoe gwipadicerue (expression). OHo mo
CYIIECTBY MpEACTAaBIsIET co00H (MIBTP W MO3BOJISICT OTOMpPATh B Tpaccy TOJNBKO IAKETHl, HHTEPECYIOIIHE
nonbe3oBarestst. [Ipumeps! npocTeiininx BeIpaskeHni (IPUMUTHBOB):

host X.X.X.X tcpdump 3axBaTBIBaeT TOJBKO TIAKETHI, COAEp)KallWe 3aJaHHBINA anpec (He
Ba)XHO, B KadecTBC HCTOYHMKA WM Ha3HaueHUs). Bmecto ampeca MoxeT
HCIIOJIb30BaThCs TAKKE UM XOCTa, €CJIM Ha ycTpoiicTBe BKIOUEH KineHT DNS.

dst host X.X.X.X ToJbKO NaKeTh ¢ 3aJaHHBIM aJIPECOM Ha3HAYCHUSL.
src host X.X.X.X ToJIbKO NaKeTH!I € 33JaHHBIM aIPECOM UCTOYHUKA.
net XXXX CeTh ¢ moapa3zyMeBaeMoOi 10 yMOTYaHUIO MacKOH; MUIIETCS TOJIBKO HEHYyJeBas

qacTh ajapeca ceTw, Hampumep, 10, 172.16, wnu 192.168.1. AnamorudHo s
src net u dst net.

net X.X.X.X mask Y.Y.Y.Y CeTb ¢ SIBHO YKa3aHHBIMH aJIpECOM W MacKOW. AHAJIOTUYHO Uit Src net ... mask
u dst net ... mask.

ip proto PPP IIpotokon 4 ypoBHs. Yka3bIBaeTCsi HOMEPOM WM Ha3zBaHueM. Hazpanus tcp,
udp, icmp HeoOXomuMoO mpeaBapsATh OOpaTHBIM cidmeM (\), MOCKOJIBKY OHH
COBITQJIAIOT C COOTBETCTBYIOLIMMH KIIFOUEBBIMH CIIOBAMH.

tcp, udp, icmp Coxkpaménnbsle o0o3HaueHust ans ip proto \tcp, ip proto \udp, ip proto \icmp,
COOTBETCTBEHHO.

port N Howmep mopra TCP umn UDP. Ananoruuso ais src port u dst port.

portrange M-N Juanazon HomepoB moptoB TCP mmm UDP. AmanormyHo mjst Src portrange u

dst portrange.

BripakeHne MOXeT CoAep)kaTh HECKOIBKO NMPUMUTHBOB, COCIUHEHHBIX JOTMYeCKHMMH omepaTtopamu && (M), ||
(W) u ! (HE). B 3Tom cirydae ero HE0OXOUMO B3STh B KaBBIUKH, YTOOBI 3TH ONEPATOPHI HE OBUTH BOCHPUHSITHI KaK
CICIICUMBOJIBI CaMOI KOMaHTHOW 00OJIOYKY, HATIPUMED:

"host 1.2.3.4 && tcp port 80"
IToapoOHO 0 BEIpaXXeHHsIX U APYTUX OMIMIX BhI30Ba tcpdump cM. man pages mo JaHHOW MporpaMme.

tcpdump MOXXECT BBIBOAUTH 3aXBAYCHHBIC ITAKCTHI B UX HCU3MCHHOM 6I/IHapHOM BUIC, JIM00 BBINOJIHATE HpOCTeﬁIHHﬁ
aHaJIn3 IIaK€TOB M ITIOKA3bIBATh I/IH(l)OpMaIII/IIO O THUIIC ITaKCTOB B yIlO60‘IPITa€MOI>i (bopMe, HanpuMmep:

07:34:24.717514 arp who-has 192.168.1.1 tell 192.168.1.250
07:34:24.739441 arp reply 192.168.1.1 is-at 00:09:56:20:00:2b

ITo ymonuaHuio, B KOHCOJIbBHOM OKHE TOKa3bIBaeTCs Tpacca B yeloBeko-uutaeMoit ¢opme. [Tapamerp write-to-file
M03BOJISIET HAMPABUTH BBIBOJI MPOTPAMMbI BO BpeMeHHbIH Qaiia B popmare, COBMECTUMOM C OOJBIIMHCTBOM MPOrPamMM
JUTSI aHau3a makeToB. [1o3:xke 3ToT (haiiin MoxkeT ObITh BhITpyxkeH Ha [TK mro0bM mocTymHbIM criocobom (TFTP, FTP,
NFS, USB-HocuTenp) ¥ HCCIENOBAH C IIOMOINBIO COOTBETCTBYIOLIMX Iporpamm, Hampumep, WireShark
(http://www.wireshark.org).
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§4.5.5. Yruaura mail

B coctas NSG Linux 2.0 Bxoaut yrtmiamta nsgsmtp, Bbi3biBacMass W3 KoMaHmaHou crtpoku OC Linux wu
npesHa3HaYeHHas1, B IEPBYIO OYEPe/lb, U1 ONPABKH YBEIOMJICHUH 110 3JISKTPOHHOI MOYTE M3 Pa3IMYHBIX CKPUITOB U
00paboTynkoB coObITHH. Y3en MeHio .tools.mail mpenocraBnsier apykecTBeHHbIH uHTepdeiic kK 3TOH yTmiuTe, C
MOMOIIBI0 KOTOPOTO MOYKHO BPYYHYIO OTIPaBHTh ¢ ycTpoiictBa NSG moutoBoe coobuienue.

Jns oTmpaBKkM mmuceM HEOOXOJMMO, B IIEPBYIO o4epenb, ykazaTh ums wiu IP-agpec mourtoBoro cepsepa SMTP.
Ecnu cepBep TpeOyer ayTeHTU(UKAIMK MOJIb30BaTeNei (3TO 00bIYHAsI Mepa 3aIlUThl IPOTHB 3JI0YNOTPEOICHUH, TAKHUX
KaK PacchlIKa criama), TO JOMOJIHUTEILHO HEOOXOAUMO 3aaTh MMS U I1APOJIb TOJIb30BATEN.

OO6s13aTenbHBIME KOMIIOHEHTAMH COOCTBEHHO JUTS NMUCHMa SIBJLIOTCS aJipec IoJlydaTens U aapec oTmpasurens. [lo
CYILECTBY 00s3aTeNIbHBI TAKXKE TeMa M TEJO IMCbMa, HO eCIIM OHHM HE yKa3aHBI, IINCEMO OTIIPABIIAETCS C 3ar0JIOBKOM
"No subject" n/umm Texkctom "NO message", cooTBETCTBEHHO.

JIOTIOTHUTETHEHO MOXET TOTPeOOBaThCS ABHOE yKa3aHHe HoMepa moprta T CP, HCHoiap3yeMoro MOYTOBEIM CEPBEPOM
— €CJIM OH OTIHMYaeTcs oT craHzapTHoro 25. IIpn oYeHb CTPOTHX HACTPOWKaX IMOYTOBOTO CEpBEpa AOMOTHHUTEIHHO
MOXET ITOTPeOOBATHCS YKa3aHHE IOMEHA OTIpaBHUTeEIIsl. DTO UMsI yKa3biBaeTcs B noJje helo nporokona SMTP u nomkHo
cooTBeTcTBOBaTh |P-anpecy untepdeiica, uepe3 KOTOPHIN OTIPABIIAIOTCS MaKeThl Ha cepBep SMTP.

Ecnu mouToBbIii cepBep paboraer Tojibko B OezomacHoM pexxume (SMTP-over-SSL), To HEoOXOAMMO BKIJIIOUUTH
omuuio ssl . Homep mopra TCP no ymomnuanuro B 3ToM ciiyyae — 465.

ITocrne Toro, Kak MUCbMO COCTaBJIEHO, OTIIPaBKa IPOM3BOAUTCS Pa3oBoil koMaHaoM send . Bee mapamMeTpsl oTIpaBKU
MOYTHI ACHCTBYIOT TOJIBKO B MIPEJeIax OJHOTO ceaHca paboThl MOIb30BATEI.

IMoapo6Ho 00 yTrmure nsgsmtp cMm. YacTh 7 JaHHOTO PYKOBOACTBA.
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§4.6. JIpyrue npukjagHbie CEpBUCHI

§4.6.1. CepBep neuaru

CepBep ceTeBoif rmevat (TIPUHT-CEPBEP) OOCTYKUBACT MPHUHTEP, MOAKIIOYEHHBIH K ycTporicTBY NSG "epe3 mopt
USB, u pmenaer ero JOCTYIHBIM Ul APYTMX KOMIBIOTEPOB B ceTH. JlaHHas cimyx0a COBMECTHMMa C IPHHTEpaMHU,
noaaepxkuBarommmu  texuoioruro HP JetDirect (apyroe wasBamme — Raw Socket Printing). Cnyx6a moxer
HOJIEP>)KUBATH JI0 3 MPUHTEPOB, A0CTYMHBIX 10 moptam T CP 9100 (crangapteiii), 9101, 9102, cooTBeTCTBEHHO.

NNPUMEYAHUE Ilepen npuoOpereHHeM YCTpOHCTBA M TPHUHTEpA JUIi COBMECTHOM OKCILTyaTallMd CIexyeT
YTOYHUTH, MOAJCPIKUBACT JIM JaHHAS MOJENb HpHHTepa TexHosoruio JetDirect. Mupopmanuio o
COBMECTHMOCTH MOXHO TMONYYdTh Ha Creluanu3upoBaHHbx Web-pecypcax u, B OTACNTBHBIX
CITy4asx, B CIyK0ax TEeXHHUECKOH MOANEpKKH HUPM-TIPOU3BOANUTEICH.
Croucok MPOBEPEHHBIX MOJeENeil MpUHTEepOB, a Takxke agantepoB USB-LPT, nocrynen na Web-
caiire NSG (http://www.nsg.ru) B pasmenmax FAQ, ®opym u J[okymenrtanus/CrpaBouHble
Matepuansl. Kommaans NSG Oyzer mpu3HaTelbHA TOIH30BATEISIM 33 JIIOOYIO (TIONOKHUTEIBEHYTO
WIN OTPHLATEIbHYI0) HHPOPMAIHIO O COBMECTIMOCTH APYTHX MOJIETICH IPHHTEPOB.

[Nomumo Homepa mopra TCP, mnpuHTep MOXET HMETh [Ba JONOJHHUTENBHBIX IIapaMeTpa: IIPUBS3KY K
onpeaenéunomy IP-aapecy (ecam HeT, To OH JOCTyIleH mo BceM |P-aapecam, mpHCBOEHHBIM JTaHHOMY YCTPOMCTBY
NSG), m pexuM OJHO/IBYCTOPOHHEr0o OOMeHa. BOJBIIMHCTBO COBPEMEHHBIX MOJIENICH NPHHTEPOB paboTaeT B
JBYCTOPOHHEM  peXHMe, 00eCleunBaroleM paclIMpeHHbI O0OMEH  JAMarHocTH4eckoi  uHpopmanuein ¢
COOTBETCTBYIOLIUMH ApaiiBepaMu U yTHINTaMH.

st pa®oThl ¢ TpUHT-cepBepoM Ha KiueHTCKuX [IK momkeH OBITH YCTaHOBIJICH ApaiiBep MPHUHTEpa U CIcIaHa
MPUBSI3Ka 3TOTO JpaiiBepa He K JIOKaJIbHOMY (HU3MYECKOMY MOPTY, a K BupTyansHomy nopty TCP/IP.

MNPUMEYAHUE Ceresoii npuntep, paboraromuii Ha ocHoBe Raw Socket Printing, ve umMeer mudero obuiero c
moHsATHEM "00IIero IocTymna K mpuHTepaM u daitmam” B cetn MaiikpocodT. B cetrn Matikpocodr
TaKoil NPUHTEP HACTPAUBACTCS KAK JIOKAIBHBIN, MOAKIIOYEHHBIN K BUpTyansHoMy mopty TCP/IP.

Kondurypanust npuHT-cepBepa COIEpk UT HEOOJBIIOE YUCIO IapaMeTPOB M IOJHOCTHIO MPOM3BOJIUTCS B MEHIO
nopTa, UIMEIOIIEro THII printer.

[pumepst Hactpoiiku kineHTCkux [TK 8 OC Windows u Linux npusenenst B jokymente NSG:

Hacmpoiika knuenmos cemesoii neuamu TCP/IP

§4.6.2. TCP-npokcn

Cayx6a TCP-mipokcu COCTOMT M3 OJHOTO WM HECKOJBKHX JIEMOHOB, NPEJHA3HAUYCHHBIX JUIS pabOThl B KauecTBE
MPOMEXYTOYHOTO areHTa MeK1y HEKOTOPHIMU KJIMEHTOM M cepBepoM. KiIMeHT MHUIMUpPYeT COeTMHEHHE C CEPBEPOM
o 3amaHHoMy IP-anpecy  HoMepy nopta TCP, cepBep oxumaeT BXOIAIIAE COSAMHEHU Ha 3ToM 1opty. | CP-mipokcn
MO3BOJISIET PETPAHCINPOBATh COCJMHEHMS MEXIy KIMEHTOM M CEPBEPOM TakMM 00pa3oM, 4ToOBI /Ul cepBepa OHM
ucxommmn ¢ azapeca ycrpoiictBa NSG. THOHYHBIM NPUMEPOM SIBISIETCS 3a7ada, KOTJa MPOIECCHHTOBBIN IIEHTP
BbIJIeIIsIeT OaHKy onuH IP-ampec, ¢ KOTOPOro JOJMKHBI UCXOIUTh BCE COENUHEHHs. B 3TOM ciiydae MHOTOYHCIICHHbIE
0GaHKOMAThl YCTAaHABJIMBAIOT COCJMHEHHS CO CBOMX |P-agpecoB He HampsMyl0 C IMPOLECCHHIOBBIM LIEHTPOM, & C
06aHKOM; OTCIO/Ia OHM BCE PETPAHCIMPYIOTCS B MPOLIECCHHIOBBIN LIEHTP yXKe ¢ €IUHCTBEHHOro ajpeca Oanka. ([laHHas
3a/a4a MOXeT ObITh pemieHa U ¢ momoinsio NAT, HO B HEKOTOPBIX cirydasx T CP-npokcu ymobHee.)

Kax/plii U3 JAeMOHOB NPHHUMAET BXOSIIME COCAMHEHHS CO CTOPOHbI Ha 3agaHHOM IP-aiapece um mopty TCP.
Bxopgsmue nmaketsl pa3douparoTcs BILIOTH 10 ypoBHs 1CP BKiIIOYMTENFHO, TAKETH! BhImecTosmero nporokona (HTTP,
FTP, NDC, DDC u T.11.) ocratoTcsi B HeM3MeHHOM Bujie. OT IIPOKCH YCTaHABIMBACTCS HOBOEC COCAMHEHHE C CEPBEPOM,
HoJIe3Hast Harpy3Ka 3aHoBo nHKarcyiaupyercst B TCP, IP u t.1. u otnpaBinsiercs o 3ToMy COeMHEHUIO.

destination IP
{ destination TCP port

ﬁ/"destination IP |
destination TCP port |

"~ TCP-coegnHeHne 2

TCP-knueHT TCP-npokcu

|
= ( TCP-coeanHenue 1
|

TCP-cepBep
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OO0s13aTeIbHBIME [TApAMETpaMH  Kaxmoro aemona |CP-mpokcu sBstroTess HOMep mopra TCP jins BXOMSImux
coenuneHu#t, IP-agpec n Homep mopra TCP mist ucxomsmux coequrenuii. IIpu stom asa TCP-mopra He 00s3aTebHO
JIOJDKHBI COBITA/IaTh, T.€. MPOKCH JOTIOJHUTEIHHO OCYIIECTBIIAET TPAHCILIIUIO TOPTOB. JIOTIOIHUTEIFHO MOXKHO YKa3aTh
IP-agpec, Ha KOTOPOM YCTPOHCTBO NPHHUMAET BXOJSIINE COCOHMHEHHS CO CTOPOHBI KIHMEHTa (TII0 yMOIYaHHIO — Ha
BCEX ajpecax, Ha3HAUCHHBIX YCTpoicTBY) u IP-ampec, koTopsiii OymeT yka3sIBaThCs B KAa4eCTBE afpeca MCTOYHHKA B
MaKeTax, aJpeCOBAHHBIX cepBepy (0 YMOIYAHHIO B MAKeT MOJCTaBIseTCs agpec Toro |P-unTepdeiica, yepe3 KOTOpbIit
oH otmpasisiercs). O0a angpeca MODKHBI NMPHHAAIEKATh KakuM-TO0 mHTepdeiicam ycrpoiictea NSG — eciamu He
¢usnuecknm, To, HanpuMep, [0 wu dummy .

Iomumo 3TOTO, € JIF0OOH U3 CTOPOH MPOKCH MOXKHO HCIONb30BaTh Mexanusm TCP keepalive, kotopslii pemaer nse
3a1a4d. Bo-TiepBBIX, OH KOHTPOIMPYET COCAMHEHHME C YAAJIEHHBIM XOCTOM; €CIM HOAPSA] Ha HECKOJIBKO ITaKeTOB
keepalive, mociaHHBIX dYepe3 3afaHHBIC MPOMEKYTKH BPEMCHH, HE MONYyYEHO HH OJHOTO TOATBEPXKICHHS, TO
COEJMHEHUE CUUTAETCS YMEpIINM, U COEIUHEHHE C JIPYroil CTOPOHBI NPOKCHU TaKXke pa3pbiBaeTcsi. Bo-BTOpBIX, OH
MO3BOJISIET HMYJIUPOBATh AKTUBHOCTh OJHOM M3 CTOPOH (KJIMEHTAa WJIM CEpBEpa, WM B3aWMHO), €CIM ApYras CTOpOHA
CJIEINT 32 HEW W TPH OTCYTCTBHH AKTUBHOCTH MOXKET pa3opBaTh COEIAWHEHWE. Takas CHUTyalus BCTpEedacTCs, B
YaCTHOCTH, B HEKOTOPBIX THIIaX IPOrPaMMHOTO 00ecTIeueHH s I NPOLIECCHHTOBBIX LICHTPOB.

MNPUMEYAHHUE |P-ampec cepBepa U HOMepa IOPTOB Ha3HAUCHHUS HA HEM MOTYT OBITH OJUHAKOBBIMHU IS BCEX
KIIMEHTOB, B 3aBUCHMOCTH 0T ocoOeHHocTer paboTsl [10 cepsepa. B mobom cirydae, At Kax10ro
TCP-coenuHeHNsT MEXy IPOKCH U CEPBEPOM BCETa OCTaETCsl, KAK MUHIMYM, OAWH YHUKaJIbHBINA
napamerp — Homep nopra TCP ucrouHuka (KOTOPBIH BBIOMpAETCsl CETEBBHIM CTEKOM HPOKCH-
MAaIIMHBl aBTOMAaTHYECKH), U MO0 ITOMY IapaMeTpy CepBep MOXKET pa3iudyaTbh COSAMHEHHs OT
Pa3HBIX KJIMEHTOB JaXKe B TOM CJIydae, €CJIM OCTaJbHBIE TPU MapaMeTpa (MOopT Ha3HaueHHUs U 06a
IP-anpeca) coBnanaror.

§4.6.3. Cxyxo6a Netflow B mpocTpancTBe mosib3oBares

Iporpammuoe obecneuenne NSG Linux 2.0 mogmepxuBaetr coop craructuku tpaduka B popmare Netflow u e€
OTHpaBKy Ha 3aJlaHHBIE CepBepa-KOJUICKTOPHI CTATHCTHKH. JlaHHas (yHKUMS peajn3oBaHa IByMs HE3aBHCHUMBIMU
cpenctBamu: ciyx6oit Netflow, paGoraromeii B mpoctpancTBe mosbs3oBatess, 1 mexanusmom Netflow, BctpoenubiM B
sapo OC Linux (cm. cren. maparpad).

Cnyx06a Netflow B mpocrtpancTBe mosb3oBaTesst peaan3oBaHa Ha ocHoBe yTuiuthl fprobe. OHa mmeer rubkuit
HabOp HACTPOEK M CXeMy KOH(HIypaliu, THIHYHYIO JJIsi MHOTHX Mojeneil MapuipytusaropoB. Henocratkamu eé
SIBIIIIOTCSI MEJJIEHHass paboTa W BBICOKAs BBIYHMCIUTENIbHAs Harpy3ka Ha mporieccop. HacTpoiika maHHOU cIy>KObI
MPOM3BOIUTCA B y3Ilie .services.netflow B Bume wabnonog. OO0sS3aTeNbHBIME TapaMeTpaMH Ma0JI0HA, 1O CYHOIECTBY
3aJ]a4uu, SBISIOTCS COUCOK CEPBEPOB, KOTOPHIM OYAET OTCHUIATHCS CTATHCTHKA (JOJDKEH COIEPKaTh XOTS ObI OIUH XOCT)
W QJIMAHUCTPATHUBHBINA CTaTyC JaHHOU CITy>KOBI — up. Jlanee kaxxaoMy ceTeBoMy HHTep(elCy MOKHO Ha3HAYHUTh OJTUH
u3 co3nanubix mabmonoB Netflow u yuuTsiBaTh CTATHCTHKY C €0 MOMOIIbIO; HA3HAYCHHE MAOIOHOB MIPOU3BOJAUTCS B
y3JIe HAaCTPOHKHU TpeOyeMOoro ImopTa WK IICeBIo-UHTepdeiica.

Wmenem mabiona, B nanHoi Bepcun NSG Linux, sisisiercs uucio ot 1 mo 255. Crnenyer Noa4epKHyTh, 4TO CIIHCOK
mabJI0HOB SBISIETCS] MIMEHOBAHHBIM U HE YIOPSIOYUBAETCS aBTOMATHIECKH.

B xauecTBe He0OS3aTENBHBIX MAPAMETPOB, IS KAKIOTO I1a0JIOHa MOYKHO 33JaTh PEKUM 3aXBaTa IMakeToB (M30upa-
TenpHBIH M0 MAC-anpecy uHTepdeiica, WM Hen3OUpaTeNbHBI) W BhIpaXeHHE-QUILTP MO MPOTOKOJAM, ajapecam,
HOMEpaM IOPTOB W JPYTHM TapaMeTpaM. DTH MapaMeTphl BIMSIOT HAa OTOOp MAaKEeTOB ISl CTATHCTUKH M TIO3BOJISIOT
CY3UTh Kpyr 00padaThiBaeMbIX IMAKETOB JI0 TOTO, YTO TMPEACTABIISIET MHTEPEC IS MOJIb30BaTENs Mo CymecTBy. Dopmar
BBIPOKEHUSI SBISICTCS CTAHIAAPTOM Jie-(paKkTo, UCHOIb3yeTCsl B OOJBIIMHCTBE MHCTPYMEHTOB IUIS 3aXBaTa M aHAJM3a
Tpaduka, Takux kak tcpdump, pcap, Wireshark, u noapo6GHo onucan B pyKOBOJCTBAX [0 ITUM [POrpaMMam.

C rtouku 3peHus pabotel ¢ cepBepamu Netflow, nomonHuTensHO MOXHO BBIOpaTh BEPCHIO MPOTOKOJA
(monmepkuBatoTcst Bepcun 1, 5 m 7), a Takke ykaszaTh sSBHBIM oOpazom IP-ampec, koTopblii OyaeT mojacTaBisThes B
ucxomsuue naketsl Netflow B kauectBe agpeca ncTOYHHUKA.

§4.6.4. Cay:xoa Netflow B ssape Linux

AunprepHatnBHas peanmsanust Netflow Bcrpoena B smpo OC  Linux, a wumenno, B wmoxyms netfilter,
OCYIIECTBIISIONIMA 0TOOp MAKETOB MO 3aJaHHOMY HAbOpY KPUTEPHUEB M BBINOJNHCHHE 3aJaHHBIX JCHCTBHH C 3THMH
nakeTaMu. YTOpaBieHHE 3THM MOIYJIEM MPOU3BOAUTCSA C MOMOIIbIO yTHauThl iptables; B komangHom mepese NSG
Linux 2.0 ono Haxoautes B y3ie .ip.filter u Hukak He cBsizaHo ¢ peanusauueii Netflow B mpocTpancTBe monb3oBaTess
(cm. mpen. naparpad). Jlannast peanusanus noanepxkusaet NetFlow v5 u v9.

JIrobomy u3 GUIBTPOB, CO3AAHHBIX MOJIB30BATENIEM B JAHHOM Y3Jie, MOKET ObITh Ha3HaueHo aeiictBue (target)
NETFLOW; B 3TOM ciiy4yae MakeTbl, OTOOpaHHbIC JaHHBIM (HIBTPOM, yuuTbiBatoTcsi B craructike Netflow. Tanusriii
MEXaHHM3M OTIUYAETCS BBICOKOW CKOPOCTHIO PaOOThI M HEBBICOKOW BBIYMCIHMTEIHHOW HArpy3KoW Ha IPOIECcop, HO
MMEeT CBOH HabOp MapaMeTpoB U HACTPOEK.
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O6mmue napamerpsl paborel Netfilter B supe nacrpausarorcs B y3ie .ip.filter.netflow u orHOCATCS K OTHpaBKe
CTaTUCTUKU Ha cepBep(bl)-KoyuekTop(bl). OOs3aTeNbHBIM TMapaMeTpoM IO CYIIECTBY 3aJadd SBISETCS CIHCOK
CEpBEPOB, KOTOPBHIM OyJdeT OTCHIIATHCS CTATHCTHKA (IOJDKEH CONEepXaTbh XOTS OBl oguH XocT). ONIMOHAJIHHBIE
napaMeTpsl YCTaHABIMBAIOT BPEMsI OTCHUIKM CTATUCTUKU HA CEPBEP U YCIOBUSI arperaini MOTOKOB.

Cratuctuka 1Mo KakKAOMY 33JaHHOMY IIOTOKY TpaduKa HAKAIUIMBAEeTCS B TEUYEHHE MAaKCHMAaJIbHOTO BPEMEHH
aKTHBHOCTH, IIPH YCJIOBHH, 9TO MOTOK OCTa&TCS HEMPEPBIBHBIM (CM. HIDKe). [lo mocTmxeHnn 3Toro BpemeHu (active-
timeout) craTucTHKa OTCBLTAETCS HA CEPBEP HE3ABUCHUMO OT APYTUX YCIOBUIL.

Ecnu uHTEpBanm Mexay AByMs IOCIEIOBAaTEIbHBIMU IAaKeTaMH NPEBBIIIAET HEKOTOPBI YCTaHOBJIEHHBIH MHperesn
(inactive-timeout), To MOTOK cunTaeTcs 3aBepIIEHHBIM (BPEMEHHO HJIM HaBCernaa). B 3ToM ciydae cTaTUCTHKA MO HEMY,
HaKOIIJICHHAs: C MOMEHTa MoCcIeIHeH OTIpaBKH, OTIIPABISAETCA Ha CepPBEP KaKk €CTh HAa JAHHBIH MOMEHT.

Arperanusi NOTOKOB MO3BOJISIET MOJYYHUTh OoJiee HArISAHYIO KapTHHY Tpaduka, UTHOpHUPYs MajoCyIIeCTBEHHBIC
Jetany. Arperaiysi MOXeT BBITOJHATECS 110 |P-noacersim w/uim o mopram TCP u UDP, Hanpumep:

192.168.0.0/8=16 YuurpBaTh BCe CeTH, 3axBadcHHBIC (mubTpamMu Bupa 192.168.x.0/8, xak omHy ceTb
192.168.0.0/16.

80-89=80 VYuuteBaTh Bce HOMEpa MOpTOB B Auana3oHe oT 80 go 89 kak onHo uenoe ¢ noprom 80.
PesynpTupyrommuii TOpT MOXKET NPHUHAAIEKATh WM HE NPUHAMICKATH 3TOMY IHAINa30HY,
HanpuMmep, 3anuch 3128=80 o3Hauaer, 4TO ClieayeT yuyuThiBaTh Tpaduk http-proxy smecre
¢ Tpacdukom http.

Heckonbko mpaBui MOTYT OBITh IEPEUNCIICHBI YePE3 3aIATYI0, HAPUMED:
192.0.0.0/8=16,10.0.0.0/8=16,80-89=80,3128=80

[IpaBuia Ka)k10ro THIIA MPUMEHSAIOTCS K KaXXJOMY HaKeTy B IOCIEI0BATEIbHOCTH HX IMEPEUUCIICHUS JI0 TEX I0p,
MOKa HE HaWAETCs mepBOe, KOTOPOMY JAHHBIM MakeT cooTBeTCTBYeT. [IpaBmiia arperanuu Ajis ceTedl W Ui MOPTOB
aHAIU3UPYIOTCS OTIAENBHO.

[ToxpoGHO 0 hopMaTe 1 Ha3HAYCHUU JAHHBIX MAPAMETPOB CM. TOKYMEHTAIuIO 1o maketam ipt-netflow (ycrapesmast
peanusaiiys B BUe oTaensHoro momyis), netfilter u iptables (8 coBpementoit penakimn).

§4.6.5. Onepanum ¢ gaiijiaMu Ha yCTPOHCTBe

NSG Linux 2.0 comepXUT HECKOJIBKO MEXaHW3MOB Ul NpUéMa, Nepeladd W MaHHUIYJIMpOBaHMS (aiiamMu Ha
YCTPOWCTBE, B OCOOEHHOCTH, AJIsI OTIEPAIMi C KIF0YaM1 M CEepTU(HHUKATAMHU, TTOJTYyIEHUs XKYPHAJIOB, TPACC U T.II.

Cepsep SFTP (Secure, unu SSH File Transfer Protocol) siBinstercst cocraBHO#M uacThio cepBepa SSH, 3amyckaercs u
KOH(QUTypHUpYeTCsl OTHOBpEMEHHO ¢ HUM. Ecnu Ha yctpoiicTBe BrimouéHa ciyx6a SSH (cMm. §4.4.2), To Ha Hero Taxxe
BO3MOeH poctyn o SFTP. [l paboThl ¢ YCTPOHCTBOM MOXHO HCIIONIB30BaTh JII000M cTaHmapTHbIA kineHT SFTP, B
YyacTHOCTH, (aiinoBsie MeHe pkepbl 11 [IK ¢ BO3MOXKHOCTBIO MOHTHPOBaHUS yAanEHHOI (aiinoBoii cuctemsl o SFTP:
WinSCP, FAR (OC Windows), Krusader (OC Linux), FireFTP (maxctpoiika mis 6poysepa Firefox) u t.m.

NMPUMEYAHUE He cienyer nyrate SFTP ¢ nepenaueit FTP moBepx Tynnens SSL (1.1, FTPS). SFTP nmpexacrasnsier
€000 caMOCTOSITENILHBIM MPOTOKOJI, OIIMCHIBAEMBIN OT/IENBHBIM JoKyMeHToM |[ETF.

Iporokon FISH (Flles transfer over SH) npencrapisier co60it MpocTeHIIY0 HAACTPOHKY Ui MaHUITYJTUPOBAHUS
¢aiinamn mocpencrBoM SSH, peann3oBaHHYI0 Ha CTOpoHE KiMeHTa. Ha cTopoHe cepBepa Ipu 3TOM He TpeOyercs
HHUYETro, KpOMe IMOJJIePKKH CTaHAApPTHBIX Bo3MoxkHOcTe SSH. M3 uncna pacrpoctpaHEHHBIX (aIOBBIX MEHEIKEPOB,
noaznepxka FISH umeercs 8 Midnight Commander u Krusader (OC Linux).

Bo3MorkHa TakKe HEMOCPECTBEHHAs Mepenaya GpaisioB ¢/Ha ycTpoitcTBo mpu nomornu SSH (em. Yacts 7).

IMockonbKy Bce BBIIICHIEPEUHCICHHBIE MEXaHU3MBbI SIBIISIOTCS paciumpeHusMu SSH, oHu obecreunBaioT Ge3omnac-
HYIO Tiepeaady (paiioB mo ceTsM o0IIero mojib30BaHus 03 UCTIOIh30BAHUS TOTIOTHUTEIBHBIX CPEJICTB 3aIUTHI.

§4.6.6. Cepsep TFTP

Cepsep TFTP mnpennasnauen s npuéMa u nepenadd (aiiioB, B HEPBYIO O4Yepenb, U MOJEpHH3AIUU
IPOrPaMMHOIO 00€CIeYeHHs] CTOPOHHUX YyCTpoicTB mnpu nomomu ycrtpoiictBa NSG. Cepep paboraer 1o
crannaptHomy nopry UDP 69. Jlns xpaHenust ¢aiinioB MoxeT ObITh BbIOpaHa 1100 BCTpoeHHas (ianI-namsrth
ycrpoiicTBa (¢ y4éToMm e€ moCTymHOro pasmepa), oo puenranii USB-nakomurens. [Toapo6Ho o moakmouenun USB-
HaKOTHUTENIeH M 0 MaHUITYJLIIHAX ¢ daiiaMu Ha HUX cM. YacTs 2.

B oannoii eepcuu NSG Linux 2.0 ¢pynxyuonanvnocms TFTP-cepsepa ne noodepacusaemesi.
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§4.7. O0padoTYUK COOBITHI

§4.7.1. O0u1ee onucanue

O06paboTunK COOBITHIT TIpeACTaBIIET COOOH BCTPOCHHBIM MEXaHN3M, MTO3BOJISIOIINI KOHTPOJIUPOBATh HACTYILICHHE
OTIpeIeTIEHHBIX COObIMULI B CUCTEME U BBIIOJIHAT 110 9THM COOBITHSM 3aaHHbIe Oeticmausi. COOBITHS TPENCTABISIOT
co00ii epexoJbl HEKOTOPBIX 8UPMYANbHLIX 0amM4UK08 U3 OJHOTO COCMOsHUA B ApYyroe. BupTyalbHbIM AaTYMKOM, WM
HCTOYHHKOM COOBITHH, MOTYT OBITh pa3HOOOpa3Hbie 00bekThl B cucteMe NSG Linux: cereBbie uHTepdEHCHI,
¢usnueckre natyuku ('Cyxume KOHTaKThI', NATYMKH HANpPSDHKCHUS, TEMIICpaTypbl, BIQKHOCTH M T.I.), TECTOBBIE
CKpHITHI THIIA NEtPing u apyrue.

CocrosiHusI TaTYMKOB, HarpuMep, up/down, on/off, cold/normal/hot MoryT OBITE OmpesieTIeHBI B CHCTEME 3apaHee MO0
3a/1aHbl MTOJIF30BATEIEM, B 3aBUCUMOCTH OT THIIA JaT4ika. HekoTopreie 0OBEKTH (B YaCTHOCTH, CETEBbIC HHTEP(EHCHI)
BCeT[a SBITIOTCS BUPTYATbHBIMH JaTIHKAMH C 3apaHee 3aJaHHBIM HabopoM cocTosiHUH. [Ipyriue IMEIoT B CBOEM MEHIO
y3en event-generator, B KOTOpOM ONHUCHIBAaETCS HAOOP COCTOSHUI, HHTEPECYIONINX Mob3oBartens. s psaga 0OBeKTOB,
B KOTOPBIX 3TOT Y3l OTCYTCTBYeT B maHHO# Bepcur NSG Linux, MOXHO B KauecTBe BPEMEHHON Mepbl HAMUCATh
CKpUIIT, ONPAIIMBAIONINI X COCTOsIHUE (Harmpumep, Netping co crnenudpuueckoii mpoueaypoii test-script BMecto ping).

B kavectBe neiicTBHS OOpaOOTYMK COOBITHH MOXKET, HAIPUMEp, BKJIIOYUTH/BBIKIIOYHTH MPOrPAMMHPYEMbIH
CBETOJMOIHBIH MHANKATOD (TIPH HAJMYMU TAaKOBBIX Ha YCTPOMCTBE), 3aMKHYTh/Pa30MKHYTh 3a/IlaHHYIO BBIXOJIHYIO II€b,
nocyaTh yBeAoMiieHne o SMS ui sJ1eKTpOHHOH 1moyTe, MOTUGUIMPOBATH TAOJIUIY MapLIPYTOB H T.II.

§4.7.2. I'enepaTopsbl coObITHIA

I'eneparopsl coOBITHH, ONpENEeNEHHBIE B CHCTEME, MMEIOT HEPAPXUUECKYI0 CTPYKTYpPY HMEH, IO3BOJIIOIIYIO
YIOPSJIOYSHHO OIKcaTh OONBIIOE YHCIO PasHOOOpasHBIX NaTynkoB. B manHON Bepcuu NSG Linux mpenycMOTpeHBI
CJICTYFOIIE THIIB HICTOYHUKOB COOBITHI:

ifstate.sms  CeteBoli naTEepdeEiic ¢ ykazaHHBIM UMeHeM. BO3MOXKHBIE COCTOSTHUSI IS TaHHBIX UCTOYHUKOB: Up, down u
no (uHTEepdeiic He CylIecTBYET B CUCTeMe, Harpumep, nHrepdeiic PPP wiu TyHHEIb B MOMEHT pecTapTa).
B kauecTBe UMEHU MOXET yKa3bIBATHCS JIOOOH M3 CEeTeBBIX MHTEPGEHCOB yCcTpoicTBa, HampumMep, grel
win br1.103.11 . Jlns untepdeiicos, umeronmx cuHonuMbl (aliases), nanpumep, edge u pppl, Kaxasiii
pa3 TEHEepUPYIOTCS COCTOSHUSA C KaXKABIM W3 HUMEH, TaKk 4YTO B 00pabOT4YMKE COOBITUH MOXKHO
HCIIOJIB30BaTh JIF000E U3 HUX.

MNPUMEYAHUE Wnrepdeiicer Ethernet 8 Linux Bceraa cunTaroTcst Haxoasaiumucs B cocrosiuun UP,
HE3aBHUCHMO OT COCTOSIHHS WX (H3MYSCKOrO0 M KaHAIBHOTO ypoBHEH. Takum
oOpa3zom, 1s HuX reHeparop ifstate He mmeer cmeicia. Ho, ¢ apyroit cTopoHsI,
¢u3ndeckuil ypoBeHb IS HUX TaKXKe PEIKO ObIBaeT WHPOPMATUBHBIM, TOCKOIBKY
POOJIEMBI BO3HUKAIOT ¢ OOJIBIICH BEPOSTHOCTEIO B MOCCTYIOIUX CEIMEHTaX CETH
Ethernet. Tlo stum mnpuuunam juisn moptoB Ethernet cremyer Bmecto ifstate
0JIb30BAThLCS POLIEAYPOI NEtPINg v BCTPOEHHBIM B HEE TeHEPATOPOM COOBITHIA.

YCTPOUCTBO. LIEMNB

Bxonmpl (U3MYECKHX AATYMKOB, MOJKIIOYEHHBIX K mopty 1-Wire (BCTpoeHHOMY, CMEHHOMY, JHOO
BHEIIHEMY ajantepy). Jarunky, noakarouéHubie K muHe 1-Wire, He UMEIOT BCTPOCHHOTO HHTEIICKTa U
paboTaroT Mo MPUHIKITY OIPOca CO CTOPOHBI KOHTpoJulepa muHbl (ycrpoiictBa NSG). Tloatomy oOiimm
rapaMeTpoM JUIs BCeX JaTYMKOB JAHHOTO THIIA SIBJISIETCS] HHTEPBaJl OIpoca.

WMst BUPTYaJIbHOTO JaTYMKa COCTABIISETCS U3 WISHTU(HUKATOPA CAMOTro JIaTuYMKa 1 UMEHH BXO/a Ha HEM.
To u apyroe MoryT OBITH 3a/laHbl B TOJSIX description TakuM 00pa3oM, YTOOBI OMUCATh PEATBbHBIH CMBICIT
M3MEPSIeMbIX BEJIMYHH:

— Ecnm s BXOIHOM 1Ny JaTdrKa 3a/1aH0 HeMycToe MMs, Hampumep, "Temnepatypa B nogsane" wimm
"MuTaHne cepeepa", TO OHO U CIY)KUT IMCHEM BHPTYaIbHOTO TATYHKA.

— Ecmu JUIA KOHerTHOﬁ BXOIIHOf/i eI UMs HE 3aJaHO, HO 3aJaHO UMS JIJIs1 BCETO JaTYHKa, TO BUPTYaJIbHbIC
JATYMKU NOJIy4al0T UMEHa BUuaa uMsfarunka.h, umsfarunka.B, ... umn umsfarumka.l, umslaravkaz,
... B3aBUCUMOCTHU OT TOI'0, KaK TCXHUYCCKU UMCHYIOTCS BXOAbI IJId JAHHOI'O TUIIA JaTYUKOB.

— Ecmn He 3amaHO HM WM JaTYMKa, HM UMsS BXOJIa, TO HMCHA JATYUKOB COCTABISIOTCS U3
nAeHTH(PHUKATOpa yCTPOUCTBA, MOJ KOTOPHIM OHO (GUTYpHpYeT B crmcke devices, U TEXHHYECKOTO
WMEHH BX0Ja, Hanpumep, swt2-3A6EO0E0100000062.B.

Ha omaom m TOoM e JAaTYUKC 4YacCThb BXOJO0B MOXET HMCTh OCMBICJIICHHBIC Ha3BaHHsA, a YaCTb —
06XO,Z[I/ITLC5[ TCXHHUYCCKUMMU.
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110pT. IapamMeTp

netping. sms

I'eneparop coObITHI, BCTPOCHHBIH B HEKOTOPBIC THIBI MOPTOB. [103BOMISIET KOHTPOIUPOBATH OT/CIILHBIC
napameTpsl (HPU3NYECKOTO YPOBHS, TAKHUE KaK YPOBCHb CUTHANA B OecripoBOIHOM uHTepdeiice. st mopra
W JUI TaTYUKa MOTYT OBITh 3aJlaHbl CONEpKaTelbHbIe UMeHa (mpedukc u cypPUKC, COOTBETCTBECHHO),
Hanpumep, 3G-port.signal-level . Eciu oHM He 3aAaHbl, TO MCIOJIB3YIOTCA TEXHHUYECKOE UM MOpTa U
Ha3BaHME NTapaMeTpa, COOTBETCTBEHHO — Harpumep, m1.CSQ .

daxT cpabatbiBanus 3aganHoro netping. Ecmu ping (unu 3amanublii test-script) mepectaér BeIMONHATBHCS
YCIIENIHO, TO B 00paboT4ynk coObITHH MochutaeTcs coctosiHue failure (rmo ymosryanuio), eciau HauMHAET
BBITIOJTHATHCS BHOBb — COCTOsIHHE restore . Has3anust o0omx cOocTOSHHH MOTYT OBITh M3MEHEHBI Ha
6osiee ynoOHbIe. [ caMoro gaTduka TakkKe MOXKET OBITh Ha3HAUEHO COJEPIKATEIHLHOE NMSI; €CIIH OHO HE
3aJaHO, TO UMsI COCTABISIETCS U3 pedukca netping. 1 IMEHN KOHKPETHON NMMHTOBAJIKH.

uitcp. kmenT.status

Cocrosiaue 3aganroro TynHess Ui TCP. BosMoskHBIe cocTostHUS naT4arka: normal, suspended, dead.

uitcp. kmenT.link

NMs kaHama CBS3H, [0 KOTOPOMY B JIaHHBIH MOMEHT paboTaeT 3anaHHblii TyHHE b UiTCP. Bo3MoxHbIe
COCTOSIHUSL — MMEHA KaHAJIOB, OIIPEIEIEHHBIC HAa JAHHOM KIIMEHTE.

uitcp. kmerT.backup

[TpHOPHUTETHOCTH TEKYIIETO KaHala CBS3u [uis 3anannoro TyHHens UiTCP. Bo3mosxHsie coctosttus: 0 —
TYHHEJIb pab0TaeT 110 OCHOBHOMY KaHaJly, WM IPUOPUTETHOCTh KaHAJIOB HE OlpejieneHa; | — TyHHelb
paboTaer 1o pe3cpBHOMY KaHAIy.

mercury230.7apametp

ms6.4aryvK

[TapameTpsl, n3MepsieMble TPEXPa3HBIM dIEKTPHIECKUM cuEéTunKoM Mepkypwuii 230:
COS-n Kocunyc yria MexIy TOKOM H HapsDKEHUEM Ut N-0# (a3l

COS-t CyMMapHbIil KOCHHYC yTia MeXy TOKOM U HalpshKeHUEeM
E CymmapHas ToTpeOIEHHAs SHEPTUsl, HAPACTAIOLIUM UTOTOM
F YactoTa B 3J€KTPUUECKOH CETH

FU-mn  Yron mexmy M-oii u N-oii pazamu, npu HOPMaIbHON paboTe MOHKEH COCTaBiATh Mo 120°
I-n Toxk n-oit daser

P-n AKTHBHAasI MOITHOCTH N-0OH (a3bl
P-t CymMapHast akTHUBHAasi MOIIIHOCTh
Q-n PeaktuBHast MOIITHOCTH N-0¥ (a3sl
Q-t CymMmapHas peakTUBHAs MOIITHOCTD
S-n [TosmHast MOLTHOCTH N-0it (a3l
S-t CymMmapHasi 1oJiHasi MOITHOCTh
U-n Hanpsoxenne n-oit gassl
[To cymecTBy, SJEKTPOCUETYMK MPEACTaBIseT COO0M COBOKYMHOCTh BUPTYAJIbHBIX NaTYMKOB — Ha

KaXJI0M U3 mapamerpoB. [loyiHOe HMs Ka)XIOro BUPTYadbHOTO gaTdyuka oOpasyercs u3 mnpedukca
"mercury230." (mpu HEOOXOIUMOCTH MOXET OBbITh M3MEHEH) M CHEeU(PUIHOrO UMEHHU (Sensor-name),
ymo6HOTO Ut BoctpusiTus. UMEeHHO 3T0 uMsi GUTypHpYeT B HACTPOlike 00paboTunKa COOBITHI, a TaKxKe
B BBIBOJIMMBIX cO00IeHusx u Web-MoHuTOpHHTE.

duznyeckue JATYUKHU, BXOAAINE B COCTAB MHTCITPUPOBAHHOIO AaTYHKa NSG MS-6. imena JaTYHUKOB!

HUMI JlaTuik OTHOCUTENBbHOI BIAXKHOCTH BO3/yXa, B IPOLIEHTAX

TEMP JlaTuuk Temneparypsl, B rpagycax Llenscus

LUMI JlaTuuk OCBEMEHHOCTH

PYRO JaTuuk ocBemEHHOCTH

MAGN JlaT4nmK MarHUuTHOTO MOJISt

ACCL JlaT4uK yCKOpEHUs MO 3 0CsAM, B YCIOBHBIX eIuHUIAx (9/64)
NMena cocTosHMH U1l OAHHBIX JAaTYUKOB — IIPOM3BOJIBHBIE, BCE COCTOSHUS HAaCTPauBarOTCs
MOJIE30BATENIEM B MEHIO IOpPTa, K KOTOPOMY MOAKIIOUEH natyuk MS—6. MynbprupaTduk cooOmiaer,
CTPOTO TOBOpSl, HE O COCTOSHHSX, @ O COOBITHAX — HACTYIUVICHHH COCTOSIHHMSA, OTJIMYHOTO OT

npeasiaymero. Hanpumep, moka reMmepaTypa MOCTOSIHHA, OH MOJYUT U TEHEPUPYET COOBITHE TOIBKO B
TOM citydae, ecny oHa m3MeHmnacs Ha 0,1°C unum 6oree.

ITo cymecTBy, AaHHOE YCTPOWCTBO MPEICTABISET COOOH COBOKYITHOCTH BHPTYalbHBIX JAaTYMKOB — Ha
KaXI0M u3 u3MepseMblXx (U3MYECKHX BeMW4YMH. [loMHOE WMS KaXJIOro BHPTYAIBHOTO JaTYHKa
oOpasyeTcs u3 npedukca "ms6." (Ipu HEOOXOAUMOCTH MOXKET OBITH M3MECHEH) U CIIEHU(PUYHOTO UMECHU
(sensor-name), ymoGHOTo Uit BOCIIPHUSATHSL.

JlpyrHe THIIBI BUPTYAJIbHBIX JATYNKOB MOTYT OBITH PeaM30BaHbl B ocaeayrommx Bepensx NSG Linux.
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§4.7.3. Hactpoiika no/1b30BaTeJIbCKUX COCTOSIHUI TaTYUKOB

,Z[J'DI JaTYUKOB C JUCKPETHBIMU BXOJaMHU, UMCIOIUX KOHCYHOC YHCIIO COCTOHHI/Iﬁ, KaXX10€ COCTOAHHUEC BXOoaa MOXET
HMETH COOCTBEHHOE ums, HalmpuMep:

device

: swt2-3A6EOE0100000062

: . event-generator

11 on-event "BKtOYEH"
: 1 @ off-event = "BbIK/tOYEH"

Ecmu umst cocTosiHus He 3amaHo, TO oHO Oyaer on/off mmu open/short, COOTBETCTBEHHO, B 3aBHCHMOCTH OT THIIa
jJaruauka. JIJis TaTYMKOB C HECKOJBKUMH BXOJaMH Ha3BaHUS COObITHIA, B qanHOU Bepcuu NSG Linux, omuHakoBbI Ha
BCEX BXOJIaX.

Hus matunkoB USB u 1-Wire ¢ aHajoroBeIMH BXOJaMH, HU3MEPSIONIMMHU TEMIIEPATYpy, HANPSDKEHWE M T.IL,
HEOOXOIMMO CO3/1aTh OJTHO WM HECKOJIBKO COCTOSIHUH B y3Iie event-generator COOTBETCTBYIOMIETO MOpPTa, YCTPOMCTBA
1-Wire, umu KaxIoro H3 BXOJOB KOMIUIEKCHOrO jarduka. CIHCOK COCTOSHHH 0 KaXKIOMYy MapaMmeTpy —
HYMEPOBaHHBIA U MOXET COJIep KaTh POU3BOJIFHOE YUCIIO 3anuceid. Kaxknas 3ammch uMmeeT 10 3 mapaMeTpoB: Ha3BaHHE
COCTOSTHMS, MUHUMAaJIbHOE ¥ MaKCUMAaJIbHOE 3HaYEeHUs (BKIFOUUTENHHO). JII000e U3 3HAaUeHUI MOKET OBITH OMYIICHO, B
9TOM CITy4ae COCTOSIHHE OMpEIeIeTCs TOIBKO M0 APYroMy mapaMeTpy: Oopie from i MeHsbIe to, COOTBETCTBEHHO.

CocTosiHUS aHATM3UPYIOTCS MOCIEAOBATENFHO B MOPSIKE HyMEpaluy, IoKa He HaWAETCs mepBoe, MOAXOosIee K
TEKyleMy 3HAYCHMIO JaT4MKa. TakuMm o0pa3oM, IOCIEIOBATENBHO PACHHCHIBATH BCE BO3MOXHBIE AMANa30HBl U
CIIeINTh, YTOOBI OHU HE TEpeceKalliich, HET HEOOXOAUMOCTH (XOTS IS YesoBeKa 3TO jAejiaeT KOH(Hrypaiuo Oolee
noHsATHON). Hampumep, s natumka TtemmepaTypsl, paboraromiero ¢ TouyHocteio 0,1°C, crmemyromme nBe
KOH(UTypaluy paBHOCHIIbHBIL:

port port
1 usbl 1 usbl
1 type = "multisensor" 1 type = "multisensor"
: ! event-generator : ! event-generator
11 :enable = true 11 :enable = true
;. : TEMP-states ;. : TEMP-states
S | |
i from = "50" tifrom = "50"
111 event-name = "hot" :::::event-name = "hot"
2 2
110 from ="30" tii: from ="30"
1 event-name = "warm" i to = "49.,9"
i3 11 event-name = "warm"
10 from ="5" i3
:::::event-name = "normal" 11 from ="5"
i 4 i to ="29.9"
i from ="-5" 111 event-name = "normal"
111 event-name = "shilly" I
05 ti:: from ="-5"
M (0] ="-51" i to ="49"
:::::event-name = "frozen" :::::event-name = "shilly"
105
i to ="-51"

111 event-name = "frozen"

Kak Tonpko HalJEHO COCTOSIHME, COOTBETCTBYIOLIEE TEKYIIEMY 3HAYEHHIO NEPEMEHHOM, NajbHEeHIIud aHaiu3
MpeKpamaeTcst U AaTduk nepenaét obpaborunky cobObiTHii (event-handler) sto cocrostane. Ecimu mpocMOTpeH Bech
CIIMCOK U HU OJHOI'O IMOAXOAAIICTO COCTOSHHA HE Haﬁ)leHO (HaHpI/IMep, MEXIY ONMMCAaHHBIMU COCTOSHUAMU UMECIOTCS
Pa3phIBBI, M PE3YJIbTAT U3MEPEHHUS TOTIANl B OJIMH U3 HUX), TO niepenaéres cocrossane UNKNOWN.

ITo yMOIYaHUIO, I Ka)KIOr0 M3 COCTOSHHM B KA4eCTBE MMEHHU MCIONb3yeTcst KOHCTpyKius $(VAL), o3Hauarommas,
9TO B 00paboTumk cOOBITHH OyaeT MOChUIaThCS 3HAUYCHHE jJaTduka "kKak ecTh". [Ipm HEoOXOAMMOCTH MOXHO €ro
3aMEHHTD TOJHOCTHIO (Hanmpumep, hot u cold), wim MomuduupoBaTs s yA00CTBA BOCIPUATHS (B T.4. TOIMYCKAIOTCS
cneucumBoibsl HTML, nanpumep, T=$(VAL)&deg;C). IIpu ucnonszoBanum Takoro ¢opmara oOpabOTIMK COOBITHH
UMeEeT Ha BXOJle He OMHApHBIN (GakT cpabaThIBaHHS JaTYUKA, a TOYHOC IMOKA3aHUE, U MOXKET HCIOJIB30BaTh Oolice
Pa3BUTHIH aJrOPUTM Jist ero 00paboTku (cM. cien. maparpad).

NPUMEYAHHUE He crneayer HUCHONB30BaTh U MOJB30BATEILCKUX COCTOSHUN mMs nil. DTo creruanbHOE
3HAYCHUE, 3apE3CPBUPOBAHHOC [UIS OCOOBIX ciy4aeB (B YACTHOCTH, il 00O3HAYCHHS
MIPEABIAYIIET0 COCTOSIHUS AaTYNKa B MOMEHT IIEPBOTO OOPAIICHUS K HEMY).
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§4.7.4. Hactpoiika o6padoTyukKa coObITHII

O0paboTumK COOBITHIT HACTPAMBAETCs B y3Je .Services.event-handler u comepxut B cebe CIIHCOK COOBITHIA, KOTOPBIC
MOJIb30BATENIb JKENACT KOHTPOJHPOBATH WM MPEANPUHUMATH [0 HUM KaKHe-THOO NEHCTBHSA. AHAIM3UPYIOTCS U
00pabaThIBArOTCS BCE COOBITUS B CIMCKE, HE3aBHCHUMO OT MOPsIKa UX ciiefoBaHus. Kaxaas 3amuch CIHUCKa COACPIKUT
CIeAyIOLIe TapaMeTphl.

Ums BupTyanbHOro pgartymka (Virt-sensor) BBOAMTCS B BHAE MPOM3BOIBHOW TEKCTOBOM CTPOKH, HampuMmep,
ifstate.eth0 . Ecnn ykazaHHBI JaTyvk HE CYIIECTBYET B CHCTEME, TO HHKAKOTO aBTOMATHYECKOI'O CIIKEHHS 32
COOBITUSIMH, E€CTECTBEHHO, HE OyIeT, OZHAKO HECYNIECTBYIOIINE COOBITHS HECYIIECTBYIOUIMX IaTYMKOB MOXKHO
HCIIONB30BaTh AJISI 3aIycKa JCHCTBUH BHEIIHUMH CKPUIITAMH (CM. HIXKE).

HavanpHOoe m KoHeuHOoe cocTosHWs Aartdyuka. CoObITHe, Ha KOTOpOe pearupyer oOpabOTIHMK — 3TO IMEepexo]
JaTYdKa M3 3aJaHHOTO HAYaJbHOE B 3aJJaHHOE KOHEYHOEe CcOocTosHHE. IIpH 3TOM OJHM M Te K€ COCTOSHUS OJHOTO
JaTYnKa MOTYT (PUI'YPHUPOBATH B HECKOIBKUX COOBITUSAX. [l TaTUMKOB, NMEIONINX (PUKCHPOBAaHHBIH HAOOP COCTOSHNUI,
3Ha4YeHUsA O0OMX MapaMeTpOB BBIOMPAIOTCA M3 CHHCKA; U JaTYMKOB, HACTPAaMBACMBIX IIOJIb30BATENIEM, Ha3BaHMS
COCTOSIHUH BBOJSATCS Kak TeKCT. [IoMMMO COCTOSHHUI, ONPECIEHHBIX HAa JaTYMKE IO CYLIECTBY, 3TH [Ba lapameTpa
MOTYT IPUHUMATh CIICI[HATIbHBIC 3HAUYCHUS:

other JIro6oe cocTosiHUE JaTYMKa, OTIMYHOE OT YKa3aHHOTO B IPYTOM M3 9THX JBYX IapameTpoB. B atom ciyuae
00paboTyrk OyAeT pearupoBaTh Ha MEPEX0J B HEKOTOPOE COCTOSIHUE U3 JIF00O0T0 IPyroro Wi Hao00poT,
COOTBETCTBEHHO.

any JIroboe cocrosiHue paTyuka. B aTOM ciydae coObiTMeM OyneT, Mo CyLIECTBY, JIIO0O€ HaxOKAEHHE

JAaT4UKa B COCTOAHUU, KOTOPOC YKa3aHO APYIUM NapaMETPOM.

Hcnons3oBaTh 3Ha4YEHHE any ciedyeT ¢ OCTOPOXKHOCTBIO, TIOCKOJNBKY B 3TOM CIydae KasKABIH ONPOC NaTIHKOB
(manpumMep, pa3 B CEKyHIy) OyIeT IeHEpHUpOBAaTh HENPEPHIBHBIA MOTOK cOOBITHH. llenecooOpa3HO NMPUMEHATH €ro
TOJBKO JUIS JATYUKOB, KOTOPBIE HE MPUCHIIAIOT 00pabOTUHNKY PETYISIPHBIE COOOMIEHNUS, & CAMOCTOSTEIBHO OIIPEACIIIOT
(baxT mponzomeqIero coobITHA. B 4acTHOCTH, K TAKUM JaTIMKAM OTHOCSTCS:

— HWurerpupoBanublii MyapTuaaTiuk MS—6. CooOlieHHsT OT KaXJO0ro M3 €ro JaTYMKOB BBIJAIOTCS TOJIBKO B TOM
clly4ae, eclId pe3ysIbTaT 04epeTHOT0 u3MepeHus (pa3 B CEKyH/y) OTIMYEH OT MpPeAblIyIIEro.

— Certebie uHTep(dericel. COOOIICHUs BBIJAIOTCS MPH Ka)XJIOM COOBITHH, MPOUCXOJAIIEM Ha uHTepdeiice, U He
BBIIAIOTCSI B OCTalibHOE BpeMs. [Ipu 3ToM HauanbHOE M KOHEYHOE HaboJaeMble COCTOSHUS UHTepdeiica MOTYT U
COBIaaTh (HapUMep, MHTePQENCy Ha3HaueH AOMONHUTENbHBIH IP-aapec, mpu 3ToM oH 6su1 B UP 1 ocrancs B UP).

Ecnu ycTaHOBHUTB AJI OJTHOTO M3 COCTOSHUM any, a ajs apyroro other, To 00paboTdunk coObITHIT OyeT pearupoBarthb
Ha J11000e N3MEHEHHE COCTOSHMS JaTdhKa (T.e. HAYaJbHOE COCTOSHHE HE PaBHO KOHEYHOMY). Takoi e pe3yiabTaT
Oyzer nMets mapa other-other . ITapa any-any OyneT cpabaTeIBaTh pu JIFOOOM COOOIICHUH OT JaTYHKA.

NPUMEYAHUE TIlpu mepBoMm cpabaThIBaHUH JaTYMKa MOCTE BKIIOYCHHUS €r0 IPEABIITYIIUM COCTOSHHEM Bcerna
Oyzmer nil — crenuanpHOe 3HAa4YeHHE, OTIIMYHOE OT JII0OOTO Apyroro (B T.4. U OT any). Oty
0COOCHHOCTh HEOOXOAMMO YIHUTHIBATH MPH MOCTPOSHIH aITOPUTMA PaOOTHI.

Hatuuk netping uMeeT 0COOEHHOCTB: OH CaMOCTOSITENIBHO ONpeAeisieT (HakT nepexoa U3 CocTosHus "He pabdoTaetr"
B cocTostHME "paboTaer" u 0OpaTHO, T.e. coOsITHE. [lo3TOMy ero coobmenus restore mnu failure o3HauaroT He Tekyee
COCTOSIHME, & UMEHHO coObITHe. [y Hero HeoOXOAMMO M JIOCTATOYHO yKa3bIBaTh TOJILKO 3Ha4yeHHe state; mapamerp
prev-state cMbIciia He IMEEeT U TI0 CYIIECTBY €ro 3HadeHue Bceraa Oynet other .

Jis ommcaHUsT COCTOSHUM TOIYCKAOTCS TakK)Ke BRIPAKEHUS CpaBHEHHMS, Hampumep, ">223", "<-17", "=36.6". Ecim
JaTIuK niepenaét andaBuTHO-NU(POBBIE CTPOKH, Hampumep, "T = 36.6&deg;" , TO U3 HUX B ATOM CJIydae BBIIEISICTCS
nepBas MaKCHMaJlbHasl MOJICTPOKAa B (popMaTe, MOX0XKEM Ha YHCIO (T.e. cocTosmast U3 uudp, ASCATUIHONW TOUKH, U,
BO3MOJKHO, 3HaKa "—" B Hayase). TakuM oOpa3om, aHaIM3 MOKa3aHUH MOXKHO BBITIOJIHATH KaK Ha CaMOM JlaTdmke (event-
generator), Tak u B 06paboTunke coObITHii (event-handler).

JlelicTBHE, KOTOpOE CIEAYeT BBIIOJIHUTH IIPH OOHAPYKEHHH JaHHOTO COOBITHS. JIeHCTBHS MOTYT ONMCHIBATHCS B
IBYX ToJsix: action mubo script. B moune script Mo>kHO mHcaTh MPOM3BOJIBHBIA CKPUIT KOMaHIHOU cpenpl Linux (ash), B
T.4. BBI30B NSgSh B MakeTHOM pexuMe (C yI€TOM OrpaHHuCHHH I10 IpaBaM JOCTyIa U C BO3MOXKHOCTBIO MX 00X0/a, CM.
Yacts 1). 3agaHHBIA CKPHUNT BHIOIHIETCS B pEKUME JIEMOHA.

B moJie action ucmonb3yroTes BHYTPEHHHE CKPHUITTHI NSYCONTd, 361K KOTOPBIX MpEACTaBIIEH HIKE. B KauecTBe jeiicT-
BHSI MOXKHO TaKJKe 3a[1aTh OTIPaBKY yBeaomicHus o 1 CP Ha 3amannsiif cepBep (cM. §4.7.6) B ciemyromem popmare:

action = "#tcpsender.umsa"
T7e UMsI — UMSI KOHKPETHOTO JeMOHA, PeAHa3HAYeHHOTO JIJIs1 00paOOTKH TaHHOTO COOBITHS.

Takke JOIMyCKaeTCsl UCIONIB30BaTh B 9TOM IM0JIe CKPHUNTHI LiNUX; 3Ta BO3MOKHOCTE COXpAHEHA JUISl COBMECTHMOCTH
C TIPEIBIAYIIMMHA BEPCHSIMA M HE PEKOMEHAYETCS I HOBBIX KOH(UTYparuid. Pasnndenue mpou3BoIuTCs 1O IIEPBOMY
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CHMBOJIy B CTPOKE CKPUIITA: €CJIM 3TOT CUMBOJ — TOYKA, TO CKPHMIIT MHTEPIPETUPYETCS KAK BHYTPEHHUM CKPUIIT
nsgconfd; mroGo#t mpyroi#t — CKpUNT WCIHONHsIETCS B KoMaHaHOW cpeme Linux. Kareropwwecku 3ampermaercs
UCIIOb30BaTh B JAHHOM MoJie cKpunT LiNUX, BBI3BIBAIOIIMH BIOKEHHYIO 000J0YKY NSgSh B MAKETHOM PEXUME IS
BBITOJIHEHHS KAKUX-JIM0O0 NeHCTBUM — 3TO NPHUBENET K 3aLMKIMBAHUIO CHCTEMBI.

I[OHOJIHI/ITCJILHO MOXHO yKa3aThb:

— Bpemst HeakTHBHOCTH JaT4WKa IIOCIe KaXZOro cpabaTeiBaHUSA. OTO IMO3BOJSET HCKIIOYHTH "mpebesr”, T.e.
MHOTOKpaTHBIE CpabaThIBaHMsl JaT4yMKa, Korja HaOnromaeMas (u3Myeckass BelIWYMHA KojieOyieTcs, Ha (oHe
JIONTOBPEMEHHON TEHJICHLIMHM, OKOJIO TPaHHUYHOTO 3HaueHWs. Hanpumep, NpeamnoyiokuM, 4YTO TemIepaTrypa B
MIOMEIICHUHN MOKET U3MEHATHCS, B CPEAHEM, C CKOpOcThio mopsinka 0,1 rpanyca B uac; Ho 0,1 rpagyca — 3To 1ieHa
JIeTICHUs] TepMOJaTunKa, W B IOKAa3aHMAX BO3MOXKEH CIydaiHBId pa3dpoc B mpexaenax 3Toi BeiawduHbl. Ecnmu
YCTaHOBHTS JUIA JaHHOTo natynka lock=3600, To B crenyromuil pa3 ero rnokasaHus Oy1yT aHAIU3UPOBATHCS TOJIBKO
Yyepe3 Yac, Korja Temreparypa JIM0o yWnér yke YBEepeHHO B HOBBIM AMana3oH, JIMOO BEpHETCS B HCXOIHBIC
npeerbl.

— MakcuManbHOe pa3peméHHoe BpeMs HCTIOHEHs cKkpunTa Linux, ykazaHHoro B mapamerpe script. Ecimu ckpunt He
3aKOHYHT CBOIO paboTy 3a 3TO BpeMsi, OH OyIeT 3aBepIuEH NpHHYIUTEIbHO. JJaHHBIH mapaMeTp He BIHAET Ha paboTy
BHYTPEHHHX CKpHUNTOB (mapametp action), ucronHseMbix B KOHTEKCTe qeMoHa kondurypaiuu NSG (nsgeonfd).

BuyTpennue ckpuntbl nsgconfd. SI3pIk BHYTpEeHHHX CKpPHNTOB BecbMa IPOCT M IO CYHIECTBY OMNMCHIBACT
BBITIOJTHEHHE KOMaH/] B AepeBe KOHPHUTryparun. CHHTaKCUC S3bIKa ONIPEAEIISIETCS CICIYIONMMH MTPaBHIIaMH:

— CKpI/IHT MOXET COACPKATh OAHY HJIM HECKOJIbKO KOMAaHM. Ecnu xomann HECKOJIbKO, TO B Ka4€CTBE pa3acCInUTECIIA
MOXXET UCIIOJBb30BaThCA HpO6€J’I HJIA TOYKa C 3aIISTOMH.

— Komanzga npencrasnser coboii myTh 0T KOpH: JepeBa MeHI0O NSG, HaunHas ¢ OZJHOTO M3 y3JI0B BEPXHETO YPOBHS,
no Tpebyemoro nmcra aepeBa. HauanmpHas Touka, 0OO3Ha4aromas KOpeHb AepeBa — 00A3aTelbHA, MOCKOIBKY
HUMEHHO 10 Hell pa3iMJaroTcs BHYTPEHHHIH CKpUNT nsgconfd i oObIuHbIi ckpunt Linux.

— YT0o0BI YCTAaHOBUTH 3HAYCHHUE MApaMeTpy, HEOOXOIUMO COCTaBUTh KOMaHIY B (popMate MyTb.NapaMeTp=3HauyeHue .
Ecnu 3HaueHne TeKCTOBOE M MMEET KaKHe-TO OCOOSHHOCTH, HaIPUMED, IOJDKHO COZEPKaTh NPOOEIIbl WK 3HAK PaBeH-
CTBa, WJIH 3TO IH(PBI, KOTOPHIC HEOOXOMMO UHTEPIPETUPOBATH KaK TEKCT, TO €ro CJICAYCT 3aKIIOYUTh B TBOWHBIC
kaBbIuki. (ITocie BBOIa KaBbIUKKM aBTOMATHYECKH 3aMeHsOTCs Ha \").

— HcnonHeHne BCTPOSHHBIX KOMaH] Nsgsh, HAUMHAIOMKXCS ¢ moraepka (_apply, _new, _remove u T.11.) HEBO3MOKHO,
MOCKOJIBKY CKPUIT He 00pabaThIBacTCs MpeBApUTEIIbHO NSGsh, a MCToIHsIeTCs HemoCpeACTBeHHO B hsgconfd .

— COKpaH.[eHI/Ie KOMAaH/Z U MapaMeTpOB HE JOITYCKACTCA 110 JTOM Ke MpU4uHEe.

— Ecnu Tpe6yeTc;1 BBITIOJITHUTB MTOAPAA HECKOJIbKO KOMaH/I BHYTpU OJAHOIO y3ja, TO 06]].[215[ YacTb IYTH MOXCT OBITH
BBIHCCCHA 3a KPYTJIbIC CK06KI/I, IIOCJICAHAA 06]].[35[ TOYKa IMPpH 5TOM OITYCKACTCA, HAIIPUMED:
.tools.mail(server=my.mail.provider;from=NSG700; to=ivan@izba.ru;subject=BEDA;body="ATM is dead";send)
B JaHHOM CJiy4dac CHavdajla HCCKOJIbKUMHU MapaMeTpaMu KOMIIOHYETCS OIMOBEIICHUE 110 3J'I€KTpOHHOI71 II04TEC, a 3aTEM
OHO OTHpaBJsieTcst koMaH1oi send . Bee neiicTBrs mpou3BosATCsA BHYTpH y3ia tools.mail .

Ipumep. Ceeroauonblit uuaukarop ycrpoiictea NSG—-700 oroOpakaeT cOCTOSIHHE COOTBETCTBYIOIIETO CETEBOTO
unTepdeiica (Hampumep, cmerHoro moaynst GPRS/3G win CDMA). [l HarmsgHOCTH HCIOIB30BAHBI PA3IHYHbIC
BapUaHThl CHHTAKCHUCA.

services
: event-handler
]
111 virt-sensor = "ifstate.s1"
;11 prev-state = "any"
;1 state = "up"
: 1 1 action = ".tools.led.|1(red=off;green=on)"
12
;1 virt-sensor = "ifstate.s1"
: : prev-state = "up"
1 state = "other"
: : action = ".tools.led.|1.red.on .tools.led.l1.green.off"

[ToMrMO 9eTHIPEX BBHIMICONMMCAHHBIX MapaMETPOB, Y3€J KaXXJI0TO COOBITHS COACPKUT OTIAJOYHYI0 KoMaHIy test-
event. C e¢ IOMOIIBI0 MOKHO 3MY/IHMPOBATh HACTYIIEHHE YKAa3aHHOTO COOBITHSI M NPOBEPHUTH, KaK B ITOM Cllydae
OyZeT BBIOIHATHCS XKETaeMOe JEHCTBHE.

KypHan o6paboTumka COOBITHH COAEPKUT BCE COOOIICHUS O COCTOSHHSAX, HOCTYMUBIIME B OOpabOTYUK OT
JATYUKOB — KaK T€, KOTOPhIC OH KBATU(UIMPOBAT B KAYCCTBE 3aJ]aHHBIX COOBITUI M UCIIOJIHWI COOTBETCTBYIOIIUE
JICHCTBUS, TaK U T€, KOTOPHIC OH IMpourHopupoBai. Eciu cooOiieHne KBanuUIUpOBaHO KaK COObITHE (MM HECKOJIBKO
COOBITHIT OJTHOBPEMEHHO), TO HOMEP 3TOTO COOBITHS BBIBOJUTCS B 3TOW XK€ CTPOKE B KBaJpaTHBIX CKOOkax. [Tommmo
W3BECTHBIX COCTOSIHUI TaTUYMKOB, B )KYpPHAJIC MOXKET YKa3bIBAThCS COCTOSIHUE Nil — COCTOSTHHE HEM3BECTHO. DTO MOXKET

NSG Linux v2.0 build 7 rev.02.06.2016



32 Yacts 4. [Ipunoxenus u ciayx0s1 IP.

MPOMCXOINTh, HANPUMEP, B HEPBOM OMNPOCE IIOCIE PECTapTa CHUCTEMBI (KOTJa MPEABIAYIIET0 COCTOSHHS HET II0
OTIPEIeIICHHIO ), MIIH €CIIM BHEIIHNH TaTYUK OTKIIFOYEH OT YCTPOWCTBA MM aAMUHUCTPATHBHO BHIKITIOUCH.

Komanna simulate-event mo3Bonsier sMynupoBate B 00pabOTYHKE CHTHAJI O HEKOTOPOM COCTOSIHAU HEKOTOPOTO
JlaTdyrKa. B kauecTBe aprymeHTa A He€ clieyeT BBECTH MMA.AATUMKA:COCTOsIHME . B oTiinuue ot komaHas! test-event
B MCHIO KOHKPETHOTO COOBITHS, JaHHas KOMaHJa MO3BOJISET IPOBEPHUTH HE TOJIHKO MCIIOJIHCHUE 3aJaHHBIX NEeHCTBHI,
HO ¥ TO, HACKOJIBKO KOPPEKTHO 00pabOTINK yCTaHABIMBACT (GaKT HACTYIUICHHS COOBITHH, MIPEICTAaBIIONINX HHTEPEC.

Bbonee TOro, B OTIMYHUE OT test-event, JaHHas KOMaHJa IMO3BOJIICT SMYJIHUPOBATH TAKIKE COOBITHS JaT4YUuKOB, HC
CYHICCTBYIOIIUX B CUCTCME. B YaCTHOCTH, NOJI30BATCJIb MOXKCT OINPCACIUTDL B event-handler cieayromiee coObITHE:

services
: event-handler
|
: 1 virt-sensor = "my.zopa"
: i prev-state = "any"
: : state = "nexopoiiiee"
: : action = ".tools.led.red.on"

U HamucaTh COOCTBEHHYIO IIPOrpaMMy WIJIM CKPUIT, MCIIOJHSAEMbIH B KoMaHaHoW cpeae Linux. Ecim sTa mporpamma
BBI30BET hsgsh cienyromumM oopa3zom:

nsgsh -q .services.event-handler.simulate-event.my.zopa:nexopoiiiee

TO 00pabOTYMK HHTEPHOPETHPYET I3TO KaK IEPeXOj JaTdyuKa My.zZOpa B COCTOSHHE NeXopoiiiee u HCIONHSACT
COOTBETCTBYIOIIIEE JICHCTBHE, KOTOPOE OTOOPAa3UT HH(POPMALIHMIO OT STOT0 YyBCTBUTEIBHOTO AaTUUKA.

§4.7.5. Tajimepsl, IVIAHUPOBIIUK 32aAHUI U M0JIb30BAaTEJIbCKHE FeHEPATOPHI COOBITHI

I[MoMuMO COOBITHI, OTHOCSIIMXCS K PA3IMYHBIM YaCTHBIM 00bekTaM B cucteme, NSG Linux 2.0 umeeT HECKOIBKO
THIIOB IPOTPAMMHBIX TCHEPATOPOB COOBITUMH, OTHOCSIITUXCS K CHCTEME B LICJIOM.

Tatimepb! IO3BOJISIIOT TEHEPUPOBATH 3a/IAHHbIE COCTOSIHUSA Yepe3 3aJaHHbIC MHTEPBAJIbl BPEMEHH. DTU COCTOSIHUSA Iepe-
JaroTcsi B 00paboTunk coObITHil B BUe timer: cocTosHme (T.e. UMEHeM BUPTYalIbHOTO JaT4yHKa siBisercs timer). Taiimepsl
paboTaroT B OTHOCHTEIHHOM BpEMEHH, HAUMHAs C MOMEHTA HX 3aIycka (KoMaHI01 _apply WM npu crapTe CUCTEMBI).

IThanuposwux 3a0anuii TEHEPUPYET 3a/laHHBIE COCTOSIHUSI B 3aJ]aHHOE€ BpeMsi CYTOK, JaTy U JeHb Hexeian. OHU
nepenaroTcsi 00padbotTunky coObituii B Bune scheduler: cocrosimme . B otiimuue oT TaliMepoB, INIAHUPOBILUK paboTaeT B
TEepMHHAX aOCOIIOTHOTO KAJICHAPHOTO BPEMEHH U JIAThI, TOTOMY JUIS €r0 KOPPEKTHON paboThl HEOOXOAUMO, YTOOBI B
cucteMe ObLJIO BBICTABIECHO TIPaBUJIbHOE BpeMsi (BPYyYHYIO C MOMONIBIO KoMaHisl .System.clock-set wim,
HPEANOYTUTETBHO, aBBTOMATHIECKH ¢ TIOMOIIbI0 kKiinenta NTP — cm. §4.2.3).

CreiyeT NOMYEPKHYTh, YTO M IUIAHUPOBINWK, M TaiiMepbl MPU KaXIOM CpadaThIBAHHUM BBIIAIOT O0OPAOOTUHKY
COOBITHH HEKOTOPOE cocmosnue. s Toro, 4To0bl 3TO COCTOSIHHE UHTEPIPETUPOBANIOCH 00PaOOTYNKOM KaK cobwimue,
CIIeyeT, KaK MPaBUyI0, YCTAHOBUTH B 00pa0bOTUHKE IPEABIAYIINee COCTOSIHIE prev-state = "any" (B mpOTHBOIIOIOKHOCTh
TOMY, YTO OOBIYHO TPeOYeTCsl ISl pealibHbIX JATYMKOB, UMEIOIINX HECKOJIBKO B3aMMOMCKITIOYAIOUIUX COCTOSHHI).

CHHTaKCHC MapaMeTpOB TUTAHUPOBINKKA JIJISl OMMMCAHUS BPEMEHU, B OCHOBHOM, aHAIOTMYEH CHHTAKCUCY YTHIIATHI
cron . 3HaueHHWE KaXKJIOTO W3 MATH HIDKENIEPEYUCIICHHBIX IMapaMeTpoB — 3TO, B OOIIEM ciydae, CIHCOK (depes
3aIATy10), KOTOPBIH MOXKET COJepIKaTh CIeAYIOINE JIEMEHTHI:

— OpnuHOYHBIC 3HAYEHUS, Hanpumep, 1,3,6

— Jlnana3oHsl 3HaueHMH, Hanpumep, 1..5; B OTIMYKE OT Cron, Juana3oH 0003Ha4daeTcst BYMs HOCIEI0BaTEIbHBIMU
TOYKaMH (..), a HE TUpe

— Jlnana3oHbl 3HAYECHUH C 3aJaHHBIM [Iarom, Harpumep, 1..59/2 — kaxnas He4€THasE MUHYTa

— 3B&3mouky (*), 0603HaYAIONIYIO BCEe BO3MOXKHBIE 3HAYECHUS JJIsl JAaHHOTO MapameTpa

— 3BE310uUKy W mIar, HanpuMep, */2 o3HavaeT KaKIblii BTOPOI 3JIEMEHT, HAYMHAS C MEPBOTrO (JUII MUHYT, 9YacOB —
0,2,4 u 1.1, U1 JHEH, MecsLeB U JHer Heaend — 1,3,5 u T.11.

JIOHyCTI/IMLIe S3HAYCHUA JJIA KAXXI0T0 U3 IapaMETPOB:

— Munytet — ot 0 10 59

— Yacst — ot 0 10 23

— Jlatel — ot 1 o 31

— Mecsupr — ot 1 1o 12

— Jam Henenu — ot 1 (moHeAeNbHUK) 10 7 (BOCKpeceHbe); B OTIMYKME OT Cron, BOCKPECEHbhe 0003HAUAETCS TOIBKO
uudpoii 7, 3nauenue 0 He TOMyCKaeTCs.
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IMPUMEYAHUE 3Hadenwus, Jiexamme BHE JOMYCTUMOTO JHANa30Ha, MIPU aHAIN3Ee OTCEKAIOTCS B MEPBYIO OYepeIb,
1 TOJIBKO TIOCJIE€ ATOTO BBIYHCIISIOTCS ""TipopexuBatoniie" mukisl. Hanpumep, ecim ykazathb
day = "0..10/2"
TO TUIAaHUPOBIIUK cpadoTaeT 1, 3, 5, 7 n 9 ymcina mecsua.
JlaTel, BBIXOISIIME 3a YMCIIO JHEW B KOHKpPETHOM Mecsie (Hampumep, 31 QeBpains) Takxke
OTCEKAaIOTCsl aBTOMAaTHYECKH. [Ipy 3TOM, B HEKOTOPBIX CITydasx, Hem30ekeH cOOH PeryJsipHOCTH,
ckaxem, day = "1..31/2" cpaboraer noapsia 31 sHBaps u 1 peppas.

BHUMAHUE I[lo ymomganmio, Ais BCeX IIITH IApaMETPOB YCTAHOBICHO 3HAYGHHE *, T.€. COCTOSHHA
IUITAHUPOBINUKA TIEPEIAIOTCS KaKAYI0 MHHYTY. IS MOMy4eHHsl COAepKaTeIbHBIX HACTPOEK
TpeOyeTcs, Kak MPaBHUiIO, yKa3aThk IBHHIM 00pa30oM OONBIIMHCTBO MapaMeTPOB.

Mpumep. Crenyromuii npuMep MO3BOJUT BaM moceluTh B ycTpoiicTBe NSG 3a0aBHOTO 3Bepbka — TaMarouw,
KOTOPBIH OyJeT BpeMsi OT BpeMEHH pa3Biiekath Bac SMS-kamu:

services
: event-handler
: ! event-generators

: 1 : scheduler

111 enable = "true"

S |

111 event-name = "hungry"

i :min = "30"

10 hour ="7,18"

2

111 event-name = "thirsty"

Diiimin ="Q"

ti i hour = "8..20/6"

i3

111 event-name = "nasty"

iiiimin ="15"

;111 hour ="3"

1o wday ="2,4,7"

|

: 1 virt-sensor = "scheduler"

: 11 prev-state = "any"

;1 state = "hungry"

: 11 action = "at2 sms --tcpport 50000 +79876543210 \"I want to eat! Your $HOSTNAME\""
112

;11 virt-sensor = "scheduler"

: 11 prev-state = "any"

;1 state = "thursty"

: 11 action = "at2 sms --tcpport 50000 +79876543210 \"I want to drink! Your $HOSTNAME\""
13

;11 virt-sensor = "scheduler"

: 11 prev-state = "any"

;1 state = "nasty"

: 1 1 action = "at2 sms --tcpport 50000 +79876543210 \"I want sex NOW!!! Your $HOSTNAME\""
3aKITFOUNTENBHBIA THI OOIIECHCTEMHBIX BHPTYaIbHBIX TATIHKOB, mpeaycMoTpenusiii B NSG Linux 2.0 — s1o

IMOJIb30BATCJIILCKHUE CKPUIITBI U MPOrpaMMBbl. Ilonp30oBaTen, MOXKET HAIMCATh M 3allyCTUTL B CpEJC Linux mro6oit
HCIOJIHIEMBIH q)ai'm, KOTOpBIﬁ 6yH€T 3aIllMCbIBaTh B CTaH,HapTHI;Iﬁ IMOTOK BbIBOAA CTPOKHU BUJA:

NATUYNK:COCTOSIHNE  UJIU
DaTunK<TAB>cocTosiHne

OTH CTPOKM paccMaTpuBaloTCsi 00pabOTYMKOM COOBITHI Kak YKa3aHHOE COCTOSIHME YKa3aHHOTO BHPTYalbHOTO
naryrka. OCHOBHBIM MapaMeTpPOM JaHHOTO THIAa IEHEPaTOpOB SIBISIETCSI CTPOKA IS 3allycKa CKPHUIITa; KaK IpaBHIIo,
9TO MyTh K UCIIOJHAEMOMY (ailily oT KOpHS CHCTEMBI, Harpumep, /etc/myscripts/crow.counter . Ckpunr 3amyckaercst B
KOMaHAHOH obonouke Linux (ash) B kauectBe memoHa, mostomy obpamienue #!/bin/sh ( ... )& He Tpebyercst (oHO
no0aBisieTcss aBTOMAaTHYECKH).
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§4.7.6. Cayxoa TCP-yBenomienuii

OtmpaBka yBemomienuit mo TCP — oaHa U3 BO3MOXKHBIX peakiuii Ha cpabaTbiBaHue naryukoB. Ciyx0Oa
YBEJOMJICHHH COCTOMT M3 OJHOTO WJIM HECKOJIBKUX JIEMOHOB, KQKIBIH M3 KOTOPBIX MOXKET 00pabaThIBaTh COOBITHS OT
OJTHOTO WJIM HECKOJBbKHX TreHeparopoB. O0s3aTeNbHBIMKM HapaMeTpamu jaeMoHa sistorcest |P-agpec u mopr TCP
cepBepa, Ha KOTOpble Oy/yT MochlIaThes yBeJoMIIeHHs. JleMoH ycranaBiuBaeT T CP-coejuHEHNE C 3THM CEpBEPOM H B
Clly4ae BOSHUKHOBEHHS COOBITHSI, C KOTOPBIM OH aCCOLIMUPOBAH, MOCHUIAET IO 3TOMY COEIMHEHHIO TeKCT B hopmare:

MMA_AaTyuKa, npeabiayuiee_CoCToaHUe, TeKyLlee_COCToAHnE

JanpHelme IedCTBUS ONPENENSIIOTCS alrOpUTMaMu paboThl ¥ HACTPOHKaMHU IPOrpaMMHOIO 00ECIIeueHH s cepBepa:
BBIBECTH aBapuUHHOE COOOIIEHHE HA JKpaH JEeKYpPHOTO OIeparopa, 3alucarh B )KypHal WM B 0a3y NaHHBIX, W T.II.
Cepsepnoe [10 npexacTaBisier co00W OTAEIBHBINA MPOrpaMMHBIA MPOIYKT, pa3zpadarsiBacMblii NSG mnn cropoHHHUMEI
MPOU3BOUTEISMHU, IO/ Pa3JIMYHBIE ONIEPAMOHHBIE CHCTEMBL.

Js ymobcTBa BOCHIpHATHA KaKIOMY JEMOHY MOXKHO Ha3Ha4uTh mMs (description), ymoOHOe I BOCIPHATHS,
Hanpumep, "bankoMaT Ha mpocn.JlernHa, 1". D10 UMs BeIBoAUTCS Ha cepBepe MoHHTOpHHTa NSG B KadecTBe MMEHH
HaOmogaemMoro oobekra. Ecii uMs He yKka3aHO, TO BMECTO HETO BBIBOAMTCS MMsI CAMOTO AE€MOHA.

B otcyrcTBue HabmogaeMbIX COOBITHH IeMOH peryispHo 1uiet maketsl 1CP keepalive. ITo aTum nmakeTam cepsep
BHUINT, 4TO ycTpoiicTBO NSG paboTaet, cBsA3b ¢ HUM €CTh, HO COOBITHI He npoucxonut. OTcyTcTBHe naketos keepalive,
B OOJBIIMHCTBE CIIy4aeB, O CYTH CBOEH JIOJDKHO PAcLCHMBATHCS CEPBEPOM KaK HEINTATHAs CHTYyaIus Ha KIHEHTE —
TaK ke, Kak ¥ cpabaThIBAaHUE aBApUHHBIX JATYNKOB.

MNPUMEYAHUE Ilapamerpsl keepalive u retry nemona TCP-yBeqoMieHHI OTHOCATCS TOJBKO K HEMY CaMOMY, Kak
K KIIMEHTY, M ONpeNeNdioT, ¢ KaKUM HHTepBajoM OyIyT MOCHIIATHCS MAaKeThl U 4Yepe3 CKOJIBKO
MIOTEPSIHHBIX MAaKEeTOB MOJPS KINUEHT OyJeT CUUTaTh coeuHeHHe ymepinM. Jloruka neicteuil Ha
CepBEPHOIT CTOPOHE ompeessieTcs HacTpoiHKaMH cepBepa.

s mpoBepku pabOTHI JeMOHa W CepBepa B COBOKYMHOCTH IPEIyCMOTPCHAa KOMaHAa pa30BOW OTIPABKU
YBEIOMIICHHS B PYYHOM pekuMe. TeKCT yBeIOMIICHHUS, KOTOPBIN JOIDKeH OBUT OBl OBITH ITOCNIAH B CIy4yae pealbHOTO
cpabaTbIBaHUS JaTYNKA, BBOJUTCS B TI0JI€ BBO/Ia KOMAH/IBL.

§4.7.7. Cepep TCP-monnTOpuHTa

Ortsernoii yacTeio TCP-MOHHUTOpPHHTA SBISIETCS CEPBEP, KOTOPBIiT MOKET MCMONHATHCS Kak B coctaBe NSG Linux 2.0,
TaK U B Ka4eCTBE OT/CIBLHOTO MPUIIOKEHHUS Ha KoMIbioTepe moa ynpasieanem OC Linux uwmu Windows. Cepsep npusu-
MaeT COOOILEHHS OT YIaJEHHBIX KIUEHTOB 110 331aHHOMY 1opTy TCP 1 BBIBOIHT COCTOSIHME BCEX HAOIIOJAEMBIX KIIMEHTOB
U UX JaTYUKOB B BHIE OTAEIbHON Web-cTpaHuIbl, TakKe TOCTYIHOH No onpeaenéaHomy nopty | CP. BHemmnuii Bug n
COJIEP’)KMMOE ATOH CTPAHHUIIBI MOT'YT MEHATHCS B 3aBHCUMOCTH OT YCTAaHOBJICHHBIX Ha HEH K€ PeKUMOB ITPOCMOTPA.

L[BCT u anI/I6yTBI 3ammcedl Ha CTpaHULIE MOHHMTOPHUHTA OTpaKar0T COCTOAHUC HATUYUKOB H, COOTBETCTBCHHO,
KIIMCHTOB, Ha KOTOPbIX 9TU HATYHUKH PACIIOJIOKCHBI. KO,I[OBLIﬁ OBET KaXKAOr'0 COCTOSIHUA YKaA3bIBACTCSA B OIMMCAHUUN
JaTdyuKa (CM. cien. naparpa(b). Muranue 3anicu 03HA4acT, 4YTO CBA3b C KIIMCHTOM OTCYTCTBYCT.

B cocraB nmanHoit Bepcun NSG Linux 2.0 BXOAMT 3KCIIepUMEHTAJbHAs peau3alisi cepBepa, ¢ MUHHMAaIbHBIM
HaOOpoM BO3MOXKHOCTeH. B mepcmexkTnBe TmpexamosiaraeTcst TaibHEHIIee pa3BUTHE MeXaHW3Ma MOHHTOPHWHTA,
OCHOBAHHOE Ha 3arpocax U MOTpeOHOCTEH MOIB30BaTENs.

HacTpoiika cepBepa MOHUTOPHHTA BBITIOTHIETCS B y3iI€ .Services.event-server . OCHOBHBIMHU ITapaMeTpaMu cepBepa
SABJIAKOTCA €ro aAIMUHHUCTPATHBHOC COCTOAHHME, HOMEP IIOpTa TCP JUIA BXOAAIUX COO6HIGHHﬁ OT KJIIMCHTOB, U HOMEP
nopra TCP s npocmotpa Web-6poysepom.

B gacTHOCTH, cepBep MOHUTOPUHTA JOIHKEH (110 popMe 1 10 CyIIecTBY) OBITh 3aIyIICH IS TOTO, YTOOBI MOKA3aHUS
JIATYUKOB, TIochuTaeMbie B Buze T CP-yBegomiienuii, BeiBoquiuch B Mouutopunre UiTCP (cm. YacTs 6).
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§4.7.8. ®opmar oTo0pakeHusi coOLITHI HAa cepBepe

B onwmcanus coObITHH MOXHO BKIIOYATh TEKYIIEEC YHCICHHOC 3HAYCHHE, IOJTYYCHHOC OT JaT4yhKa. 3HAYCHHE
yKa3piBaeTcs B mapamerpe event-name B ¢opmare $(VAL). Bo3MOXHO Takke WCIOJIb30BATh CTaHIAPTHBIC
nocienosarensHoctd HTML i BeIBOIa crieniciMBOJIOB, HanpuMmep, &deg; ans 3Haka "rpamyc':

event-name = "too hot: T=$(VAL)&deg;C"

I[J'Dl HarjsiJHoro OTOGpa)KeHI/IH COCTOSAHHA JAaT4YMKOB B WEb-HHTep(l)eﬁCC MOHHUTOPUHI'a MOXHO HCIOJIb30BaTh
OBCTOBBIC MCTKU. TeKymaﬂ BEpCHs CCPBEpa MpeaAyCcMaTpuBacT UCIOJIb30BaAHUC 5 IBETOB, KOAUPYEMbIX YUCIIAMU:

+2 umm 2 KpacHsrit
+1 nm 1 Kénteii
0 3enéHblii
-1 Tomy6Goit
-2 ®uroneToBbIi

Homep mBeTa, cOOTBETCTBYIONIMH Ka’KIOMY COCTOSIHHIO, YKa3bIBa€TCS B ONMCAHWUU 3TOTO COCTOSHUA (cM. §4.7.3,
§4.7.5) depe3 mocuenoBaTeIbHOCTE &&, HampuMep:

port

: usbil

1 type = "multisensor"
: ! event-generator

11 :enable = true

: 1 : TEMP-states

L |

10 from = "50"

11 :::event-name = "hot&&2"
2

1o from ="30"

11 event-name = "warm&&1"
i3

i from ="5"

111 event-name = "normal&&1"
4

10 from ="-5"

111 event-name = "shilly&&-1"
)

tiiiito ="-5"

11 event-name = "frozen&&-2"

B nanmHOM cnywyae Temmeparypa, M3MepeHHas JaTYUKOM, OyIeT IMOKa3bIBAThCS KPACHBIM, JKENTBHIM, 3€JIEHBIM,
royObIM U (hHOJIETOBBIM IIBETOM, COOTBETCTBEHHO, OT HEIOMYCTUMO BBICOKOH 10 HEJOMYCTUMO HU3KOM.

Cyddurc &&WBeET UCIIOIB3YyETCs TOJIBKO MPH Mepeaade coctosuus aatuuka mo T CP cepsepy monutopunra NSG. B
JPYTUX CIIy4asx OH UTHOPUPYETCS, H YKA3bIBAaTh €T0 HE CIEyeT — B YACTHOCTH, B 00paOOTYHKE COOBITHIA.
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§4.8. ABTroMaTu3aums onepaunuii Me:k1y HeckoJbkuMu ycrpoiictBamu NSG

§4.8.1. O0mue cBexenust

Jis aBTOMaTH3aMK IeHCTBHUM, BBITIONHAEMBIX ¢ oqHOTO yerpoiictBa NSG Ha apyrom, ncnons3yetcs kiumeHT SSH.
AyTeHTU(UKALMS MPU DTOM IPOM3BOAUTCSA MO KIIOYY, YTO ITO3BOJSIET OOOMTHCH Oe3 py4YHOro BBOJA Mapois H
BBITIOJIHATH BCIO TIPOLEYPY B IOJHOCTHIO aBTOMaTHYeckoM pexxume. [ToapoOHee o rerepanuu kimodeld knuerra SSH n
UX JKCIIOpTE Ha ynanéHHyo MamuHy cM. §4.5.2. Ha ynan€unoii cTopoHe, €CTeCTBEHHO, TOJDKEH OBITH 3aITyIIeH cepBep
SSH; HUKaKWMX JTOTONHATENBHBIX HACTPOEK, CBEPX ATOTO, HE TpeOyeTcs.

ITocne Toro, kak kKIMeHT SSH HacTpoeH Ui aBTOMATHYECKOTO BXOJa Ha YHAIEHHYIO MAIIMHY, OH MOXET OBITH
3aITyIIeH B aBTOMAaTHYECKOM PEXHMME CKPHUIITOM CIIEAYIOIIETO BU/IA!

ssh user@host "komaHaa"

JlaHHBIN MEXaHU3M HCIOJIB3YETCS KOMaHAAMU U MPOIEIypaMy, BCTPOSHHBIMH B KOMaHIHYI0 060mouky NSG Linux
2.0, a TaK)Ke MOJKET MCIIOIb30BaThCS SBHBIM 00Pa30M B MOJIB30BATEIBCKUX CKPUIITAX.

[Tpumepbl aBTOMAaTU3UPOBAHHBIX ONEPALUi IPUBEICHBI B CIEIYIOIINX Haparpadax.

§4.8.2. PyuyHoe konupoBaHue KOHQUTypaluu

NSG Linux 2.0 mpenycMarpuBaeT BO3MOXHOCTH II€peHOCA KOH(QHIypauuu C yOaJéHHOIO YCTpOWCTBa Ha
nokanpHOe. JlaHHas ¢(yHKOMsS Hambosee MoJE3HA JUIA pPE3epBUPOBAHMS IEHTpalbHBIX cepBepoB VPN, kotopsie
00CITyKMBAIOT OOJIBIIOE YMCIIO KIMEHTOB, M CIIMCOK KIMEHTOB IOCTENICHHO M3MEHsETCsl co BpeMeHeM. biaromaps ei,
aJIMUHUCTPATOP MOKET BBIMOIHATH M3MEHEHHs TOJBKO Ha OJHOM OCHOBHOM CEpBEpE, a 3aTeM KONUPOBaTh MX Ha
pe3epBHBIN(-€) OAHOI KOMaH/I0 BPYYHYIO MJIM aBTOMAaTHYECKH I10 PACIIMCAHHIO.

Hacrpoiika coOCTBEHHO KONMPOBaHMs MPOU3BOJHUTCS B y3ie system.confsync Ha pesepBHOM ycrpoiictBe. O0s3a-
TEJNILHBIMU TIApaMETPaMu SIBJIIOTCS |P-aipec OCHOBHOIO YCTPOMCTBA M UM JUIS BXOJa Ha HEro (B JaHHOM Cllydae —
TOJIBKO root). Crucok import coep KUt y3Jibl KOHQUTypaIuy, KOTOphie HEOOXOIUMO CKOMMPOBATh, a CIUCOK exclude
— BO3MOXHBIE HCKIIOUEHUS! U3 ATHX Y3JIOB Ui Oojiee TOHKOW HacTpoiiku. KoHdurypamus, mpuHsATasi ¢ OCHOBHOTO
YCTPOMCTBA COTJIACHO 3TUM CITMCKaM, TIOJIHOCTBIO 3aMELIaeT COOTBETCTBYIOIINE Y3JIbl HA PE3EPBHOM YCTPOHCTBE.

NPUMEYAHHUE Ctporo roBops, mpoueaypa IoCTPOCHUS KOHGUTYPALIUU COCTOUT U3 ABYX ATAIOB:
— Kondurypanus, npuHsiTas ¢ OCHOBHOTO YCTPOICTBA COTJIACHO CIMCKY iMport, MOIHOCTHIO
3aMelaeT COOTBETCTBYIOIINE Y3JIbl HAa PE3EPBHOM yCTPONCTBE;
— Y3751, nepeynciIeHHbIe B criucke exclude, BoccTaHaBIMBAIOT HCXOJHbIE 3HAYCHNS.

[Tocne HACTPOEK, ONMCAHHBIX BHIIIE, HEITOCPEICTBECHHO MPOLEAypa MepeHOca KOHPUTYPAIIH BBITOTHACTCS Pa30BOM
KOMaH10M Syncronize . Pe3ynbTar €€ BBIIIOJIHEHHS 3aBUCHUT, B IIEPBYIO OU€pelb, OT lapaMeTpa Save:

save = false [Ipouexnypa BbinosHseTCsl (PUKTHBHO, IPEIIOiaraeMble H3MEHEHHUSI OTPaKAIOTCsl TOJIBKO B JKypHase, HO
HHKaKHe peajibHble HM3MEHEHHS] HH B TeKylledl KOoH(UIrypaluu YCTpOHCTBa, HHM B KOH(UTypaluH,
COXpaHEHHOM B SHEPrOHE3aBUCHMOIl AMSTH, HE MMPOU3BOAATC. DTOT PEKUM MOXKHO HCIIOJIB30BaTh IS
IMPOBEPKU TOTO, YTO AOJDKHO MOJTYUUTHCA B PE3YJIbTATC CUHXPOHU3AIUHN, U y6e)II/ITBC$I, 9TO IIPpU 3TOM HE
BO3HMKAeT KOH(MIUKTOB WM HEXeNaTeNbHbIX M3MeHeHud. (B 3ToM ciydae He cieayeT HCIoJIb30BaTh
quiet = true.)

save = true HOJ’Iy‘ICHHaﬂ KOH(l)I/IpraHI/IH COXpaHsACTCsA B 3H€pFOHC3aBI/ICHMOﬁ IHaMsTH. By,HGT JI1 OHa MNpUMCEHCHA
HEMCJICHHO — 3aBUCHUT OT NapaMETpOB apply .

VY3en apply — 3TO CIHCOK, KOTOPBIH MOXKET TOXKIECTBEHHBIM CIHCKY import, & MOXeT u He coBNajaaTh ¢ HUM. B
npocTeilieM ciryyae MOXKHO Hamucath apply.l = ".", u ycTpoiicTBO OyzeT MpUMEHATh KOH(QUTYypalunio MOJHOCTHIO OT
KopHs nepeBa. [lo cymecTBy, Takas mporexypa MOKeT ObIThb (B 3aBHCUMOCTH OT HaOopa HM3MEHSIEMBIX Y3JIOB)
9KBHBAJICHTHA MIOJIHOMY PECTapTy YCTPONCTBA, YTO HE BCeraa skesaresibHo. [loaToMy crimckoM apply MOXXHO OTASIBHO

MEPEUYUCINTD Y3JIbl, KOTOPBIC HCO6XO}II/IMO ABTOMATUYCCKH IMTPUMEHATH ITOCJIE UMIIOpTa KOH(i)I/IpraLII/H/I.

CuTyalsi OKaKeTCsl CJIO0XHEe, €CIM Ha JaHHOW MAaIlMHE B 3TO BpeMs paboTaeT Apyroil aaMHHUCTPATOp; TOrna
CKPHUIIT UMIIOpTa KOHq)I/Ipra[H/H/I TIOJIYYUT TOJIBKO ITpaBa ITOJB30BATEIIA, U B PE3YJIbTATEC NPOUCAYPHI MPUMEHCHUSA U
COXpaHEeHHs KOHPUTYpAIUU 3aBepIaTcs ¢ omuokou. [lapamerp force mo3BosseT pa3pemuTh STOT KOH(PIUKT B MMOJIB3Y
CKPHIITA: CECCHUS IPYroro aIMHUHHUCTPATOPA MPUHYIUTESIBHO 3aBEPIIACTCS, M CKPHUIIT NOJIYYaeT IpaBa aMUHHUCTPATOPA.
IMocne 3aBepriieHUst ero padOTHl MOXKHO CHOBA BOWTH B CHUCTEMY, MPU 3TOM B IMOJB30BATEILCKOM HHTEpdeiice Oyaer
BBIBEJICHA y)KE COXpaHEHHAs KOH(Urypanus. DTy 0COOCHHOCTh HCOOXOAUMO YYUTHIBATh NPHU MOCICAYIONIEH padoTe ¢
JTAHHBIM YCTPOHCTBOM.
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He cnenyer ucnons3oBath mapametp force = true , eciii CHHXpOHHU3AIMs BBIMIOJIHSIETCS Pa30BO BPYUYHYIO, YTOOBI HE
MOTEPATH CBOIO COOCTBEHHYIO CECCHUIO CO CIeNIaHHBIMU B Hel m3meHeHusiMU. Ecnu force = false, To ckpunt mposepsier,
HeT JIH B TEKyllel CEeCCHH HEeNPUMEHEHHBIX M HECOXPAHEHHBIX M3MeHeHHW. ECIM OHM ecTh, CKPUNT Mpeliaraet
MPUMEHUTH M COXPAHUTh UX; €CIH HET — TO 3aMyCKAeTCsl OT UMEHH TEKYIIEro MOJIb30BATENsI U 110 3aBEPLUICHUH PabOThI
BO3BpAIL[ACT YIPABICHUE B ATY XKE MOIB30BATEIHCKYIO CECCHIO.

I[Momumo cobcTBeHHO nepeBa koHurypammu (daiima /etc/nsgconfig), B mporexypy MOKHO BKIIOYUTH JTIOOBIC
apyrue haiiibl ¥ JUPEKTOpUH. B 4acTHOCTH, 3T0 MOTYT OBITH (aiinsl cepTiduKaToB X.509 miis pasmuyHbIX CIyX0, UITH
JIHMPEKTOPUH, B KOTOpPBIX OHH XpaHsrtcs (/etc/uitcp/certs, /etc/ipsec.d u mp.). VI3 AupekTopuil MOXHO HCKITIOYUTH
oTenbHbIe (Al U MOAAMPEKTOpHU. B mocnenHeMm sneMeHTe mMyTH (COOCTBEHHO MMEHH (aiiina Wi JUPEKTOPHH)
JIOTTYCKACTCsI UCIIONB30BaHUE MOACTAHOBOYHOTO CHMBOJIA *.

NPUMEYAHME Ecnu Ha JIOKaJbHOM YCTPOMCTBE CYIIECTBYIOT (paliibl ¢ TaKUMH K€ IyTSIMH/MMEHaMH, KaKk Ha
MacTep-yCTpoicTBEe, TO OHM OyAyT 3aMeHEHbl. Ecin B JOKaJIBHBIX AMPEKTOPHAX €CTh (aiibl,
KOTOPBIX HET Ha MAaCTEP-yCTPOHCTBE, TO OHN OCTAHYTCSI KaK €CTh M yIaJICHBI HE OyIyT.

IMocne cHEXpOHM3AIMI MOXKET MOTPEOOBATHCS BBIMOIHEHHE HEKOTOPBIX JOMOJIHUTENBHBIX JEHCTBHIN, HAIpUMep, Moc-
Je cuHXpoHu3anun ceptudukato UiTCP ciemyer 3aHOBO creHepuThb Xomi-(ailiisl cepTudukatoB. CKpUITHL U1 3TOTO
3aIMCHIBAIOTCA B MapaMeTp Script. JIaHHBIN CKpUNT MCHONHACTCS TOJNBKO IIPU YCTAaHOBJICHHOM Iapamerpe save=true n
YCIICIITHOM 3aBEPLICHUH BCEX MPEIBLIYIINX ONepai (KOMMpoBaHue, 00beAMHEHUE, IIPIMEHEHNE KOH(UTypanuii).

OTnanousslii mapameTp quiet mo3BosieT yMEHBIINTD 00bEM HH(POPMAINH, BEIBOJIUMOI B )KypHAIL.

IMpumep. Pesepsubiii cepep UITCP ckaunmBaeT KOH(PUTYpamui0 ¢ OCHOBHOTO. IIpH 3TOM OH HE H3MEHSCT
KOH(UTYpaLHUIo TIOPTOB U JIPYyTrUe y3Iibl, YHUKAJIbHBIC IS KaXKA0W MallvHbL. B y3ne uitcp u3 uMmopra McKiroyaeTcs
y3en tunnellistener.host, mockonbky OH TakKe COJAEPKUT YHHKANBHBIN azpec MmyOnu4yHOro uHTepdeiica ToH wim
JpYroi MallluHBbI:

system

: confsync

: ¢ host ="192.168.12.34"

1 1user =" root"

: 1 import

S | = ".tunnel.uitcp.configure"
: 1 exclude

| = ".tunnel.uitcp.configure.tunnelListener.host"
: :file

S | = "[etc/uitcp/certs"

: 1 exclude-file

S | = "[etc/uitcp/certs/_*"
112 = "[etc/uitcp/certs/server*"
13 = "[etc/uitcp/certs/capath"”
;1 script = "rehash"

§4.8.3. ABTOMaTHYeCcKOe KONUPOBaHNE KOH(PpUTypauuu

Jis aBTOMaTHuecKoro nepeHoca KOH(UIypalMu MOKHO HCIIONb30BaTh MEXaHU3M 00paboTdyMka cOOBITHH, a B
KadgecTBE TeHepaTropa COOBITHH — Taiimep (Yepe3 3aJaHHBIC HHTEPBAJIBl BPEMEHH) WM IUIAHMPOBIIMK 3amad (B
3a/laHHOE BPEMs CYTOK, YHCIIO Mecsna U T.11.). [logpoGHee o JaHHBIX HHCTpyMeHTax cM. §4.7. Ilpumep HacTpOHKHM IJist
BBITIOJTHEHUST CHHXPOHH3AIH KineHToB UITCP exenneBHo B 02:45:

services
: event-handler
: : event-generators

: 1 : scheduler
111 enable = "true"
A |
:::::event-name = "sync-conf"
ririimin = "45"
10 hour ="2"
|
: 1 virt-sensor = "scheduler"
: . prev-state = "any"
;1 state = "sync-conf"
1 1 script = "nsgconfsync root@192.168.12.34 -i=.tunnel.uitcp.configure.clients A
--apply=. tunnel.uitcp.configure.clients --file=/etc/uitcp/certs J
--excludefile=/etc/uitcp/certs/_* --excludefile=/etc/uitcp/certs/server* J

--excludefile=/etc/uitcp/certs/capath --write --force --script=rehash"
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s renepanuu kmodedn SSH, wx mepemaum Ha ymal€HHOE YCTPOMCTBO M CHHXPOHH3AIMHM KOHGHUIYpaIHid
UCTIONB3YETCSl YTHIINTA NSYCONfSync, WCmosHsieMass HEMOCPEACTBEHHO W3 KOMaHIHOW cTpokum Linux. B manHOM
TpUMepE MCIIOIB30BaH HMEHHO TAKOW BBI30B, YTOOBI M30€XKaTh JMIITHEH MPOCIONKA B BUIE BBI30Ba NSYSh B makeTHOM
peXHUMe W CBA3aHHBIX C STHM BO3MOXKHBIX IPOOJIEM ¢ IMpaBaMu TeKymield ceccuu. [lapameTpsl KOMaHIHOW CTPOKH
nsgconfsync aHaIOTHYHBI TapaMeTpam y3ia .system.confsync . [TonpobHoe onmcanne naHHON YTHINTHI cM. B Yactn 7.

§4.8.4. Mountopunr UiTCP

MexaHu3m jgoctyna K ynanéHHeM yctpoiictBaM NSG mo SSH ucnonb3yercs Takke BO BCTPOSHHOHM (pyHKIMHU
MOHHUTOPHHTA HeCKONbKHX cepBepoB UITCP ¢ oxuaoro. ITockonbKy 3apaHee HEH3BECTHO, Ha KaKOM CEPBEPE OKaKETCs
KaKkoW KJIMEHT B HEKOTOPBI MOMEHT BPEMEHH, TO MOHUTOPHHI Ha OJHOM CEpPBEPE HE MOXKET JaTh MOJTHOW KapTHHBI:
KIIEHT, OTCYTCTBYIOIINI B JTAaHHBIII MOMEHT Ha JaHHOM CepBepe, MOXET padoTaTh depe3 KaKoW-TO OPYyrou cepsep, a
MO’KET OBITh HEJOCTYIICH BOOOIIE. JIaHHBINA MEXaHU3M TI03BOJISIET KOHTPOJIMPOBATh COCTOSIHKE Beei cucteMbl UITCP ¢
OJIHOTO cepBepa, B ogHOM okHe Web-6poysepa. [ToapobHo o ero HacTpoiike cMm. YacTs 6.

§4.8.5. UcnotHeHne CKPUIITOB HA YAAJIEHHOM YCTpPOHCTBe

Mexanusm oOpaboturka coOwiTHi, BCTpoeHHbIH B NSG Linux 2.0, mo3BojseT 3agaTh B KauyecTBE YCIOBHS
HCTIONIHEHHSI CKPUIITA Pa3HOOOpa3HbIe COOBITHS, MPOMCXOAAIINE B CHCTEME — Kak Ha camoM yctpoiictBe NSG, Tak n
Ha TIPUCOEAMHEHHBIX K HEMy JaTduKax. B KkadecTBe peakiyM Ha 3TO COOBITHE MOXET OBITh 3aJaH CKPHIIT,
ucnonssomui mo SSH 3amanHy0 KOMaHy Ha yOaIEHHOM yCTpoicTBe. B mpuBea€HHOM HIDKE TpUMeEpe MTPOU3BOANTCS
TpaHCISILUS COCTOSIHUSA "CyXUX KOHTAKTOB" C JIOKaJIbHOM MalllMHbI Ha YAaJIEHHYI0 0 aapecy 123.45.67.89:

port

: 1-wire

: 1 device

11 swt2-3AC10D0100000054

1o type = "IC-2dio"

services

: event-handler

|

: 1 1 virt-sensor = "3AC10D0100000054.circuit-A"

: 11 prev-state = "other"

;1 state = "on"

: 11 action = "ssh root@123.45.67.89 \"nsgsh -q .port.1-wire.swt-3AC10D0100000067.circuit.A.close\""
112

;1 virt-sensor = "3AC10D0100000054.circuit-A"

: 1 : prev-state = "other"

;1 state = "off"

: 1 1 action = "ssh root@123.45.67.89 \"nsgsh -q .port.1-wire.swt-3AC10D0100000067.circuit.A.open\""

3HaueHue prev-state="other" B maHHOM npHMepe HCIOJIB30BaHO JUIS TOro, 4YTOOBI MO Tpedyemoe CoObITHE
HOJANAaI0 TAKXKE HadalbHOE IMMOKa3aHWe naTduka. Hampumep, coObITHIO "BKIIOYEHHE" NOJDKHBI COOTBETCTBOBATh
nepexoq Nil—>on mpu BKIIOYEHHH AaT4MKa W Hepexonsl off—>on mpu mocieayoomux ompocax. TpHBHAIbHEIE
nepexozpl on—>on u off—>off, coooTBeTCcTBYIOIMNE HEN3MEHHOMY COCTOSIHUIO BXOZHOM IIETTH, KaK MOXKHO BHJIETb, IPH
9TOM HE CUHUTAIOTCS COOBITHSAMHE U HE BBI3BIBAIOT HUKAKUX JAEHCTBUIL.
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