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AHHOTALMS

JlaHHBIH =~ TOKYMEHT COIEpKHT pPYKOBOACTBO IO HACTPOMKE W NPUMEHEHHIO  MYJIBTHIPOTOKONBHBIX
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1 NSG—800 coaepxarcs B OTAENBHBIX JOKYMEHTAX.
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Yacts 2. duznueckue NopThI.

UYacts 3. [IpoToKOIBI KaHATBHOTO ypoBHs. KoMMyTaIus makeTos.
Yactp 4. Mapmpytuzanms u ¢y 0s1 1P.

Yacts 5. TyHHenmupoBaHue U BUPTyasIbHbIe yacTHbIE ceT (VPN).
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§4.1. IP-unTeppeiicn

§4.1.1. O0bekTnl IP-mapmpyTHzanuu

[P-MapuipyTusaTop B y3KOM CMBICJIE CJIOBa — 3TO MPOTrpaMMHBINH MOJYyJIb, OCYIIECTBIISIIOLTUH Tiepeaauy [P-nakeToB
Ha TPEThEM YPOBHE NMPOTOKOIBHOM apXUTEKTYypsl (ypOBHE MeKCeTeBOro B3aumoseiicraus). Ilakersr IP MoryT BX0AUTH
B MapLIPyTU3aTOP U BHIXOIUTH U3 HETO Yepe3 CIEAYIONINE THITBl OOBEKTOB!

— dusnyeckue M BUpTyalbHbIe CHHXPOHHBIC TIOPTHI C MHKarcyisnuer cisco-hdlc, ppp wiu raw-hdlc, o6o3nauaemble
kak SN.0, XN.O wu tN.O, B 3aBuCHMOCTH OT THIA (PU3HUUECKOTO HHTEpdeiica UM TYHHEIS.

— Buptyansasie kanansl (DLC) nopro Frame Relay, ofo3nauaembie kak sN.<dlci>, xN.<dlci> wmm tN.<dlci>,
COOTBETCTBEHHO, rae <dlci> — nomep DLCI.

— ®usnueckue nopThl Ethernet ¢ nnkancynsmuueit ethernet, o6o3nadaemele kak ethQ umu SN, COOTBETCTBEHHO.

— ®DusnyecKre U BUPTYyaIbHbIE CHHXPOHHBIE TIOPTHI ¢ MHKancy et Ethernet-over-HDLC, o6o3nagaembie kak sN.O,
XN.O um tN.O, B 3aBUCHMOCTH OT THTIA GU3NIECKOTO HHTEpQeiica HITH TYHHEISL.

— Bupryansnsie nokansable cetd (VLAN), Haxomsmuecss Ha ¢usndeckux noprtax Ethernet ¢ makancymsiueit vian.
O6o3naygarorcs kak eth0.<vlan> wau sN.<vlan>, coorBeTcTBeHHO, Tae <Vlan> — nHomep VLAN.

— ®@usnyeckrue aCHHXPOHHBIE IOPTHI ¢ nHKarncynsaueir PPP u SLIP, o6o3Hagaemsbie SO ... s1 (yHHBepCaIbHBIE TIOPTHI)
6o al ... al6 (BCTpOCHHBIC aCHHXPOHHBIC TIOPTEI).

— Tynnenu IP-over-IP (GRE), o603na4gaemble kak tuniN, roe N — HOMep TyHHeIs, yKa3aHHBIN [IPH €T0 CO3AaHUH.

— Tynnenu IP-over-X.25, o6o3nauaembre kak tunxN.

— Mocrsl (bridge groups), o60o3Hauaemble kKax brN.

— HWntepdeticel kiuenta PPPoE. O6o3nauarorcs kak eth0.0, sN.0, eth0.<vlan>.0 wmu sN.<vlan>.0 B 3aBucuMocTH OT
nmeHu pusndeckoro mopta Ethernet mmu VL AN, Ha KOTOPBIX pabOTaeT JaHHBIA KIUEHT.

— HWurepdeiicet kmuenta PPTP. O6o3nauatorcs kak pptpN.

— HWHrepdeiicel cepBepa BUPTYIbHBIX ceTeit kommyTtupyemoro noctymna (VPDN). O6o3nauarorcst kak pppNNN.

Ethernet bridge over GRE

—————————— X.25
1
i IP SSH 1 1 data
Generic HDLC over GRE NTP SMTP RADIUS ! ; 1 X.25-to-TCP, ~~ data
client agent DNS client print Cslfrr:/tefl i gateway |
PPTP / L2TP == :'""r"":
ittt 1 . :____} l____} Telnet | |
. . Ping & RIP OSPF BaP || TP ) FTP j| | dienta || xoT
i IP-over-IP i tracert RIP2 I client JI | client JI server || X.25
| | | | | T O ™
! I l L ! TCP/IP
' GRE u gp. |ICMP| uDP | TCP
[}
i
; IP router IPsec QoS -
[}
' over
| | PPP PPP | X.25
[}
i | PPTP dlient | PPPOE | | »
| LL2TPclent ! clent s
: PPPOE £
————————————— VPDN server ) @ N
=z
5 c ; =2 lle||lL i
9 % Bridge B £ e S
5 Group SIS
=t o] 2 =
5 vlan 2 © © frame-
relay
MopTbl Ethernet CWHXpOHHbIE NOPTHI ACUHXP. NOpThbI

IP-MapLpyT13aTop M CBA3AHHbIE C HUM 06bEKTbI KaHa/IbHOMO M MPUKSIAAHOMO YPOBHEN
(KOMMOHEHTbI, MOKa3aHHbIE A/IMHHBIM MYHKTUPOM, AOCTYMHbI TONbKO CPEACTBaMMU KOMaHAHOM 060/104kM Linux,
KOPOTKMM MYHKTUPOM — HaxoAsTcs B pa3paboTke)

Crporo roBops, pusuueckue noptel, BUpTyansHeie mopTsl (DLC, VLAN) u TyHHenM MOAKIIOYAOTCs K MapIIpyTH-
3aTopy uepe3 cooTBeTcTByIomue [P-uaTepdetics! mmn cyG-nHTepdeiichl; IMEHHO K HUM OTHOCSITCS BBILICTIPUBE/ICHHEIE
cuMBoamueckrue nMeHa. O1HaKo MOCKONbKY IP-mHTEpdeiic CKpBIT BHYTPH CTPYKTYpPHI IIOPTa U OJHO3HAYHO MPHUBSA3AH K
HIDKEJIeKaIIM 00beKTaM NMPOTOKOIBHON HepapXuH, Takas JeTalN3alys He NPECTaBIIsAeT NPAaKTHIECKOTo nHTepeca. B
oanvheliuem noo IP-unmepgeticamu 6y0ym noHUMamsbCs 8ce bluienepeyiucientble 00beKmul.
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IP-unrepdeticet VPDN (B manHO# Bepcuu 310 Toabko uHTEp(eticel PPPoE) — nuHaMudeckue, OHH aBTOMATHIECKH
CO3/Ial0TCSl CHCTEMOH NPH YCTAaHOBJICHUH COCIMHECHHS W YOAIMIOTCS TPH ero paspeiBe. nms cozmanmsa wHTEpdeiica
VPDN, a taxxe mis uatepdeiicoB Async PPP u SLIP ucnons3yetcs 3apanee 3agannblii wiabaon (virtual template), B
KOTOPOM COJIEP)KUTCS paciiupeHHas nHpopManus o cBoiicTBax I[P-maTepdeiicoB (IP-ampeca, omucanue mpormemypbl
ayreHTH(UKanuU U T.1.). OcTansHble THITE [P-MHTEp(EHCOB SABIAIOTCS CTaTHUYECKUMHU, T.€. CO3MAIOTCA U yIAIAIOTCS
aIMUHUCTPATOPOM BPYUYHYIO B TIporiecce KOHPUTYpUPOBAHHS yCTPOICTBA.

HO,Hp06HOC OIIMCaHHuC HaCTpOﬁKH 00BEKTOB U CJ'Iy)K6 KaHaJIbHOT'O YPOBHS IPUBCJCHO B Yactu 3 JaHHOT'O PYKOBO/ICTBA.

Co cTOpOHBI YEeTBEPTOro (MPUKIAJAHOT0) YPOBHS MPOTOKOJIBHON apXUTEKTYpHI K [P-MapuipyTisaTtopy moaxioueHs!
MHOTOYHCIICHHBIE JIOKAIbHBIE TPHIOXKEHUs: OOpaOOTYMKH IPOTOKOJIOB MapIIPyTHU3alMH, CEPBEPHl W KIMECHTHI
Pas3IMYHBIX CITYXO0 H ap.

§4.1.2. Ilapamertpsl IP-untepdeiico

Jlst IP-uHTEpdeticoB, MpencTaBsIIONMX cO00H CHHXpOHHBIC (hnusmdeckue nmopThl, mopthl Ethernet, DLCI, VLAN,
TyHHETM [P-0Ver-xxx u MoCTHI, mapaMeTphl [P Ha3HAYarOTCS C IOMOIIBIO CIEIYIOIINX KOMaH [ B MEHIO TAaHHOTO OOBEKTA!

ip address <ip-npedukc> [peer <ip-agpec>] [broadcast <ip-agpec>] [anycast <ip-aapec>]

no ip address <ip-npegukc>
VYcraHoBKa u yaaneHue mapametpoB [P-uaTepdeiica. O6s3aTenTbHBIM TapaMeTpoM sBisieTcst [P-npeduke
(ampec m yMHA Macku, HanpuMmep, 123.134.145.156/24).
[Tpu HEOOXOAUMOCTH MOXKHO OTJIETHPHO HA3HAYMTD ajpeca yIajJeHHON CTOPOHEI (peer, B koMaHae show
interface mokaspIBaeTcs Kak pointopoint) B coequHeHnn "Touka-Touka", MUpoKoBerarensHoi (broadcast)
U TPYMITOBO# (anycast) pacCchUIKH.

mtu <64...18000>
Pasmep MTU, B GaiiTax, as [P-makeToB, oTChUTaeMBIX Yepe3 TaHHBIH HHTEepdelic. 3HaUeHHE 10
ymouanuo — 1500.

Omnomy IP-uHTEpdelicy MoxeT ObITh Ha3HAYEHO OJHOBPEMEHHO HECKOJIBKO NMPePUKCOB. B HEKOTOPHIX ApyTrHX
cucremax takue [P-aapeca HasbiBatoTcst émopuunvivu (aliases). B naHHOM citydyae, OJJHaKO, 3TOT TEPMHH HE BIIOJHE
TOYCH, MOCKOJBbKY Bce IP-anpeca, Ha3HaueHHBIC UHTEPQEHCY, MOTHOCTHIO PABHOMPABHEBI, CPEIU HHUX HET TJIABHOTO
azpeca U riceBoHUMOB. Jlnana3onsl [P-anpecoB, onmuceIBagMbIe 3TUMHE MPe(QUKCAMU, MOTYT TIEPEKPHIBATHCS.

OTnenbHbIN CiTydaid peACTaBIsIIOT co00i pr3nueckre acCHHXpOHHbIE MOPTHI ¢ MHKancysiueir PPP, SLIP, a taoke
nporpammusle  uHTepdericel PPTP, PPPoE. B omimume oT BhIIIENEpeYUCICHHBIX, 3TH THUIBI HHTEpdeHcoB
OpPHEHTHPOBAHbEI Ha CEAaHCOBBIE COeNUHEHUS. [ HUX MPeqyCMOTPEH CIeHalbHbI 00BeKT — wabaon unmepgheiica
(virtual template), B koTOpoM yKa3bIBaeTcs cratindecknii [P-angpec mubo onumst moimydenust auHamuueckoro [P-angpeca
OT yAaJICHHOW CTOPOHBI TIPHU YCTAHOBJICHUH COSIUHEHHUs. YKa3aTenb Ha TabJI0H colepkuTcs B MeHIo [P-uaTEpdeiica:

!
nsg
virtual-template 1
ip address 123.145.167.189

peer ip address 123.145.167.190
mtu 1492

port al

Hacrpoiika mabmoHoB uHTepdelcoB MOApoOHO paccMoTpeHa B YacTh 3 JaHHOTO pyKOBOJICTBA.

MNPUMEYAHUE Ilapamerpsr IP-unTepdeiicoB MoryT Takxke HacTpauBaThCsi B MEHIO KOHGurypauuu Zebra
(config)# (cMm. m.4.1.6). [Ipu 3TOM, ecm [P-anpec Ha3HaYCH KAKUM-THOO OJHUM M3 JIBYX BHIIIC-
Ha3BaHBIX CIOCO0OB, TO U YAAJATH/U3MEHATH €r0 CIEAYET STHM K€ CrocoboM. PexomeHmyercs
m3MeHATh [P-anpec Tonpko B MeHro (config-nsg-xxx)#.

ip proxy-arp { enable | disable }
Brumrounth/BeIKTIOUNTE peskuM ARP Proxy Ha nannom untepdeiice. [logpobuee cm. m.4.1.4.

ip netflow {<HomMep_wabnoHa> | disable }
Brxomrounts c60p 1 oTChUIKY cTaTucTHKH NetFlow. I[Toapo6no o morutopunre IP-tpaduka cm. m.4.11.

[no] access-group ...
Hacrpoiika punstpanuu [P-maketoB Ha nanHom uHTepdeiice. [Togpoduee cm. m.4.9.
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[no] service-policy ...
Br16op u HacTpoiika nonuTHKy yrpasneHus IP-tpaduxom st mannoro nnrepdetica. [TogpobdHo cm. m.4.10.

nat ... Hacrpotika Tpancnsiuu ceteBbix [P-aapecos (NAT) nns nannoro uaTepdeiica. [Tonpobuee cm. m.4.8.

[no] crypto ...
Hactpoiika 3ammumiennsix TyHHene VPN, co3naBaembix Ha nanHoM [P-untepdeiice. [TomxpoOHO 0
HacTpoiike VPN cm. Yacts 5.

state-script <HoMep>
VYka3atesb Ha HOMep CLieHapHsl, BBI3bIBAEMOT'0 IPH BO3HUKHOBEHUH KAKOT0-THOO0 COOBITHS HA HHTepdeiice.
Tonpobuee o cuenapusix Linux u NSG cm. Yacts 6.

Kpowme Toro, B MmeHt0 [P-uHTEp(EiicOB NMEIOTCS TaKKe KOMaHIbI:

adm-state { up | down }
AJZMUHHCTpaTHBHOE COCTOSIHUE MHTepdelica. JJaHHas KOMaH/a OTCYTCTBYET B MEHIO HHTEp(eiicoB
VLAN u DLC, npexncrasisitornx codoii cyo-unrepdeiicsl nopros Ethernet u Frame Relay,
cooTBeTcTBeHHO. B manHo# Bepcun NSG Linux mpeaycMOTpeHO TOJBKO afMUHUCTPATHBHOE
BKJIFOUECHUE/BBIKITIOYEHUE NIOPTA LIEIIMKOM.

description "<koMMeHTapuii>"
TekcToBOE omKcaHre JAaHHOTO UHTEp(elica A ynodcTBa aAMUHIUCTPUPOBaHUs. Eciii cTpoka ComepKuT
l'IpOGC.HI)I, OHa JOJI’)KHa OBITh 3aKJIIOYEHA B KaBLIYKK. MaKkcuMallbHas JJINHA OIIMCaHUuA — 255 cuMBOIOB.

show ... IIpocMmoTp cocTosiHus U cTaTuCTHKH uHTepdeiica. [logpodHO cM. m.4.1.5.

§4.1.3. Coennnenns "Touka-Touyka' u HeHyMepOBaHHbIe HHTeP Qe chbl

Hnst coenmaennii WAN "touka-touka" IP-agpeca wHTepdelica m yaaleHHOW CTOPOHBI MOTYT OBITh 3aJaHbl B
dhopmare ¢ mmHO#M Macku 32 6uT. Takoi (opMar MOJHOCTHIO OTIPEACIISET afpeca B JaHHOM COSIMHEHUH U QUKCHPYET
TOT (PaKT, YTO APYTHUX aIpecoB (aapeca CeTH, MHUPOKOBEIIATEIBHOTO aipeca) B HEM HE HMEETCS:

port sl ip address 10.0.0.1/32 peer 10.0.0.2

IIpu 5TOM yKa3aHHBIC IBa afpeca, B 00IIeM ciTydae, HUKaK HE CBS3aHBI APYT C IpyroM. B wactHoCTH, HHTEpdEiicy ¢
JUTHHOM Macku /32 MoxeT ObITh HazHadeH [P-anpec, yxe mpHHAUISKAIINA IpyroMy UHTepdelicy TaHHOTO yCTPONUCTBA.
®dakTuvecku Takold mMHTEep(elc ABIsAETCS HEHyMepoBaHHBIM (unnumbered); anpec, "MO3auMCTBOBaHHBIN" y IPYyroro
nHTepdeiica, MCMONB3yeTcs TOIBKO B KAadeCTBE HCXOMHOTO (source address) Tpu OTIpaBKE IMMAKETOB JIOKATHLHBIMH

ciyx06amu ycrpoiictsa (ping, XOT u ap.) gepe3 naHHEIN nHTEpdEiic.

§4.1.4. ARP Proxy

Ha nro60om u3 IP-uaTEpdEticoB ycTpoiicTBa MOXeT OBITh BKIIIOUEH peskuM ARP Proxy. B aTom ciryuae Bce npyrue
nHTepdeiich ycTpoiicTBa OyayT oTBeuaTh Ha 3ampockl ARP ¢ aapecamu u3 ceTH, OIKIIOUYEHHONW K TAHHOMY
uHTepdeiicy (T.e. MoAmanalouuMu TI0J] €T0 aapec U Macky). i 3Tol e B MeHto (u3udeckoro mopra, Frame Relay
DLCI wim Ethernet VLAN — Hanpumep, (config-port-sN)# — umerorcst komaHaa:

ip proxy-arp { enable | disable }
Bxomrounts/BeIKITIOUNTE pexkuM ARP Proxy.

IIpumep. YcrporictBo NSG paboTaeT B KauecTBe MCEBAOMOCTa MeXIy nByMs ceTsmu Ethernet. 3anpocst ARP u3
OJIHOM ceTH Ha ajnpeca, pPAcMoOJIOKEHHbIE B Ipyroi certw, paspemarorcss Ha MAC-aapeca wunTtepdeiica NSG,
PAacIOIoKEHHOTO B MCXOAHOU ceTH. B pesynbrare makeThl, aJpecOBaHHbIC W3 OTHOI CETH B JAPYrylo, MONagafoT Ha
ycTpoiictBo NSG U MapuIpyTU3UPYIOTCS UM B APYTYIO CETh.

!
nsg
card sl im-et10
port s1
mac-address 00:09:56:11:22:33
ip address 10.0.0.1/8
ip proxy-arp enable
exit
port eth0
ip address 192.168.0.1/24
ip proxy-arp enable
exit
exit
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§4.1.5. IIpocmoTtp coctosinus U cratuctuku IP-nunrepdeiicon

Komannma otoOpakeHHsl CTaTUCTHKH MMEETCS B MEHIO OOJNBIIMHCTBA CETEBBIX YCTPOMCTB (B TepMuHax Linux),
MPUCYTCTBYIONIUX B cUcTeMe. VICKIIFoueHHEeM B JAHHOW BEPCHUU SIBISIOTCS JHMHAMHYCCKH CO3/aBacMble HMHTEP(EHCH
cepepa PPPoE. ®opmart komaHab!:

show

show statistics checkpoint 0
BriBog cocTostHus, uncna m3mMeHeHuid coctosiauss UP/DOWN, u TekyIel CTaTUCTUKY 00beKTa, HauuHAs
OT MOMEHTA CTapTa YCTPOMHCTBA WX JaHHOTO 00BEKTa. JIBE BhINICYKa3aHHBIE KOMAHIbI ABIISTFOTCS
cuHOHnMaMu. PopMaT BEIBOJIAa YACTHYHO BapbUPYETCS B 3aBUCHMOCTH OT TUIIA OOBEKTA.
Jlyist 00BEKTOB, IpeICTaBISIONINX c000i IP-nHTEpdeiichl, B craTncTrke yanThIBaeTcs Toibko [P-Tpadux.
Jyist TOpTOB yuuTHIBaeTCS TpaQUK KaHAJIBHOTO YPOBHS (B T.4. 3ar0JIOBKH KaHAJILHOTO YPOBHSI, TTAKETHI
keepalive, naketst LCP u np.). lononnurensHsle 6aiThl Gpusndeckoro ypoBHs (OuT-cradGuHT U 1p.) B
CTaTUCTHUKE HE YUUTHIBAIOTCS.

show statistics checkpoint <1..15> [ set | unset ]
BI:IBOL[ CTaTUCTHUKH OTHOCHUTECJIBHO y1<a3aHHOI71 KOHTpOHLHOﬁ TOYKH. OHHHOHaJ’ILHBIe KOMaH/bI setu
unset YCTaHaBJIUBAIOT U YAAIAIOT KOHTPOJbHYIO TOYKY, COOTBETCTBEHHO.
Hy.l'[eBOﬁ TO‘IKOI7[ JJI cGopa CTaTUCTHUKHU, KOTOpad NPUCYTCTBYCT BCCrAa, ABJIACTCA MOMCHT CTapTa
ycrpoiicTa (1 0o0bekTa). [Tomrmo Hee, U1 KaXKI0TO 00BEKTa MOXKET OBITh YCTAaHOBIICHO 110 15
JONOJHUTCIIbHBIX KOHTPOJbHBIX TOYCK.

show statistics checkpoint all unset
YHaHeHI/Ie BCCX YCTAHOBJICHHBIX KOHTPOJIbHBIX TOYCK.

Kpome Toro, mpocMoTpeTh XapaKTepUCTHKH HHTepdeiica BOZMOXKHO TPH IMOMOIIM KoMaHs! show interface <ums>
B MEHIO OOBIYHOTO WJIM TIPUBIIIETHPOBAHHOTO PEKMMa, HAallpUMeEp:

nsg# show interface eth0

Interface eth0
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,ALLMULTI,MULTICAST>
HWaddr: 00:09:56:10:03:27
inet 10.0.0.81/8
input packets 3001, bytes 201992, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 1940, bytes 126264, dropped 0
output errors 0, aborted 0, carrier O, fifo 0, heartbeat 0, window 0
collisions 0

§4.1.6. Ipyrue napamerpsl IP-unrepdeiicon

[Mapamerper IP-uHTEpdeiica, CBsI3aHHBIE € IUHAMHYECKON MaplipyTH3alied, HacTpauBalOTCS B  MEHIO
koHpurypuposanus Zebra (config)#. [y 3Toi e IMEIOTCS KOMAaH/IbL:

interface <umsa>
Bxon B MeHto HacTpoiiku [P-unTepdetica. 3mech <MMa> — CUMBOIHYECKOE UM HHTEpQeiica, HapuUMeD,
s1.0 wu eth0. (Bo3mosxHbIe popMaThI UMEH UHTEP(EHCOB MEPEUHCICHEI B IPEIBIAYIIEM aparpade).

ITocne Bxoma B MeHro IP-mntepdeiica cucremnoe mnpuriamenue npuHuMaer Bua (config-if)#. B stom meHro
HMEIOTCSI CIIEAYIONINE KOMaH/IbI:

ip address <ip-npedukc>

no ip address <ip-npegwukc>
YcranoBka u ynanenue [P-npedukca. [Ipu stom, ecin qimmaa macku 30 OUT mim MeHee, aBTOMaTH4eCKH
TeHepUpyeTCs ellle OJIUH aipec, B KOTOPOM BCce CBOOOTHBIE OMTHI MACKH YCTAaHOBIICHBI B €IMHHUILY (T.C.
caMblif cTaplIni ajpec U3 JaHHOTO aAnanaszona). Jins uarepdeiico Ethernet 1 VLAN sT0 Oyzner mmpoko-
BemarenbHbId aapec (broadcast), ms narepdeiicos "touka-rouka” (PPP, Cisco-HDLC u Frame Relay) —
anpec yrajaeHHoH cTopoHs! (pointopoint). IP-aapec rpyrmoBoit pacchuIKH JaHHOM KOMaH/IOH HEe HACTPanBacTCsL.

BHUMAHUE Ecnu IP-nipedmkc Ha3HaueH cpeacTBaMu Zebra mubo cpenctBamMu NSG, TO yAansSTh/U3MEHSTh €TI0
HEOOXOOUMO OTHM K€ crocoboM. Bo wu30OexaHume BO3HHMKAIONIEH HEOIHO3HAYHOCTH, IS
HazHadyeHus IP-ampecoB pekoMeHayeTcs Bcerma HasHadath [P-mpedukc cpemctBamu NSG (cM.
m.4.1.2). Ucnoms3oBats HazHaueHue [P-npedukca cpencramu Zebra peKOMEHIYETCS TOJBKO IS
crienuuIecknx HHTEpErcoB, He HacTpanBaeMbIX B MeHI0O NSG — Hanpumep, 111 GUKTHBHOTO
naTepdeiica dummyO.
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shutdown

no shutdown
Briximouenue u BKroueHrne uaTepderica. B ormuane ot komans! { adm-state up | down } B MeHro
HACTPOUKHU OPTOB (cM. YacTh 2), TaHHBIC KOMAH/IBI IIO3BOJISIOT YIIPABISTH COCTOSIHUEM OTACIBHBIX CY0-
unrep¢eiicos (DLCI, VLAN) Ha noprty, He pecTapTys BECh IOPT.

multicast
no multicast
Pazpemenue u 3anpenieHne MUpPOKOBEIaTeTbHON pacChlIKU Ha HHTEp(elice.

ospf ...
no ospf ...
I'pynma xoMaHp, yrnpasisioniux paboToi nmpotokoia Mapmpytusanuu OSPF Ha nanHOM MHTEpdeiice.

[MonpoGHee 0 1aHHBIX KOMaHAAX cM. 11.4.6.

bandwidth <1...10000000>

no bandwidth <1...10000000>
OmnpeneneHre U yaaaeHHe JOCTYITHON MOJIOCH! IPOIYCKaHMS I BBIYUCICHUS CTOMMOCTH MapIIpyTOB,
NPOXOAAIIMX Yepe3 AaHHbIi nHTepdeiic, B mporokone OSPF. JlanHblil mapameTp sSBJISETCS CIIPaBOYHBIM,
He BJIMSET Ha (PaKTHIECKYIO CKOPOCTh PabOTHI JaHHOTO HHTEpdeiica M HUKAaK HEe CBS3aH C IMapaMeTpoM
baudrate B xordurypanuu gusuueckoro mopta (cm. Hacts 2).
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§4.2. Ctatuveckast MapuIpyTU3anus

§4.2.1. Co3nanmue, yiajeHue ¥ IPOCMOTP MAPILIPYTOB

Hactpoiika craTndeckodl MapIIpyTH3aIllid MPOU3BOJIUTCS B TIaBHOM MeHIO KoHpurypamuu Zebra (config)#
CIEIYIOUUMH KOMaHIAMH:

ip route <ip-npedukc> <WN3> <paccTosHue>
no ip route <ip-npedukc> <wWnw3> <paccrosiHme>
Co3znate/ynamuTh MapIIpyT K HeKOTOpo# cetn. CeTh onuckiBaeTcs [P-pedukcom, T.€. COBOKYITHOCTHIO
anpeca W ITUHBI Mack, Hanpumep, 10.1.1.123/8. 1103, yepe3 KOTOPbIi ClIeyeT OTIIPABIISITh TAKETHI B
JTAHHYIO CEeTh, MOXKET OBITh yKa3aH oo [P-agpecom, mubo cumBonudeckum uMeHeM. Eciu aTot
napametp umeet popmar IP-aapeca B necATHIHON JOTOBOW HOTAIlMH, TO OH PACCMATPUBACTCS Kak ajpec,
B IPOTHBHOM CiIy4ae — Kak uMs. [Ipumepsr:
ip route 10.0.0.0/8 11.0.0.2
ip route 10.0.0.0/8 sl1.1
[Tepesrit mpumep onmcwiBaeT Mapiupyt B ceTh 10.0.0.0/8 uepes numo3 ¢ agpecom 11.0.0.2; aToT anpec
MOXET KaK MpUHaIekaTh oqHOMY U3 [P-unTepdeiicoB ycTpoiicTBa, Tak M HE IPUHAIIICKATH eMY (B OTOM
CiTydae TIPOU3BOAMUTCS HOBBIA MOMCK B MAPIIPYTHOH TaOIIUIIE, YTOOBI ONPEACTUTE MAPIIPYT K
yKa3aHHOMY IUTI03Y). Bo BTopom mpuMepe makeThl, agpecoBantbie B ceTh 10.0.0.0/8, oTnpaBnstoTcs
gyepe3 uHTEpdeiic s1/1.
PaccTostHme, WiH [THHA MapIIpyTa — IeIOYUCIICHHBIN MapaMeTp, Ha3HadaeMblii aIMUHUCTPATHBHO B
npenenax ot 1 go 255. [o cymiecTBy OH HCHOIB3YETCs KaK MPUOPHUTET B TaOIHIIE MapHipyTu3anun. Yem
MEHBIIIE JUTHHA, TeM 0oJiee MPEIMOYTHTENCH NaHHBIH MapmpyT (HauBbIcuil npuoputeT — 1). Eciu
JUTMHA HE yKa3aHa, 0 YMOJIYaHUI0 OHA CYMTACTCS PaBHOI 1.

INPUMEYAHUE AnvmuHucTpaTHBHAs JUIMHA MapuipyTa, B OOIIeM cilydae, OTIMYaeTCs OT MempuKku MaplipyTa.
Mertprka BBIYHCIISETCS aBTOMAaTHYECKM B pe3yibTare pabOThl MPOTOKOJIOB JUHAMHYECKOH
MapIUIpyTU3alum.

ip route <ip-agpec> <Macka> <LWN3> <paccTosiHue>
no ip route <ip-agpec> <macka> <LW03> <paccTosiHMe>
Jlpyro#i cuHTakcuc Toii e KoMaHsl. BMecto ykasanus [P-nipeukca ceTh MOXET OBITH ONHcaHa
OTIENBHBIMU aJpecoM U Mackoi. [TapaMeTpsl <LWN03> U <PacCTOSAHWE> UCTIONB3YIOTCS TaK XKe, KaK U B
mpeslayIieM cirydae. Tak, 1Ba BBIIECIPUBEICHHBIX IPUMEPa PaBHOCIIBHBI CIICAYIOIIMM KOMAHIAM:
ip route 10.0.0.0 255.0.0.0 11.0.0.2
ip route 10.0.0.0 255.0.0.0 s1.1

INPUMEYAHHNE VxkazaHue MacKu IMOACETH Ha3HAYEHHS B TOW WM WHOW (opme siBiseTcss oOs3aTenbHBIM. Ecimu
Macka (WM JUIMHA MAacKH) HE yKa3aHa, aBTOMAaTHYECKOE BBIYMCICHHE MAacKH IO KJaccy CETH He
MPOM3BOJUTCA, & KOMaH/1a CIUTAETCS BBEICHHON HEBEPHO.

MapiupyT MOXeT OBITh JEHCTBYIOIIMM MM HE JCHCTBYIONIMM (HalpuMmep, eciau MHTepdeic, yepe3 KOTOpBIi OH
IPOXOAMT, Haxomutcsi B cocrostHu DOWN min ecim He omnpenesieH MapipyT K yKazaHHOMY 1utio3y). [Ipu BeiGope
MapHIpyTa Juisl KaXJ0ro IaKeTa MIIEeTCs JASHCTBYIONIAs 3aich ¢ MaKCUMaJIbHOM JUIMHON MackH, T.e. 4eM OoJiee TOUHO
OlucaHa CeTh Ha3HAYCHWs, TeM OOJIBIIMI NPHOPUTET MMEET AaHHbIM MapumpyT. Ecim kK omHOW monceTd mMMeeTcs
HECKOJIKO JEHCTBYIOIIMX MapLIpyTOB, TO MPU MPOYMX PaBHBIX YCIOBHAX W3 HHUX BBIOMpaeTcss MapuipyT C
HaNMEHBIIIUM PACCTOSHUEM.

NPUMEYAHUE Ecmu MapmpyToB B OJHY CE€Th Ha3HAuCHWsS C HAWOONbIIEH [IMHOW MAackKM W HaWMEHBIITUM
pPacCTOSTHHEM OKa3bIBaeTCsS HECKOJBKO, TO OCYIIECTBIISICTCS OallaHCHPOBKA HATPY3KH MEXKIY
BCEMH dTHMH MapmipyTamu (cm. 1m.4.10.10).

UT00BI IPOCMOTPETH TAOJIUIY MapIIpyTHU3alliH, UCTONB3yeTcsl KoMaHaa show ip route B MeHIO OOBIYHOTO WIIH
MPUBUJIETUPOBAHHOTO PEXKHUMA!

nsg# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>*10.0.0.0/8 is directly connected, ethO

S> 11.0.0.0/8 [3/0] via 15.0.0.2, s1.17 inactive
* via 10.0.0.3, eth0

S>* 12.0.0.0/8 [1/0] via 14.0.0.2, s4.0

S 12.0.0.0/8 [2/0] via 10.0.0.3, eth0

C>* 127.0.0.0/8 is directly connected, lo
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B TabiuiIie MOKa3bIBAIOTCS BCE MAPIIPYTHI, ONPEACICHHBIC B CHCTEME — KaK JCHCTBYIONIME B TaHHBII MOMCHT, TaK
W HE ACUCTBYIOUIME MO0 KaKOH-THOO MpHuYMHE. 3alCH YHIOPSIOYCHBI IO aapecaM Ha3HAYCHHS M 110 PaCCTOSHUSIM
(TIpuYeM 3TOT MOPSIIOK HE COBIMAmacT ¢ (DAKTUUCCKUAM MOPSAKOM CIICIOBAHUS 3alIUCEH BO BHYTPCHHEM MPEACTABICHUN
Tabymikl). O003HaUeHUs B TabIUIIE:

K Mapuipyt ckonpurypupoBan cpenctBamu OC Linux; paGoToCIOCOOHOCTh TaKMX MapIIpyTOB HE
KOHTPOJIMPYETCS JEMOHOM Zebra
C MapuipyT B ceTh, MOAKIIIOYCHHYIO HEMOCPEICTBEHHO K oqHOMY 13 [P-mHTEepdeticoB MapiupyTuzaTopa

S,R,0,B [Ipoucxoxaenue Mapipyra (CTaTHYECKUH MM CO3JaHHBII OTHUM M3 ITPOTOKOJIOB JUHAMHYECKOH
mapupytuzauuu — RIP, OSPF, BGP, cootBeTcTBEHHO)

> MapuipyT UMeeT HauBBICIITHIA IPUOPUTET CPEIH BCEX ACHCTBYIONINX MAPIIPYTOB C JAHHOU CETHIO
Ha3HAYCHUS

* MapuipyT, HCITOTB3YEMBIH JIsi JAHHOU CETH Ha3HAYCHHUS B JAHHOC BpPEMs

[m/n] AJIMUHUCTpATUBHAS JUIMHA MapIIpyTa U €ro METpHKa (IUIsl CTATHYECKUX MAapIIPyTOB BTOPOW MapameTrp

paBeH HYJI0)

B Bemmenpusenennom nmpumepe k cetu 11.0.0.0/8 onpeneneHo aBa MapuipyTa ¢ OJUHAKOBOW JUTMHOM, HO TIEPBEIN U3
HuX (depe3 uaTepdetic s1) HeaktuBeH. [loaTOMY, XOTS OH M yKa3aH KakK MPEINOYTHTEIbHBIN, HCIIOIB3YETCS MAPIIPYT
gepe3 uaTepdeiic eth0. s cetr 12.0.0.0/8 Taxxke ykazaHo JABa MapuipyTa, OJHAKO JUIMHA Y 9TUX MapIIpyTOB pa3Has,
MO3TOMY TMAKeThl OTHPAaBIItOTCSA Yepe3 nuto3 14.0.0.2.

§4.2.2. MapuipyThl 10 YMOJTYAHUIO

CrienraimbHOM KOMaHABI I HACTPOWKH IITI03a TI0 yMordaHuto (default gateway) B NSG Linux He npemrycMOTpeHo.
[[Im03 mo yMomuaHUI0 KOHGUTYpHUpyeTcs Kak MapmpyT oOmiero Buaa ¢ aapecom ceru HasHadenus 0.0.0.0/0.
ITockonpKy ITMHA MacK{ B JaHHOW 3aIlMCH HyJIEBas, OHA MMEET HaNMEHBIINI NMPHUOPHUTET M PacCMaTPUBAECTCA B TOM
ciIydJae, eCJIH JUIs MaKeTa He HaimeH Oonee crierupuieckuii Mmapmpyt. [Ipumep:

ip route 0.0.0.0/0 ethO

Kak m mpyrux mapmipyToB, MapUIpyTOB MO YMOJYaHUIO MOXET OBITH HECKOJBKO. B 3TOM cirydae mpHMEHSIOTCS
oOmue mpaBmiIa BEIOOpA: W3 YHCIIa ASHCTBYIONINX MapIIPYTOB BBIOMpPAETCS MapLIpyT ¢ HAWMEHBIIEH UIMHOHN, a eclin
TaKOBBIX HECKOJIBKO — TO MIEPBBIH Mo nopsiaxy. [Ipumep:

nsg# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

S>* 0.0.0.0/0 [1/0] is directly connected, ethO
is directly connected, s1
S 0.0.0.0/0 [2/0] is directly connected, s4

§4.2.3. MHOXkecTBeHHbIE TA0JMIIBI MAPLIPYTU3AIUU

Anpo NSG Linux mo3BoyisieT XpaHUTh W HMCIOJIH30BaTh HECKOJBKO TAOIWII MapIIpyTH3alHH, 0003HauYaeMBbIX
HoMmepamu oT 1 mo 254. B xomanmHol o06ojouke vitysh Takas BO3MOXHOCTh B HACTOSIIEEC BpPEeMs ITOJHOCTHIO HE
peanm3oBana. Komanabt

table <1...254> — B rmaBHOM MeHI0 KoH(purypamnuu Zebra (config)#
show table — B MEHIO OOBIYHOTO ¥ NPUBHIETHPOBAHHOTO PEXUMOB

3ape3epBUPOBAaHBl  JUI1 IOCIEAYIOIIEr0 HCHOJb30BaHUS. PaclupeHHble BO3MOXHOCTH — MapIIpyTH3allUd ¢
UCIIOJIb30BAaHUEM HECKOJIBKHMX TaOIHIl (MapHIpyTH3aLs HA OCHOBE YCTAHOBJICHHBIX IPABMII U JIp.) NOCTYIHBI B JAHHOH
BEPCHH TOJILKO CpecTBaMU KoMaHIHOH obostouku OC Linux.
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§4.3. Cnuckm gocryna (access lists, prefix lists)

Crucku JOCTyma MO3BOJSIOT COPTUPOBATh BXOAALIMA M HCXOISAINUN TpaduK, KaK TONb30BAaTCIECKUN, TaK U
cmyxebnbIi. Takas copTupoBka HeoOXoauMa It paboThl MHOTHX CITy k0 — (uiabTpanuu naketoB, NAT, mpoTOKoIoB
IuHaMudeckoi mapmpytuzauuu, VPN u np.

Kaxnaplif cnucok COCTOUT W3 OJHOM WJIM HECKOJbKHUX 3amuced, MO0 KOTOPHIM TPOBEPSIOTCS BCE TMaKETHI,
oOpabaTbIBaeMble TOW WIIM MHOHM CIy»)00W MapripyTtu3aTopa. B HacTpoikax COOTBETCTBYIOIIUX CIYXKO yKa3bIBaeTCS
CIIMICOK JIOCTYTIA, TI0 KOTOPOMY CJIEAYeT MPOBEPSTH MAKETHI, M JEHCTBUS, KOTOPHIE CIEAYeT MPEeNNPUHATh, €CIIH MaKeT
coomeemcmayem 3TOMY CIIICKY; €CJIH MTAaKeT HE COOTBETCTBYET CIIUCKY, 3TH IEHCTBHS HE BHITIOHSICTCS.

B nporpammuom obecniedenrn NSG Linux HCIIONb3yIOTCS CIIMCKH JOCTYIIAa B HECKOJIBKUX (hOpMaTax, a UMEHHO:

— mpocrtsie access lists NSG ¢ Homepamu ot 1...99 u 1300...1999

— pacumpennsie access lists NSG ¢ Homepamu ot 100...199 u 2000...2699

— TIpOCThIe HYMEpOBaHHBIE access lists makera Zebra ¢ Homepamu oT 1...99 u 1300...1999

— pacuIMpeHHbIe HyMepOBaHHEIE access lists nakera Zebra ¢ Homepamu ot 100...199 u 2000...2699
— WMCHOBaHHbIC access lists makera Zebra

— WMeEHOBaHHbIE prefix lists makera Zebra

IIpocTeie HyMepOBaHHbIE W WMEHOBAaHHbBIC daccess lists WCTONB3YIOT HauOoyiee MPOCThIE M YHOTPEOUTEIbHBIE
KpUTEpHUH; pacIIupeHHbIe access lists u prefix lists comepkaT oONIMPHBIN HAOOp KpUTEPHUEB ISl THOKOW COPTUPOBKH
Tpaduka. Pasnenenue crmckoB moctyna Ha NSG m Zebra sBiseTcs BpEMEHHBIM; 3TH CIUCKH HCIIOJB3YIOTCS IS
HaCTpOUKH (YHKIMH, IOCTYIHBIX depe3 MeHI0 koHurypammum NSG (config-nsg)# u depe3 OCHOBHOE MEHIO
koH(puryparuu Zebra (config)#, cooTBeTcTBeHHO. B Oymymiem Takoe ayOnmpoBaHHEe OYyJeT YCTpaHEHO IO Mepe
neperoca komasy| Zebra B equnbii y3en meHio NSG.

INPUMEYAHHUE B ommmune OT KOMaHIHOTO SI3bIKa JPYruX Mpou3BomuTesei, access list 0 paccmarpuBaercst Kak
UMEHOBAaHHBII CIIUCOK AOCTYIA ¢ TEKCTOBBIM MMeHeM 0.

Kaxxmas 3amuch, BXOJSIIAs B CIIHCOK, COACPKUT HEKOTOPBIA KPUTEPHA, KOTOPOMY JOJDKCH YAOBJICTBOPATH ITAKET, U
KIIIOYeBOE CIOBO permit (paspemmth) nubo deny (3ampertuth). Takod cuHTakcuc cioxwics B CiscO-TIOZOOHBIX
KOMaHIHBIX S3BIKAX HCTOpHYecKW. Ha mpakTWke 3TH KIIIOYEBBIE CIIOBA CIEAYEeT pacCMaTpPHUBAaTh KaK YTBEPKACHUS
"MMakeT COOTBETCTBYET CHHCKY" M "MakeT He COOTBETCTBYET CIHUCKY'", COOTBETCTBEHHO. 3aIllUCH PacCMaTpPUBAIOTCS
IIOCTIEIOBATENBHO, U TTOCIe cpabaTHIBaHUS OJHOW M3 3aIMCei IPOBEepKa IMPEKpaIaeTcs.

JIto60ii criMcok 3aKaHYMBAaETCS HEIBHOW 3ammKCchio deny any, T.e. eclii MaKeT He COOTBETCTBYET HU OJHOM 3aITiCH U3
JIaHHOTO CIHCKa, TO OH OTBepraeTcs. Eciu CIUCOK, Ha KOTOPBIA CCHUTAETCS HEKOTOpas CIy»K0a, OTCYTCTBYET, TO IIO
YMOITIaHHIO TIPUHUMAETCS TIPABUIIO permit any, T.e. Mo JeHCTBUE TaHHOM CITy»OBI TIOIaIal0T BCE MaKETHI.

§4.3.1. UmenoBaHHbIe access lists nakera Zebra

HMMmeHOBaHHBIE CHUCKHM JIOCTYyMNa TO3BOJSIOT COPTHUPOBATH MAKEThl MO MPUHAMJICKHOCTH K HekoTopoi IP-cetw,
KOTOpast MOXKET TPAaKTOBATHCS KaK CETh MCTOYHHUKA ITaKeTa, WM KaK CeTh Ha3HaYCHHS MakeTa, MM Kak-THO0 WHade B
3aBHCHMOCTH OT TOTO, Kakas CIy>k0a HCIONB3YyeT NaHHBIH access list. JInsg ynpaBieHHS NMEHOBAHHBIMH CIIHCKaMHU
JIOCTYTIA HCTIONB3YIOTCS CIEAYIONINE KOMAaH bl B TIIaBHOM MEHIO KoHpuTypamnuu Zebra (config)# :

access-list <umsi> [<kommeHTapuin>] { permit | deny } {<ip-npedwmkc> | any }
Co3nate 3anuch B access list. KomMmeHTapuii spisieTcs HeoOs3aTeIbHBIM U IIpeJHa3HauCH
HCKITFOYUTENHHO IS yA0OCTBa aAMUHICTpHUpOoBaHus. Kpurepuem s 0TO0pa MaKeTOB SIBISIETCS THO0
npeuKC TOJCETH, coaepxamui ee IP-aapec u niuHYy Macku, JIMOO KITFOUEBOE CIIOBO any, O3HaJaromee
TOOYIO CETh.

no access-list <uma> [<komMmeHTapuii>] { permit | deny } {<ip-npedukc> | any }
Y nanuTh TaHHYIO 3aMUCh U3 access list.

no access-list <umMa> [<KoMMeHTapuii>]
Vnannutes JaHHBIN access list ETUKOM.

3amrcy B MMCHOBAHHBIX CIIMCKaX THIA access list CJICOAYIOT B TOM K€ IOPAAKE, B KAKOM OHH ObLIH BBCICHBI
II0JIB30BATCIICM.

[Ipumep. CnexyromniemMy CIIUCKY TOCTyIa COOTBETCTBYIOT Bce MakeThl ¢ afapecamu ot 10.128.0.0 mo 10.255.255.255:

access-list filter deny 10.0.0.0/9
access-list filter permit 10.0.0.0/8
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§4.3.2. IIpocTbie HyMepoBaHHBbIe access lists nakera Zebra

IIpocTbie HymMepoBaHHBIE CIHCKH JOCTYNa TO3BOJISIIOT COPTHPOBaTh MakeThl mo IP-ampecam, KOTOpble MOTYT
TPAaKTOBAThCS KaK UCTOYHHUK IMAKETa, WM KaK HA3HAYCHUC MAKeTa, WM KaK-TH00 MHAYe B 3aBUCUMOCTH OT TOTO, KaKas
ciyx0a UCTONIB3YeT NaHHBIN access list. HoMep crimcka moipkeH HaxoauThes B quamazoHe 1...99 wmm 1300...1999. Tns
yIOpaBlIeHUS! MPOCTHIMA HYMEPOBAHHBIMHM CIHCKAMHU JOCTYIA MCTONB3YIOTCS CIEAYIONMEe KOMaH/bl B TJIABHOM MEHIO
koH(purypanuu Zebra (config)# :

access-list <Homep> [<koMMeHTapuii>] { permit | deny } <ip-aapec> <wabnoH>

no access-list <Homep> [<koMMeHTapuii>] { permit | deny } <ip-agpec> <wWwabnoH>
Co3znaTh/ynamuTh 3amuch B access list. KoOMMeHTapuii sBIsieTCs Heo0sA3aTeIbHBIM U TIPpeTHA3HAYCH
HUCKIHOYUTCIBbHO IJIA ynO6CTBa AIMUHUCTPUPOBAHUS. KpI/ITepI/IeM JUI 0T6opa MNaKECTOB ABJIACTCA
MPUHAJICIKHOCTh K HCKOTOPOMY MHOKECTBY IP—aL[peCOB, KOTOPOC OoNpeACIsICTCA YKa3aHHBIM aJpe€COM U
1a0JIOHOM.

NNPUMEYAHUME Illa6non aapeca (wildcard bits), xak u IP-agpec, npencrasisier co0oit uncio mmHON 4 Oaiira,
NPE/ICTaBICHHOE B JECATHYHOW 00TOBOM HOTarmu. OHO COAEPKHUT JABOMYHBIE EAMHHIBI B TEX
OuTax, 3HAYCHUS] KOTOPBIX MOTYT BapbUpOBaThCs. MHOTIa MIa0JI0H HAa3bIBACTCS TAKKE UHEEpCUel
Macku; OJHAKO B 00IIeM cirydae 3To 0ojiee IIMPOKOE MOHATHE, IOCKOJIbKY HyJICBbIE/HEHYJICBbIE
OWTBHI MOTYT YepeaoBaThCs B HEM NIPOU3BOJIBHBIM 00pa3oM. [Ipumepsr:
— mabimon 0.0.0.7 cooTBeTCTBYET Macke muuHOM 29 omt (255.255.255.248);
— mabmon 0.0.0.3 cooTBeTcTBYET Macke mmuHou 30 omt (255.255.255.252);
— mabmon 0.0.0.5 He MOkeT OBITh ONMUCAaH HUKAKON Mackoil (B mociemHeM OaiiTe mOmycKaeTcs
n3menenne 0 u 2 OUTOB, HO HE JOIycKaeTcs u3MeHeHne o6uros 1 u 3...7).

access-list <Homep> [<komMeHTapuii>] { permit | deny } host <ip-agpec>

no access-list <Homep> [<komMeHTapuii>] { permit | deny } host <ip-agpec>
Co3znaTth/ynamuTh 3amuch B access list. Kpurepuem it oTOOpa MakeToB SABISAETCS OJUH (PUKCUPOBAHHBIN
[P-anpec.

access-list <Homep> [<koMMeHTapuii>] { permit | deny } any
no access-list <Homep> [<koMMeHTapuii>] { permit | deny } any
Co3naTh/ynaauTh 3amKch, MO KOTOPYIO TMOANANA0T MAKeThl ¢ T00bIMU [P-anpecamu.

no access-list <Homep> [<KOMMeHTapuii>]
YV nanute JaHHBIA access list ETNKOM.

3anmcu B HyMEPOBaHHBIX access lists CIEIyIOT B TOM e MOPSIIKe, B KAKOM OHH OBLITH BBEIICHBI TIOJIE30BATEIIEM.
H[!I/IMGQ. CJ'ICZIYIOHIGMY CIIHCKY JOCTYIIa COOTBETCTBYIOT BCC IMAKCThI C HCUCTHBIMU aIpeCaMUu BHUJa 10.x.x.x:
access-list 51 permit 10.0.0.1 0.255.255.254

§4.3.3. PacmimpenHbie HyMepoOBaHHbIe access lists nakera Zebra

Pacuiupennsle HymMepoOBaHHBIE CIHMCKH JOCTyIa MO3BOJIAIOT COPTUPOBATh MakeThl mo IP-agpecam mcTouHuka u
Ha3HaueHUs omHoBpeMeHHOo. Homep cmucka nomken Haxomuthes B nuamazoHe 100..199 wnm 2000...2699. ns
YIpaBlIeHUS] paCIIUPEHHBIMA HyMEPOBAaHHBIMU CIHCKAMHU JOCTYIIA WCIIONB3YIOTCS CIEAYIONME KOMAHIBI B TJIABHOM
MeHI0 KoHpuryparmu Zebra (config)# :

access-list <Homep> [<koMMeHTapuii>] { permit | deny } ip <WCTOYHMK> <Ha3HaYeHuEe>
no access-list <Homep> [<komMeHTapuii>] { permit | deny } ip <WCTOYHWK> <Ha3HayeHue>
CO3L[aTL/YI[aJ'II/ITL 3aI1UCh B access liSl. KOMMGHTapI/Iﬁ ABJISICTCA HeO6ﬂ3aTeJ‘ILHLIM 1 npeAHa3HauUCH
HUCKIHOYUTCIBbHO IJIA YZIO6CTBa AIMHUHUCTPUPOBAHUS. HcTouHuk u Ha3HaueHHE MaKeTa MOTYyT 6LITL
3aJ1aHbI B J'IIO60M n3 TpCX (I)OpMaTOBZ
<ip-appec> <wabnoH> coBOKymHOCTH 06a3oBoro IP-anpeca u mabaoHa, KOTOPHIM JODKEH
YAOBJIETBOPATHh aAPE€C UCTOYHUKA WM HAa3HAYCHHA, COOTBETCTBCHHO
host <ip-agpec> onuHOuHBIHN [P-anapec
any moboii IP-anpec
ITakeT COOTBETCTBYET HaHHOﬁ 3aImMCH, €CJIM U aIp€C NCTOYHUKA, U aAPE€C HA3HAYCHUA I10IIa1ar0T B
YKa3aHHbIC MHOXKCCTBA.

no access-list <HoMep> [<kOMMeHTapuii>]
YV nanute JaHHBIA access list ETNKOM.

3ammcu B HYMCPOBAHHBIX access lists CJICAYIOT B TOM K€ IMOPAAKE, B KAKOM OHU ObLIH BBCCHBI ITOJIB30BATCIICM.

IIpumep. [Mox HmxenpuseneHHoe npaswio (HoMmep 151) moxmagaer mo6oii Tpaduk, mockuraeMbrit u3 cetu 11.0.0.0 ¢
Mmackoi 255.0.0.0 B cets 12.0.0.0 ¢ mackoit 255.0.0.0:

access-list 151 permit ip 11.0.0.0 0.255.255.255 12.0.0.0 0.255.255.255
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§4.3.4. IlpocTtsie access lists NSG

IIpocTeie HymMepoBaHHEBIE access lists NSG mocTymHbl 4yepe3 y3en MeHro (config-nsg)# u mpemHa3HAYEHBI IS
HACTPOUKH OOBEKTOB, HAXOIAIIMXCS BHYTPU ITaHHOTO y37a. [Io CBOMM BO3MOXXHOCTSM OHH aHAJIOTHYHBI IPOCTHIM
HYMEPOBaHHBIM access lists makera Zebra, HO CHaOXeHBI Ooyiee THOKMM W YIOOHBIM HAaOOpOM KOMaHJ IS X
HACTPOUKH.

Jns ynipaBneHus access lists TaHHOTO THTIA UCIIOIB3YIOTCS CIICAYIOIINE KOMaHIbI MeHIo (config-nsg)#:

access-list std-ip <Homep>

no access-list std-ip <Homep>
Co3znate/penakTHpOBaTh U YAATUTH access list. IlepBas komaHaa co3naet access list ¢ 3alaHHBIM
HOMEPOM, €CJIM OH HE CYIIECTBYET, U BXOJUT B MCHIO ero KoH(purypauuu. Homepa CIiuCKOB MOTYT OBITh
B quana3onax 1...99 u 1300...1999.

3amucu B access list HyMEpyHOTCS M MOTYT BBOIWTHCSA B IPOHM3BOJBHOM TMOpsAKe. PemakTupoBaHue CIHCKA
ocyuecTBisieTcs B MeHIo (config-access-...-NN)# mpu moMoru cIrie Ayommux KOMaHI:

description <koMMeHTapuii>
BBecTu TekcTOBOE OIMMCaHNE (CTpOKa) JJIA JaHHOI'O access list. Ecin CTpOKa COACPIKUT np06em,1, OHa
JOJIDKHa OBITh 3aKJIFOYEHA B KaBLIYKH. MaKkcuMallbHas JUINHA OIIMCAaHUuA — 255 cuMBOJIOB.

add <npuoputer> { permit | deny } <IP-agpeca>

J106aBUTB/peJakTUPOBATH 3aMUCh B access list. [IpuopuTeT, OH e MOPSIKOBbIA HOMEp 3aITHCH,
ompeJessieT MOPSIOK CIIe0BAHNUS 3aMUCel B CIIMCKE M MOXET MPUHUMATh 3HaueHus ot 1 1o 10000.
IMapametp < IP-agpeca > omnpenenseT MHOXKECTBO IP-apecoB, Ha KOTOPBIE JOIDKHA IeHCTBOBATH JaHHAs
3aIMCh, U MOKET OBITh 3aIKMCAaH B OJHOM H3 CIEAYIOIUX GOPMATOB:

<ip-agpec> <wWabnoH> coBOKYIMHOCTH Oa3oBoro IP-anpeca u madnona (wildcard bits)

host <ip-agpec> oauHouHsbIi [P-angpec

any moboit [P-aapec
JlaHHbIi afipec MOXKET TPAKTOBAThCS KAK UCTOYHHK MaKeTa, MIIM KaK Ha3HaYeHUE MaKeTa, WK Kak-T1ubo
MHa4e B 3aBUCUMOCTH OT TOTO, KaKasi CIy)k0a UCTIONb3YeT JaHHbIi access list.

delete < npuoputer>
Y nanuTh 3ammuck ¢ 3aaHHBIM HOMEPOM U3 access list.

MINPUMEYAHUE Tlpu usmenenuu access list B mannoit Bepcun NSG Linux tpebyercs pecrapT Bcex 0OBEKTOB,
KOTOPBIE €r0 HCIOJIB3YIOT.

[pumepsl. HmwkenpuBeneHHas MOCae0BaTEILHOCT, KOMaH A co3faeT access list ¢ Homepom 37 u onumcanuem "My
access list":

access-list std-ip 37 remark "My access list"

access-list std-ip 37 add 10 permit 10.0.0.1 0.0.255.255
access-list std-ip 37 add 20 deny 12.0.0.5 0.0.0.0
access-list std-ip 37 add 13 deny 10.1.0.1

access-list std-ip 37 add 25 permit 10.0.0.2 0.0.0.255
access-list std-ip 37 add 17 permit 10.0.0.1 0.255.0.255
access-list std-ip 37 add 19 permit 13.0.0.1 0.0.0.255
access-list std-ip 37 add 13 deny 10.1.0.2

access-list std-ip 37 delete 19

CIMCcOK COEPIKUT IIATh 3alnceil, KOTOPhIe JeNaloT CIeIyIoiee, B COOTBETCTBIH C X IPHOPUTETAMHU:

3anmch 10 — momyckaet Bee anpeca una 10.0.x.x

3anmch 13— Gnokupyet aapec 10.1.0.2; 3amuck ¢ mpuoputeToM 13 BBemeHa 2 pasza, IO3TOMY MPUMEHSIETCS
MOCJIeIHUI BapUaHT

3anmch 17 — momyckaet aapeca Buaa 10.x.0.X, 32 HCKITIOUeHHEM 3ampenieHHoro panee (3amuck 13) 10.1.0.2

3amuchk 19 — BBe/ieHa, a 3aTeM ylaleHa, T.c. 00oJee B CIUCKE HE MPUCYTCTBYET

3amuck 20 — Omokupyet agpec 12.0.0.5

3amuch 25 — HUYero He Jenaert, Tak kak agpec 10.0.0.2 yxxe monymieH B 3anucu 10

Bce ocranpHble BapuaHThl OJIOKUPYIOTCS [0 YMOTYAHHUIO.
Crenyromas KOMaHaa yaajsieT Bech access list c HomepoM 37:

no access-list std-ip 37
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§4.3.5. Pacimiupennble access lists NSG

Pacmmmpennsie HyMepoBaHHEIC access lists NSG gocTymHbl uepes y3en MeHto (config-nsg)# u mpemaHa3HAYEHBI IS
HACTPOUKU 0OBEKTOB, HAXOASIIUXCS BHYTPU JaHHOTO y3Ja. [1o CBOMM BO3MOKHOCTSIM OHU aHAJIOTHYHEI PACITUPECHHBIM
HYMEPOBAHHEIM access lists Taketa Zebra ¥ MPeI0oCTaBIAIOT JONOTHATEIEHBIC KPUTESPUH ISl COPTUPOBKH ITAKETOB.

st ynpaBneHus access lists JTaHHOTO THIIA UCTIONB3YIOTCS CIEAYIOIIIE KOMaH 6! MeHto (config-nsg)#:

access-list ext-ip <Homep>
no access-list ext-ip <Homep>

Co3znaTe/penakTUpOBaTh U yIAIUTh access list. [lepBas komaHma co3aaet access list ¢ 3aJaHHBIM
HOMEPOM, €CJIM OH HE CYIIECTBYET, H BXOIUT B MEHIO €ro KoHpurypamnuu. Homepa CriucKOB MOTYT OBITH
B quana3zonax 100...199 u 2000...2699.

3amucu B access list HyMEpyrOTCS M MOTYT BBOJMTHCS B TPOM3BOJILHOM NOpsake. PemakTHpoBaHUE CIHICKA
ocyIecTBisieTcs B MeHIO (config-access-...-NN)# mpu oMoy clieayomuX KOMaHI;

description <koMMeHTapuii>

BBectu TekcToBOE OMUCaHUe (CTPOKA) ISl TAHHOTO access list. Ecam cTpoka colep:KUT MpooOessl, oHa
JIOJDKHA OBITH 3aKJTIOYCHA B KABBIYKH. MaKcHMalbHas JITHHA OMMUCAHUS — 255 CHMBOIIOB.

add <npuoputeT> { permit | deny } <npoTokon> [<napameTpbl_npoTokona>] [tos <Tun_cepsBuca>]

Jlo0aBuUTE/peaaKkTHPOBATH 3aMUCh B access list. [IpuopuTeT, OH e MOPSIAKOBBIN HOMEp 3allUCH, ONPEIes-
€T TIOPSIIOK CIIeJIOBAaHUs 3aluced B CIIUCKE U MOXKET NMpUHUMAaTh 3HaueHus oT 1 1o 10000. U3 octanbHbIX
HapamMeTpoB 00s13aTENBHbIM SIBISETCS TOJIBKO IPOTOKOJ, KOTOPBIH YKa3bIBaeTCsl IMO0 HOMEPOM, JIMOO KIIFO-
YeBBIM CIIOBOM ip, tcp, udp uiu icmp. 3a HUM ciexyeT Habop mapaMeTpoB, COCTaB KOTOPOTO 3aBUCHT OT
BBIOPaHHOTO IPOTOKOJIA. YacTHBIE CiTydan Il pa3IMYHbIX IPOTOKOJIOB CM. HUXKE.
[Mocnennuit napametp tos mo3BossieT copTUpoBaTh MakeTsl o 3HayeHusiM nons ToS (DiffServ) B 3aro-
noBke [P-makera. B nanno# Bepcnu NSG Linux mapamerp MOXeT IPUHUMATh TOJIBKO (PUKCHPOBAHHEIE
3HAYEHHA U3 CIEAYIOIIETO CIHCKA:

minimize-delay Cepsuc Minimize Delay (ToS=8)

maximize-throughput ~ Cepsuc Maximize Throughput (ToS=4)

maximize-reliability Cepsuc Maximize Reliability (ToS=2)

minimize-cost Cepsuc Minimize Monetary Cost (ToS=1)

normal-service Cepsuc Normal Service (ToS=0), 3HaUeHNE MO0 YMOITIYAHUIO
CMenanHble 3HAYEHHS 3aIPEIICHBL.

delete < npuoputeT>

Y nanute 3aruck ¢ 3aJaHHBIM HOMEPOM M3 access list.

Jis pa3nTMgHBIX IPOTOKOJIOB KoMaHAa add mpuHUMAaeT CieIyIoNInil BU:

add <npuoputet> { permit | deny } ip <UCTOUYHMK> <Ha3HauyeHwme> [tos <Tun_cepBuca>]

3anuch OTHOCUTCS KO BceM [P-nmakeram He3aBUCMMO OT MPOTOKOIIA, HHKaNcynupyemoro B IP. IIpu atom
nmapaMmeTpsl <UCTOUYHUK> B <Ha3HayeHue> oTpeAeIIoT qBa MHOXecTBa [P-anapecoB (source addresses u
destination addresses, COOTBETCTBEHHO), Ha KOTOpBIE JOJDKHA IEHCTBOBATH MaHHAs 3amuch. O0a 3Tn
mapameTpa MOTYT OBITh 3aIMCaHbI B OJHOM U3 CIICAYIOMHNX (GOPMAaTOB:

<ip-appec> <wabnoH> coBokymHOCTH 6a3oBoro IP-anpeca u mabnona (wildcard bits)

host <ip-agpec> onuHouHBIHN [P-aapec

any moboii IP-anpec
OTH Ba MapameTpa SBISOTCS 0053aTeIbHBIMU M MOTYT OBITh 33JJaHBI TOJILKO Mapoi.

add <npuoputeT> { permit | deny } icmp <MCTOYHWMK> <Ha3HayeHwe> [icmp-type <0...255> [icmp-code <0...255>1]

[tos <Tun_cepBuca>]
3anmch OTHOCUTCS TOIBKO K makeTam ICMP. B cricke nmapameTpoB, mocie ods3aTenbHbix [P-anpecos,

MOKHO yKa3aTh Takke THUI U KoJ makeToB ICMP.

add <npuoputeT> { permit | deny } udp <MCTOYHWMK> [<nOpT>] <Ha3HayeHue> [<nopT>] [tos <Tun_cepsuca>]

3anmch OTHOCUTCS TOJIBKO K makeTam UDP. B crimcke mapameTpoB, moMuMo o0si3aTeNbHbIX [P-anpecos,
MOYKHO yKa3aTh Takke Homepa noproB UDP mcTtounrka u Ha3HAYEHHA, B OTHOM U3 CIEIYIONHX (POPMATOB:

eq <0...65535> OJMH YKa3aHHBIA HOMEp MopTa

neq <0...65535> BCE HOMEpa MOPTOB, KPOME YKa3aHHOTO

It <0...65535> BCE HOMEpa TOPTOB MIIAJIIIE YKa3aHHOTO (MCKITIOYUTEIHHO)
gt <0...65535> BCE HOMEpa MOPTOB CTapile yKa3aHHOTO (MCKIIOYUTEIHHO)
range <0...65535> <0...65535> BCE HOMEpa MOPTOB B yKa3aHHOM JUala3oHe

nrange <0...65535> <0...65535> BCE HOMEpAa IIOPTOB, KPOME YKa3aHHOT'O AHUAaIa30Ha

Ecmm HOMCD IopTa (I/ICTO‘IHI/IKa nim Ha3Ha‘leHI/I${) HC yKa3aH, 3alliChb ﬂeﬁCTByeT Ha MAKETHI C TI00LIM
HOMEpPOM MopTa.
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add <npuwoputet> { permit | deny } tcp <WCTOYHMK> [<NOPT>] <Ha3Ha4yeHue> [<nopT>] |
[syn {1|0}] [ack {1]0}] [ fin {1]0}] [ rst{1|0}] [urg {1|0}] [ psh {1]|0}] [tos <Tun_cepBuca>]
3anuck OTHOCUTCS TOJIBKO K makeTaM TCP. B crucke mapaMeTpoB, moMuMO 00s13aTeNbHBIX [P-anpecos,
MOXHO yKa3aTh Takxe Homepa noptoB TCP uctounnka U Ha3HaYeHUs, Kak U 17 npoTokoia UDP.
IMomumo 3TorO0, I ipoTokosia TCP MOKHO yKa3aTh TaKkKe HAIMYKE (IIaTOB, ONPEACIISIONINX COCTOSTHHE
TCP-coenunenns. EnnHuIIa COOTBETCTBYET YCTAHOBICHHOMY (DIIary, HOJIb — CHATOMY. [Ipu oTCYyTCTBUH
yKa3aHWs Ha KakoW-Tr00 Jiar oH He MpoBepseTCs,

add <npuoputet> { permit | deny } <0...255> <UCTOYHMK> <Ha3Ha4yeHue> [tos <Tun_cepsBuca>]
3amuce oTHOCUTCS K [P-makeTaM ¢ yka3aHHBIM HOMEPOM IIPOTOKOJIA, HHKAMCyaupyemoro B IP. B uactHocTH,
1=ICMP, 6=TCP, 17=UDP; ognako mpu TakoM GpopMaTe KOMaH/Ibl, B OTIIMYHE OT PUBEICHHBIX BHIIIE, HE
JIOTTyCKAIOTCs Crienu(uuecKue mapamMeTpbl, OTHOCSIIIECS K JaHHBIM MPOTOKOIaM. CITHCOK MPOTOKOJIBHO-
3aBHCHMBIX [IapaMETPOB B TAHHOM CITydae MOKET COJIepKaTh ToNbKo [P-afpeca nCcTOUHNKA M Ha3HAYCHUSL.

IMpumep ucnomszoBanus ¢uraros TCP:

nsg
access-list ext-ip 100
add 1 deny tcp any any syn 1 ack 0 fin 0
add 2 permit tcp any any

JlanHOoe mpaBWIIO BBIACISET MakeThl, maHuIUupyomue TCP-coennaenne — ¢ ycranoBieHHBIM (piarom SYN u He
ycranoBneHHIME ACK u FIN. Jlamee, UCmonb3ys 3TO MPaBHIO, MOKHO 3a0JIOKUPOBAThH 3allpOChl HA YCTaHOBIICHUE
TCP-coenuHeHnit B OmNpeAeieHHOM HampasieHuH. [IpenmosokuM, Hampumep, dto K mopty ethO ycTpoiictBa
MOJIKJIIOYEHA JIOKaJbHas ceTh oduca, a K mopTy S1 — ceTh mocTraBHIMKa YCIyr. XOCTHl M3 ceTu oduca IOIDKHBI
ycranaBiauBaTh TCP-coenuHeHus ¢ BHEITHUM MHpOM Oe3 orpaHndeHuid. XocTaM k€ W3 BHEITHET0 MHpa pa3pelieHo
TOJIKO OTBEYAaTh Ha 3aIPOCHI, IOCHUIATh MAKETHI JAHHBIX 110 YCTAHOBICHHOMY COEAMHEHHIO U Pa3pbIBaTh COCAUHEHHUE;
WHHUIUMPOBATh COEIMHEHHsI C XOCTaMH BHYTPEHHEH CETH OHMW He JOJDKHBL s sTod menu QuibTp MOIKIIOYaeTCs
CIIEAYIOLINM 00pa3oM:

nsg
port s1
access-group transit input 100

(ITompobuee o BrmoueHnn [P-punbTpoB cm. §4.9.)

B pesymnpTare momydaercs tpedyembrii dpdexT "momymnpospadHoro 3epkana’. JlaHHAs CHUTyalns OTYACTH CXOXa C
TeM, 4TO uMeeT Mecto nipu [P-mackapaaunare u Source NAT: X0CTbl BHYTpEHHEH CETH CTAHOBSITCSI HEJAOCTYITHBIMU 3
Wurepner. OxHako WMcronb3oBaHWE (QUIbTpa Ul 3TOH LENM HMEET JBa NPUHLIMUIHANBHBIX OTJIMYUS: &) IPaBHIO
¢unbTpanuu otHocuTes Toabko K TCP-coenuuenusm; 6) IP-anpeca 1 Homepa NOpPTOB HE U3MEHSIOTCS.

§4.3.6. Cnincku nocryna tuna prefix lists

Crmcku noctymna THIa prefix lists TpUMEHAIOTCA AT (QUIBTpaMK MapIIPyTOB, TONYYEHHBIX MO MPOTOKOJIAM
TUHAMAYECKON MapIIpyTHU3aIliH, W HCIOJIB3YIOT HECKOJIBKO HHOW HAbOp KpUTEpHEB, 4eM access lists. OHU TMO3BOISIIOT
YCTaHOBHUTH OTHENBHO nuama3oH I[P-aapecoB u oTaenpbHO — TpeOoBaHMA K JUIMHE Macku. MOXHO yKa3aTh
MaKCHUMAaIbHYIO JIHHY, WM MAHUMAJIBHYIO, FJIM 00a OTpaHHYEHHUS OTHOBPEMEHHO. TakuM 0Opa3oM, OHH IO3BOJISTIOT
pazlensaTh MapIIpyThl K MOJCETSIM PA3HOTO pa3Mepa BHYTPU HEKOTOPOH 3aJaHHON CETH.

3amucu B CIIMCKE ynopdaaodeHbl 1O HOMEpaM (HpI/IOpI/ITeTaM) U pacCMaTpUBAKOTCA IMOCICAOBATCIIBHO, OT
HaUMCHBIINX HOMCEPOB K HaHOOJIBIIKM. KpOMe TOTO, CIIMCKU OTOT0 THUIIA MPEAOCTABJIIAIOT JOMOJHUTCIbHBIC
BO3MOXKHOCTH, TAKUEC KaK YUCT CTATUCTUKHU U T.II.

Jnst ynipaBneHust prefix lists UCTIONB3YIOTCS CIIEAYIOIIE KOMaH bl B TIIaBHOM MeHIO KoHurypauun Zebra (config)# :

ip prefix-list <uma> { permit | deny } <ip-npedukc> [ ge <min>] [ le <max>]
ip prefix-list <uma> seq <1..4294967295> { permit | deny } <ip-npedukc> [ ge <min>] [le <max>]
Co3znate KpuTepui, BXOISIMUN B prefix list. [lapaMeTpsl KOMaH/IbI:
<ums> CumBosmaeckoe uMs prefix list.
<1...4294967295> IlopsAKOBBIA HOMEp JAHHOM 3amucH B cHcke. Eciy HoMep He yKa3bIBaeTcs, TO
3aIiCH aBTOMaTHYECKH [TPUCBANBACTCsl HOMEP, KPAaTHBINM 5 1 O0NbIINii mocien-
HEro CyIIECTBYIONIETro HoMepa. Ecim HoMep ykasbIBaeTcs SIBHO, TO OH MOJKET
OBITh JIIOOBIM, B T.4. HOBBIE 3aIIUCH MOT'YT BCTaBIIITHCS] HA HEUCIIOIb3YEeMbIC
HOMepa MEXIy CyIIECTBYIOIINMH.

<ip-npedwvkc> bazossrit [P-ipeduke monceru (B popmate a.b.c.d/n), k KoTopoit momkeH
TIPUHAJICKATH/HE IPUHAICKATH pACCMaTPUBAEMBIH MapIIPyT.
ge <min> MunuManbHas 1JuHa Macku. YToOBI ITaKkeT COOTBETCTBOBAJ JAHHOM 3aIHCH,

JUTHHA MacKH B pacCMaTPHBAaEMOM MapIIpyTe J0JDKHA OBITh HE MeHee (greater
or equal), 9eM yKa3aHHasl.
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le <max> MaxkcumaibHast JauHa Mackd. YToOBI ITaKeT COOTBETCTBOBAJ JaHHOM 3aIHCH,
JUTHHA MacKH B pacCMaTpUBaeMOM MapIIpyTe J0DKHA OBbITh He Ooitee (less or
equal), 9eM yKa3aHHas.

JlnnHa Macku, yka3zaHHas B pedukce, U ABa MOCIEIHUX MMapaMeTpa JOJDKHBI YAOBIETBOPSATH COOTHOIIEHHIO:
n < min £ max

Topsmok clieqoBaHus MapaMeTpoB ge <min> u le <max> MOoKeT ObITh JII00BIM. JIOIyCKaeTCs UCIIOIb30BaTh OIUH
WM 00a mapamerpa, WM He HCIOJb30BaTh UX BOBce. ECiy HU OJUH U3 MapaMeTpoB HE MCHOJB3YETCs, TOra, YTOOBI
MaKeT COOTBETCTBOBAN JAHHOMW 3aIliCH, JJIMHA MACKH B PACCMATPUBAEMOM MapUIPyTe JOJDKHA ObITh B TOYHOCTH paBHA
yKa3aHHOH B mpedukce.

Ecmu cozmaercs HOBast 3amich, B TOYHOCTH COBIIAJAIONIAs C CYIIECTBYIONIEH, HO UMEIOIast Apyroi Homep, OyaeT
BBITAaHO cooOmeHne 00 ommOke. OJHAKO €CIM W HOMEpP, W BCE MapaMeTphl HOBOW 3allUCH COBMANAIOT C
CYIIECTBYIOIIEH, 3TO OMIMOKOW He cunuTaeTcs. ECIu co3aeTcss HoBas 3aliCh C CYIISCTBYIOIUM HOMEPOM, HO APYTUMHU
mapamMeTpaMu, TO OHA 3aMEHSIET CO00H CYIIECTBYIOIIYIO.

no ip prefix-list <uma> { permit | deny } <ip-npedukc> [ le <makc.annHa>] [ ge <MuH.anvHa>]

no ip prefix-list <uma> seq <1...4294967295> { permit | deny } <ip-npedwukc> [ le <anuHa>] [ ge <anuHa>]
VY nanmuTh CymecTBYIONIYIO 3aImuch U3 prefix list. [TapaMeTpbl KOMaHIBI TOJDKHBI B TOYHOCTH COBIAIATh C
rapamMeTpamMu, yKa3aHHBIMH IPU CO3/IaHUU 3TOM 3aIMUCH.

no ip prefix-list <umsa>
Y nanute DaHHbBIN prefix list IemuKoM.

ip prefix-list <umsi> description <onucaHne>

no ip prefix-list <uma> description [<onucaHue>]
CO3L[aTL/YI[aJ'II/ITL onucanue 3anucu. Onucanue HCIOJBb3YCTCA I YIIOGCTBE[ AIMUHHUCTPUPOBAHUA U HE
OKa3bIBACT BJIMAHHUA HA pa60Ty CHUCTEMBEI. HpI/I yYAaJIeHUU OITUCaHus MOBTOPATH €TI0 MOJHOCTBIO HE
Tpedyercs.

ip prefix-list sequence-number

no ip prefix-list sequence-number
BxIII09HMTE/BBIKITIOUNTE BBIBOJT IOPSAKOBBIX HOMEPOB MPH MPOCMOTpE prefix lists. [1o yMomdanuto,
MOPAAKOBBIC HOMEpPA BBIBOJAATCH.

Jns mpocMoTpa cymiecTByOmMX prefix lists v nHGOpMau 00 MX UCIIOIb30BAaHWU HPETyCMOTPEHBI CIIETYIOIINE
KOMaH 1l ShOW B MEHIO OOBIYHOTO MJIHM TIPHUBHUIIETHPOBAHHOTO PEXUMA:

show ip prefix-list [<ums>]
BriBectu Bee prefix lists, onpeieeHHbIE B CHCTEME, JTH00 prefix list ¢ yKa3aHHBIM HMEHEM.

show ip prefix-list <uma> seq <1...4294967295>
BriBecTn ykazaHHYIO 3aITUCH prefix list U CTATUCTUKY €€ UCTIOB30BaHusI.

show ip prefix-list <umsi> <ip-npedwmkc> [ longer | first-match ]
BeIBecTH BCe 3aMicu ¢ yKa3aHHBIM Npe(UKCOM, BXOJSIIIE B TaHHBIN prefix list. ECIU NONOIHUTENBHO
yKa3aH K04 longer, BBIBOISTCS BCE 3aIMCH, B KOTOPBIX MCIOIB30BaH TOT e aJpec CeTH, a JUTMHa
npedukca OobIle WK paBHA YKa3aHHOW. Eciu monmomHUTENnbHO yKazaH kimod first-match, To BeiBoguTcs
TOJIBKO MEpBasi 3aMUCh C TAaHHBIM NPE(PUKCOM U CTATHCTHKA €€ UCTIOIb30BaAHHS.

show ip prefix-list summary [<ums>]
BriBecTn kpaTkue cBeeHHs 000 BceX prefix lists, ONPENEICHHBIX B CUCTEME, THOO0 0 prefix list ¢
yKa3aHHBIM HMEHEM.

show ip prefix-list detail [<ums>]
BriBecTr OTHOCTHIO Bee prefix lists, onpeielieHHbIe B CHCTEMe, JIN00 prefix list ¢ yka3aHHBIM UMEHEM, a
TaK)Ke CTATUCTHUKY MCIIOIB30BAHMS KXKOH 3aIUCH.

Jst cOpoca CTaTUCTHKH prefix lists mMpeaycMOTpeHa CleAyloImue KOMaHAbl clear B MEHI0 MPUBUIIETHPOBAHHOTO
pexHMa:

clear ip prefix-list [<uma>]
OOHYIUTH CYETIUKH BCeX prefix lists, onmpeneNeHHbIX B CUCTEMe, JIH00 prefix lists ¢ yka3aHHBIM UMCHEM.

clear ip prefix-list <umsi> <ip-npedwmkc>
OOHYIUTH CYETINKH BCEX 3aIMCei yKa3aHHOTO prefix list, comepKanux JaHHBIN npeduKc.
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§4.4. IlpaBuiia npeoOpa3oBaHust MapLIPYTOB (route maps)

[IpaBuia mpeoOpa3oBaHus MapIIPYTOB (route maps) — €Ilie OJUH YHUBEPCATbHBIN HHCTPYMEHT, MPeIHA3HAUYCHHBIN
JUIsl TOHKOW HacTpouku [P-mapmipyTtuzanuu. Route map npeactapiseT coboi GUIBTP, MO3BOJLIIONIMA H30HPATEITHHO
MIPUMEHSTh ONpeeNICHHbIC NEHCTBHA K OIpeaesieHHBIM MapiipyTtaM. OH HCHOJB3yeTCsl MPHU UMIIOPTE MapUIpyTOB U3
OJITHOTO TPOTOKOJIA MapUIPYTHU3alUN B JAPYTOH; C €ro MOMOIIBI0 BO3MOXKHO YCTAHOBUTH T€ aTPUOYTHI MapuipyTa,
KOTOPBIE SBIISIOTCS CHEIM(PUIECKUMU JJIs1 HOBOTO IIPOTOKOJIA.

ITpaBUIO COCTOMUT U3 OJHOW WIIM HECKOJBKHX 3aIUCeH, YIIOPSAOUSHHBIX 10 puopurteTaM. [IJist co3nanus route map
HCTIONIB3YETCS CIIEAYIoIas KOMaHa B TIIaBHOM MeHI0 KoHpuryparmu Zebra (config)#:

route-map <ums> { permit | deny } [<npuopuTer>]
Co31aTh B yKa3aHHOM IIPaBHIIE 3aITUCh C YKa3aHHBIM MPHUOPUTETOM, €CITH OHA HE CYIIECTBYET, U TIepeHTH
B MEHIO €€ KOHPUTYPAIIHH.
Bropoit napameTp omnpezenseT npuMeHeHUE TaHHOU 3aITUCH:
permit  Eciu MapmipyT cOOTBETCTBYET KpuTepusiM match manHoit 3amucu, 00padoTaTh €ro B
COOTBETCTBUU C MHCTPYKIUsIMU Set. Eciu He cOOTBETCTBYET, NPOAOKUTE IPOBEPKY MO
3aIMUCsM TAaHHOTO TPaBmiIa ¢ 00JIee HI3KUM MPUOPHUTETOM.
deny Ecnu MmapmipyT cooTBeTCTBYET KputepusiMm match nanHoit 3amucu, He 00pabaThIBaTh €To U
HE TIPOBEPSITH M0 OCTAIBHBIM MpaBUJIaM C TJaHHBIM UMeHeM. MHCTpykiuu set naHHoH
3aKUCH UTHOPUPYIOTCSL.
Ecim MapmpyT He COOTBETCTBYET HU OJHOH 3aIMCH C JaHHBIM HMEHEM, OH He 00pabaTbIBaeTCs.
[Tocneanuit mapameTp ornpeaesseT MECTO JaHHOM 3amucH B clIUCKe. UeM MeHbIIIe 3TOT apaMeTp, TeM
BBIIIIE IPHOPHUTET 3aITHCH.

BHUMAHUE B oTnuume OT CcNHMCKOB JOCTyMa, Uil MPaBWI MPeoOpa3oBaHHS MapIipyTOB IO yMOJTYaHHUIO
npuHUMaeTcss TpaBwio deny any. Muade roBops, ecnmu komanma redistribute cceimaercs Ha
OTCYTCTBYIOIIIEE MIPAaBUIIO, TO TAaHHBIN MapHIpyT He 0OpabaTEIBacTCA.

Janee B menro (config-route-map)# ompenensroTcsi KpUTEpUH, 1O KOTOPHIM CIEIyeT HpPOBEPSTh MapLIPYTHI
(xomaHzBl match) W nelcTBUA, KOTOpBIE CleAyeT NpeAnpuHATh (KomaHabl set). OOmuMu a7 BceX MPOTOKOJIOB
SIBIISIFOTCS] KOMAH/IbI:

match interface <umsa>
PaccmarpuBaemslii naket RIP nomxen BeixoauTs u3 Mapmpyrtusatopa NSG uepes yka3zaHHBII
nnTepdeiic. B nanHo# peannzanyy KoMaH1a JOMYCKaeT YKa3aHHUE TOJBKO OJJHOTO BBIXOJIHOTO
unrepdeiica.

match ip address <access_list>
CeTb Ha3HAUYECHUSA U AaHHOT'O MapuipyTa JOJIKCH 6LITL pas3pciicHa yKa3aHHbIM CIIMCKOM JOCTYyIIa.
KOMaHI[a MOXKET UCIIOJIB30BaTh J'HO6OI71 HYMepOBaHHLIﬁ WM UMEHOBAHHBINA CITUCOK A0CTymna.

match ip address prefix-list <prefix_list>
KoMaHna aHanorudnaa npenpiayIiei, Ho UCIONB3YET CIIMCOK JOCTYyTA TUTa prefix list BMecTo access list.

match metric <0...4294967195>
MapuipyT J0JKE€H UMETh YKa3aHHYIO METPHUKY.

INPUMEYAHHUE B ormuume ot peanmmszanuu Cisco, mpaBwia route map npuMmeHsiorcss B NSG Linux He mpu
BHECEHUW MapuipyToB u3 BXoasammx coobmenuit RIP u OSPF B nokampHyo TaOIHITy
MapIIpyTU3aIUH, a TIPU TCHEPAIUU UCXOSIIUX COOOMICHUI Ha OCHOBE UMEIOIICHCS TaOIHUIIBL.

set metric <0...4294967195>
B rcxomsamux cooOIEeHns X YCTaHOBUTD JUISl JAHHOTO MapIIpyTa YKa3aHHYIO METPHUKY.

MINPUMEYAHUE JInanazoH AOMyCTHMBIX 3HaUYCHUH MapaMerpa B kKomaHmax match metric m set metric BeiOpan u3
COOOpaKeHMIT COBMECTUMOCTH CO BCEMH MPOTOKOJIAMU MapIipyTu3anud. OTHAKO TPUMEHHTEIBHO
K KOHKPETHBIM IPOTOKOJAM OH MOXET OBITh JoJice Y3KUM. Tak, IpU HCIOIh30BAHUHU MPOTOKOIA
RIP 3navenus 6oJbie 16 He UMEIOT CMBICIA.

I[pyrI/Ie KOMaH/IbI match u set sBnsrorcs CHGIII/I(l)I/ILIeCKI/IMI/I JJIA KOHKPETHBIX IMPOTOKOJOB MapuipyTu3daiuud H
PacCMOTPCHBI B COOTBETCTBYIOIIUX pa3JCiaX JaHHOTO JOKYMCHTA.

Jlnst ynanenus route map ACTIONB3YIOTCS CIIEIYIONIME KOMaHIbl B TIABHOM MEHIO KoH(puryparnuu Zebra (config)#:

no route-map <umsa>
no route-map <ums> { permit | deny } <npwuoputeT>
HepBaﬂ KOMaHJa yAaJsICT MPaBUJIO LECJIUKOM, BTOPpAasA — TOJIBKO YKAa3aHHYIO 3allMCh.
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§4.5. IIporokoa RIP

[Iporpammuoe obecrieuenne NSG Linux noaiepxuBaeT MpoToKoJ JUHaMuueckoi Mapiupyrusanuu RIP Bepenii 1 u 2.
B pamkax QaHHOTO HPOTOKOJA KaXKIBI MapIIpyTH3aTOp PacChUIaeT CMEXHBIM MapIIpyTH3aTOpaM cooOmmeHus o0
W3BECTHBIX €My CEeTAX W METPUKAaX MapIIpyTOB JO0 OTHX CETeH B COOTBETCTBUU CO CBOCH TEeKyIIeHd TabmuIei
MaplpyTu3anuyd. JTa HH(GOpPMALUs MOXXET OBITh Kak IIOJydeHa CpeAcTBaMH caMmoro mnpotokonma RIP, tak u
UMITIOPTHPOBAHA U3 APYTHX UCTOYHUKOB (TaOMUIBI MapUIpyTH3anuu B siape Linux, TabnuIp! CTaTHIECKUX MapLIIpyTOB.
JPYTHX MPOTOKOJIOB TUHAMHUYECKOIN MapIIpyTH3ALUHN).

Mapmipytuzarop, mosyauBmui coobOmenne RIP, cmepser mosnydeHHyr0 WHOOpMAIHUIO CO CBOCH TaOimei
MapIIPyTU3allud U BBIYHUCISICT MAPIIPYT ¢ HaUMEHbBIICH MeTpukoil. [Ipomeaypsl co3maHus, U3MCHCHHUS M yIAJICHUS
3amucedl B TaONWIle MapIIpyTH3alUd PETrJIaMEHTHPOBAHBI TaKHMM 00pa30M, YTOOBI TapaHTHPOBATh CXOIMMOCTH
MapIIpyTOB B MacITade BCei CeTH 3a KOHEYHOE BpeMsl.

MNPUMEYAHUE Pacceuika coobmiennit RIP mpowmsBoautcs B Bume UDP-mgararpamm ¢ mopTaMu MCTOYHHKA H
HazHayeHus 520. VckimoueHueM SBISIOTCS TONbKO 3ampockl RIP, KoTopeie MOTYT OTChUIATHCS C
JMOOOT0 TMOpTa, W OTBETHl HAa HHUX, KOTOPHIC IOJDKHBI OBITh aJpECOBaHBI Ha TOT XK€ IMOPT, C
KOTOPOTO TIOIYUEH 3ampoc. ITO HEOOXOAMMO YIUTHIBATh MIPH HACTPOHKE (QHUIBTPOB.

IIpotokon RIP oTHocuTcs K BHYTpeHHMM TipoTokojiam Mmapmpytm3anuu (Interior Gateway Protocol, IGP) u
npefHa3Ha4YeH Ui HCIHOJb30BaHUS BHYTPH aBTOHOMHBIX cucTeM (AS). Ilo cpaBHEHHIO C JAPYrUMH MPOTOKOJIAMHU
JMHAMHYECKOW MapIIpyTU3alii, OH XapaKTepH3yeTCsl CIACIYIOINMHI 0COOCHHOCTSIMU:

— OTHOCHTENBHO IPOCT M MEHee TpeOoBaTeNIeH K BEIYMCIUTENEHBIM pecypcaM.

— Ilpuromen s cucteM OrpaHMYEHHOrO pa3Mepa, B KOTOPBIX MapIIpyT MEXKAY JTIOOBIMHU JBYMS CETSAMH IIPOXOAUT He
Gostee yeM uepe3 15 MapIIpyTH3aTopoB.

— Ilpu oTKa3e Ha OJHOM M3 YYacCTKOB CETH B KPYIHBIX CHCTEMaX IEpecTpoiika BCeX MapIIPYTHBIX TaOJHIl MOXKET —
10 KpaiiHel Mepe, TEOPEeTHYECKN — 3aHSTh T0CTATOYHO OOJIbIIE BpEMSL.

— Kaxaplii MapmpyT WM y4acTOK Mapuipyra UMeeT (MKCHPOBAHHYIO METPHKY; METPHKa HE MOXKET YYHTHIBATh
TEKYIIYIO CTEIEeHb 3arpy3KH, BEIWYHMHY 3aJCp)KKH ITaKEeTOB MJIM JIPyrde MapameTphl MapuipyTa, U3MepsieMble B
pEaIbHOM BPEMEHHU.

OcHOBHOE TIpakTHUYeCKOe pasznuune Mexay Bepcusmu RIP 1 u 2 cocrout B Tom, uto RIP vl He mpemycmarpuBaeT
nepenady MacKu MOJACETH Ha3HAYCHHUS, JJIMHA MacKa OTpeeNsIeTcs aBTOMATHISCKH Ha OCHOBAaHUM Kitacca cetu (8, 16
nnmm 24 6uta). RIP v2 mo3Bossier mepeaaBaTh MOJHOE ONMKCaHUE MPOU3BOJBHOWM IP-ceTH, cocrosiiee u3 ee agpeca u
mackn. Kpome toro, RIP v2 mpemycmarpuBaeT mepemady ajpeca CIEAYIOImEro ysjia Ha Mapupyre (next hop),
JIOTIOJTHUTENIBHOTO Tera MapiipyTa, a TakKe ayTeHTU(PHKAIMIO0 coo0meHni. [ peryaspHoi pacChUlKi MapIpyTHBIX
tabmun B RIP v1 ucnons3yrores mmpokoBemmaTenbHble coobmmenus (broadcast), B RIP v2 — rpynmossie (multicast,
OHH K€ anycast).

Peanmzanns RIP B nannoit Bepcun NSG Linux umeer ciegyromue orpaHHYeHUS:
— HecMmexnbie Macku noficeteit (non-sequential netmasks), nomyckaemsie RIP v2, He moepxuBaroTCsL.

BHUMAHHUE Komanner Hactporiku RIP B NSG Linux B 1enmoM BechMa ONH3KHM K KOMaHIHOMY SI3BIKY
MapmpytuzatopoB Cisco Systems, 0JHAKO HE TOKICCTBEHHBI WM. MeeTcs psii CyIIEeCTBEHHBIX
OTNINYMKA B opMaTe MapaMeTpoB, 3HAYCHHUAX IO YMOJTYaHHIO W T.N. Hamboisiee cyiecTBEHHBIC
OTJINYHSI BBIJICJICHBI HIDKE IO TICPKUBAHUEM.

BHUMAHUE [Ipexxne yem mpucTynaTh K HacTpoiike ciyx0b1 RIP, HeoOXoauMo yOenuThCs, YTO OHA BKJIFOUCHA

B MCHIO CHUCTEMHBIX CITyXO0:

(config-nsg)# services rip enable
Ecnm oHa oTkITIOUeHA, HEOOXOIMMO BBECTH YKA3aHHYIO KOMaHIY, COXPaHUTh KOH(PUTYPAIHIO U TIepe-
3arpy3uTh YCTPOHCTBO; TONBKO MOCIE ATOTO MOXKHO NPHUCTYNATh K HACTPOWKAM, OIMCAaHHBIM HIKE.
[Tpu octaHoBke ciryx0b61 RIP komManoi

(config-nsg)# services rip disable
BCE MapaMeTpbl KOH(PHUTYpalluy, CBSI3aHHBIC C HEH, YTPAYMBAKOTCS NP OYCPEIAHON KOMaHe Write
file ¥ HE MOTYT OBITH BOCCTAaHOBIICHEI.

BHUMAHUE Jyist paboTHI MPOTOKOJIOB IMHAMUYECKON MapLIpyTH3alluK Ha HHTepdeiicax "Touka-Touka" cie-
JIyeT SIBHO yKa3bIBaTh B KOH(Urypauun unrepgeiica IP-anpec ynanéunoi cropoHsl, HapuMmep:
I
nsg
tunnel ip 1
ip address 1.2.3.5/32 peer 1.2.3.6
exit
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§4.5.1. O6mme napamerpsl ciayxob1 RIP

Jlns akTuBaImu/ne3akTUBauy cry>k0b1 RIP rcmons3yroTes ciaeayronme KOMaHabl B TIIABHOM MEHIO KOH(pHUTypanun
Zebra (config)# :

router rip AxrtuupoBatb ciyx0y RIP (ecau oHa He akTHBHA) U IEPEHTH B MEHIO €€ HACTPOMKH.
no router rip JlesaktuBupoBats ciyk0y RIP (HO He ocTaHaBIMBATh €€ MOJIHOCTHIO).

JanbHeiimee ynpasnenue cinyx6oii RIP nponssonurcs nz mento (config-router)#. i nactpoiiku ciyx0st RIP B
LIEJIOM TIPEYCMOTPEHBI CIIeTyIOLIHE KOMaHIbl:

version{1|2}
Hcnonp3oBate RIP v1 wnu v2, eciiu HHOE HE YKa3aHO Ui KOHKpETHOTO nHTepdetica. [1o ymordanuio
ucnons3yetcs RIP v2.

network <uHTepdeiic>

no network <uHTepdeiic>
PazpemuTh/3anpeTuTh pacchuIKy 1 ipueM coodbmennid RIP Ha ykazanHoM [P-urTepdetice. [TapameTpom
KOMaH/IbI SIBJISICTCS. CHMBOJIMYECKOE M3 nHTepdetica, Hanpumep, ethO.

network <ip-npecdwkc>
no network <ip-npedukc>
PazpemmnTs/3anpeTuTh pacchulKy U ipueM coobmiennii RIP Ha IP-unTepdeiice nnm uaTepdeiicax, aapeca
KOTOPBIX MOTAAI0T B yKa3aHHBIA Auamna3oH. IP-npeduke coctonT u3 aapeca u Macku. HarmprmMep, komanaa
network 10.0.0.0/24
paspemaet padoty RIP Ha Bcex mHTepdeiicax, nmeromux aapeca B quanazone ot 10.0.0.0 xo 10.0.0.255.

INPUMEYAHUE UWnrepdeiic MoxkeT HMETh HeCKombko IP-ampecoB, T.e. TNpHHAIUIEKAThH OJHOBPEMEHHO K
HeckonbkuM [P-mogcersiM. Ilpm 3TOM cooOmenuss RIP  oTmpaBisioTcs W NPUHAMAIOTCS
HE3aBHCHMO BO BCEX MOJCETAX, K KOTOPBIM OTHOCHUTCS TaHHBII HHTEpdeiic.

neighbor <ip-aapec>

no neighbor <ip-agpec>
SIBHO ykazate [P-agpec cMex)HOTO MapiIpyTu3aTopa, KOTOpOMY JOJDKHBI TIOCHUIAThCs coodienus RIP,
00 MCKITIOUUTD IAaHHBIH y3€JI U3 CITUCKA Coceliel. ¥Y3i1aM, epeunciIeHHBIM B JAHHOM CITHCKE,
OOHOBIICHHS MapIIPYTHON TAaOJIMIBI PACCHIIAIOTCS HE B BUJIE IIMPOKOBELIATENILHBIX COOOLICHUI, a B
BUJIE OHOAAPECHBIX. [/ Ka)XKI0TO U3 TAKUX COCENIeH TeHepHPYEeTCsl HHANBUAYAIbHOE COOOIICHHE.
JlaHHast KOMaH/1a UCIIONIB3YETCs B ABYX CIydasx:
— €CJIM IaHHBIH coce]] He MPUHUMAET IINPOKOBEIATENbHBIX COOOIIECHHIH
— eciM uHTepdeic, K KOTOpOMY HOAKIIOUEH JaHHBIN COCeNl, HAXOIUTCS B TACCUBHOM PEKHIME

(cM. HIXKE)

timers basic <update> <timeout> <garbage>

no timers basic
YcranoBka cnennduyeckux 3HaueHUH TaiiMepoB mpotokona RIP (B cexyHnax) v BO3BpaT K 3HAYEHUSIM
0 yMOJT4aHuio. [IpOTOKO HCITONIB3YeT TPH TaiiMepa T PACChUIKH COOOIICHUH U yaaIeHHs
HEJICHCTBUTENBHBIX MAPIIPYTOB:

update HHuTepBan paccbutku coodmenuit RIP, cogepxamux moxHyo TabauIly MapIipyTH3aliy
JAaHHOTO y3JIa.
timeout Bpewst sxxu3nu mapuipyta. Eciu 3a 970 BpeMs He TIoiy4deHo HoBoe coobmienue RIP,

coJiep KaIiee JaHHBIA MapIIpyT, TO MapIIPYT CYUTACTCA HEICHCTBUTEIEHBIM U €My
npucBauBaetcs Metpruka 16. Cam MapmpyT npu 3ToM GOpMaNTBEHO COXPaHSICTCS B
TabIUIIe MapIIPYTHU3AIMK B TCUCHHE BpeMeHU <darbage> nis Toro, 4To0bI MOKHO
OBLIO OTIPABUTH COCEAHUM Y3JIaM COOOIICHHE 00 YAaJCHUN MapIIpyTa.
garbage Bpems xpaHeHHs HeIEHCTBUTEIBHOTO MapmipyTa. [1o HCTeUeHUH 3TOTO BpeMeHH

MapIIpyT OKOHYATESIHEHO YAAISIETCS U3 JOKAaIbHOM TaOMUIB MapIipyTusanuu. Ecim 3a
3TO BpeMs Bce-Taku OyzeT moyrydaeHo coobmenune RIP, cogepxkaiiee JaHHBIN MapIipyT,
IpoIieIypa yAaJICHUS IPEKPAIacTCss 1 MapIIpPyT CHOBA CTAHOBHUTCS ICHCTBYIOIIHM.

3HadeHus TaitMepoB 1o ymondanuto, mpexycmorperabie RFC — 30, 180 u 120 cex, COOTBETCTBEHHO.

passive-intreface <uHTepdeiic>

no passive-intreface <uHTepdeinc>
[epeBectn ykazanHslit [P-unTepdeiic B maccuBHbIN peskuM U oOpaTHo. Eciu unTepdeiic HaxonuTes B
MACCHBHOM PEXUME, TO MapIIPyTU3ATOP MpHHUMAeET coodmienns RIP, mocrymaromiue Ha STOT
uHTepdeiic, HoO He pacChUIAeT Yepe3 Hero CBOM HIMPOKOBEIIATEIbHBIE M IPYIIIOBBIC COOOIICHHS.
EnunactBennbIi THII coobmennii RIP, koTopbsie MOTYT OTIIpaBIsATHCS Yepe3 TaKoW HHTepdeiic — ITo
OJTHOQIpECHBIC COOOIEHNUS COCEsIM, IBHO YKa3aHHBIM KoMaHmo# neighbor. ITapamerpom KoMaHbI
SIBIIICTCS CUMBOJIMYECKOE UMsI nHTepdeiica. [Io yMOTYaHUIO MTACCUBHBIN PEKUM BBIKIFOUCH.
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IIpumep. Ha unrepdetice ethO Bxmodyena ciry>x6a RIP, ycTaHOBIIEH MACCUBHBIN PEXUM, U SIBHO yKa3aH €IMHCTBEHHBIN
y3eII B 3TO# CeTH, KOTOPOMY CIIeAyeT MochuIaTh coodienus RIP:

!

nsg

port eth0 ip address 10.11.21.33/24
|

router rip
network 10.0.0.0/8
passive-interface ethO
neighbor 10.11.21.55

!
Taxas KOH(i)I/II‘ypaIII/IH MO3BOJIACT HE 3aCOPATHL CETh MIMPOKOBCIIATCIbHBIMU COO6HICHI/IHMI/I.

Eme psn napamerpoB RIP HacTpamBaercss MHAMBUAYaJbHO JUIS KaKAoro MHTepdelica B MEHIO KOH(UTypauuu
unTepdeiica (config-if)#:

ip rip send version [1] [2]
[Moceinats yepe3 nanHbIi nHTEpdEiic Tonbko nmakeTsl RIP v1, i tomsko RIP v2, min obenx Bepcnit.
JlaHHas KOMaH1a IMEET MPUOPHUTET Hal OOLINM PEXXUMOM, KOTOPBII 3amaeTcss KoMaH ol version. Eciu
YCTaHOBJIEH PeKUM 1 2, TO pacCchbUIAIOTCS KaK TPYNIOBBIE, TAK U IIUPOKOBENATEIbHbIE TAKETHI.

ip rip receive version [1] [2]
[TpuauMaTh Ha anHOM HHTEpdeiice Tonpko nakets! RIP v1, wmu toxpko RIP v2, mnm o6enx Bepcuid.
JlaHHas koMaH1a IMEET IPHOPHUTET HaJl OOILIMM PEXXUMOM, KOTOPBIH 3aaeTcss KOMaHIo1 version.

ip split-horizon

no ip split-horizon
Hcnonb30BaTh/HE UCIIONB30BaTh HA TaHHOM HHTepdeiice MeTox "paciieruienus ropusonra” (split
horizon), 94TOOBI IPEIOTBPATUTH 00PA30BaHKE JIOKHBIX MAPIIPYTOB. [10 yMOIYaHUIO 3TOT METO
BKITIOYCH Ha BCEX MHTepdeiicax.

§4.5.2. lnuna MapmpyToB

JmHa MapmipyTa, WIM pPacCTOSHHE, Ha3HA4aeTCs AaJMHHHCTPATHBHO W OIpENeNsieT INPHOPUTET 3amuceld B
JIOKIbHON Tabmuie MapmpyTusanud. Jlisi MapipyToB, TOJYYEHHBIX CpelacTBaMu mpoTokona RIP, mmuHa mo
YMOJTYaHHUIO yCTaHaBiHMBaeTcs paBHOW 120. DTo 3HaUYeHHWE MOXKET ObITh M3MEHEHO M HM30HMpaTeIbHO HACTPOCHO IMPH
TTOMOIITH CIIEAYIONTUX KOMaH B MEHIO yrpaBiieHus ciryx60it RIP (config-router)#:

distance <1...255>

no distance <1...255>
Br16op 1 oTMeHa HHOTO 3HAYCHHUS aAMUHUCTPATUBHOTO PACCTOSHUS 1I0 YMOJTYAHHIO IS BCEX
MapuIpyToB, MoJiydeHHBIX 110 RIP.

distance <1...255> <ip-npedwukc>

no distance <1...255> <ip-npedwnkc>
Br100p 1 0TMEHa MHOTO 3HAYCHHS aIMUHUCTPATHBHOTO PACCTOSHUS ISl BCEX MApIIPYTOB, TOJyYEHHBIX
OT MapuIpyTU3aTOPOB U3 yKa3zaHHOHU ceTH. IP-nmpedukc cocronT n3 axpeca n JUIMHBI MACKH MOJCETH,
Harpumep, 10.0.0.0/8. Ecnm naker RIP momyden ot ncrounuka, IP-agpec kotoporo HaxoauTces B
yKa3aHHOM JHamna3oHe, TO JJI MapLIpyTa YCTaHABIMBAETCS aAMUHUCTPATUBHOE PACCTOSIHUE B
COOTBETCTBHH C JAHHOW KOMaHIOM.

distance <1...255> <ip-npedukc> <access_list>

no distance <1...255> <ip-npedukc> <access_list>
Br100p 1 0TMEHa HHOTO 3HaUEHHS aIMUHUCTPATHBHOTO PACCTOSIHUS B citydae, eciu [P-agpec ncrounnka
coobmmennst RIP cootBercTByeT ykazanHomy IP-nipedukcy, a mapmpyt — crimcky gpocrymna. [Tocieanum
apryMEeHTOM KOMaH/Ibl MOXET OBITh MMEHOBAaHHbIH HMIIM HYMEPOBAaHHBIH CIIMCOK fgocTymna Zebra.

NPUMEYAHHUE W3 Tpex BblIIENEPEUUCICHHBIX KOMAaHI OJHOBPEMEHHO MOXET JeHCTBOBAaTbh TOJBKO OJIHA,
UMEIoINas Hanbosee NoAPOOHBIN CITHCOK MapaMeTPOB.
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§4.5.3. ®uabTpanusi MapuIpyTOB

Bxomsmme u ucxomsmme coobmenuss RIP moryr moxasepratbest ¢wiibTpauny, B pe3yibTaTe KOTOPOH M3 HHX
YAQISIOTCS OTpeeNIeHHbIe MapIIpyThl. DUIBTPAIHs OCYIIECTBISICTCS Ha OCHOBE CITMCKOB AocTtyma (access lists, prefix
lists) MHAMBUAYaJIBHO JUI KaXJoro MHTepdeiica, Ha kotopoM BkirodeH RIP. Hactpoiika ¢punbTpoB nmpousBoaurcs B
JIBa 3Tama:

— OIpeJelieHe MapIIPyTOB, KOTOPHIC JOJDKHEI OBITH pa3pelicHbl WK 3ampelieHsl B coodmenusx RIP, mpu momomu
COOTBETCTBYIOIIETO access list winu prefix list (cMm. 1.4.3)
— coznanue GunbTpa RIP, ncnons3ytomiero nanuelid access list unu prefix list

Coznanue GUIBTPOB MPOU3BOAUTCS U3 MEHIO yrpaBieHus ciryx6oit RIP (config-router)# mpu momomy KoMaHI:

distribute-list <access_list> { in | out }
distribute-list <access_list> { in | out } <uHTEpdeic>
OuUIBTPOBATH MAPIIPYTHI B COOTBETCTBUY C YKa3aHHBIM access list. JInst paboThl QUIBTPOB
HCTOJIb3YIOTCS KaK IMEHOBaHHBIE, TAaK 1 HYMEPOBAaHHbIE CIIUCKH focTyna (cM. m.4.3).
Bropoii mapameTp omnpenenseT HanpaBieHue GUIBTPYEMBIX COOOIICHHUIA:
in — Bxoagmue nakeTsl RIP
out — ucxomsamue naketsl RIP
TpeTwnii mapamMeTp — CUMBOJHYECKOE UM MHTepdelica, Ha KOTOPOM IEHCTBYeT JaHHBIH GuibTp. Ecu
9TOT MapaMeTp OTCYTCTBYET, GUILTpP MpUMEHsIETCS KO BceM UHTepdericam.

distribute-list prefix <prefix_list> { in | out }

distribute-list prefix <prefix_list> { in | out } <uHTepdeiic>
OuIpTPOBaTH MAPUIPYTHI B COOTBETCTBUY C YKa3aHHBIM prefix list (cM. 11.4.3). Takoii opMaT CrIMCKOB
JIOCTYTIa, onpeencHHbIH B makeTe Zebra u NSG Linux, npenocrasiser 0oiee THOKHE BO3MOXKHOCTH IO
CPaBHEHHUIO C access list, a IMEHHO, TI03BOJISICT COPTHPOBATH MAPIIPYTHI MO MOJCETSIM BHYTPH 3aJaHHOM
o0mie#t cetn. B ocTambHOM KOMaH/a aHaJOTHYHA TIPEIBIIYIICH.

Jna ynaneHus CO3JaHHBIX (QIIBTPOB HCIIONB3YIOTCS 3TH JK€ KOMaHABI C mpucTaBkoii no. Ilpm stom crmcku
JIOCTYTIA, CBSI3aHHBIE C HUIMH, COXPAHSIIOTCS K MOTYT OBITH MCIIOJIb30BAHbI IS APYTUX IENeH.

JIst kKaXKaoro HanmpaBJIeHHs Ha KaKIoM HHTepdeiice MOKeT OBITh 3a/1aH TOJIBKO OJUH access list u onuH prefix list.
Kpome Toro, asst Ka)I0ro HANpaBiIeHUs] MOTYT OBITh 3aJ[aHbl OIUH access list 1 OUH prefix list, neficTByolIMEe Ha BCe
nnTepdeiicel. PUabTpHl Ha KaKaoM uHTepdetice o0beauusroTes oneparopom "N", T.e. B maketax RIP mpomyckaroTcs
TOJILKO T€ MapIIPYTHI, KOTOPBIC YIOBICTBOPSIOT BCeM (DHUIBTPaM OJHOBPEMEHHO.

[pumep. B cnenyromeii koupurypamun yepe3 unrepdeiic eth0 6yayT NpUHUMATHCS TOJNBKO MapHIPyThI, BEIYyIIUE B
cers 10.0.0.0/8:

router rip

distribute-list private in ethO
|

éccess-list private permit 10.0.0.0/8

access-list private deny any
!

OcranbHble MapHIPYTHI, HoTydaeMble B coodmenusx RIP uepes ator naTepdeiic, OyayT NpOUrHOPUPOBAHBI.

§4.5.4. Pacchliika HMIIOPTHPOBAHHBIX MapUIPYTOB

ITo ymouanuto, B coobenus npotokosna RIP BkitouatoTest MapipyThl AByX THIIOB:
— MapuIpyThl B CETH, HETIOCPEICTBEHHO MOKIIOYEHHBIE K HHTep(deiicam, Ha KOTOpBIX BKiIoYeH RIP
— MapuIpyThl, NOJIy4YeHHBIE CpeICTBaMU MpoTokona RIP

Paccpiika MapuipyToB, TONYYEHHBIX U3 JPYTUX HCTOYHHKOB, OMPEICNACTCS B MEHIO KOH(UTypanuu ciryOb1 RIP
(config-router)# mpu MOMOIIHU CIECTYOIUX KOMaH]I;

redistribute { kernel | static | connected | ospf }

no redistribute { kernel | static | connected | ospf }
Bxurodats niim He BKITIOYaTh B cooOmeHus: RIP MapmipyTsl yka3zaHHOTO MpoucxoxaeHus. [1o
ymoyanuto RIP pacchutaeT TOJNBKO MapIpyThl, IOMYyYCHHBIE CPECTBAMU CAMOT'O STOrO IMPOTOKOJIA.

redistribute { kernel | static | connected | ospf } metric <0...16>
JI1st MapmpyTOB JAHHOTO THUIA YKa3bIBaTh B coobmenusx RIP manHoe 3Hauenne metpuku. Ecim Takoit
(dhopMat KoMaHIBI HE UCITOJIL3YETCS, TO YKa3bIBACTCS 3HAUEHHUE METPUKH 0 YMOTIaHHIO (cM. 11.4.5.5).
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IMPUMEYAHMUE B tepmunax nporokosa RIP merpuka peansHOro Mapuipyra MoxeT uMeTh 3HaueHue ot 0 go 15.
3nayenne 16 mMOKa3BIBaeT, YTO BHIOPAHHAS CETh HEIOCTYITHA.

redistribute { kernel | static | connected | ospf } route-map <umsa>
HpI/I PacCCbUIKE MapuIpyTOB JaHHOT'O THUIlIAa UCTIOJIb30BATh IpaBujia, YCTAHOBJIICHHBIC CIIMCKOM
npeoOpa3oBaHus MapIIPYTOB (route map) ¢ ykasaHHbIMU uMeHeM. [TopoOHee 00 NCTIONB30BaHUH
CITUCKOB Tpe0oOpa3oBaHus MapIIpyToB cM. 11.4.5.6.

NMPUMEYAHHUE Komanas! redistribute connected ... BIUSAIOT HA PacChUIKY MapIIpyTOB B CETH, HEMOCPEACTBEHHO
MIOJIKJTIOUEHHBIE K TeM WHTepdeiicaM MapiipyTu3aTtopa, Ha KOTOPHIX MpoTokosn RIP oTkirodeH.
Ecmm mpotokon RIP BkifoueH Ha HEKOTOpOM HHTep(deiice, To MapmpyT B C€Th, HEMOCPEICTBEHHO
MTOIKJTIOUEHHYTO K HEMY, COZEepKUTCS B coodmenusx RIP Bcernaa.

MNPUMEYAHUE Unrepdeiicet Async PPP nu PPPoE Bcerna umeror macky minHOHM 32 Guta (IIpH YCIIOBHH, YTO MM
HasHaueH [P-agpec). B pesynbprare coobmennst RIP conepikar mMapmipyTsl TOJBKO Ha CaMM 3TH
unTepdeiicel. YToOBl BKIIOYNTH B HUX MapIIpPyThl K YAaJI€HHBIM CTOpOHaM coenuHeHuid PPP,
HEeo0X0MMO HCIoJIp30BaTh KoMaHy redistribute connected.

default-information originate

no default-information originate
Bxorouats win He BKITIOUATh B cooOmeHuss RIP MapmpyTsl 1o yMoT9anuio (T.€. 3alHCH MapIIpyTHOH
tabymubl ¢ HazHadeHueM 0.0.0.0/0). [To ymom4aHuro pacchlika TAKUX MApIIPYTOB HE IPOU3BOUTCS.

route <ip-npegukc>

no route <ip-npegwukc>
Komanpa, cnennduyeckas st nakera Zebra u NSG Linux. Co3nars/ynanuts GUKTUBHBIA MapIipyT B
HEKOTOPYIO CETh Yepe3 JaHHBIH MapIIpyTH3aTOp. DTOT MapIIpyT OyIeT pacCchUIaThCs COCEAsIM B
coobmennsx RIP, HO He OyneT UCIOIb30BaTHCS B IEHCTBUTENBHOCTH. [10100HBIE MAaHUITYJISIIHH C
MPOTOKOJIAMH HE PEKOMEHIYETCSI TPOU3BOIUTH 0€3 XOPOIIETO MOHUMAaHHS MPOIeIyp MAPIIPYTH3AINA U
oOMeHa MapIIpyTHOH HHPOpMAaIIHEH.

§4.5.5. MeTpuka MapumipyToB

[Ipu BHeCeHHMH MapHIPYTOB, MOJYYCHHBIX CpeACTBaAMH MpoTokona RIP, B MOKambHYIO TaONHIly MapUIpyTH3aldU
3HaYCHHE METPHUKH yYBEIMUMBACTCA Ha €AMHUITY. DTO K€ 3HAYCHHE YKA3bIBACTCS JJISI HUX B MCXOIIINX COOOIICHUSAX.
JIi1st Bcex MapmIpyToB, IMOJYICHHBIX HHBIMH cpeAcTBaMHu, B coobmennsx RIP ykaspiBaeTcs, mo ymMondaHuio, MeTpuka 1.
OTH 3HAYEHUS MOT'YT OBITh U3MEHEHBI U M30MPATEIHHO HACTPOCHBI HECKOJIBLKUMH CITOCOOAMHU:

— xomasgamu redistribute ... metric <0...16>

— komaHgamu redistribute ... route-map <vMSi> 1 COOTBETCTBYIOIMMH TIPABHIIAMHU TIPe0Opa30BaHuUs MapIIPYTOB
(route map, cm. 11.4.5.6)

— KOMaHJaMH HaCTPOHKU METPHUKH

B nocnenneM citydae MCIoIb3YIOTCS CleIyIoIne KOMaH bl B MEHIO yripaBieHus ciryx0oi RIP (config-router)#:

default-metric <1...16>

no default-metric <1...16>
Br160p 1 oTMEHa HHOTO 3HAYCHUS METPUKH TI0 YMOTYAHUIO JUTsI MAPIIPYTOB, UMIOPTHPYEMBIX B RIP u3
JIPYTUX UCTOYHUKOB. [laHHOE 3HAYCHHE MCIIONB3YETCS, €CITH METPUKA TaHHOTO MapIIPyTa WiIH KaTerOpUu
MapIIpyTOB HE Ha3HAYCHA SBHO MEPBBIMH ABYMS CIIOCOOAMHU.

offset-list <access_list> {in | out} <0...16> [<uHTepdeic>]
no offset-list <access_list> {in | out} <0...16> [<uHTepdeiic>]
YCTaHOBUTH U OTMEHUTH MPUPAILCHUE METPUKH JUISI BCEX MapIIPYTOB, COOTBETCTBYIOLINX YKA3aHHOMY
access- list, Ha Bcex nHTEpdeiicax Wik Ha OHOM yKa3zaHHOM uHTepdeiice. IlepBeiM aprymMmeHTOM
KOMaHIbl MOKET ObITh IMEHOBAaHHBIA WITM HYMEPOBaHHBIN access list (cM. m.4.3).
Bropoit aprymeHT onpenenser, B KaKO MOMEHT OCYIIECTBIIAECTCS YBEIIMUEHUE METPUKHU:
in — Mpu BHECEHUH MapIIPyTOB U3 BXOIANINX cooOmennii RIP B Tabnuity Mapmpyruzanum
out— mpu reHeparu ucxoadmux coodmennii RIP Ha ocHOBe Tekymel TabauIbBl MapIIpyTH3auH
Tperuii apryMeHT — TOJI0KHUTEIEHOE 3HAUEHUE, Ha KOTOPOE CIIEAYET YBETUINUTh METPUKY ITHUX
MapupyToB (0 — oCTaBUTh METPHKY 0€3 M3MEHEHUH).
[MocnenHUM apryMEeHTOM SIBIISICTCS. CHMBOJIMYECKOE UMs HHTep(delica; eciu UMs He YKa3aHo, KOMaH/a
OTHOCHTCS KO BCEM HHTepdeiicam.

Jn1st Ka>kIoro HarpaBJIeHUs] MOXKET OBITh YCTAaHOBJICHO TOJIBLKO OJTHO TPaBWIIO offSet list 1yt kaxnoro uatepdeiica n
onHo oOrmee mpasuiio (6e3 ykasanust nuarepdeiica). OOmee npaBuIo AeHCTBYET Ha Bce Te MHTEP(EHCH, Ul KOTOPHIX
HE YCTaHOBJICHO WHIIMBHYAIbHBIX IPAaBHJI B JaHHOM HallpaBJICHUH.

NMPUMEYAHUE IIpupamenue, ycTaHOBIeHHOe KkomaHiou oOffset-list, He oTMeHsSeT 3Ha4YeHHWA METPUKH,
YCTaHOBJICHHBIX JPYTHMU criocobamu, a mpubasisieTcst K HUM. [Ipumep:
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|
port sl ip address 11.0.0.1/8
ip route 12.0.0.0/8 11.0.0.2
access-list test permit any
router rip
redistribute static metric 3
network ethO
network s1

offset-list test out 2
|

IIpu Takoii KoH(pUTYpaIUK MapIIPyT B HETTOCPEACTBEHHO MoakitoueHHy0 ceth 11.0.0.0/8 Oyzaer
pacchlIaThes ¢ METPHUKOM 3, a cTatndeckuii MapmpyT B cetb 12.0.0.0/8 — ¢ metpukoii 5 BmecTo 1.
AHAIIOTUYHO, B CIICAYIONIeH KOHPUTypanuu:

!

access-list test permit any

router rip

offset-list test in 2

!
MPY BHECCHUH JIIOOBIX MapIIPYTOB, NOITYYCHHBIX 110 RIP, B TaOMUIly MapIipyTH3aIllui HX METPHKA
Oyzner yBelnMuMBaThCS He Ha 1, a Ha 3.

INNPUMEYAHUME Ilpuopurer 3anuceil B JIOKaJbHOW Tabnuie MapmpyTH3auu Ha ycrpoiictBe NSG onpenensiercs
aAMHUHUCTPATUBHOW JIMHOM MapHIpyTa, a HE €ro METpUKOH. BemnmunHa METPHKHU UCIONb3yeTCs
TOJBKO B CAMHX NMPOTOKOJAX AWHAMUYECKON MapIIPyTHU3AIUU U ONpenensieT paboTy NpOTOKOIa B
Macirabax CeTH Kak IIEJIoTrO.

§4.5.6. IlpaBnia npeoOpa3oBaHusi MapuIPyTOB (route maps)

[Tpu pacceiike MapipyToB, UMIIOPTHPOBAHHBIX M3 JIPYTUX MCTOYHUKOB, HEKOTOpHIE 1moJisi coobmenuit RIP moryr
OBbITh YCT@HOBJIEHBI aJIMHHHUCTPATHBHO. J[JI1 3TOro HEOOXOANMO ONpEAENUTH NMpaBHia MPeoOpa3oBaHKsI MapIIpyTOB
(route maps) n ucnone3oBath KoMaHxy redistribute B cnenyromem dopmare:

redistribute { kernel | static | connected | ospf } route-map <ums>

rae IOCJICIHUM ITapaMETpOM SABJIICTCSA UM route map. HOZ[p06HOC ONIMCAaHUE route maps TPUBEICHO B m.4.4. ﬂJ’IH
CO3J1aHHs route map UCIOJb3YyeTCsl KOMaHaa

route-map <ums> { permit | deny } <npuoputeT>

B TJIABHOM MCcHIO KoH(urypammu Zebra (config)# . Jlanee B MeHto (config-route-map)# ompenensrorcss KpUTEPHUH, 110
KOTOPBIM CJIEIYET MPOBEPATh MApIIPyThl (KOMaHIsl Match) u melicTBHs, KOTOpBIC ClAEIyeT MPEANPHHATh (KOMaHIbI
set). Mcnonp3yrorcs obuume komanasl match u set (cm. m.4.4):

match interface <umsa>

match ip address <access_list>

match ip address prefix-list <prefix_list>
match metric <0...16>

set metric <0...16>

MNPUMEYAHUE W3 coobpaxeHni COBMECTUMOCTH C JPYIHMMH IPOTOKOJIAMH, MapameTp kKomanj match metric n
set metric MoxxeT nmpuUHMMAaTh 3HaueHHsA A0 4294967195; oqHAKO MPUMEHUTENBHO K IPOTOKOIY
RIP 3nauenus Gosbie 16 He UIMEIOT CMBICTIA.

KpOMe TOT0, MIPUMEHUTCIIBHO K IMTPOTOKOJIY RIP, HUMCIOT CMBICJI CJICAYIOIINEC CHGIII/I(i)I/I‘ICCKI/Ie KOMaHJIbI:

match ip next-hop <ip-agpec>
Crenyromum y3J1o0M Ha Mapupyte (next hop) 1oybkeH ObITh y3en ¢ ykasaHHbIM [P-anpecom. [Toapasy-
MeBaeTCs, YTO ITAaHHBIN y3eI 3HauuTcs B Tabunne Mapmpytusamuu RIP (ecm. komanay show ip rip). B
JTaHHOH peanu3aliy KOMaHJa JOMycKaeT YKa3aHUe TOJIBKO OJHOTO CIEAYIOUIEro y3ia.

set ip next-hop <ip-agpec>
VYcraHoBUTE yka3aHHBINM [P-anpec B kauecTBe cleAyromIero y3na B ucxomsauux nakerax RIP v2. B
npotokoiie RIP v1 none next hop He moanepuBaercs.

Ecnu 3anmck, 1o KOTOPYHO MOANAaAaeT NaHHBI MapLIpyT, HE COAEPXKUT MHCTPYKIUIO set metric, To mis Hero
ycraHaBiHMBaeTcsl 3HaueHne Metpuku RIP, 3amanHoe xomannoii default-metric (6o enmanna — no ymomnuanwuio). B
cily4ae, ecly IapaMeTp route-map McIoIb30BaH OJJHOBPEMEHHO C TapaMeTpoM metric crexyromumm odpazom:

redistribute { kernel | static | connected | ospf } metric <1...16> route-map <ums>
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TO B nmpoTokos RIP uMmopTupyrorcst TonbKO T€ MapuipyThl, KOTOPbIE AOMYCKAIOTCS yKa3aHHBIM MpaBuiioM. [Ipu stom,
€CJI COOTBETCTBYIOIIAS 3allMCh COACPIKUT MHCTPYKIMIO Set metric, To OHa BEITIONHSAETCS; €CIHM Takas MHCTPYKLHUSI
OTCYTCTBYET, TO JUI MapIIpyTa YCTAHABIMBACTCS METPHKA, YKa3aHHAs OOIIUM KIIFOYOM metric.

NMPUMEYAHHUE B ommmume oT peamm3aruu Cisco, mpaBwia route map npuMmeHnstorcs B NSG Linux He mpu
BHECCHWH MapIIpyTOB, MONydeHHBIX Mo RIP, B jokanpHyI0 TabMUIly MapumIpyTH3alWH, a IIPH
reHepaluy ucxoaamux coodmennii RIP Ha ocHOBe Meroiecst TaOIUIIb.

§4.5.7. Ayrentupuxanus RIP

IIporokon RIP v2 mpemycMmarpuBaeT, AOMOJHUTEIHHO K OOMEHY MapmipyTHOW HMH(pOpManued, ayTeHTH()UKAITUIO
HCTOYHHKA 3TOH MHpOpManuu. AyTeHTH(UKAINS MOXET BBIMOJHATHCS OBYMS CIIOCOOAMH — C TIOMOIIBIO MPOCTOTO
TEKCTOBOTO Mapoiis b0 anropurMa MDS5S — nubo ObITh oTKIOYeHa. HacTpoiika ayTeHTH(UKAIMKA TMPOU3BOIUTCS
WHIWBUIYATBHO IS KaXa0ro naTepdeiica, Ha koTopoM padortaer RIP, B cooTBeTcTBYIOmEM MeHIO (config-if)#.

ip rip authentication mode { text | md5 }
no ip rip authentication mode { text | md5 }
BKJ'IIO‘II/ITL/ BBIKIITFOUYNUTHL OJJUH U3 PCIKMMOB aYTeHTI/I(i)I/IKaHI/II/I Ha HHTep(l)eﬁce.

ip rip authentication string <naponb>

no ip rip authentication string <naponb>
Y CTaHOBUTH/OTMEHUTH TTAPOJIb JJISI TPOCTOW TEKCTOBOM ayTeHTH(PHUKAI. MakcuMabHas IJTHHA TapoJis
— 15 cumBO0B.

ip rip authentication key-chain <nocnegosatenbHoCTb>

no ip rip authentication key-chain <nocnepoBatenbHOCTb>
YcTaHOBUTE/OTMEHUTH HAOOp KiTtoueit (key chain) misa ayrenTndukanum Ha ocHoBe MDS5. Cam Habop
oTIpeJIeNIIeTCS OTIENbHON KoMaH 1o key chain (cm. m.4.5.8).

IIpumep KoHbGUTYpAIIAK:

!
key chain test
key 1
key-string proba
|

interface eth0
ip rip authentication mode md5
ip rip authentication key-chain test

§4.5.8. Kimoum aas1 ayrenrupuxkanuu MDS

IIpu ayrentudukanuu coobmiennii RIP Ha ocHoBe MDS5 mncmonbs3ytores Habopsl kimrouer (key chains). Kaxapiid
HA0Op ONpeAessieTCs YHHKAIbHBIM HMCHEM M MOXET COJICPXKATh HECKOJIbKO KIIOYEH C pa3InYyHBIMH HOMEpaMHU U
COJICPXKUMBIM, C OTPAaHWYCHHBIM WJIM HEOTPAHWYCHHBIM BpeMeHeM jaeWcTBus. s paboTel amropurmMa MDS
UCTIONIB3YETCS KITI0Y ¢ HANMEHBIIUM HOMEPOM U3 YHCIIA ICHCTBUTENBHBIX Ha JAHHBIA MOMCHT.

st ynpaBieHns KIFOYaMH UCTIONB3YIOTCS CIICAYIONTHE KOMaH IbI:
— B IVIaBHOM MeHIO KoH(urypauuu Zebra (config)# :

key chain <umsa>

no key chain <umsa>
Co3naTh/M3MEHNTH U YAUIATH HAO0OP KIIFOUel ¢ TaHHBIM UMeHeM. [lepBas koMaHa co3qaeT Habop, eciiu
OH HE CYII[ECTBYET, U BXOJIUT B PEIKUM €r0 PEIaKTHPOBAHUS.

— B MeHI0 KoHpurypanuu Habopa kimoueii (config-keychain)# :

key <0...2147483647>

no key <0...2147483647>
COSZ[aTB/I/BMeHI/ITB 1 YJAJIWUTh KJIIOY C TaHHBIM HOMEPOM. HCpBa}I KOMaHJa cCO31acT K04, €CJIIN OH HC
CYIIECTBYET, U BXOJWT B PEXKHUM €ro peaakTupoBanus. Homep kimoda 1oJKeH ObITh YHUKAJICH B
mpenenax oJHOTO Habopa; KIF0UYH, MPUHAJISKAIHE K pa3HbIM HabopaMm, MOTYT HMETh OJIMHAKOBEIE
HOMeEpa.

— B MeHIO KoHuryparmu kiroda (config-keychain-key)# :

key-string <cTpoka>
no key-string [<cTpoka>]
COSZ[aTB TCJIO JAHHOI'O KJIK04Ya, UJIH CACIaTh Z[aHHblﬁ KIIFOY ITYCTBIM.
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accept-lifetime <Hauwano> { <koHewL> | duration <cekyHabl> | infinite }

send-lifetime <Hauwano> { <koHeu> | duration <cekyHgbl> | infinite }
WHTEepBaIbl BpeMEHH, B TEUEHUE KOTOPBIX Pa3pemiaeTcs UCIOIb30BaTh NTaHHBIA KITIOY JIJIST BXOSAIINX U
ucxonsanmx coodmenuit RIP, coorBeTrcTBeHHO. BpeMs Hauana nelcTBHS KIFOYa YKa3bIBACTCS B OJTHOM K3
CIeIYIONINX (OPMATOB:

hh:mm:ss dd mon yyyy

hh:mm:ss mon dd yyyy
TJie MON — MepBbIe TPH OYKBHI MecsIa (B JIIOOOM PETHCTPE), OCTATBHBIC TapaMeTPhl YHCIOBBIC. Bpems
OKOHYAHMS ISHCTBUS KIII0Ya yKa3bIBACTCSI OTHUM M3 TPEX CIIOCOOO0B:
— SIBHBIM 00pa30M B TaKOM ke GopmaTe, Kak ¥ BpeMs Hadasa
— B BHJIE CpPOKa XHU3HHU Kitoda (duration), B cekyHmax
— CpOK un3HH HeorpanuueH (infinite)
ITo ymomyaHuIO BCe cO37aBaeMbIC KIFOUYM UMEIOT HEOTPAaHWMUYCHHBIH CPOK JICHCTBHS KaK Ha IPUEM, TaK U
HA Ieperayay.
JIyist OTMEHBI OTpaHIYCHHH Ha ICHCTBUE KITF0Ya HCIOIB3YIOTCS 3TH jK€ KOMaHJIBI, HO He ¢ mpedukcom no,
a C JIOCTATOYHO PAHHUM BPEMCHEM Hadaya (HampuMep, PaHbIlle TEKYIIEro BpeMEHH) U HEOTPAHUYCHHBIM
(infinite) cpokoMm xH3HH.

INPUMEYAHUE [lns ycroitumBoii pabOTHl MPOTOKOJA PEKOMEHIYETCS CHHXPOHH3UPOBATH CUCTEMHOE BpeMs Ha
Bcex y3nmax mpu momomu ciayx06 NTP w/mmm SNTP, a Takke Ha3HauaThb BpeMsl IEHCTBHUS
MOCJIEeI0OBAaTENBHBIX KiMouedl ¢ HeOompmmMm mepekpbiTheM. (Hampumep, B mpenmemax moirydaca
JIEUCTBYIOT KaK CTaphlif, TAK X HOBBIN KITFOYH.)

INPUMEYAHHME VYcraHOBKa CHCTEMHOTO BPEMEHH M JIaThl, a Takxke HacTpoiika knueHTa SNTP B nanHoi Bepcuu
NSG Linux mpou3BOAATCS TOJBKO CPEICTBaMU KoMaHAHOW o6onouku Linux. [Momnepxka ux B
OCHOBHO! KOMaH/IHOW 000JI0YKE CHCTEMEI IJIAHUPYETCS B TTOCICTYIONINX BEPCUSX.

§4.5.9. IIpocmoTtp nupopmanuu RIP

Jlst mpocMoTpa mHGOpMaIu o padote mporokosna RIP u ee pe3ymbTaTax HCIONB3YIOTCS CISAYIONINE KOMAaHIbI
show B MeHI0 0OBIYHOTO HIJTH TIPUBHIIETHPOBAHHOTO PEKHUMA:

show ip rip
BriBecTu ciucok MapuipyToB, nosiydeHHbIX 1o RIP, a Takke cnicok MapuipyToB, UMIOPTHPOBAHHBIX B
cyx0y RIP u3 apyrux npotokoios. Iyt MapmpyToB, moxydeHHbIX o RIP, ykaspiBaeTcst Takxke BpeMs
MTOJTYYCHHS TIOCIIETHETO TaKeTa ¢ 3TUM MapIIpyTOM, U TeT MapIIpyTa.

show ip protocols
BriBecTr mHpOpMAITHIO 0 cOCTOSTHUU CITy>kObI RIP, BKITFOUast HACTPONKH TaitMepoB, GUIIETPOB, CITUCOK
aKTUBHBIX HHTEP(EICOB, BEPCHH MTPOTOKOJIA M CBEICHUS O CMEKHBIX y3JIax.

IIpumep BhIBOJA:

nsg> show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 35 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 1
Redistributing: kernel connected
Default version control: send version 2, receive version 2
Interface Send Recv
Routing for Networks:
eth0
ethl
1.1.1.1
203.181.89.241
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
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§4.5.10. Oraaaka RIP

I[J'Iﬂ OTJIaaKH CJ'Iy)K6LI RIP MpeAYCMOTPCHBI CJICAYIOINE KOMAaH/JAbl B MCHIO IPUBUJICTUPOBAHHOI'O PEKUMaA:

debug rip events
BriBoauth nHGOpMaHO 0 COOBITHAX MpoTokoa RIP, Bkrowast mpueM u repenady MakeTos,
cpabaTbIBaHHE TaMEPOB M U3MEHEHHUS B COCTOSHISIX HHTEP(EHCOB.

debug rip packet [ send | recv ]
BrBoauts nadopmanmio o nmakerax RIP: anpec nctounnka, HoMmep opTa, JaMIl IMaKkeTa.
HeoOs3aTensHble Ki109M Send ¥ recV MO3BOJISIIOT W30MPaTEeTFHO BBIBOAUTE TOJBKO OTIPAaBIIIEMbIC I
TOJIBKO MPHUHSATHIC TIAKETEHI.

debug rip zebra
BriBoauth nHQOpMammio o B3anMoaericteun ciry k6 RIP u Zebra. J{ns ommagku mpotokona RIP
OCHOBHOM MHTEpEC 3/1eCh MpeACTaBsieT HHMOPMALHS 0 JOOABICHUN U yIAICHUH MapIIPyTOB B sipe, a
Takke 00 0OMeHe CBEJACHUSIMHA O COCTOSTHUH HHTep(ercoB.

I[J'IS[ OTMCHBI BBIBO/JIa OTHaZ[O‘IHOﬁ I/IH(l)OpMaIII/II/I HCIOJIB3YIOTCA 3TH K€ KOMAaH/bI C Hpe(l)I/IKCOM no.

show debugging rip
BriBecTn mHGOpMAIIHIO 0 TEKYIIMX HACTpOiKax oTiamunka RIP.

Bces BeiBoMMas mHpopMaIus HarpasisieTcs B Qaits, 3a1aHHbIi KOMaHA0H 0g B rmaBHOM MeHIO KOH(HTyparun
Zebra (config)#, HarrpumMep:

nsg(config)# log file /var/rip.log
IIpocMotpeTs conepxkumoe nanHoro daiina MoxkHo cpeacrBamu OC Linux, Hanpumep:
nsg# start-shell

BusyBox v0.60.5 (2003.08.25-14:15+0000) Built-in shell (ash)
Enter 'help' for a list of built-in commands.

# cat /var/rip.log

2004/06/25 17:58:19 RIP: RECV packet from 11.0.0.1 port 520 on eth0
2004/06/25 17:58:20 RIP: update timer fire!

2004/06/25 17:58:20 RIP: SEND UPDATE to ethO ifindex 3
2004/06/25 17:58:20 RIP: multicast announce on eth0

2004/06/25 17:58:21 RIP: update routes on interface eth0 ifindex 3
2004/06/25 17:58:21 RIP: SEND to socket 10 port 520 addr 224.0.0.9
2004/06/25 17:58:21 RIP: SEND UPDATE to s2 ifindex 14

2004/06/25 17:58:21 RIP: multicast announce on s2

2004/06/25 17:58:21 RIP: update routes on interface s2 ifindex 14
2004/06/25 17:58:21 RIP: SEND to socket 10 port 520 addr 224.0.0.9

B nanHOM cimydae MOXHO BUAETh, YTO MapuIpyTu3aTop nomxyuun onuH makeT RIP ot y3ma 11.0.0.1, a Taxke
MOATOTOBWII ¥ OTIPABHJI JIBa MTAKETa C TPYIIIOBBIME a/ipecaMu uepe3 uarepdeiics! ethO n s2.
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§4.6. IIporoxoa OSPF

OPUMEYAHHUE BpemenHo mim. 1—6 qaHHOM TIIaBBI IPEACTABISIFOT COOOU TIEPEBO CACIYIOMIETO TOKYMEHTA:
Kunihiro Ishiguro. GNU Zebra. A routing software package for TCP/IP networks, Chapter 7
Bbonee mompoGHOe ommcanume komanng OSPF Oymer mpeactaBieHO B TOCICAYIONIMX BEPCHIX
naHHOTO PykoBOJCTBA.

IMporokon OSPF oTHOCHTCS K BHYTpeHHUM IpoTokonam Mmapipyrusanuu (Interior Gateway Protocols, IGP). Ilo
cpaBHeHuio ¢ mpotokosioM RIP, OSPF oOecrneunBaeT moanepKKy KpYIMHOMACIITA0HBIX CeTe U Ooyiee OBICTPYIO
cxomumocts. OSPF mmpoko npumeHnsieTcsi B OONBIINX CETSAX, TAKUX KaK MaruCTpPajbHBIE CETH MOCTABIIUKOB YCIYT U
KOPIIOpaTUBHBIE CETH.

BHUMAHUE [Ipexne wem mpuctymath K Hactpoilike cimyxObl OSPF, HeoOxomammo yOemuThCS, YTO OHa

BKJIFOYEHA B MEHIO CHCTEMHBIX CITYKO:

(config-nsg)# services ospf enable
Ecnu oHa oTKIIIOYEHa, HEOOXOANMO BBECTH YKa3aHHYIO KOMaHIY, COXPaHUTh KOH(HUIYpAIMIO U Tiepe-
3arpy3UTh YCTPOWUCTBO; TONBKO MOCJIE HTOT0 MOXKHO MPHUCTYNAaTh K HACTPOMKAM, OMUCAHHBIM HUXKE.
[Ipu ocranoBKe ciyx051 OSPF xomannoi

(config-nsg)# services ospf disable
BCE MapaMeTpbl KOHPUIYpaluy, CBsI3aHHBIE C HEH, yTpauuBarOTCs IPU OYepeHON KoMaHzae Write
file ¥ HE MOT'YT OBITH BOCCTAHOBJICHEI.

BHUMAHUE Jlns pa6oter OSPF HE0OX01MMO KOPPEKTHO YCTAHOBHTH CHCTEMHOE BpeMsl Ha BCeX ycTpoiicTBax. Ha
ycrpoiictBax NSG—700 mepBbIX BBIITYCKOB, HE 000pYIOBaHHBIX YacaMH (JIETKO OTPEICISIOTCS 10
OTCYTCTBUIO OaTapelKy Ha MaTEpUHCKOM IUIaTe) clielyeT Ucioib3oBath ciryx0y NTP (em. 11.4.12.9).

§4.6.1. O0mue napametpsl cayx061 OSPF

Jnst  akTuBamuw/mpe3aktuBanuu  cry>k0e1  OSPF  uCHonb3yroTcst ciienyromme KOMaHAbl B TJIABHOM MEHIO
koH(purypauuu Zebra (config)# :

router ospf

AxrtusupoBats ciyx0y OSPF (ecnu oHa He akTHBHA) U IepeiiTH B MEHIO €€ HACTPOUKH.
no router ospf

Je3zaxtuBupoBats ciryx0y OSPF (Ho He ocTaHaBIMBATH €€ MOJTHOCTBIO).

INPUMEYAHHUE B NSG Linux mognepsxuBaercs Tosbko oaue nporiecc OSPF, mostoMy HoMep mporiecca He yKa3bIBaeTCS.

Janpreimee ynpasnenne ciyx60it OSPF npoussoautcst u3 menro (config-router)#. J{nst Hactpoiiku ciyx661 OSPF
B IEJIOM MPEIYCMOTPEHBI CICAYIONINE KOMaH/IbI:

ospf router-id a.b.c.d
no ospf router-id

ospf abr-type { cisco | ibm | shortcut | standard }
no ospf abr-type { cisco | ibm | shortcut | standard }

ospf rfc1583compatibility
no ospf rfc1583compatibility

passive interface <umsa>
no passive interface <umsa>

timers spf <0...4294967295> <0...4294967295>
no timers spf

refresh group-limit <0...10000>
refresh per-slice <0...10000>
refresh age-diff <0...10000>

auto-cost refrence-bandwidth <1...4294967>
no auto-cost refrence-bandwidth

network a.b.c.d/marea a.b.c.d
network a.b.c.d/m area <0...4294967295>
no network a.b.c.d/marea a.b.c.d
no network a.b.c.a/m area <0...4294967295>
Pazpemmts/3anperuts pabory nporokosa OSPF na IP-untepdetice, nmeromem ykazannslii IP-npeduxc.
Harpumep, ecniut naTepdeiic umeer npedukc 10.0.0.1/8, To cnemyromas koMaHaa 1eyaet ero "BUIAMBIM"
g OSPF-mapuipyTuzaTopos:
router ospf
network 10.0.0.0/8 area 0
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BHUMAHUE Jlst mupokoBenaTenbHbIX HHTEP(EWCoB JITMHA MACKH, YKa3aHHas B Mpedukrce KoMaHIbl hetwork
u B ipepurce uHTEpdEiica, TOMHKHA OBITH CTPOTO OJTMHAKOBOM.
Jlnst pa6oter OSPF Ha nHTEpdeiicax "Touka-Touka" ciemyeT SBHO yKa3blBaTh B KOH(HUTypauu
nntepdeiica [P-anpec ynan€HHo#i cTOpOHBI. DTOT Ke aJipec YKa3hIBAETCs B KAUECTBE CETH,
HaTpuUMep:
I
nsg
tunnel ip 1
ip address 1.2.3.5/32 peer 1.2.3.6
exit
exit
!
router ospf

network 1.2.3.6/32 area 0
!

§4.6.2. Onpenenenue 30ubl OSPF (OSPF area)

Jst onpenenenns 30u61 OSPF ucmonb3yroTes cieayronie KoMaHabl B MeHro (config-router)# :

area a.b.c.drange a.b.c.d/m

area <0...4294967295> range a.b.c.d/m
no area a.b.c.drange a.b.c.d/m

no area <0...4294967295> range a.b.c.a/m

area a.b.c.drange IPV4_PREFIX suppress

no area a.b.c.drange IPV4_PREFIX suppress

area a.b.c.drange IPV4_PREFIX substitute IPV4_PREFIX
no area a.b.c.drange IPV4_PREFIX substitute /PV4_PREFIX

area a.b.c.dvirtual-link a.b.c.d

area <0...4294967295> virtual-link a.b.c.d
no area a.b.c.dvirtual-link a.b.c.d

no area <0...4294967295> virtual-link a.6.c.d

area a.b.c.d shortcut

area <0...4294967295> shortcut
no area a.b.c.d shortcut

no area <0...4294967295> shortcut

area a.b.c.dstub

area <0...4294967295> stub
no area a.b.c.d stub

no area <0...4294967295> stub

area a.b.c.d stub no-summary

area <0...4294967295> stub no-summary
no area a.b.c.d stub no-summary

no area <0...4294967295> stub no-summary

area a.b.c.d default-cost <0...16777215>
no area a.b.c.d default-cost <0...16777215>

area a.b.c.d export-list NAME

area <0...4294967295> export-list NAME
no area a.b.c.d export-list NAME

no area <0...4294967295> export-list NAME

area a.b.c.dimport-list NAME

area <0...4294967295> import-list NAME
no area a.b.c.dimport-list NAME

no area <0...4294967295> import-list NAME

area a.b.c.d authentication

area <0...4294967295> authentication
no area a.b.c.d authentication

no area <0...4294967295> authentication

area a.b.c.d authentication message-digest
area <0...4294967295> authentication message-digest

NSG Linux v1.0 build 3 rev.19.12.2008



30 Yactp 4. Mapmipytuzanms u cy»xO0sl IP.

§4.6.3. Hactpoiika OSPF na nnrepgeiicax

M mactpoiiku mapamerpoB OSPF Ha oTnenbHOM HMHTepdelice HCIONB3YIOTCS CIEAYIOINEe KOMaHIbl B MEHIO
unTepdeiica (config-if)# :

ip ospf authentication-key <knou>

no ip ospf authentication-key
Ha3nauuTh/ynaauth MpOCTO# TEKCTOBBIN KitoU 11 ayTeHTuukanmm cooodmennit OSPF. MakcumanbHast
JJTMHA KJIF0Ya — 8 CUMBOJIOB.

ip ospf message-digest-key <Homep> md5 <kou>
no ip ospf message-digest-key
Hasnaunts/yaanuth Kpunrorpagudeckuii mapoip At ayreHTuduxarun cooomennii OSPF ¢
nucnoib3oBanuem anropurma MDS. TlapameTpbl KOMaHIbI:
<HOMep> WACHTU(UKATOP KITF0Ua
<K/I0Y> COOCTBEHHO KIIOY JUIMHOU 10 16 cHMBOJIOB

ip ospf cost <1...65535>

no ip ospf cost
Y CcTaHOBUTH/yJalIUTh CTONMOCTD COEIMHEHUs [J1s1 JAaHHOTO MHTepdelica. JJaHHBIN mapaMeTp moMenaeTcst
B T1osie MeTpuKH coobwmennit LSA (Link State Advertisement) ¥ UCTIONB3yeTCs IS BBIYUCIICHHS
KpaT4yauiiero myTH.

ip ospf dead-interval <1...65535>

no ip ospf dead-interval
3naueHue nHTepBana RouterDeadlnterval, icnons3zyemMoro B Taiimepax oxunanus (Wait Timer) n
HeaktuBHOCTH ([nactivity Timer), B cekyHnax. /lanHas BeIMUMHA T0JDKHA OBITH OJJMHAKOBA BO BCEX
MapIIpyTU3aTopax, MOAKIIOYEHHBIX K OAHOM ceTH. 3HaueHue no ymomuaHuro — 40 cek.

ip ospf hello-interval <1...65535>

no ip ospf hello-interval
3nauenue untepBana Hellolnterval, B cexynnax. Talimep onpenenseT HHTEpBaJ MEXIy TTOCBUIKOH
naketoB Hello yepe3 nanuslii naTepdeiic. Jlannas BeanynHa JODKHA OBITH OIMHAKOBA BO BCEX
MapIIpyTU3aTopax, MOAKIIOYEHHBIX K OAHOM ceTH. 3HaueHue no ymomuanuro — 10 cek.

ip ospf network { broadcast | non-broadcast | point-to-multipoint | point-to-point }
no ip ospf network
SIBHO yKa3aTh THII CETH, TTOIKJIIOUEHHON K JaHHOMY HHTep(helCy, I YAATUTh 3TO YKa3aHHE.

ip ospf priority <0-255>

no ip ospf priority
[Ipuoputer JaHHOTO MapuIpyTH3aTopa B cucteme Ha ocHoBe OSPF. Uem BrIlIe JaHHOE 3HAYCHUE, TEM
OoJbIe BEpOATHOCTH IS JAHHOTO MapIIpyTu3aTopa crath BexymuM (Designated Router). CienmansHoe
3HavyeHne 0 MoKa3bIBaeT, YTO JAHHBIA MapIIPYTU3aTOP HE TOJDKEH CTAHOBHUTHCS BEIyIINM. 3HAUCHHUE 110
yMoa4aHuo — 1.

ip ospf retransmit-interval <1...65535>

no ip ospf retransmit interval
3HaueHue nHTEepBana Rxmtinterval, B cekyHnax. JlaHHbIH TaliMep onpeesnsieT HHTepBall MEXIY
MTOCBUTKOM MMAaKeTOB ¢ onrcanueM 0a3bl JaHHbIX (Database Description) v 3a1IpocoM O COCTOSTHUU JIMHUU
(Link State Request). 3HaueHHE MO YMOIAHUIO — 5 CEK.

ip ospf transmit-delay

no ip ospf transmit-delay
3nauenue nntepBana InfTransDelay, B cexynnax. IIpu nepenaue nakeroB OSPF "Bo3pact" cooOmennit
LSA momxkeH ObITH yBEeTHUYCH HA YKa3aHHOE 3HAUCHHUE. 3HAUCHUE TI0 YMOJTYaHUI0 — | cek.
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§4.6.4. UmnopT MapmipyToB U3 APYrUX NPOTOKOJIOB

IIpu ummopre MapmIpyTOB, MONYYEHHBIX U3 APYTHMX HCTOYHHMKOB, B mpoTokon OSPF mpousBoauTcs Ha3HaueHUE
aTpuOyTOB, crienudHUIecKuX Uil JaHHOTO IMpoTokona. IIpaBuia mpeoOpa3oBaHMsl TaKMX MapIIPYTOB B MapLIPYTHI

OSPF ycTaHaBIMBarOTCS CICAYIOMIMMU KOMaHAaMu B MeHto (config-router)# :

redistribute { kernel | connected | static | rip }

redistribute { kernel | connected | static | rip } route-map

redistribute { kernel | connected | static | rip } metric-type {1 |2}

redistribute { kernel | connected | static | rip } metric-type { 1| 2 } route-map <umsa>
redistribute { kernel | connected | static | rip } metric <0...16777214>

redistribute { kernel | connected | static | rip } metric <0...16777214> route-map <ums>

redistribute { kernel | connected | static | rip } metric-type { 1 | 2 } metric <0...16777214>
redistribute { kernel | connected | static | rip } metric-type { 1| 2 } metric <0...16777214> route-map <ums>

no redistribute { kernel | connected | static | rip }

default-information originate

default-information originate metric <0...16777214>
default-information originate metric <0...16777214> metric-type { 1
default-information originate metric <0...16777214> metric-type { 1
default-information originate always

default-information originate always metric <0...16777214>
default-information originate always metric <0...16777214> metric-type {
default-information originate always metric <0...16777214> metric-type {
no default-information originate

|2}
12}

[ErQury

|2}
|2}
distribute-list <umsi> out { kernel | connected | static | rip | ospf }

no distribute-list <umsi> out { kernel | connected | static | rip | ospf }

default-metric <0...16777214>
no default-metric

distance <1...255>
no distance <1...255>

distance ospf { intra-area | inter-area | external } <1...255>
no distance ospf

Crnenyromas KoMaHIa UCToNib3yeTcs B MeHro (config)# :

router zebra
no router zebra

§4.6.5. IIpocmotp nnpopmanuu OSPF

route-map <ums>

route-map <ums>

Jst mpocMoTpa uHpopMmaruu o padote nporokosna OSPF u ee pedymbraTtax HCMONB3YIOTCS CIEIYIONIHE KOMaHIbI

show B MeHIO OOBIYHOTO MU TIPUBHUIIETHPOBAHHOTO PEKUMA!

show ip ospf

show ip ospf interface [INTERFACE]
show ip ospf neighbor

show ip ospf neighbor INTERFACE
show ip ospf neighbor detail

show ip ospf neighbor JNTERFACE detail

show ip ospf database

show ip ospf database { asbr-summary | external | network | router | summary }

show ip ospf database { asbr-summary | external | network | router | summary } /ink-state-id

show ip ospf database { asbr-summary | external | network | router | summary } /ink-state-id adv-router adv-router
show ip ospf database { asbr-summary | external | network | router | summary } adv-router adv-router

show ip ospf database { asbr-summary | external | network | router | summary } /ink-state-id self-originate

show ip ospf database { asbr-summary | external | network | router | summary } self-originate

show ip ospf database max-age

show ip ospf database self-originate

show ip ospf refresher

show ip ospf route
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§4.6.6. OTnagka OSPF

I[J'If{ OTJIaaAKHu CJ'Iy)K6LI OSPF MpeaAyCMOTPCHBI CJICAYIOMNE KOMAaH/bl B MCHIO IPUBUJICTUPOBAHHOT'O pPCIKHUMaA:

debug ospf packet { hello | dd | Is-request | Is-update | Is-ack | all } { send | recv } [detail]
no debug ospf packet { hello | dd | Is-request | Is-update | Is-ack | all } { send | recv } [detail]

debug ospf ism

debug ospf ism { status | events | timers }
no debug ospf ism

no debug ospf ism { status | events | timers }

debug ospf nsm

debug ospf nsm { status | events | timers }
no debug ospf nsm

no debug ospf nsm { status | events | timers }

debug ospf Isa

debug ospf Isa { generate |
no debug ospf Isa

no debug ospf Isa { generate |

debug ospf zebra

debug ospf zebra { interface | redistribute }
no debug ospf zebra

no debug ospf zebra { interface | redistribute }

show debugging ospf

§4.6.7. Ilpumep nacrpoiiku OSPF

Nmeercs nenouka u3 3 ycrpoiicTB. Mapuipytusatop nsg_spb Haxoautcs B rieHTpe ceTH. [1o 0HY CTOpOHY OT HETO
HaxoJUTCs YCTpoicTBO Nsg_msk, momakmodeHHoe no cetn Ethernet. Ilo apyryro cropony — ycTpoicTBo Cisco_gdk,
MTOIKITIOUEHHOE 110 CHHXPOHHOMY KaHaiy V.35.

| | | 1000.1/24 v 10.0.1.2/32
510.0.0.2/24 [ 1001132 V.35 \—ﬁ

nsg_msk nsg_spb cisco_gdk

Iportokon Cisco-HDLC u ckopocts B cunxponHoMm mopty 64000 Ha obomx yctpoiictBax nsg_spb u cisco_gdk
YCTAaHOBIICHBI TI0 YMOJYAHUIO, IO3TOMY B KOH(GUTYpAIK OHH He oTpakaroTcs. Kondurypammu yctpoicTs:

nsg nsg interface Serial0/1
port eth0 port eth0 ip address 10.0.1.2 255.255.255.0
ip address 10.0.0.2/24 ip address 10.0.0.1/24 ip ospf network point-to-point
exit exit no dce-terminal-timing-enable
! card sl im-v35 !
router ospf port sl router ospf 1
ospf router-id 10.0.0.2 mode internal network 10.0.1.0 0.0.0.255 area 0
network 10.0.0.0/24 area 0 ip address 10.0.1.1/32 peer 10.0.1.2 !
! exit

I
interface s1.0
ip ospf network point-to-point
I
router ospf
ospf router-id 10.0.1.1
redistribute connected
network 10.0.0.0/24 area 0

network 10.0.1.2/32 area 0
!

B pesynbraTte 006a kpaliHUX yCTpOiCTBa HMEIOT MapUIPyTHI IPYT Ha Jpyra:

cisco_gdk#show ip route
C10010/24 is directly connected, Serial0/1
O 10.0.0.0/24 [110/65] via 10.0.1.1, 00:21:12, Serial0/1

NSG Linux v1.0 build 3 rev.19.12.2008



Yactp 4. Mapmpytuzamus u ciyxosl [P. 33

§4.7. Ilporoxoa BGP

I[aHHaH rjiaBa HaXOOUTCA B pa3pa60TKe. BpeMeHHO PEKOMCHAYCTCS MOJB30BATHCA CIACAYHOIIUM TOKYMCHTOM:

Kunihiro Ishiguro. GNU Zebra. A routing software package for TCP/IP networks, Chapter 7

IToapo6noe omucanue komang BGP OyneT nmpeacTaBieHo B MOCIEAYIOMNUX BEPCUAX TaHHOTO PykoBoacTBa.

BHUMAHUE

BHUMAHUE

[Ipexae gem nmpucTymnaTh K HacTpoike ciyx061 BGP, Heo0x0omuMo yOeIUThCSI, YTO OHA BKITFOUCHA
B MCHIO CHCTEMHBIX CITYXO0:

(config-nsg)# services bgp enable
Ecnm oHa oTkITIOUeHA, HEOOXOIMMO BBECTH YKA3aHHYIO KOMaHIY, COXPaHUTh KOH(PUTYPAIHIO U Tiepe-
3arpy3uTh YCTPONCTBO; TONBKO MOCIE ATOTO MOXKHO TPHUCTYNATh K HACTPOWKAM, OIMCAaHHBIM HIKE.
[Tpu octanoBke ciry:x061 BGP xomanmoit

(config-nsg)# services bgp disable
BCe TIapaMeTphl KOHPUTypalny, CBsI3aHHbIC C HEW, YTPauynBaIOTCS TIPW OYEPEIHON KoMaHe write
file u HE MOTYT OBITH BOCCTAaHOBIICHEI.

Jlist paboThl MPOTOKOJIOB TUHAMHYECKOW MapLIpyTH3alUK Ha mHTepgeiicax "Touka-Touka" cie-
JIyeT SIBHO yKa3bIBaTh B KOH(Urypauun unrepgeiica IP-anpec ynanénnoit cropoHsl, HarpuMmep:
!
nsg
tunnel ip 1
ip address 1.2.3.5/32 peer 1.2.3.6
exit
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§4.8. Tpancasinus ceTeBbIX agpecoB U MOpToB. KommyTranus nakeros IP.

§4.8.1. O0mue cBeaenusi o mpouexypax NAT u kommyranuu nakeros IP

Mexanu3M TpaHCIAIUU ceTeBBIX anpecoB W mopToB (Network Address Translation, NAT) mpennaznaueH mist
npeobpazoBanust [P-anpecoB n Homepos noptoB TCP/UDP Mexay ceTblo, NOAKIIOUYEHHOH K nanHOMY IP-nnTepdeiicy
MapHIpyTH3aTopa, W BCEMH OCTIbHBIMHM [P-ceTsiMM, MOAKIIOUEHHBIMH K Mapupytusatopy. Kak mnpaswio, oH
UCTONb3yeTCsl JUIl MOJKIIOUEHHMsS HEKOTOpOil OrpaHMYeHHOW WOJCETH, agpecHOe IPOCTPAHCTBO KOTOPOHl He
COOTBETCTBYET TJIOOANbHOMY pachpezaeneHuio [P-anpecoB, ko BceMy BHENIHEMY MUpPY, HCIIOJB3YIOLIEMY €IHHOE
HepapXUUecKoe aJApecHoe MpocTpaHcTBO. COOTBETCTBEHHO, ABE CETH, MEXKAY KOTOPBIMU NPOU3BOAUTCS TPAHCIALUSL
aJIpecoB, HA3bIBAIOTCSI OOBIYHO 6HYmMpeHHeu W 6HewHell (XOTs B OOLIEM Ciydae 3TO MOTYT OBITb M JIBE CETH C
ro6ansHeIME [P-anpecamu, 1 Be ceTr ¢ mpuBaTHEIME [P-aapecamu).

INPUMEYAHUE Caenyromue auama3onsl [P-aapecoB BbIAETEHB HCKITIOYUTEIHLHO SIS UCTIONL30BaHUS B KOPIIOpa-

THUBHBIX CETAX, U30JIMPOBAHHBIX OT II100anbHOM cetn HTepHeT mocpeactBoM NAT:

B kacce A — 10.0.0.0 ... 10.255.255.255

B Kiacce B — 172.16.0.0 ... 172.31.255.255

B kacce C — 192.168.0.0 ... 192.168.255.255
OTH ajgpeca W CETH HA3BIBAIOTCS MPHUBATHBIMU (private), TOKaIbHBIMHA WIH "CEphIMH", B OTIHYHE
OT TII00aBHBIX WK "OeNbIX" apecoB, pacupeaesIeMbIX IICHTPATH30BaHHO.
MmMenHo 5TH agpeca jkenaTesIbHO UCIOIb30BaTh MPU MOCTPOCHUHU BHYTpeHHUX ceTeil. Hampotus, B
ro0anbHOM cetn VHTepHET TakuWe anpeca WCIONB30BaThCs HE MOTYT, a Jto0OW IaKer,
MPUXOAALIUI U3BHE C TAKUM aJpecOM UCTOYHHMKA WM Ha3HAYEHUs, TOJDKEH YHUYTOKATHCS — 3TO
b0 pe3yabTaT OMMOKH B KOHQUTYpAIlMM Ybero-TO MapiipyTH3aTopa, JHOO IOIBITKA
3JI0HAMEPEHHOTO BMEIIATEIhCTBA B paOOTy JaHHOU CETH.

[Monsatne NAT siBnsieTcs cOOMPATENEHBIM M BKITIOYAET B ce€0S IENBIA Psif] PA3IUNIHBIX aJrOPUTMOB, TI0 KOTOPBIM TIPO-
M3BOAMTCS TpeoOpaszoBaHue IP-aapecoB W MOPTOB Tpu OOpaIleHWH M3 BHYTPEHHEHW CETH BO BHEITHIOIO, M3 BHEUTHEH BO
BHYTPEHHIOIO, FJIM B 000HX HaMpaBleHUAX. VICIONBb30BaHNE TPAHCISIIAH CETEBBIX a/IpeCOB PEIIacT TP BaXKHBIC 3a1aUH:

— Ilo3BomiseT ucnonb30BaTh OAHU M Te ke [P-agpeca BO MHOTHMX MOACETSX, MOCKOJBKY aApPECHOE MPOCTPAHCTBO
Ka)XJOH BHYTpEHHEH IOJICETH SIBJISETCS JIOKAJIBHBIM, @ HE YacThIO IJI00AJBHOTO aJpEeCHOrO IPOCTPAHCTBA BCETO
WurepHeT. YHUKANBHBIME JIOJDKHBI OBITH TOJNBKO BHeHIHWe [P-anpeca, Ha3HaYeHHBIE MHTEPQENCY ¢ MOINEPKKOM
NAT; atu agpeca pacnpenensroTcss LEHTPaIu30BaHHO MOCTaBIUKaMu yciayr MHreprHer. Bo BHyTpeHHel cetu
MOTYT HCIIOJIb30BaThCs JTI00BIE a/ipeca, Ha3HauUCHHbIE aMUHUCTPATOPOM WM, HallpuMep, yHacleJOBAaHHBIE B XOJI€
KaKOW-JIN0O pecTPYKTYpH3aLIH CETH.

— VYcrpanser HexBaTKy riobansHeIX [P-agpeco, mpucymyro mnportokony I[Pv4. 3a oaHuM WM HECKOIBKMMH
r100aTBHBIMH aJIPECaMH MOXKET CTOSTh HAMHOTO OOJIBbIIIEE YNCIIO XOCTOB BHYTPEHHEH CETH.

— CKpBIBacT UCTUHHYIO CTPYKTYPY BHYTPEHHEH CETH OT BHEIIIHETO MHpPa U TEM CaMbIM HOBBIIIAECT €€ 6E30IIacHOCTb.

IIpeoOpa3oBaHue aapecoB, a TAKKE KOMMYyTalwst [P-makeToB, MOT'YT MIPUMEHSTHCS KaK KO BCEMY MOTOKY Tpaduka,
poxomasieMy 4depes uHTepdeic, Tak W H30MPATEIbHO K HEKOTOPBIM ONPEICIICHHBIM MakeTaM (MPHU MOAKIIOYCHHUN
cooTBeTCTBYIOIIETO access list). Jlannas Bepcuss NSG Linux momaepkuBaeT CIEAYIONHE OCHOBHBIE MEXaHU3MBI,
JIOCTYITHBIC Y€PE3 OCHOBHYIO KOMaHIHYO 000JI0UKY:

— IIpeobpazoBaHue aapeca HCTOUYHHKA B CTATHUECKU 3aqaHHbIN [P-anpec wmm ananason anpecos (Source NAT, SNAT).

— Haubonee Baxubplli wacTHbI cimydait Source NAT — mpeoOpa3zoBanue ajpeca ucrounuka B [P-agpec Toro
nunrepdeiica, yepe3 KOTOPHIH OTchUIaeTcs NaHHBIA naker (/P Masquerading). B 4acTtHOCTH, anpec BBIXOIHOTO
nHTep(deiica MoXKeT Ha3HAYaThCS ANHAMHUYCCKH.

— IIpeobpazoBanue ajpeca Ha3HA4YEHHS B CTaTHUYECKH 3adaHHbIA [P-axpec winm nuanazon aapecoB (Destination NAT,
DNAT, umua éupmyanvhule cepgepa). s npotokosioB TCP wmum UDP MoxeT ObITh peoOpa3oBaH TakKe HOMEP MopTa
Ha3HAYCHUSL.

— KommyTanuro uin KOnMpoBaHWeE MMakeTa Ha 3aJaHHbIA BBIXOHON HHTepdelic u/mnm o3 (Switching).

Jpyrue anroputMsl ipeodpazoBanus [P-aqpecoB u MOPTOB MOTYT OBITH PEATH30BaHBI CPEIICTBAMU HETIOCPEICTBEHHO
OC Linux, a nmenHo, makera IPtables. B mpunmume, moctymHsl Bce Bo3MokHOCTH [Ptables. HactpamBath ux u3
OCHOBHOM KOMaHIHO# 000709k NSG Linux BO3MOXHO, UCTIONB3YsI MEXaHU3M clieHapueB (cM. YacTs 6).

Mexanusm NAT pabotaer u HacTpauBaeTcs HE3aBUCUMO JUI Kaxaoro IP-untepdetica. BkiroueHne u BEIKIIIOUeHNE
NAT npousBoaurcst B MeHI0 ¢usuueckoro nopra, Frame Relay DLCI, mu6o Ethernet VLAN B 3aBucHMOCTH OT TOTO,
Kakasi HHKAICYJSIHS U pU3nYecKas cpea Iepeiaun pactoyiokeHsl nox tTpedyeMbeiM IP-unrepdeiricom. OnqHOBpeMEHHO
Ha OJTHOM HHTepdeiice MOTyT OBITH OIpe/IeNIeHbl HECKOIBKO alrOPUTMOB.

BHUMAHUE Mexann3mbl NAT Bcerna cnenyeT BKIItouaTh Ha HHTepQeiice, 00palieHHOM BO 6HEUHIOI0 CETh.

NSG Linux v1.0 build 3 rev.19.12.2008



Yactp 4. Mapmpytuzamus u ciyxosl [P. 35

BHUMAHUE IIpu mepBom 3amycke NAT wnmm IP-koMMyTanmuu MOATPYXArOTCS HEOOXOIUMBIE MOIYIH Spa
Linux. I[Tpu 5TOM NpoU3BOIUTENBHOCTh YCTPOWCTBA CHIXAETCS (B CHITy 00Jiee CJI0XKHOM Mporpam-
MHO# 00paboTtkm). Y manenue npasui NAT camo 1o cebe He IPUBOANT K BHITPY3KE dTUX MOIYICH.
Uro0bl m30aBUTHCSI OT HHUX M BOCCTAHOBHTH HCXOJHYIO IPOW3BOAMUTEIHFHOCTH, HEOOXOIMMO
COXPaHUTH MOJIYUCHHYIO KOHQUTYPAIIUIO U TIepe3arpy3uTh yCTPOHCTBO B LIEJIOM.

§4.8.2. llotoxku Tpaduka

KimroueBbiM moHsATHEM s paboTel MexaHusmMa NAT sBusercs nomok. B oOmeM ciydae 3TUM TEPMHHOM
o0o3HavYaeTcss HEKOTOpas COBOKYIMHOCTh B3aWMOCBSI3aHHBIX MMAkKeToB. JIJs KaXXJAoro TIOTOKAa — CO3JaeTCs
COOTBETCTBYIONIas 3amuch B Tabmuie NAT, HEMOCPEIACTBEHHO OINpeAeNsionas YHUKATLHOE COUYeTaHWe ajpecoB M
MOPTOB MUCTOYHWKA M HazHadeHus. CTporas WHTEPIPETAIHS 3TOTO MOHATHSA 3aBUCUT OT Tuma Tpaduka. [ToTok mmeer
OTpaHWYEHHOE BpEeMs JKHU3HH, N0 UCTEUYECHHWH KOToporo 3amuch u3 Tabmuipl NAT ymansercsa. [logpoOHoe omucanue
MEXaHu3Ma UISHTU(PUKAIINH TTOTOKOB B Linux comepXKuTcs B JOKyMEHTE:

Oskar Andreasson. Iptables Tutorial 1.2.0. Chapter 7. The state machine.
http://iptables-tutorial frozentux.net/iptables-tutorial. htmI#STATEMACHINE

Jas makeroB TCP motok ompenensiercss HanboJiee MPOCTO, MOCKOJNBKY TaHHBIA MPOTOKOJ MO TPHUPOJE CBOCH
OpPUEHTUPOBAH Ha coequHeHUs. [IoTokoM cunTaeTcs Bes MOCIEN0BATEIbHOCTD OTIPABICHHBIX U MOJyYEHHBIX IAKETOB,
otHocsmmxcs Kk onHoMy TCP-coennHeHuro, HauYMHAsE OT TPEXIIAroBOHW MPOLEAYPHl yCTaHOBICHUS coequueHus (SYN
— SYN/ACK — ACK) u 3akaHuuBasi pa3pblBOM COEIUHEHHMA. MeEXay 3TUMH JIBYMs IPOLEAYPAaMH COCTUHCHHE
Haxonutcs B coctosHuu ESTABLISHED u no HeMmy mepenaroTcsl JaHHbBIE. BpeMs *KU3HM COEIMHEHUS 3aBHCHUT OT
TeKyIel (pa3pl COEANHEHNs, B YaCTHOCTH!

— JUIS YCTaHOBJICHHOTO COCJMHEHUSI — 5 CYTOK

— JUTSl COEAMHEHHUS TTocie HopManbHOTO 3aBepiieHus (mporeaypa FIN — ACK) — 2 MuHyTHI (4TOOBI TIPOITyCTUTH BCE
OCTaTOYHbIC MAKEThI, KOTOPbIE MOTJIH 33/IEPXKATHCSI HA MPOMEKYTOUHBIX y37Iax)

— JUTSl COeTMHEHUS TIoctie aBapuitHoTo 3aBepiieHus (RST) — 10 cexyng

Ilocne MPOXOKACHUSA OYCPCAHOIO IMAaKCTa OTCUCT BPEMCHU KHU3HU COCAMHCHUA HAYUHACTCSA 3aHOBO. TlonHbIit
CIIMCOK TaﬁMayTOB AJIg pa3jIMYHbIX (1)33 TCP-COC,HI/IHCHI/IX, YCTAaHOBJICHHBIX TI0 YMOJYaHUIO, HPHUBCACH B
BBIHICYIIOMSHYTOM JOKYMCHTC. HpI/I HeO6XOZ[I/IMOCTI/I OTH 3HAYCHHUS MOTYT OBITh H3MEHEHBI cpeacTtsamMmu OC Linux.

Jast makeroB UDP mpuHaAne:KHOCTh MAKETOB K TOMY HJIM MHOMY IIOTOKY OIPEHNCISICTCS Ha OCHOBE COUYCTAHUS
aJpecoB W HOMEPOB TOPTOB. Bpems >KM3HM TOTOKAa IMOCIE IMOCBUIKH IEPBOTO TakeTa (T.e. MaKeTa, KOTOPBIA HE
ACCOIMHPYETCS HHU C OJHUM CYIICCTBYIOUIMM MOTOKOM) — 30 cexyna. Eciu 3a 3To BpeMs MOJTy4YeH OJMH OTBETHBIN
MakeT, TO MOTOK CYUTAETCS YCTAHOBJICHHBIM M BpeMs >Ku3HHU yBenuuuBaercs A0 180 cexyna. Ecnm B Teuenme 180
CeKyHJl He NPHUHATO MW HE MOJYYEHO HHM OJHOTO MaKeTa, OTHOCSAILIErocss K AaHHOMY MOTOKY, 3allUCh O MOTOKE
YHHAYTOXKAETCHL.

Jasi makeroB ICMP moHATHE MOTOKa MPUMEHIETCS TOJHKO K THIIAM ITaKETOB, TOJIPa3yMEBAIOIINM TTapHOE
B3aumoyeiictBiue Request/Reply (mampumep, Echo Request / Echo Reply). ITocne mocbuiku maketa Request Bpems
oxunanus otBeta — 30 cexyna. [locie momydeHns cOOTBETCTBYOMIETO makeTa Reply 3ammcek o0 moToke yHHUTOXKAeTcs,
MOCKOJIbKY HUKAKHX TOCICAYIONINX MAaKETOB HE MPEIMOIaracTcs.

Cmemannbie noTokn TCP/ICMP niau UDP/ICMP MoryT BO3HMKATh, HalpUMeEp, KOTAA B OTBET HA MOMIBITKY
ycranoBnenus: TCP-coeannenns winn nonsiTky otnpasku UDP-nararpammel npuxoaut naket ICMP Host Unreachable
wm Network Unreachable. Takue makeTpl y4yWTBIBalOTCS B paMKax paHee OTKpbiToro moroka TCP wmum UDP,
COOTBETCTBEHHO, U MEPEHANpPABIIAIOTCS COOTBETCTBYIOLIEMY XOCTYy — HHHIMaTopy noroka. Ilocie sToro 3amuch o
MOTOKE YHHYTOKAETCSL.

J1s makeTOB OCTANbHBIX MPOTOKOJIOB TPAaHCIIOPTHOTO MOXYPOBHs, paboratommx mosepx IP (mampumep, mis
NETBLT, MUX unn EGP) ucnonb3yercs mexanusm, aHajgorudabiii UDP. BpeMms Ku3HH MOTOKA N0 YMOJYaHHIO —
600 cexyH.

Ci10KHBI€ POTOKOJIBI MPUKJIATHOTO YPOBHSI MMOPa3yMEBAIOT WM JOMYCKAIOT HMCIOJIb30BAHUE OJHOBPEMEHHO
Heckoubkux moptoB TCP wmm UDP. K Takum mpotokonam otHocstest FTP, TFTP, IRC u Amanda. Hanpuwmep,
ucnone3zyet moptel TCP 21 (ftp) u 20 (ftp-data).
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§4.8.3. Source NAT u IP-mackapaaunr

TpaHCJ’[ﬂHI/IH aJpeca UCTOYHHKA IMO3BOJISICT HCCKOJIbBKUM XOCTaM BHyTpeHHeﬁ CCTH BBIXOAUTH BO BHCIIHIOIO CCTh,
HCIOJIb3Yyd OJUH NI HECKOJIbKO BHCIIHUX aIPpCCOB. OOmMmen IP-maketamu MMPOUCXOAUT CJICAYIOIUM 06pa30M:

— Buytpennuii naTepdeiic nomyyaer makeT OT XOCTa BO BHYTPEHHEH CETH, aipeCOBaHHbIM BO BHEIIHIOIO CETh. DTOT
MaKeT MapuIpyTU3UPYETCs Ha HEKOTOPBIN BHEIIHUH HHTEpQEHC.

— Buyrtpennunii [P-anpec nctounuka (kak NpaBHIIO, NMPUBATHBIH) 3aMEHSETCS yKa3aHHBIM BHEIIHMM ajpecoMm. B
oOwem ciryqae, it nakeroB TCP u UDP Homep mopTa HCTOYHHKA MOXKET 3aMEHSTHCSI HEKOTOPBIM HOBBIM HOMEPOM
MOpTa, OTHOCSIIUMCS K JAHHOMY HHTEpdEicy (CM. HUXKE).

— B cmucke nmorokoB NAT co3nmaercs 3amuch O BHOBH CO3J@aHHOM IIOTOKE, IMOCJE YEro MakeT OTIPaBIseTCS BO
BHEIITHIOIO CETh.

— Korma u3 BHENIHEH ceTr MOCTyMaeT MakeT, B KOTOPOM ajipec HazHadeHus paBeH [P-anpecy Source NAT Ha maHHOM
nHTEepdeiice, HOMEp MOpTa HAa3HAUCHUS WM HWACHTU(PHUKATOP IMaKeTa, YKa3aHHBIE B 3aroJIOBKE, IPOBEPSIOTCS IO
criucky moTokoB NAT. Ecnu 3ammch 0 MOTOKE ¢ TaKUM HOMEPOM TOpTa WM HIACHTH(PUKATOPOM HaijIeHa, TO
BBITOJTHACTCST 00paTHOE MpeoOpa3oBaHUe, U MAKET MapIIPYTU3UPYETCS BO BHYTPEHHIOK ceTh. ECiM Takas 3amuch
HE HalijieHa, T.c. HU OJMH M3 BHYTPCHHUX XOCTOB paHee HE oOpalnaics K JaHHOMY BHEITHEMY XOCTY (B mpemenax
KOHTPOJIHPYEMBIX TaMAayTOB), ITAKET YHUYTOKACTCS.

BHyTpeHHAS ceTb

192.168.0.0/16 SRC: 192.168.1.2 SRC: 231.54.67.90
DST: X.X.X.X I::> <« DST: X.X.X.X I::>
LN ES (Y
data g = I data
©
% 8< [R BHeluHe
— = N —
SRC: X.X.X.X N 3= | w SRC: X.X.X.X CETn
DST: 192.168.1.2 <:| o w2 DST: 231.54.67.90
data data

Ecmu ot BHemHero xocrta OyAeT MOJYYEH MAKET C aJApecOM Ha3HAYCHWS, MPHHAIIC)KAIIMM BHYTPEHHEH CETH, TO
TAaKOM TAKeT CYMTACTCS HEKOPPEKTHBIM U OyAeT Oe3yciIOBHO YHWUTOXKEH. EciM WM3BHE MONydeH MaKeT C aIpecoM
Ha3HAUCHUS, HE TPUHAIUICKAIIUM BHYTpeHHEH cet, TO B NSG Linux oH OymeT mpomymieH 4epe3 uUHTepdeiic 6e3
W3MEHEHHH M OTTIPABIICH JlaJiee B COOTBETCTBHM C TAOIHIIEH MapIIpyTH3AIIHH.

Buemnuit [P-anpec nnm muana3zon anpecoB s Source NAT 3amaeTcst craTHYeCKH W, B 00IIeM cllydae, HUKaK He
CBsI3aH C aJpecamMu, Ha3HaueHHBIMHU uHTepdeticam ycTpoiictBa NSG. [Ipu aTOM, 0JTHAKO, HEOOXOAMMO CIEAHTH 32 TEM,
YTOOBI Ha BBIIIECTOSIIINX MaPIIPYTU3ATOPAX OBLI U3BECTCH OOPATHBINA MapIIPYT K ITUM aJipecaMm.

Hnst makeroB TCP u UDP HOMep mopTa MCTOYHMKA [0 BO3MOXHOCTU coxpaHsieTcsi. OJHaKo eciau JBa XOCTa U3
BHYTPEHHEH CEeTU MBITAIOTCS OJHOBPEMEHHO MOCHUIATh MaKeThl C OAHUM U TEM K€ HOMEpPOM IOpTa, TO I OJTHOTO U3
HUX HOMep ropTta Oyaer m3MeHeH. [Ipu 3ToM Bce BO3MOYKHBIE HOMEpa MOPTOB Pa30MBAIOTCS HA TPH JHAIa30HA: MEHEe
512, or 512 pmo 1023, m crapme 1023. DT nauama3oHbl WHBApUAHTHBI, T.€. TOPTHl M3 KAKIOTO JHAIa30Ha
0TOOpaKaIOTCsI TOJIBKO HA MOPTHI U3 TOTO JKE TUATIa30Ha.

[P-agpec u HOMep IOpTa Ha3HAYEHUS B TIOOOM CIydae OCTalOTCS HEM3MEHHBIMU.

NAT B dopme [P-mackapamunra padortaeT aHaiorudao Source NAT u ucmosb3yercs A TOH K€ caMO#l Iemu.
Pasmiame cocTouT B TOM, 9TO BMECTO (PMKCHPOBAHHOTO BHEITHETO afpeca (Wi JUara3oHa aJpecoB) HCHob3yercs 1P-
anpec BbeIxoAHOTro MHTEep(deiica. Ecnu nHTEpdeiic mmeer Heckonbko [P-aapecoB, To it MackapaJawHra UCTIOIB3YETCS
MIEPBEIH MO CIHCKY aJIpeC U3 CETH, MMOAXOISIIEH IS OTIIPABKH JAHHOTO MAaKeTa.

Kpowme Toro, eciu ncriosiszyemsiit [P-untepdetic nepexoqur B cocrostane DOWN, To Bee 3anucu IP-mackapanunra,
OTHOCSIIMECS K HEeMy, yHHUYTOXkaioTcsa. [locie BKmiodeHWs: mHTepdeiica Bce IMOTOKH, MPOXOMISIINE dYepe3 Hero,
UAECHTU(HUIUPYIOTCS 3aHOBO.

IP-mackapanuHT pemHa3HadeH, B OCHOBHOM, JUIsSl CHUTYaIluH, korna IP-aapec BerxogHoro mHTEpdeiica Ha3HaAYaeTCs
TUHAMAYECKH M allpHOPH HEW3BECTEH, a MapIIPYTHU3ALKs B BBIIICCTOANICH CETH MPON3BOAMUTCS TOJIBKO Ha ATOT aJpec.
Tunuunetit npumep — PPP-niogkimouenne k BX0OIHOMY MyJTy MOCTaBIIMKa yciIyr MHTEpHET.

JlomyckaeTcss Tak)ke HCIONB30BaTh [P-MackapagwHr B TOM Cilydae, KOTJIa ajpeca BBIXOJHBIX HHTEP(EHCOB
SBISIFOTCSL  ctatndeckuMu. C  KayecTBEHHOW TOYKM 3pEHHsl, 3TO pelIaeT MocTaBleHHyl 3amady. Opnako IP-
MacCKapaJuHT sBIISETCS OoJiee CI0XKHBIM anroputMoM, deMm Source NAT ¢ ¢pukcupoBaHHBIM agpecoM, TpeOyeT OobIie
BBIYHCIIUTEIBHBIX PECYPCOB M CHJIbHEE CKa3bIBACTCS Ha ITPOM3BOAUTEIBHOCTH YCTPOHCTBA. [103TOMY /IS CTAaTUYECKUX
3a71a4 PEeKOMCHIyeTCs YKa3bIBaTh ajipec HHTepdeiica SIBHBIM 00pa3oM.
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§4.8.4. AaropurMm Destination NAT

Anroput™m Destination NAT (DNAT), unaue Ha3blBaeMbId "BHPTyaJbHBIMU cepBepamMH’, HperHa3HAuYeH IS
JOCTyIla U3 BHEIIHEH CeTH K OMpeJeNeHHBIM XOCTaM BO BHYTpPEHHEH CeTH MO fABHO YyKa3zaHHBIM [P-agpecawm,
MPOTOKOJIaM ¥ nopTaM. IIpy 3TOM JuIsi BHEIIHEro MUpa BCE 3TH CEpBEPHI OyIyT pacroioKeHs! 1o BHeHeMy [P-anpecy
unrepgeiica NSG. O6paboTka akeToB MPOU3BOAUTCS CIETYIOIINM 00pa3oM:

— Buemmnwnii unrepgeiic NSG monydaeT makeT, He OTHOCSIIMHCS HU K OJHOMY W3 IOTOKOB, HHHLMHPOBAHHBIX CO
CTOPOHBI BHYTPEHHEN CETH.

— Ecmm mns ganHOrO mportokosia, pabdotaromero mosepx IP (TCP, UDP, ICMP, GRE, PPTP, VPN u ap.) u mus
nanHoro Homepa mopta HazHadeHus: (TCP, UDP) nnm tuna nmaketoB (ICMP) mMeercs 3amuchk B Tabmuie NAT, To
[P-anpec Ha3HaueHUs 3aMeHsETCS HA YKa3aHHBIM aJpec BO BHYTPEHHEW CETH; €CIM yKa3aHO, 3aMEHSETCA TaKXKe
nopT Ha3HadyeHus. Eciu moaxondieid 3anmucy He HalIeHO, MaKeT YHUUTOXKACTCS.

— Ilaker nmepenaeTcs Ha yKa3aHHBIN aipec U MOPT BO BHYTPEHHEHN CETH.

— Korza ot BHyTpeHHero xocta MpUXOoIUT OTBETHBIN makeT, [P-agpec ncrounuka 3amensercs BHemHuM [P-agpecom
uHTEpdeiica, yepe3 KOTOPHIH MakeT OTIPABIISICTCS BO BHEITHUN MUP, U TIAKET OTIIPABISACTCS MO HA3HAYCHHUIO.

BHyTpeHHsAS ceTb
192.168.0.0/16 SRC: X.X.X.X = SRC: X.X.X.X
DST: 192.168.1.2:8080 <:| < ER | o DST: 195.177.36.2:80 <:|
n £ {
data 3 < g8 (= data
& 28 R BHellH1e
SRC: 192.168.1.2 5 5 n 0 SRC: 195.177.36.2 cetu
DST: X.X.X.X I::> @ g % — DST: X.X.X.X
data o data

B NSG Linux makeTsl, He MOJManalonye Mol SBHO yCTaHOBIeHHBIEe mpaBmia Destination NAT, nepenatorcs 6e3
u3MeHeHnd. [Ipy HEOOXOAMMOCTH HX MOXHO OT(QIIBTPOBATH C MOMOIIBIO access-lists; B 3TOM cllydyac MEXaHH3M
Destination NAT omHOBpeMEHHO SBISCTCS (DUIBTPOM, MPOIYCKAIOIIMM W3 BHEIIHETO MHpPA TOJBKO IMAKETHI C
onpeneneHHpIMU [P-apecaMu 1 HOMEpaMu MOPTOB HA3HAYCHHUSI.

§4.8.5. Kommyranus IP-nakeros

[Ipn ncmonp30BaHMM KOMMYTALIMM TIAKET, MOJNABIIMK IMOJ AEHCTBUE YCTAHOBJIEHHOTO access list, 6e3ycIoBHO
nepesacTcsl Ha yKa3aHHBIH BBIXOJHOW MHTepdeic (MM MapmpyTH3UpyeTcs Ha yKa3aHHBIM [IUII03). TaKylo 0OpaboTK
MOXHO PacCMaTpUBaTh KaK CTATHYECKYIO MapLIPYTH3ALUIO MO PAaCIIMPEHHOMY Ha0Opy KpHTEpHEB (110 COBOKYIHOCTH
IP anmpecoB nCTOYHMKA/Ha3HAYCHUs], MPOTOKOJOB, IIOPTOB, MPOTOKOJBHBIX (iaroB u T.1.). [Ipm 3TOM mnaker He
IpoxoauT nociexytomue npasmwia NAT, 00b19HOI MapIipyTH3auy ¥ GUIbTPALUH.

BHUMAHUE B NSG Linux, B otmuune ot 6azoBoro 1O NSG, npu xomMmyTanuu nakera ero 3HadeHwe TTL
YMEHbBILACTCS Ha SJIMHUILY.

BzaumocBsizp ¥ odepenHocTh BbIMoOJMHEHHUs Tmpouenyp [P-kommyranmu, NAT, MapuipyTtuzanuu, a Takxe
dunpTpanuu (M. 1m.4.9) 1 QoS (cM. 11.4.10) mokazana Ha pUCYHKE.

localhost (npuknagHoi ypoBeHb)
®dunbTpaumns ®dunbTpaumns
(nokasnbHble BX.) (nokanbHble ncx.)
A MapLpyTunsaums
> : Y
> apLpyTu3aumns in out
OunbTpaums
Monntnka QoS (TpaH3uUTHbIE) Y
(BxoaHas)
L Source NAT
Destination NAT
) - | Monutuka QoS
Switch “| (BbixogHas)

Bxoaswmii naket Wcxopawmin nakeT
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§4.8.6. Cunrakcuc komang NAT u IP-kommyTanun

Jna ynpaBnenus Hactpoiiko NAT wu IP-komMMmyTanuu HCHONIB3YHOTCA CHEAYHIOIIME KOMaHIbl B MeHIO [P-
nnrepdeiicos (pm3nyecknx nopro, VLAN, Frame Relay DLCI):

nat source [ access-list {<1...32000 > | any }] [ prio <1...32000>] { masquerade | <ip-agpecl> [< ip-agpec2>1}
no nat source prio <1...32000>
Coznanne u ynanenue npasmia s Source NAT. IlpaBmino npuMeHseTcs K HCXOAIINM TaKeTaM, T.€.
rakeTaM, OTIPaBIsIeMbIM ycTpolicTBOM NSG uepe3 maHHbII HHTEpEiic.
[TapameTp access-list ykaspiBaeT Ha HOMep access-list NSG, HCrosb3yeMoro it oToopa Tpaduka.
[TapameTtp HeoOs3aTenpHBIN. [10 yMoTuaHuto peanoaraetcs access-list any, T.e. mpaBuo mpuMeHsIeTCs
KO BCceMy TpauKy.
[TapameTtp prio mMo3BoJIAET yCTAaHOBUTH MOPsioK puMeneHus npasuia NAT (1 — HauBbIcIInid
npuoputet). Ha omHom naTepdeiice MoxxeT ObITH co3nano Heckonbko npasui Source NAT. Ilo
YMOJIYaHHIO, BHOBb CO3/IaBacMbIC TIPABUIIA TIOMEIAIOTCS B KOHEIl CIIHCKA. [Ipu co31aHnu paBuiia ¢
HOMEPOM, TTOTAAAI0IIUM B CEPEMHY CYIIECTBYIOIIETO CIMCKA, BCE MOCIEAYIONIIE IIpaBHia
aBTOMATHYCCKHU CIBUTAIOTCS HA OJTHY TO3HIIUIO BHU3.
[TocieqHUM MapamMeTpoM KOMaHIIbI IOJKHO OBITH KITFOYEBOE CJI0BO masquerade mnubo 1o KpaiHel Mepe
omuH [P-anpec. Ecnu ykazano masquerade, To B ka4ecTBe apeca HCTOYHUKA TIOICTABIISICTCS TEKYIITHMA
IP-anpec unrepdeiica. Ecim ykazan ogun [P-anpec, To oH U mojcTaBisieTcs. Ecnu 3a1an quana3zon
anpecoB (Ba angpeca — HadaIbHBIA U KOHEUHBIH, Yepe3 MpoOelr), To s Kaxaoro noroka IP-maketos
BBIOMPAETCS CIyJallHbIN aapec U3 dTOro Juana3oHa.

nat masquerade [ access-list {<1...32000 > | any }] [ prio <1...32000>]

nat snat [ access-list {<1...32000 > | any }] [ prio <1...32000>] <ip-agpecl> [< ip-agpec2>]
CunonuMsl nat source [...] masquerade u nat source [...] <ip-agpecl> [< ip-agpec2>],
COOTBETCTBEHHO. JIaHHBIN CUHTAKCHC BBENICH JJII COBMECTUMOCTH C MPEABIAYITUME BepcusiMu NSG
Linux u He peKOMEHyeTCs K UCIIOJIb30BaHUIO B HOBBIX KOHGUTYypanusx. [Ipyu mocTpoeHnn
KOH(UTYpaIiy aBTOMaTHIECKH 3aMEHSIETCS Ha 3TH KOHCTPYKITHH.

nat destination [ access-list {<1...32000> | any }] [ prio <1..32000>] <ip-agpecl> [< ip-appec2>] |
[ to-port <mopT1> [<nopT2>]

no nat destination prio <1...32000>
Cosnanue u ynanenue npaswia uist Destination NAT. IIpaBnno nmpuMmeHsieTcs: K BXOJUSIIIUM ITaKeTaM, T.€.
naKeTam, IpUHAMaeMbIM ycTpoiictBoM NSG uepe3 naHHbINH HHTEp]EHC.
[MTapametpsr access-list n prio ncnonp3yrorcest ananorugHo KomManze hat source ... Tak >ke HCTIONB3YIOTCS U
IP-anpeca; B 9acTHOCTH, IpU yKa3aHWU ABYX [P-agpecoB o0pasyeTrcss BUPTYyalIbHBIN K1acTep CEpBEPOB, U
KaKJIBI HOBBIN 3aITpOC KIMEHTOB OTIPABIISETCS TIOOYEPETHO Ha CIASAYIONIHN (pU3udecKuii cepBep.
[TapameTp to-port yxa3siBaeT, Ha KakOW HOMEp MOPTa Ha3HAUCHHSA CIIEAYyeT OTIPABIIAT MaKkeThl. Eciu
3aJIaHbl IBA HOMEpa MOPTOB, TO UCTIONL3YIOTCS (CIydaliHBIM 00pa3oM) BCe HOMEpPA U3 YKa3aHHOTO
Uara3oHa.

BHUMAHUE Ecnn mpomsBoanTcs mnpeoOpa3oBaHHWE IOPTOB, TO 00s3aTENbHO JODKEH OBITH HCIOJIB30BaH
pacimpeHHbId access-list (access-list ext-ip ...) ¢ ykazanuem tumna nporokona TCP mib6o UDP B
KaxxtoM mpaBuiie permit. JlaHHbIH access-list nomkeH OBITH co3MaH 10 HacTpoiiku NAT.

BHUMAHUE Cosnannsle rpynnsl npasun Source NAT u Destination NAT neficTByroT He3aBUCHMO IpyT OT
apyra. Ecnu onHa rpymnma coIepKUT HECKOIBbKO MPABMI, TO NMPHUMEHSETCA MEpBOE MPaBHIIO, MO
KOTOPOE TOMaj JaHHbIM MaKeT; MOCIeAYIOIIUE IPaBIIa U3 STOU TPYIIIBI HTHOPHPYIOTCS.

switch [ access-list {<1...32000> | any }] [ prio <1..32000>] to-intreface <ums> [ tee ]

switch [ access-list {<1...32000> | any }] [ prio <1..32000>] gateway <ip-agpec> [ tee ]

switch [ access-list {<1...32000> | any }] [ prio <1..32000>] to-intreface <umsi> gateway <ip-agpec> [ tee ]

no switch prio <1...32000>
COSI[aHI/Ie 1 yAaJICHUC MpaBujia AJIsk KOMMYTAIlU MaKeTOB. HpaBI/IHO MPUMCHSACTCA K BXOAAIIUM
rakeram, T.e. TakeTaM, MPUHUMaeMbIM ycTpoiicTBoM NSG depe3 maHHbIN HHTEpdeEriC.
[TapameTpsr to-interface u gateway onpenenstor nMs uaTepdeiica u [P-aapec muro3a, Ha KOTOPBIH CIeayeT
0e3yCIIOBHO TIEpEHAIPABIIATE MaKkeThl. Ecm nHTEpdEiic ABISIETCS MUPOKOBEMATEIHHBIM, TO apecC IUTI03a
HEO0XO0UMO YKa3bIBaTh 00s13aTeNIbHO. B OCTaNbHBIX ClTydasX JOCTATOYHO OJTHOTO U3 IBYX IapaMeTpOB.
Heo0bs3aTenbHbIi KITIOY tee, yka3pIBaeMBbIil MOCIETHUM, BMECTO PEKUMa KOMMYTAITUU BKITIOYACT PEXKUM
KOIIMPOBAHUS MAKETOB Ha 3aJaHHbIi nHTepdeiic. [Ipu 3ToM 0CHOBHOI nakeT 0OpadaThIBaeTCst OOBIYHBIM
oOpazom, T.e. mpoxoauT Bee npaswia NAT, MapmpyTusanuio 1 GUIbTPEL.

BHUMAHUE Ecnu Ha unrepdeiice, oqHoBpeMenHo ¢ NAT mnn IP-xommyranueii, ncnonssyercst VPN (IPsec),
To makeTbl VPN HeoO0X0IMMO MCKIIOYUTH M3-TIOJA MX JCHCTBHUS C HMOMOIIBIO COOTBETCTBYIOIINX
access lists. [lonpooHee o nanHo# npodaeme cM. Yacts 5.
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§4.9. ®uabrpanus IP-tpapuka

Jus dunprpanuu [P-makeToB MCHONB3YIOTCSA MPOCTHIC WM paciiupeHHble cnucku moctyna NSG (access lists).
VYrpasieHne TaHHBIMHA CIIHCKaMH Tpou3BoautTcs B MeHIo (config-nsg)# (cm. §§4.3.4, 4.3.5). CozmaHHBIH CITHCOK
JOCTyMa TOJAKIIOYACTCS WHAWBUIyalbHO K Tpebyemomy IP-mHTepdelicy u OTKIIOYAeTCS OT HEro MOCPelCTBOM
CJIeIIONIMX KOMaH/I B MEHIO COOTBETCTBYIOMMX 00heKTOB ((pm3mueckux noptos, DLCI, VLAN u T.11.):

access-group <transit | local > <input | output > <Homep_access_list>
no access-group <transit | local > <input | output > <HoMep_access_list>
[Moaxoyenne/oTKIIOYEHNE CITHCKa TocTyma Ha nHTepdeiice. [lapameTpsl KoMaHabL:

local OWIBTP NPUMCHSCTCS K JIOKAJBHBIM MMaKeTaM (T.€. TOChUTAEMbIM WU TIPUHH-
MaeMBbIM Pa3INYHBIMH CITy>KOaMH HETTOCPEICTBEHHO Ha ycrpoiictBe NSG).

transit OUIBTp NPUMEHSETCS K TPAH3UTHBIM ITAKETaM.

input DWIETp IPUMEHSAETCS K TTaKeTaM, BXOSIINUM B ycTpoiicTBo NSG uepes
JAaHHBIA HHTEpdETiC.

output DWIETp MPUMEHSAETCS K TTaKeTaM, HCXOISAITNM 13 ycTpoiicTBa NSG uepes

JIAaHHBIA HHTEpdETiC.
<HoMmep_access_list>  Homep ucmonbp3yeMoro Crucka J0CTyIIa.
BCG napaMeTpbl 06${3aTeHLHLI KaK Mpu NOAKJIOYCHUU, TaK U IPU OTKIIFOYCHUUN (bHHLTpa.

Taxum 06p330M, (bHJ'ILTpaIII/IH MPpOU3BOAUTCA PA3ACTIBHO HC TOJBKO IIO HHTep(l)eﬁcaM, HO W 1O CJICAYIOIHNM
YCTBIPEM KAaTCTOPUAM IMAKCTOB:

access-group transit input
access-group transit output
access-group local input
access-group local output

Ilo YMOJ4aHUIO, T.C. €CIN q)HHLTpaHI/Iﬂ JUIIsL HeKOTOpOﬁ KaTeropru MaKCTOB HE BKJIFOYCHA, HHTep(l)eﬁC MpOITYyCKacT
BCE IAKETHI 3TOM KaTeropuu. HpI/I BKJIIOUCHHOM (I)I/IJ'ILTpaIII/II/I HCIOJBb3YIOTCA CICAYIOMINEC IMpaBuIa:

— Jlns makeToB, MOMABIIMX IO KAaKOe-THOO TPaBWIIO permit W3 JaHHOTO access-list, TIPUMEHSCTCS TOJUTHKA
ACCEPT, T1.e. makeT mporycKaercsl.

— JIyst makeToB, MOMABIIUX IO/ MpaBmwiio deny, BeimoHseTcs momtuka DROP, T.e. makeT yHUYTOXKAETCS.

— Jlns Bcex MaKeToB, JOMICIIINX 10 KOHIIA access-list ¥ He TIONMaBIINX HU MO OJTHO MIPABUIIO, IPUMEHSIETCS IMOJIUTHKA
DROP.

— Ecnm ykazaHHBIN CIHCOK JOCTYTA CYIIECTBYET, HO ITYCT, TO JIJISl BCEX MAaKEeTOB MpuMeHseTcs monuTtuka DROP.

— Ecnm yka3zaHHBIN CITUCOK JIOCTyINa OTCYTCTBYET, TO I BceX makeToB npumensercs mosmtuka ACCEPT (t.e.
(unbTpanus He BKIIIOYACTCS).

Ecmn dunprpaums ucnonsdyercs coBmectHOo ¢ NAT, To mpeoOpasoBanme Destination NAT BemmonHsieTcs 10
npuMmeHeHust GuibTpoB, a Source NAT — mocne npuMeHeHust GuiabTpoB. TakuMm oOpa3oM, B (MIBTpax cCliemyer
yKa3bIBaTh cieayromue [P-anpeca:

— JUTS BCEX BXOJHBIX (PHIBTPOB (ACCESS-group ... input) — BHyTpeHHuit Destination 1P
— JUTS BCEX BBIXOIHBIX (DMIIBTPOB (@ccess-group ... output) — BryTpenHmit Source IP

IToapo6no cxemy coBmectHOTo mpuMeHeHwst NAT, QoS u ¢puinsTpoB cM. B 1m.4.8.5.
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§4.10. Mexanu3Mbl ynpaBJjieHusi TPAPUKOM

§4.10.1. Onucanue U NOAKJIIOYEHUE AJITOPUTMOB yIIpaBJieHUs TPpapukom

Jlnst orparmueHust BXoasmero u ucxomsmero tpadguka B NSG Linux UCTONB3YIOTCS Tak HAa3bIBAEMbIE NOIUMUKU
ynpasieHus tpagukoM. Ilonutuka mpeacTaBisieT co0OW COBOKYITHOCTH MPABHJI, MO3BOJISIONINX KIaCCU(PHUIMPOBATH
TpaduK W TPUMCHHUTH YCTAHOBJICHHBIC OTPAaHMYCHHS K KaXIoMmy kiaccy. s co3maHuWss W YHaleHHS MOJUTHK
UCTOJB3YETCs CIeayromas KoManaa B MeHto (config-nsg)#:

policy-map <ums>

no policy-map <umsa>
[TepBas koMaHIa co31aeT MOJUTUKY (€CITH MOJIUTUKA C TAKHM UMEHEM HE CYIIECTBYET) U BXOIUT B MEHIO
ee pegakTupoBaHusa. Bropas — ynansieT cymecTByOmyI0 MOJUTHKY.

B MeHI0 HaCTPOWKY MOTUTHKY YCTAaHABIUBACTCS, B IIEPBYIO OYEPEb, THIT HOTUTHKU:

type { tbf | ingress | cbq | sfq | prio }
Kaknast monuTrKa XapakTepu3yeTcsi ONpeIeIeHHBIM allTOPUTMOM, WIIA TUCHUILTHHOM, 00paboTKU
Tpaduka. B nannoii Bepcun NSG Linux moanepXuBaroTCsl CIeAyIONUe TUCIATUTHHBI JIs1 UCXOSIIETO

Tpaduka:
TBF Token Bucket Filter
CBQ Class Based Queuing
SFQ Stochastic Fairness Queueing
PRIO npuoputuzanus o 6utam TypeOfService/DiffServ
U JUIsl BXOJIIETO TpaduKa:
INGRESS YIpaBJICHUE BXOASAIINM TPa(hUKOM Ha OCHOBE KIACCOB

Jamee 3amatoTcst mapaMeTphl MOTUTHKH, CHENU(PUIESCKUE IS KaKI0TO U3 TUHOB. [logpoOHOe ommcanne HaCTPOEK
JUTS OTAENBHBIX TUCIHIUIMH IPUBEICHO B CIICAYIOMHNX maparpadax.

NPUMEYAHMUE [lpu cmeHe Tuma MOJUTUKU BCE HACTPONKH MPEKHEr0 TUIA YTPAuUBAIOTCS.

Co3zaHHbIe TOIUTUKH TTOJKITFOYAIOTCS B MEHIO OOBEKTOB, Yepe3 KOTOpbIe MPOUCXOIUT Tepenaya IP-tpaduka, a uMeHHO:
— ¢mugeckux noptos ¢ unkancynsuueid Cisco-HDLC, PPP, RAW, Ethernet — menro (config-port-XXX)#
— BHpPTyanbHBIX KaHATOB Frame Relay — mento (config-dici-NN)#
— supryanbnbix JIC Ethernet — mento (config-vlian-NN)#
— TtyHHenel — menro (config-tuni-NN)# u (config-tunx-NN)#
MIPY TIOMOIIH CICTYFOIUX KOMaH/:

service-policy input <ums>

no service-policy input <umsa>
Y CcTaHOBUTH/yAAINTE TIOJUTHKY JUIsl 00paboTKu BXoasero tpaduka. [Tapamerp <umsa> moimkeH
yKa3bIBaTh Ha CYIIECTBYIOIIYIO MOJUTHUKY THMA ingress. Ecnu monuTrka He 3a/1aHa, MPUHUMAETCS BECh
BXOJSIIUH TpaduK.

service-policy output <umsa>

no service-policy output <ums>
Y CcTaHOBUTH/yAAINTE TIOJUTHKY JUIsl 00paboTKu BXoasero Tpaduka. [Tapamerp <umsa> moimkeH
YKa3bIBaTh Ha CYIIECTBYIONIYIO OMUTHKY ThTa tbf, cbq, sfq wmu prio. Eciu monuThka He 3aana, TO MO
YMOJTYaHHIO UCTIONb3yeTcs anroputm pfifo_fast (cm. cnemyrommii maparpad).

INNPUMEYAHUE JlanHast koMaHaa UCIIONB3YETCS TAaKXKe JUISt TOTO, YTOOBI BKIOUNTH yka3aHHbIH nopt, DLCI nnn
VLAN B coctaB MHOTOKaHainbpHOTO IP-uHTEpdetica Tuma teql (cm. §4.10.9).

service-policy show
BrIBecTH HACTPOWKHU M CTATUCTHKY 00paOOTKH Tpaduka.

BHUMAHUE IIpouemypsr QoS BEMONHSIOTCA Ha ypoBHe IP-mapmipytuzaropa, T.e. 0 Tiepelavyd IakeTa B
npaiiBep ¢u3mdeckoro mopTa. B mpaifBepe mopTta oOpasyercsi CBOSI odepeib, JUIMHA KOTOPOM
ompezensercss TmapamerpoM tx-ring-limit. IlakeTsl, mTocCTaBIeHHBIE B OTy OdYepenb, YyKe
HEMOAKOHTPOJIbHBL  MPOLEypaM BBIIIECTOALIMX YPOBHEH U  OTHPABIAIOTCA B IOpSAAKE
nocTymieHus. MlHaye roBops, eciy B 3TOH ouepeau UMeEeTcs 8 MaKeTOB U3 HU3KOMPUOPHUTETHBIX
oyepeliei, W TMOCJIE 3TOTO IIOCTYNAaeT BHICOKONPHOPUTETHBIN makeT (Hampumep, VolP), To
MexaHu3M QOS CMOKET OTHPaBUTH €TO PaHblIe APYIHX MOCTYNAIOMINX NaKETOB — HO HE paHblIe
[IAaKEeTOB, YK€ IOCTABJIECHHBIX B 3Ty odepens. [ Hamnexamed oOpaOOTKH NPHOPUTETHOTO
TpaduKa cieayeT YMEHbIINTD 3HaueHue tx-ring-limit.

[ToapoOHOE omucaHne aaTOpPUTMOB U METOIOB yrnpasieHus Tpapukom B OC Linux npuBeneHo B TOKyMeHTe: Linux
Advanced Routing & Traffic Control HOWTO (ftp://nsg.net.ru/pub/nsg-linux/doc/lartc.pdf).
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§4.10.2. ITonmutuxka PFIFO_FAST

omutuka PFIFO_FAST xecTko ompeneneHa U pachpenenseT MakeThl MO0 TPEM HCXOASIINM O4epensM B
3aBucuMocTH oT KomOuHamuu 6ut Type of Service (DiffServ). Ota monutuka OTHOCHTCS K ucxoosuemy Tpaduky u
MIPUMEHSIETCS TI0 YMOJIYaHHIO Ha BCeX MHTep(eiicax, Asl KOTOPBIX HE yKa3aHa WHas MOJIMTHKA, a TAKXKE B TEX Kilaccax
cbg, mns KOTOpPBHIX HE ONpelesieHbl HHWKaKue aodepHHe OOBeKTHl (T.e. HM mmoiuThKa Tuna tbf, HM BHyTpeHHHE
TIOJTKITACCHI).

Ba3zoBblie 3Hauenus nmojs ToS 3nauvenue moast ToS Breixoanas
(DiffServ) bin dec ovepenb
JIBonunoe | Jlecaruunoe | Haznauenune 0000 0 1
Minimi 0001 1 2
1000 8 [mze 0010 2 1
Delay
0011 3 1
Maximize 0100 4 2
0100 4 ximiz 0101 5 2
Throughput
0110 6 2
Maximi 0111 7 2
0010 2 aximize 1000 8 0
Reliability
1001 9 0
Minimize 1010 10 0
0001 1 Monetary 1011 11 0
Cost 1100 12 1
1101 13 1
0000 0 I;"m.‘al 1110 14 1
ervice
1111 15 1

IIpuopuTeThl ouepenel ABIAIOTCS aOCOMOTHBIMH, T.€. €Ci B odepenu 0 MMEroTCs TakeThl, TO odepenu | u 2 He
00CIyKMBaIOTCSL 10 TeX IOp, Moka He Oyxaer omycrouieHa ouepenb 0. Ecnu ouepens 0 myctas, To oOciayXHBaeTcs
ouepens 1. Ecnu nakeroB Her Hu B ouepenu 0, HU B ouepenu 1, To oOciyKuBaeTcs ouepenp 2.

[Ipu HEOOXOAUMOCTH BMECTO STOW MOJUTUKHA MOXKHO ONPEICIUTh aHAJOTHYHYIO MOJUTHKY THIa cbqg, B KOTOpOit
YUCIIO odYepelneil M cXeMa pachpeieliCHHs IMaKeTOB MOTYT OBITh IEPCHACTPOCHBI 10 YCMOTPEHHIO IT0JIB30BATEIIS
CpeICTBaMU KOMaHIHO# o0omouku Linux.

IIpumep. UtoOsI 06eceynTh IPUOPUTETHYIO Tiepeaady maketoB Voice-over-IP, HyxHo Ha VoIP-1umo3e BeIcTaBUTH
cienyromue 6utel ToS:
mininize delay=1
maximize throughput=0
OCTaNbHBIC JiBa OWTa HECYIICCTBCHHBL. B STOM ciydyae WaKeThl, MOCTYHAMIIUEC OT I3, OYAYT CTaBHTHCS
ycrpoiictBoM NSG B HyJleBYIO ouepenb.

§4.10.3. IlomTuka TBF

ITonutnka tuma tbf dpopmupyer ucxooswuii Tpaguk ¢ momMoImplo anroputMa "apipsiBoro Bempa" (token bucket).
VYnpasnenue ocyuecTisieTcs 1 uHTepdeiica B nenom, 6e3 pasgeneHus tpaduka Ha KIacchl. B MEHIO MOJUTHKA
JIOCTYITHBI CJICAYIOIINE CIIeNU(UICCKUC TAPAMETPHI:

rate <8000...100000000>
YcraHoBUTh HHQOPMAIIMOHHYIO CKOPOCTh Ha HHTEp(etice (OUT B CEKYHIY).

burst <64...1000000>
YcranoButh pasmep "Benpa" (bucket) B OaiiTax.

limit <64...1000000>
YcTaHOBUTE pazMep ouepean B OaiTax.
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[Tpu BeIOOpE MapaMeTpoB yrpasieHus TpahuKoOM HEOOXOAMMO YIUTBIBATH CIASAYIONTHE COOOPaKECHHUS:

— Ilo cmeicmy 3amaum, BenwmyuHa rate He MOXKET OBITH OONbBIIE MaKCHMAaJbHOM CKOPOCTH (DU3WIECKOTO MOpTa

(mapameTtp baudrate) nnm MmakcuMansHOM HH(BOpMATMOHHOM ckopocTH Frame Relay DLC (Bemmuwnna cir*(1+be/bc))

— Jlnis HOpManbHO#M paboThl anropuTMa 3HadeHus burst u limit moykHBI OBITH HE MEHbBINIE MaKCHMAJILHOTO pa3Mepa

nakera (BesmmunHa MTU + mimHa 3aroJI0BKOB), KOTOPBIH MOXKET OBITH OTIIPaBIICH HHTEpdericoMm

— Jlnst 5pPEeKTUBHOTO HCIIOMB30BAHMS MAMATH U JOCTIDKEHUS 3aaHHOW HH(OPMAIIMOHHON CKOPOCTH PEKOMEHAYETCS

cO0JTI0/IaTh YCIIOBHS:

burst > 2*packet, rne packet — makcumanbHBIN pa3mep nakera
burst > rate/400 (3To orpanuycHHE CBI3aHO C TUCKPETHOCTHIO Tafimepa Linux — 1/100 cek)
limit > 2*burst

Ecnu burst > baudrate/800, 1 B TeueHre HEKOTOPOTO BpeMEHU HHTEpQEHC He epeaeT JaHHbIe, a 3aTeM MOCTYIaeT
cpasy Oosbplasi OpLUUs JaHHBIX (HallpuMep, HaYWHAeTcs Iepenada OoybIIoro ¢aiiia), To B TeYCHHE HEKOTOPOTO
BpPEMEHH eMy pa3pelaeTcs nepeaBaTh C MAaKCUMaJIBHOM CKOPOCTBIO, oIyckaeMoi moproM. Ilocie sToro ckopoctsb
OIlycKaeTcs 1O 3HaueHUs rate. IIpoJoIDKUTENFHOCT HA4alIbHOTO BCIUISCKa Tpaduka OyneT TeMm Oojblie, deMm
Oonpore OBUI MEpHON MOJNYAaHHA Iepel HUM. MakCHMalbHAs MPOJOJDKUTEIBHOCTh BCIUIECKA COCTABIISACT
8*burst/baudrate cexynn (¢ okpyraenmem 10 1/100 cex). UToObI OrpaHUYHUTH BpeMs, B TEUCHHE KOTOPOTO OJUH
TI0JIB30BATEJNIb MOXKET y3yPIHPOBATh HOJIOCY NIPOITYCKaHUs, CIeyeT OTpaHHYUTb BeJIMYHHY burst.

pumep. K mopty Fast Ethernet mpumenena ciemyromias momTuka ¢ uMmeHeM max200k:

|
nsg
policy-map max200k
type tbf
rate 200000
burst 3100
limit 20480
exit
port eth0
service-policy output max200k
exit
exit
|

B nanHOM citydae ucxonsamui Tpaduk yepe3 MopT orpaHudeH cpeaHeit ckopoctbio 200 Kout/c. Ha MakcumanpHOM

CKOPOCTH MOXET OBITh nepenano He 6omnee 3100 6aiT moapsa. MakcumanbHas JunHa ouepenu — 20 Koaiir.

§4.10.4. Knaccsl Tpadpuka

Psin monumTHK ympaBieHHs TpaHUKOM NpeArnosiaraeT, 4To Bech BXOIIIMHA Tpaduk pazOuBaeTcss Ha Kiacchl (C

JanbHEHIIe BHYTpEHHEH uepapxuedl wiu 0e3 Hee), K KaXIOMY M3 KOTOPBIX HPUMEHSETCS CBOW alrOpUTM H
napaMeTphl yIpaBiIeHus. B MEHI0 MOJIHUTHK, OCHOBAaHHBIX HAa MCIOJIb30BAaHUH KJIACCOB, JOCTYITHBI CIIEAYIONIHE 00IHe
KOMaH/IbI JJIs YIIPABIICHUS KJIACCAMMU:

class <umsa>
no class <nma>

Co31aTh/penakTHPOBATh KJIacC WIN YIATUTh CYNICCTBYIOIININ KJIACC, COOTBETCTBEHHO. MeTo
paszerneHus TpaduKa Ha KITaCcChl UCTIONIB3YETCS TAKXKE B PAAE IPYTUX MOJIUTHK.

JlanpHeiimas HacTpoiika MPONU3BOIUTCS B MEHIO BEIOpaHHOTO Kitacca (config-class-XXX)#:

prio <0...65535>

OrnpenenseT mpuopuTeT GUIBTPAIMK B JAHHBIN KJIacc B paMKax TaHHOU MOoNMTHKH (1 — HauBBICIIIN).
3nadenue (0 03HAYAET, UTO MPUOPHUTET SIBHBIM 00pa30M HE 3aJIa€TCs M KJIacC OYyIEeT pacCMaTpUBAThLCS B
TOH 0YepEeTHOCTH, B KAKOH OH OBLT CO3/aH.

JIBa KJ1acca MOTYT UMETh paBHBIC IPUOPUTETHI; B 3TOM CIydae OHU TaK:Ke OyIyT pacCMaTpUBATHCS B TOM
0YEPEeHOCTH, B KAKOW OHU OBLITH CO3TaHBL.

match { access-list <Homep> | no }

Omnpenensiet access-list, 10 KOTOpOMy OyZIeT POU3BOIUTHCS OTOOP MAKEeTOB B AaHHBIH Kiacc. [TlapameTp
<HOMep> MOXET yKa3bIBaTh KaK Ha pacIIMPEHHBIHN, TaK U HA CTAaHIAPTHHIN access-list NSG (cm. m.4.3.4,
4.3.5). B ciiyuae, eciu UCTIONB3YETCs CTAHIAPTHEIHN access-list, aHATU3UPYETCs TONBKO aipec UCTOYHUKA
(source address), yka3aHHBIN B TTaKeTe.

Bo3MOXHBI U Ipyrye MeXaHu3Mbl 0TOOpa MaKeTOB B HEKOTOPKIN Kitacc. Hampumep B odepean Tuma prio
MaKeThl pacIpeIeIsIFOTCS 10 KilaccaM Ha ocHOBe 3HadeHus mois ToS/DiffServ.
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3HadeHne NO (YCTaHOBJICHO MO0 YMOTYAHUIO ) TIOKa3bIBACT, YTO A JaHHOTO Kitacca HE nenons3yercs
MeXaHU3M 0TOOpa MAKETOB MPH MOMOIIH access-lists. COOTBETCTBEHHO, €CIIH HE HACTPOCH IapameTp
match To mapameTpsl prio u police B paMkax TaHHOTO KJlacca TakkKe He HCIONb3yroTes. To ke camoe
MIPOMCXOINT B CITydae, €Cld access-list ¢ yka3aHHBIM HOMEPOM HE CYIECTBYET.

police no IIpomyckath Bce makeThl JAHHOTO Kilacca 0e3 orpaHuICHHH.

police tbf rate <8000...100000000> burst <64...1000000> [mtu <256...65535>] action { drop | pass | continue }
VYcranosuth napametpsl TBF muist manHOTO KIitacca M mpaBuiia uisl Tpaduka, BEIXOASIIETO 338 yCTaHOB-
JICHHBIE OTPaHUYCHHUSL.
ITapameTpsr rate u burst umeroT TOT sxe cMbIcH, uTo 1 Aus anroputMa TBF.
ITapameTp mtu (Maximum Transfer Unit) onpenenseT MakcuMalbHYIO JNTMHY TakeTa (B 6aiTax),
MO/ IAI0IIETO IO JAaHHYIO IONMTHKY. ECiu [InHa TTakeTa MpeBHIIIaeT YCTAHOBICHHYIO BEIHIHHY,
nmakeT oOpabaTeIBacTCs MO MPaBUIIaM, YCTAHOBICHHBIM IS H30BITOYHOTO TpaduKa.
IMapameTp action ompenenser, kak CleAyeT MOCTYMUTh C U3OBITOYHBIMH TAKETAMU:
drop COpocutb naker
pass [IponycTuth makeT 6e3 nanbHeHIIel npoBepku. GaKTHYSCKU TaKOH KIIacC HUKAK HE
OTpaHUYHBACT Tpa(HK, OTHAKO MAKETHI, BRIXOIAIINE 32 YCTAHOBJICHHBIC
OTPaHUYCHUS, YUUTHIBAIOTCS B CTATHCTHKE OTICIBHO.
continue [IpogomKUTh MPOBEPKY TAHHOTO ITAKETa 0 MEHEE MPUOPUTETHBIM KIIACCaM U
OTIIPABHUTH €TO B COOTBETCTBUH C TEM KIACCOM, IO KOTOPHIi OH MO0 IET.

Bxonsmue makeThl TPOBEPSAIOTCS Ha COOTBETCTBHE 3aJaHHBIM KJIacCaM II00YEpelHO, B TOpAAKe yOBIBaHUS
npropuTeTa (BO3pacTaHMs 3HAYEHUs Prio) kimacca. Ecnu makeT ymOBIETBOPSIET CHHCKY access-list, yCTaHOBICHHOMY
JUT HEKOTOPOTO Ki1acca, TO K HeMy mpuMeHsetcs anroput™m TBF ¢ mapamerpamu, yCTaHOBIEHHBIMHE ISl 3TOTO KJIacca.
Ecmu npu 3TOM OKa3BIBaeTCs, UTO MAKEeT HE BIUCHIBACTCA B OTPAHWYCHHUS, YCTAHOBJICHHBIC ITapameTpaMu rate u burst,
TO C HAM BBITIOJTHSAETCS ACWCTBHUE, ONIpeIeIeHHOe TapaMmeTpoM action.

Ecnu maker He moamazaeT HU IMOJ OJWH W3 ONPEACICHHBIX KJIACCOB, OH IPOIyCKaeTcst 0e3 MCIOJIb30BaHUS
orpanndeHui. UToOBI U3MEHUTD ATO MPABUIIO, CJEIYET ONPENESIUTh KIIacC ¢ MUHUMAaJIbHBIM IIPHOPUTETOM M yKa3aHHEM
Ha TPUBHMAJBHBIN access-list, o] KOTOPHIHA OyayT Moananarh JI0ObIe aKeTHI.

§4.10.4. ITomutuka INGRESS

[TomuTHka THma iNngressS oCHOBaHAa Ha WCIIOJIB30BAaHHH KJIACCOB M OTPAHUYMBACT 6X00Awyuti Tpaduk MpH MOMOIIN
anroputMa TBF. K kaxxnomy u3 kiaccoB, ONpeneieHHBIX B paMKax TAaHHOM TMOJMTHUKH, MPUMEHSAETCS alrOpUTM
" IBIPSIBOTO Befipa' cO CBOUMU MapaMeTpaMi.

B TpuBManpHOM cilydae B MOJHTHKE THIA iNGresS MOKET OBITH OIpelesieH eIMHCTBEHHBIH KJlacc ¢ KPUTEPHEM
oTOoOpa 1O TakoMy access-list, Iox KOTOpHIH OynyT moxamanarh JoOble makeThl. Eciam HekoTopoMy wuHTepdeiicy
Ha3Ha4eHa Takast OJIMTHKA, TO OTPaHIYCHHUS TPUMEHSIOTCS KO BceMy TpadHKy HHTepdelica B COBOKYITHOCTH.

§4.10.6. IToammTuxka CBQ

[Momutuka THma cbq TO3BONSET PETYIMPOBATH JOCTYIHYIO IIOJIOCY IPOIMYCKAaHUS M PACHpPENCTATh €€ MEXKIY
MHOTHMH KaTETOPUSAMHU ucxooaueco Tpaduka. OHa BKItoYaeT B ce0s OJHOUMMEHHBIH aJITOPUTM YIPaBICHUS TPAPUKOM
B IICJIOM U ONHCAHUS KJIACCOB, K KOTOPBIM MPUMEHSCTCS pa3ieibHOE YIPaBJICHUE TPa(QUKOM B paMKax 3TOTO IENIOTO.
Kaxxaprit U3 KJIaccoB, B CBOKO OYepelb, COACPKUT B ceOe mouepHror muctmmuinay CBQ, TBF wiu (o ymoruanwio, T.¢.
€CIIM AMCLMILUIMHA He ycTaHOBJIeHa sIBHEIM o0pa3om) PFIFO FAST.

Houepnsis monutuka CBQ, B CBOIO ouepenb, TaKKE MOXKET COJACPKATh B ceOe KIIACCH; TakuM 00pas3om,
(dhopMupyeTcsi pa3BETBICHHOE JEPEBO KIIACCOB C HEOTPAaHUYCHHBIM KOJIHYCCTBOM YPOBHEH. Y3JaMH 3TOTO JepeBa
SIBIISTIOTCSI KJIACCHI, [T KOTOPBIX ycTaHOBJIeHa auciuiuinaa CBQ ¢ HeckoabkuMHu JOYepHUMH Kinaccamiu (child classes);
KOHEYHBIMU 3JleMeHTaMu ("JIHCThIMH") — KJIacchl, s KOTOPBIX ycraHoBieHa mucrumuinaa TBF, npuctmummuaa CBQ
0e3 UCMONb30BaHMs KJIACCOB, JMOO HE YCTAaHOBJIEHa HHKakas (B OTOM Cllydae HCIOJIb3YeTCsl TUCHHUILIMHA
PFIFO_FAST).

§4.10.6.1. Anroputm CBQ 0e3 uCno/Ib30BaHHS KJIACCOB

Anroputm CBQ omupaercs He Ha moacyeT (PaKTHUECKW OTMPABICHHBIX NAHHBIX, a Ha KOHTPOJbL BPEMEHH,
MPOIIEANIET0 MEXIY IOCBUIKONH MakeToB. [[OMHMO STOrO, B BBIYHCICHHS OKA3bIBAIOTCS BOBJICUCHBI CIIC P
YCpPEIHCHHBIX WM OICHOYHBIX BEJIMYMH, 4 TAK)KE UCKYCCTBECHHBIC OTPAHMYUTEIH ISl TIPEACTbHBIX CUTyarmid. Bece oHn
YCTaHABJIMBAIOTCS aMHHUACTPATHUBHO, YTO, C OJHOU CTOPOHEI, mpuaaer anroputMy CBQ 0oibpmryro rHOKocTh, HO C
JPYTOI — JIeNaeT ero BechMa CI0KHBIM U HE BCETa Pe3yIbTATUBHBIM.
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Hampumep, ecim ckopocTh B juHHH cocTaBisger 10 MoOwut/c, a xemaemasi CKOpOCTh Mcxonsmero Tpadpuka — 1
Mbut/c, TO coeqWHEHHE IOJDKHO OCTaBaThbCs He3arpy)keHHBIM B TeueHume 90% Bpemenun. Mcxonms m3 atoro,
BBIYHCIISICTCS CPEIHsSI BEIMYMHA MHTEpBaJia, KOTOPBIN CIEA0BAIO Obl BBIACPIKHBATH IEpe] MOCBUIKOW CIEIYIOIEro
nakera. C Jpyroit CTOPOHBI, MPU OTIPABKE MAKETOB MOACYUTHIBACTCS (PAKTUUECKHI CPEIHHNA HHTEPBA MEXKIy HUMHU
(Mo MeTromy SKCTIOHEIHAIBHO-B3BemIeHHOTo cpennero, EWMA). PasHuma Mexay pacdeTHBIM H  (DaKTHYECKHM
3HAUCHHSMH TTOKA3bIBACT PACXOXKACHHE MEXAY TEOPETUUECKON M MPAKTUYECKONW CKOPOCTSAMH Iepejiavyd; B TePMHHAX
Linux 3Ta nepeMeHHas Ha3biBaeTcs avgidle. KauecTBEHHO M KOJMYECTBEHHO BO3MOKHBI CIICYIOIINE CUTYAIIHH:

avgidle =0 HZ[CaHLHLIi;I cnyqai/i: COCAUHCHUC 3arpy>KCHO B 3aI[aHHOI>i CTCICHU, T.C. MMAKCTBI OTHPABIIAIOTCA
0 OAHOMY CTPOI'0 YEPE3 paCUCTHBIC MHTEPBAJIbl BpDEMCHU.

avgidle <0 CoeanHEHHE TIEPETPYKEHO, T.€. TAKETHl OTMIPABISAIOTCS CIWIIKOM dacTo. Heobxommumo
"mpuaepxkatp" ouepenb coo0pa3Ho abCONMIOTHON BennunHe avgidle.

avgidle > 0 CoeqvHeHre HEMOTPYKEHO, T.e. MAKEThl OTIPABISIOTCS CIHUIIKOM peako. Heobxomumo
"ycKopHTB'" odepens coOoOpa3HO abCONMIOTHOW BeIMIHHE avgidle.

OcHoBHoi1 "kocTsK" anropurma CBQ 00pasyroT cieyromnuie napaMmeTpsl, JOCTYITHbIE B MEHIO MOJIUTHKH 3TOTO THIIA:

bandwidth <8000...100000000>
dusnyeckas 1mojoca NpoIrycKaHus 11 JaHHOTO KaHana (nopra, Frame Relay DLC u 1.11.) B Out/C.
Hcnonp3yeTces sl pacyeTa MHTEPBAIOB MEXAY NMaKeTaMH. 3HaUCHHE JJAHHOTO TTapaMeTpa He
00s13aTeNbHO PaBHO HOMUHAJILHOMY OBICTPOACHCTBUIO HHTEpdeElica; B YaCTHOCTH, C €T0 OMOIIBIO
MOYKHO YKa3aTh HEKOTOpOE MpakTuueckoe OpicTpoaeiicTBue nurepdeiica Ethernet Half-Duplex,
COCTaBIISIIOLIIEE, 10 IPUPOJIE ceTe aToro tumna, 60-65% OT HOMUHAIBHOTO.

rate <8000...100000000>
Kenaemas mosoca mpormyckanust 1yis Tpaduka, MOANAJAOIIET0 MO JeUCTBUE JAaHHOW TUCIIUTUTUHEL, B
our/c.

cell {2]4]18]16]32]|64%}
KonngecTBo rpaganuii, ICIONIB3yEMBIX Ul pacdeTa 3aep>KKH OUEPEAHOr0 NaKeTa B OUePeH.
Hamnpumep, muist nepenaun nakera amuHoi 800 Oaitr u 806 Oaiit TpeGyeTcs NpakKTHIEeCKH 0AMHAKOBOE
BpeMsl, IOITOMY HET MPAKTUYECKOT0 CMBICIIA B CIIMIIKOM TOYHBIX BBIYHCICHUAX. 3HAUEHHUE NaHHOTO
rapaMeTpa yCTaHaBIMBAIOTCS O cTeneHsM 2. bonpme 3Hauenus odecrieunBaroT 0ojee TOUHOE
HoJIepKaHue TPeOyeMoil CKOPOCTH Iepeadl, MEHbIINE — CHIDKAIOT Harpy3Ky Ha IIPOIIECCOop.

OcoOble CHUTyalud MOTYT BO3HHKATh, KOTJa KAaKOW-TMOO M3 HCIOJb3YeMbIX MapaMeTPOB MPHHUMAET CIHIIKOM
Majble WIH CIUIIKOM Oonbinmue (10 aOCOMIOTHOW BeNMYWHE) 3HadeHWs. UToObl OHM HE BBOIWIH CHCTEMY B
HepaboToCIocOOHOE W (PU3UIECKH OECCMBICTICHHOE COCTOSHHE, UCTIONB3YIOTCS OTPAHUYUTEIH, TIPUBEICHHBIC HIKE.

maxburst <1...1000000>
Ecnu B Teuenue JJIATCIBHOIO BPEMEHHN HE 6I>IHO IMaKCTOB Ha IE€pe€aavy, TO KOHTPOJIbHasA IECPpEMCHHAA
avgidle MOXeT IPUHIMATh OYCHb OOJNBIINE 3HAUCHUS. B pe3ynpTare, KOra mosBsATCS MaKeTHl,
paspelieHHas CKOpOCTh IS HX TIepeadd MOXKET OKa3aThCsl CKOJIb YTOAHO 00bmoi. YToOb! n30ekaTh
ATOT0, BBOJUTCS MpeAeNbHOE 3HaUeHUE maxidle. B maHHOW peann3anuu alroputMa OHO YCTaHABIMBACTCS
4yepe3 SKBUBAICHTHBIN mapameTp maxburst, onpenessroniuii, CKOIbKO MaKeTOB CPEIHETO pa3Mepa
pa3peiacTcs nepeaaTb noapsaa, 663 3aICPIKKU; MOCIIC 3TOT0 3HAUCHUC 6yz[eT NPUHYAUTCIBHO 06HyneH0,
4TOOBI BBECTH AAJBHEHIIYIO Iepeaady B PEryIUPyEMBIi PEKUM.

avpkt <32...65535>
Cpennmuii pazMep makeTa, B 6aiitax. Mconb3yercs muist pacuera maxidle (kak maxburst/avpkt).

minburst <1...100000000>
JIMCKPETHOCTD PEaKIMy arOpUTMa Ha MPEBBIIIEHHE YCTAHOBIEHHON CKOPOCTH Tepeaayn. B uneaie,
chcTeMa JI0JKHA OblIa OBl 3a1€pKaTh CIEAYIOIIUM AKET CTPOTO HAa YCTAHOBIEHHOE BPEMS, 3aTEM
nepenaTh ero, ¥ CHoBa *xaath. OHAKO B CBSI3H C TEM, YTO CHCTEMHBIH TaliMep pabOTaET ¢ TOYHOCTHIO
10 Mc, 3TO He BCeraa NpakTHYHO; yIo0Hee BBIAEPKATh OOJIBIINI HHTEPBAJ, a 3aTEM OTIPABUTH CPa3y
HECKOJIBKO MAKETOB — UMEHHO 3TO YKCJIO YCTAHABIUBACTCS JAHHBIM MMApaMETPOM.
Bonee Boicokue 3nauenust minburst o6ecnieunBatot Gosee ToUHOE ynpaBicHue TPAGUKOM HA JUTUTETBHBIX
MPOMEXYTKaX BPEMEHHU, OJTHAKO TPUBOJIAT K MEHEE PABHOMEPHOMY Tpa(pUKy B MHJUTUCEKYHITHOM
Macuraoe.

minidle <1...100>
CruikoM OOJBIION BCIUIECK TpaduKa MOKET IPUBECTU TIEPEMEHHYIO avgidle K 4pe3MEpHO HU3KUM
OTPUIIATEIEHBIM 3HAYCHUSIM, U B 3TOM CIIydae MPHUIETCS JKIATh OUCHbB JIOJTO, MPEXKIC YeM MOKHO OyIeT
MoCTaTh XOTsI OBl OJMH MakeT. YToOBI M30€KaTh ITOT0, BBOAUTCS NPEACIbHOE 3HAUCHUE minidle, HIXE
KOTOPOTO TIEPEeMEHHAsI OITYCKaThCS HE MOXKET.
3HadeHue JaHHOTO MapaMeTpa YCTaHaBIMBAETCS B "OTpHUIIATEIBHBIX MUKpOCeKyHIax", T.e. minidle 10
COOTBETCTBYET Mmopory B —10 MKc.
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mpu <32...65535>
MunnMaibpHas JTUHA akeTa, B Oaiitax. Hanpumep, B cetn Ethernet gaxce makeT HyJIeBO# JUTHHBI
3aHMMACT HEHYJICBYIO MOJIOCY MPOITYCKAHUS: B HETO JOOABISIOTCS OalTHI-3aIIOTHUTEIH J0 JTHHEI 64
0alT — MUHUMAJIHHO JOIYCTHMOM B paMKax MaHHOH TeXHOJIOrud. COOTBETCTBEHHO, IS MepeIadn
TaKOTo MaKeTa TaKXkKe TpeOyeTcst HeHyeBoe BpeMs. TouHOoe 3HAHWE MUHUMAIILHOU JITHHBI ITaKeTa
He00X0IUMO TSl KOppeKTHOH paboThl anroputMa CBQ.

BrusHue 3THX OTpaHUYHTENeH Ha OTIIPABKY MAKETOB CXEMAaTHIECKH MTOKAa3aHO Ha PUCYHKE.

YCKOPUTb

|
|
minidle I

> avgidle
maxidle

3aTOPMO3UTb
§4.10.6.2. Co3naHue Ki1accoB

Ilonutuka CBQ MO3BOJIACT CO34aTh UCPAPXUYCCKOC ACPEBO KIACCOB, AJId KAXKIAOTO M3 KOTOPBIX OMPEACTICHA CBOA
IIOJIMTHKA (bOpMPIpOBaHI/ISI Tpa(I)I/IKa. HpHMep OTHOCUTEJIbHO HECJIOXKHOI'0O ACPCBA MOKAa3aH Ha PUCYHKE.

IP-nHTepdheiic
(kopHeBoi knacc)

Monutuka CBQ

Monutuka CBQ

—_——— ————

Monntnka CBQ Monutnka CBQ

™ g ™
Knacc Ab - Default » (\\ Default » Knacc BA
__I__ __I___
r———*+———1 r———*+———1
| Monutuka CBQ | | Monntnka CBQ | MNonutuka | | Momutmka | Monutuka TBF
: PFIFO_FAST : : PFIFO_FAST :

COSZ[aHI/IC KJIaCCOB M HA3HAYCHHUE NTOJIUTHUK IJII HUX IIPOUCXOOUT IO CICAYIOINUM IIpaBUIaM:

— Ecm B pamkax omnoil monutnkn CBQ ompeneneHoO HECKOJBKO KIIACCOB, TO BCEM WM JOJDKHBI OBITH HAa3HAYEHBI
nomTHKH Takxke Tarna CBQ.

— Ecmm B pamkax onHoit monutuku CBQ omnpeneneH eIMHCTBEHHBIN KIacc, TO 3TOMY KJIacCy MOXKET OBITh Ha3HaueHa
nonmutrka CBQ mu6o TBF.

— Kaxnomy kimaccy o0s3aTelbHO JOJDKHA OBITH Ha3HAYCHA HEKOTOpas MONMTHKA. Kitaccwl, KOTOPBHIM HEe Ha3HaueHa
HHUKaKasl OJIUTUKA, UTHOPUPYIOTCSL.

— Ecnn maker nmoxnmamaer mopa "poAMTENbCKUI" Kilacc, HO HE MOAMANAeT HM IMOJ OAMH U3 ONpPENENICHHBIX B HEM
JIOUEpHUX KJIACCOB, OH OTHOCHUTCS K Kinaccy "mo ymomuanuwoo", ¢ momutukoil PFIFO FAST u mMuHuMansHbIMU
IMPUOPUTETAaMH CaMOro Kjlacca U MOJUTHKHM B HeM. To ke caMoe MPOUCXOAMT, eciu BHyTpu nonutuxku CBQ ne
OIIpeJIe]IeH0 HU OJHOTO Kiacca. YToObl M3MEHHTH 3TO HPABHJIO, CIEIYeT SIBHO ONPENCNUTh IOYEPHHUH Kiacc C
MUHHMaJIBHBIM IIPHOPUTETOM M 3HaUYeHHeM match any.
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Jlst ynpaBieHus KilaccaMu B MEHIO MTOJIMTHKH THMA Cbq UCTIONB3YIOTCS 00IIHe KOMaH Ibl, ipuBeeHHbIe B §4.10.4,
a TaKXke cleayronas KoManaa B MeHIo kiacca (config-class-XXX)#:

service-policy <umsa>
[ToaxroueHne/OTKIIIOUEeHNE JOYepHEH TIOTUTHKH, IEHCTBYIOIECH BHYTPY JAHHOTO Kiacca. YKa3aHHast
TIOJINTUKA JIOJDKHA OBITH OTpeziesieHa panee M uMeTh Tun cbq oo thf. (ITpu sTom tbf nomyckaeTcst
TOJIBKO TS KJIacCa, SIBIIIONICTOCS CAMHCTBCHHBIM B BBIIICCTOSIICH MOJIUTHKE. )
JlaHHas KOMaH/a MO3BOJISCT ONMPENENIATh BHYTPHU KJIacca MOJUTHKY, KOTOPasi, B CBOKO OYEPE/Ib, TAKKE
MOJKET OBITh OCHOBaHA Ha MCIIOJIL30BAaHUHU Ki1accoB. TakuM 00pa3oM, GopMUpPYETCs UepapXHUECKOe
JIEpEeBO KJIACCOB.
K kaxmoMy Ki1accy MOXKET OBITh ITOJAKIIOYCHA TOJIBKO OJTHA MOJUTHKA. ECIIM HUKaKas MOJUTHKA HE
MTOJIKITFOYEHA, TO M0 YMOTYaHUIO UcTionb3yeTcsa obmas nonutuka PEAST FIFO.

NPUMEYAHHUE YroObl OTKIIOYNTH MOJIUTUKY, B JaHHOH Bepcu NSG Linux crieayer BBECTH IMyCTOE UMSL:
service-policy ""
Bxopsmue makeTsl NMPOBEPSIOTCS Ha COOTBETCTBHE 3aJaHHBIM KilaccaM MOOYEpEeTHO, B IOpsIKE YOBIBaHUS
mpuopuTeTa (Bo3pacTaHusl 3Ha4eHHs Prio) knacca. Ecimy makeT yIOBIETBOPSIET CIHCKY access-list, yCTaHOBICHHOMY
JUIsl HEKOTOPOT'O KJIacca, TO K HeMY TIPUMEHSIETCSI TOJUTHKA, YyCTAHOBICHHAS AT 9TOTO Kiacca.

§4.10.6.3. YnpasieHnue TpaguKoOM ¢ HCNIOJIb30BAHUEM HEePAPXHYECKUX KJIACCOB

Ecmn B pamkxax momutwku Trna CBQ ompenerneHbl HECKOJNBKO JOYEPHHX KIACCOB, TO PACIpPEICIICHHE ITOJIOCHI
MPOMYCKaHUs MEKAY HUMH MPOU3BOAUTCS MO JBYXCTYNEHYATOH cxeme. Bo-mepBbix, nmouepuue kinaccel CBQ mMmeror
CBOM TIPUOPHUTETHI, YCTAHOBIICHHBIC I COOTBETCTBYIOUIMX IOYCPHHUX MOIWTUK. Ecmu B Kimacce ¢ 0oiee BBICOKUM
MPUOPHUTETOM (MEHBILIUM 3HAYEHHEM Pri0) MMEIOTCS TAKETHI JJIsl TIePeadn, TO OCTAJbHbIC KIIACChl HE 00CIYKHUBAIOTCS.
Bo-BTOpBIX, €CIIH HECKOJBbKO JOYEPHUX KJIACCOB MMEIOT PaBHBIM MPHUOPHUTET, TO JUIS HUX HCIOJB3YETCS alrOPUTM
B3BeIICHHO-cIydaiiHoro BeiOopa (Weighted Round Robin, WRR). [na ympaBneHHs >THMH MEXaHH3MaMHU
MIPEAYCMOTPEHBI CIICTYIOIIHNE MapaMeTphl B MeHIo monuTuku (config-policy-map-XXX)#:

prio <0...65535>
[IpuopuTeT AaHHOW MOIUTHUKU U CBSI3aHHOTO C HEl Ki1acca Cpeiu IPYTUX KIACCOB/MOIUTHK JTAHHOTO y3Jia
HEPapXUUECKOTO JepeBa.
BHUMAHUE Crnenyer OTIMYATh NAaHHBIA IMapaMeTp OT MapaMeTpa prio Kiacca, ONpeelsionero

MOPSIOK 0TOOpa MAKETOB B Pa3IMYHBIC KIIACCHI.

allot <1...100000000>
bazoBas "craBka" (B OaiiTax), pactpenensemas 3a oauH TakT anroputMa WRR mMexny kmaccamu ¢
PaBHBIM IIPHOPUTETOM.

weight <1...100>
Bec manHOTO KiTacca cpeiu IPYTUX KIIACCOB C TAKUM K€ IPUOPUTETOM, B YCIOBHBIX ¢AMHUIAX. Beca
BCEX KIIACCOB C OJIMHAKOBBIM IIPHOPUTETOM aBTOMATHYCCKH HOPMATIH3YIOTCS Ha CIUHUILY, [IO3TOMY
CYIIECTBEHHBI JIUIIb OTHOCHUTEIILHBIC 3HAUCHUSI ATOTO ITapaMeTpa JUisl pa3IUYHBIX KIIACCOB. B kauecTBe
HCXOJIHOTO MPUONIMKCHUS, PEKOMEHAYETCS yCTaHOBUTH Weight=rate/10.

I[MomuMoO 3TOTO MeXaHHW3Ma, JOIYCKACTCSA Iepepaclpe/ie/icHHe IIOJNOCH MPOMYCKAHUS MEXIY pa3THIHBIMHU
KJlaccaMd B TpeJiesiaX OJHOTO y3J1a, €CJIM MAaKeTHl I Tepeladd MMEIOTCS He BO BCeX Kiaccax. Bo3MOKHOCTH
nepepacIpee/iCHus PETyIHPYETCs TapaMeTpaMu:
isolated { yes | no }

3anpeTuTs/pa3pemuTh JAHHOMY KJIacCy MPeIOCTaBIATh JOTOTHUTEIHHYIO TI0JIOCY HPOITYCKaHHS
COCEITHUM KJIACCAM:

yes  3amnpeTuth

no Paspemuts

bounded { yes | no }

3anpeTuTs/pa3pemnuTh JAHHOMY KJIacCy 3alpallliBaTh JOTIOTHUTEIBHYIO MOJIOCY MPOIYCKAHUS Y
COCEIHHUX KIJIACCOB:

yes  3amnpeTuth

no Pazpemuts

B gacTHOCTH, eclii Bce Kacchl B OJIHOM y3Jie UMeloT KoHuryparwio isolated yes u bounded yes, To kaxmbri u3
HUX HMMEET JKeCTKO (DMKCHPOBAHHYIO MOJIOCY MPOIYCKaHUs, ONpeieieHHylo mapamerpom rate. HampoTus, ecnu Bce
KJIaCChI MMEIOT KoH(puTyparuio isolated no n bounded no, To o6riast mooca MpomycKaHus mepepacipeaeIsaeTcs MeXITy
KJIacCaMu TUHAMHYECKH, B MIPEeiaX MaKCUMAIIbHBIX 3HAYCHUI rate, yCTAHOBICHHBIX JJIS1 KAXKIIOTO KJlacca.
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§4.10.6.4. IIpumep xoHpurypauuu noaruruku CBQ

IToctanoBka 3amaum, i ynoOCTBa CpaBHEHHS, B3sTa U3 NoKyMeHTa: Linux Advanced Routing & Traffic Control
HOWTO. Ha unrepdeiice Fast Ethernet TpeGyercst orpannduth Tpaguk Web-cepBepa mo ckopoctu 5 Mout/c, Tpaduk
SMTP — 3 Mo6wut/c. B coBokymHocTH 00a Buaa Tpadrka JODKHBI 3aHUMaTh He Ooee 6 MOUT/c, HO B TIpeaenax dTou
BEJIMYMHBI MOT'YT TIepepactpeIeNisATh MOJI0CY MPOIyCKaHMs MEXKTy COOOH.
!
nsg

access-list ext-ip 101

add 1 permit tcp any eq 80 any
exit

access-list ext-ip 102

add 1 permit tcp any eq 25 any
exit

policy-map web5

type cbq
bandwidth 100000000
rate 5000000
cell 8
avpkt 1000
maxburst 20
prio 5
allot 1514
weight 500000
isolated no
bounded no
exit
policy-map mail3
type cbq
bandwidth 100000000
rate 3000000
cell 8
avpkt 1000
maxburst 20
prio 5
allot 1514
weight 300000
isolated no
bounded no
exit

policy-map web5_mail3

type cbq

bandwidth 100000000

rate 6000000

cell 8

avpkt 1000

maxburst 20

prio 8

allot 1514

weight 600000

bounded yes

class web
prio 1
match access-list 101
policy-map web5
exit

class mail
prio 2
match access-list 102
policy-map mail3
exit

exit

port eth0 service-policy output web5_mail3

exit
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§4.10.7. IloamTuka PRIO

IMomutnka PRIO ocHoBaHa Ha WCIOJIB30BaHMM KJIACCOB W TpeIHa3HA4YeHa JUIs YNpPaBJICHUS IPHOPUTH3ALMEH
Tpaduka B cooTBeTcTBUH co 3HaueHMsMH Out TypeOfService/DiffServ. B MeHIO MONMTHKH AaHHOTO THIA MMEIOTCS
CleyrolIHe Crielu(UIecKre KOMaH IbI:

bands <1...64>
KomuuectBo kimaccoB. Ha ocHoBe 370 nudpbl popMupyeTcs CECOK KiraccoB class 0 (HauBbIcIImiA
npuopwurer), class 1 u T.1. 10 MakcuManbHOTo 3HaueHus1 B=bands-1.

priomap <0..B> <0..B> ... <0..B>
MaccuB u3 16-TH 2JIEMEHTOB, YKa3bIBAIOIINX, B KAKOH KiIacc HAMPABJIATH MaKeThl Y KOTOPHIX mosie TOS
paBHO HOMEpY dJieMeHTa B MaccuBe. Kaxkblii 2JIeMEeHT MaccuBa MOXET UMETh 3HaUeHHE B TUana3oHe OT
0 1o B=bands-1.

a TaKKe o0muit y3ei class, comepxkanuii KOMaH bl I HACTPOHKH KakIoro kiacca (cM. §4.10.4).
OTOOp MaKEeTOB B TOT WJIM MHOM KJIACC OCYIIECTBISICTCS B IBA dTara:

Ha ocHOBe GuibTpOB.
[lakeTpl, He TOMABIIME HH B OJUH U3 KIACCOB, OMPEACICHHBIX (IIBTPAMH, COPTHPYIOTCS B COOTBETCTBHUHU C
3aIaHHOM KapTOW MPUOPUTETOB (priomap).

N —

Cregyer 3aMeTUTh, YTO MEXaHM3M (DHIBTpPAlMA HAa OCHOBE HMCKIIIOYHTENBHO MOl ToS TpeOyeT cyIecTBEHHO
MEHBIIIEe BBIYHACIUTENIFHBIX PECYPCOB, YeM (IIIBTPAIUS 10 access-lists, 1 MaJlo CKa3bIBAETCS HA TMPOU3BOIUTEIHHOCTH
YCTpOMCTBa.

ITo ymomganuro (Ipu CO3MaHUM) OYepeIb THIIA Pri0 HACTpOEHa B TOYHOCTH TaK JK€, KaK W CTAaHIApTHAs odepenb
PFIFO _FAST wunTepdeiica, T.e. cCOmepXHT 3 Kiacca W JETUT BeCh TpapuK MEXKAYy HUMH B COOTBETCTBHH CO
cTaHgapTHOH KapToi npuoputeroB (1222120011111 111).

ITpumep HacTpoliku nonuruku PRIO:

access-list ext ip 123
add 1 permit ip any any
exit
policy-map PRIO
type prio
bands 4
priomap1222120011111111
class 0
match no
police no
prio 0
exit
class 1
match no
police no
prio 0
exit
class 2
match access-list 100
police no
prio 0
exit
class 3
match access-list 123
police tbf rate 10000000 burst 100000 action pass
prio 0
exit
exit
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§4.10.8. lMoauTuka SFQ
Iomuruka SFQ (Stochastic Fairness Queueing) 3akiaroyaercss B TOM, 9TO TpadHK pas3zessercss Ha O0JbIIoe YUCIIO
notokoB (o ceancam TCP, motokam UDP u T.n. — aHamoruyHo Tomy, Kak 3T0 aemaercs B mexanmsme NAT) u

KaXJIA0MY MOTOKY IMPCAOCTABIACTCA II0J0CA IMPOITYCKaHUA HCCB,HOCHy‘IafIHLIM 06pa30M. Hcnons3oBaHne Takoro
aJIropuTMa HUMEET CMBICI TOJBKO Ha IMOJHOCTBIO 3arpy’KC€HHbBIX COCAUHCHUAX. OH o0ecneurBaeT OTHOCHTEILHO
PAaBHOMCEPHOC PACIIPCACIICHNUEC TTOJIOCHI MPOITYCKaHUA MEKAY NOTOKaMU U HE IMO3BOJISCT KaKOMy-J'H/I60 OOHOMY IOTOKY
NOJIHOCTBIO 3aHATH BCIO HMCIOIIYIOCS II0JIOCY. AJ'Il"OpI/ITM SFQ MCHEC TOYCH, 4Y€M OCTaJIbHBIC, 3aTO Tpe6yeT
3HAYUTEIFHO MEHBIIIET0 00beMa BEIYUCIICHHUI.

JlanHas nonuTHKa B OOJIBIION CTETIEHW CaMOHACTPanBAIOIIAsCs, IO3TOMY ISl Hee B MeHIo (config-policy-map-XXX)#
HUMECIOTCS TOJIBKO ABE CICIM(DUICCKIE KOMaHIBI:

perturb <1...100>
Bpemst Mexay niepecTpoikoit alropuTMa pactpeesIeHUs MOJIOCH MPOMyCKaHusl (B CEKyHAax).
[IceBmocirydaiiHbIi adTOPUTM HUCTIONB3YET XAUIUPOBAHNE, TIO3TOMY SBISETCS TOJIBKO OJHOCTOPOHHE
OJTHO3HAYHBIM: JIBA PA3JIUMIHBIX TOTOKA MOTYT CIIydaifHO OKa3aThCs "B OJHOW JTyHKE PYJIETKU" U B
pe3yIbTaTe MOyYUTh OAWH M TOT K€ KBAaHT ITOJIOCHI TPOITyCKAaHUS Ha ABOMX. Ileproamaeckas
MepecTpOrKa X3IMIMPOBAHU ITO3BOJISICT FTApAaHTHPOBATH, YTO €CIIHM TaKasi CUTYaIlus ¥ BO3HUKAET, OHa
MIPOIINTCS HE JOJbIIEe OTPAHWYCHHOTO BPEMEHH. 3HaUeHHe 10 yMorganuio — 10 cex.

quantum <64...100000>
KonmdgecTBo 6aiiT, OTIpaBiIieMOe U3 OJTHOM OYEPEH 32 OJHH IIar paboThl aIropuTMa. 3HAYECHUE TI0
ymomgaauio — 1516. He ciemyer ycraHaBIUBaTh JaHHBIN MTapaMeTp MEHbIIe MakcuMalTsHOro MTU
MAKeTOB, MPOXOIANINX Yepe3 NaHHBIA HHTepdeiic.

§4.10.9. banancuposka Tpaduka Mexay HecKoJIbKUMHU IP-unTepdeiicamu

VYrunura teql! TNO3BONSAET OOBEIUHUTHL HECKOJBKO IP-mHTEpdecoB, NPUBA3aHHBIX K Pa3IUYHBIM OOBEKTaM
KaHaJIbHOTO YpOBHA ((PM3MUYECKMM TOpTaM, BHPTyalbHBIM KaHamaMm Frame Relay, BuptyampasiM LAN), B oauH
noruueckuit IP-uatepdeiic. C Touku 3penus [P-mapmpytnszaropa, Takoi mHTEpQeEHC mpenctaBiseT coboil eawHOe
1eJoe, a BHYTPU HEro OallaHCUPOBKA HCXOZSIIEro Tpaduka M pe3epBUPOBAHHE KaHAJOB CBS3U OCYIIECTBILIFOTCS
MPO3pavHBIM 00pa3oMm.

BHUMAHUE Mexann3m teql Bo3aeicTByeT TONBKO Ha ucxodsawutl Tpadhuk. YToObI 00ECTICUNTh pactpeeicHue
Tpaduka MEKIY HECKOJIPKAMH KaHAJIAMH CBSI3U IPH Tepeiadye B JBYX HAIPABJICHUSIX (HAIpUMED,
MEXIY IBYMs oricaMu B KOPIIOPATUBHOM CeTH), HEOOXOIUMO HACTPOUTh tegl Ha 0Oenx cTopoHax.

Hacrpoiika MHOrOKaHaIBHBIX [P-HMHTEP(ENCOB OCYIIECTBIAETCS B TPH dTAIa:

— Coznanue nnrepdeiica teg|
— TMonkmnrouenne "peanbHeIx" IP-uHTEpdEiicoB K nHTEpdEiicy teq|
— Mapmpyruzamus tpaduka Ha [P-uaTepdeiic teql

Cosznanue u yaajleHue MHOTOKaHAIBHBIX [P-nHTEpdeiicoB mponsBoauTcs B MeHIo (config-nsg)# koMaHngamu:

teql <1...255>

no tegl <1...255>
[epBas komanna co3naet B cucteme [P-untepdetic ¢ mmenem teqIN (ecau oH He cylecTByeT) U BXOAUT B
MEHIO €r0 HaCTPOWKH, BTOpasi — yJaJisieT cymecTByomuil natepdetic. Co3naHHble HHTEPPEHUCH MOKHO
npocMoTpeTh koMaHo# ifconfig. uTepdeticsl teql obmamatoT Bcemu nmapameTpaMu, NpUCYIUMHA
"peansHbM" IP-uHTEpdEticaM (3a UCKITIOUEHHEM, ECTECTBEHHO, TapaMeTPOB KaHAJIBLHOTO M (PU3UUECKOTO
ypoBHs). Ha Hux, kak u Ha "peansHbIx" [P-unTEepdeticax, MoxxHo akTHBU3UpOBaTh Q0S, NetFlow u
npyrue youyra. B wactHocTH, naTepdeiic teql MoxkeT OBITH MOJAKIIIOUEH, HApaBHE C "pealbHBIMA", K
npyromy teql, T.e. MHOTOKaHanbHbIe [P-UHTEpdEHCH MOTYT BKITIOYATHCS KACKAHO.

TToaxmrouenne "peanbHbIX" [P-mHTEPEHCOB K MHOTOKAHAILHOMY IMPOHM3BOIUTCS B MEHIO (PU3UYECKUX TOPTOB,
Frame Relay DLCI, VLAN wu T.11., mpudeM B cocTaBe ogHOTO MHTepdeiica teql MmoryT mpucyTcTBOBaTH pa3HbBIE THITHI
"peanpHbIX" IP-uHTEpdEiicoB. s aTOro NCHoab3yeTcst KoMaHa service-policy B ciegyromeM popmare:

service-policy output tegl <Homep>

no service-policy output teqgl <Homep>
Bxirouenne texymiero IP-unTepdetica B coctaB MHOTOKaHAIBHOTO HHTEp(etica M HCKIIIOUSHHE U3 HETO.
TTocnemuuit mapamMeTp JOHKEH YKa3bIBaTh Ha CYIIECTBYIONMH MHOTOKaHABHBIN nHTEpdeiic. Ecim MHO-
TOKaHAIBHBIA HHTEpQEHC C yKa3aHHBIM HOMEPOM HE CYIIECTBYET, KOMaHa OyJeT MPONTHOPHUPOBAHA.

Kax MoxHO BUETh 1O opMaTy JaHHOUW KoMaHAbI, s [P-uHTEpdeiica BO3MOKHBI TPH OIIIAN OTHOCUTEIHLHO HCXO-
nsmiero IP-tpaduka: 6o Ha HeM ompeneieHa HekoTopas moiutuka QoS (cm. §4.10.1), mub0 OH BKIIIOYEH B COCTAB
MHOTOKaHaJIbHOTO HHTep(detica, MO0 HU TO, HU Ipyroe (M B 3TOM cllydae Ha HeM ucmodib3yeTcs nmonutuka pfifo_fast).
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Kaxxnomy [P-uHTEpdEiicy, BKIIOUEHHOMY B COCTaB MHOTOKaHAJILHOTO, JOJDKEH OBITh Ha3HadeH Kakoh-mibo IP-
anpec. B OonbIIMHCTBE CciydaeB pPEeKOMEHIyeTcs HaszHadaTh "peanbHbM" IP-mHTEpdelicam 3aBemoMo (UKTHUBHBIC
anpeca, 4TOOBI HE 3alyThIBaTh MaplIpyTH3ammio, a wuHTepdeiicy teql — "Hacrosmuit" IP-agpec. Hasnagath
"Hacrosimue" IP-anpeca oTaenpHBIM HHTEpQEiicaM menecoo0pa3Ho ML B TOM CiIydae, eclii Yepe3 HUX N30upaTeIbHO

MapIIpyTU3HPYETCS KaKoi-To Tpaduk, momumo teql.

Ecmm B cocraB mMHoOrokaHampHOTO IP-mHTEepdelica He BKIIOYEHO HU onHOro '"peambHoro" IP-mHTepdeiica, To
uHTEepdeiic HOMUHABHO CYIIECTBYET, HO €ro MPOITYCKHAs CIIOCOOHOCTh paBHA HYIIIO.

IMocne Toro, kak MHOTOKaHaNbHEIN [P-mHTEp(eiic co3maH M HACTPOEH, CIEAYST OMNPEACTHTH MapIIPYTU3AIHIO
MAKETOB Yepe3 Hero — TakK ke, Kak U yepe3 oObraHbIit [P-uaTepdetic (cm. m.4.2):

ip route <ip-npecdukc> teqiN

INPUMEYAHHUE B npoxykrax HEKOTOPHIX IPYTMX HPOWU3BOIUTENEH aHAJIOTWYHBIA MeXaHW3M HasbIBaeTcs load
balancing in per-packet mode.

[puMep HACTPOWKH MHOTOKAaHAILHOTO HHTEpdeiica:
!
nsg
teql 3
ip address 10.0.0.1/30
exit
port sl ip address 192.168.0.1/31
port sl service-policy output tegl 3
port s2 ip address 192.168.0.2/31
port s2 service-policy output teql 3
exit
I
ip route 123.45.67.0/24 teql3
I

§4.10.10. baancupoBka TpaguKa MexK1Yy HECKOJIbLKHMH MAPLIPYyTaAMH

B mnacrosmeir Bepcum NSG Linux peannzoBaHa NOJepKKa MHOXECTBEHHBIX MapLIpyTOB ¢ OalaHCHPOBKOM
Harpy3ku (aHanor equal cost multipath B OC Linux, load balancing in per-session mode B TPOAyKTaX APYTUX
npoussoxauTeneit). iMeHHo, ecin B TaOiuIe MapIIpyTH3alMd UMEETCS HECKOJIBKO MapLIPYTOB C OAMHAKOBOW CETBHIO
Ha3HA4YCHUS U OANHAKOBON METPHUKOH, MAKETHI OyIyT paclpeesiTbCsl MEXIY BCEMH ATUMH MapIIpyTaMH.

Camu MapIIpyThl MOTYT OBITh OJY4eHbI aBTOMATHUECKH JIJIsI HETIOCPEICTBEHHO MOJKITIOYCHHBIX CETeH, CTaTHIeCKU
(cpencTBaMu OCHOBHOM KOMaHIHON O0O0OJOYKH), HJIM C IMOMOIIBIO MPOTOKOJOB JUHAMHYECKOH MapIIpyTHU3alyu.
HckimroueHneM SIBISIFOTCS] MApIIPYTHI, CO3IaHHBIe HemocpeacTBeHHO cpeactBamu OC Linux.

ITo ymomganuro, naHHas (YHKOUS BKIIOYEHa. Ecim Takoe MOBEIEHHE CHUCTEMBI HEXENATEIbHO, TO CIEIyeT
UCTIONIB30BaTh METPUKH (WJIM MEXaHU3M IIepeHa3sHa4eHUs] METPUK TPH JTUHAMHYECKOH MapIIpyTH3anuu) s BeIOOpa
MIPUOPHUTETHBIX MapIIpPyTOB.
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§4.11. Monutopunr IP-tpaduxa

MonurtopuHr Tpaduka B YCTpoOHCTBe, paboTaromeMm moxa ynpasieHneM NSG Linux, MOKeT NPOW3BOIHUTHECS C
MOMOIIBI0 BHEIIHUX CEPBEPOB, COOMpAIONIMX M 00padaThIBalONIMX cTaTUCTUKY B (opmare NetFlow. MexaHusm
TeHepalliy CTATUCTUIECKUX COOOIICHNH pean30BaH Ha OCHOBE YTHIIUTHI fprobe.

Jst cObopa CTaTUCTHKK HEOOXOTUMO OIPENeiIWTh B yCTPOWCTBe MaONOHBI (femplates) IS OTCBIIKHA TAKETOB
NetFlow u Ha3HaYUTH KOKIOMY U3 WHTepecyromux [P-unaTepdeiicoB kakoit-mndo u3 3TUX madimoHoB. [ co3manus u
ynanenus ma6noHoB NetFlow ncnons3yeTcs ciieyromas koManaa B MeHto (config-nsg)#:

netflow <1...255>
no netflow <1...255>
HepBaﬂ KOMaHaa Co31acT IHaGJ'IOH C YKa3aHHbIM HOMEpPOM (ecnn OH HEC CymeCTByeT) U BXOAUT B MCHIO

€ro peAaKTUpOBaHMA. BTopas — yganseT cymecTBYIOMHN MIadIoH.
B MmeHro HacTpoliku mabdiioHa coaepKaTcs CIeayIonue KOMaH b

adm-state { up | down }
AL[MI/IHI/ICTpaTI/IBHOG COCTOsSIHHUEC ma6n0Ha. I[aHHLIﬁ napaMeTp BKIOYACT WUJIN BBIKIIIOYACT 060p
CTaTHCTHUKH JUUIS BCeX HHTep(deicoB, KOTOPhIE HACTPOCHBI Ha MCITOJIb30BAHUS JaHHOTO Iabdiona. [1o
YMOJIYaHUIO, BCE CO31aBACMBIC 1a0IOHEI HaXoOATCS B COCTOSSHUHU UP.

description <onucaHune>
TexcToBO€E omucanue ma6n0Ha, JUIA ynOGCTBa AIMUHUCTPUPOBAHUA. MaxkcumansHast JJIMHA OIMUCAHUS —

255 cuMBOJIOB. 3HAYEHHUE TI0 YMOJTYAHUIO0 — ITyCTast CTPOKA.

destinationl { <ip-agpec> [<nopT>] | no }

destination2 { <ip-agpec> [<nopT>] | no }

destination3 { <ip-agpec> [<nopT>] | no }

destination4 { <ip-agpec> [<nmopT>] | no }
Anpeca 1 HoMepa opToB cepBepoB NetFlow, KOTOpEIM OTChIIaeTCs CTaTUCTHKA. Beero B mabione
MOJKHO 3a7aTh 110 4 cepBepoB. Ecii He 3a1aHO HU OHOTO cepBepa (T.e. IS BCeX YEeThIpeX MapaMeTpoB
yKa3aHO 3Ha4YeHHUE NO), TO COOP CTATUCTHKH C TIOMOIIBIO TAaHHOTO IMA0JIOHA BBHIKIIIOUEH, TAaKXKe KaK U IpU
adm-state down.
Howmep mopra UDP my1st cOopa cTaTUCTHKY SBISETCS ONMIIMOHATBHBIM. ECln HOMep He ykasaH, TO 1o
YMOJITYaHHIO CTATUCTUKA OTChLUIaeTCs Ha mopT 9996.

source <ip-agpec>
OOpaTHsIif azpec B MaKeTax, OTIPABISIEMBIX CEPBEPY CTATUCTHKU. Eciti 3TOT anpec sIBHBIM 00pa3oM He
yKa3aH, TO B KauecTBE ajJjpeca UCTOYHMKa yKa3biBaeTcs [P-agpec untepdeiica, uepes KOTOpbIit
OTHPABJISCTCS TTAKET.

version{1]|5]|7%}
Bepcus nakeros NetFlow. Ilo ymonmuanuto, nakets! reHepupytotces B popmare NetFlow v5.

IMocne Toro, kak madJIOH CO3JaH, €ro ClelyeT BKIIOYNTh HAa MHTEPECYIOUNX aAMUHHUCTpaTopa uHTepdeiicax. s
9TOH LIeNN UCTIONB3YyeTCs ClIeyIolIas KOMaH/1a B MeHIo Guzndeckoro nopra, Frame Relay DLCI, mu6o0 VLAN:

ip netflow {<HoMep_wabnoHa> | disable }
Bxkarouuth 060p 1 OTCBUIKY CTaTUCTUKHN HAa OCHOBC YKa3aHHOT'O ma6n0Ha, J'II/I60 BBIKJIFOYUTH C60p CcTa-

THUCTHKH. ﬂOHyCKaCTCH HCII0JIB30BaTh TOJBKO HOMEpaA I.H216J'IOHOB, CYIICCTBYIOIMUX HA JTaHHBIF MOMEHT.

Bce ykazaHHbIe HACTPOMKH BCTYIAIOT B CHIIy HeMeIieHHO. Kpome Toro, mpu yaaneHun mabiioHa aBTOMAaTHYEeCKU
ycTaHaBiuBaercs 3HadeHue ip netflow disable Ha Bcex mHTEpdEiicax, CTIOIH30BABIINX JAHHBIHN 11a0JI0H.

[pumep muanmansHoit HacTpoiiku NetFlow nist unrepdeiica Fast Ethernet ycrpotictBa NSG-900:

|
nsg
netflow 1
destination1 123.145.167.189
exit
port eth0
ip netflow 1
exit
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§4.12. Ilpuxknagnbie cayxobl [P

§4.12.1. Ping u Traceroute

[Iporpammuoe obecriederne NSG Linux comepkuT yTHIWTHL ping u traceroute mist KOHTPOJS MPOXOKICHHUS
naketoB B [P-cetu. BBI30B yTWIHT €O CTaHIAPTHBIMH MapaMeTpaMd MPOU3BOIUTCSI W3 MCEHIO MPOCTOTO WU
MIPUBHUJICTUPOBAHHOTO PEKUMA:

nsg> ping { ip-aapec | umMsa-xocra }
nsg> traceroute { ip-agpec | ums-xocra }

Jlnst obpalieHns Mo UMEHH XOCTa HeoOXOAMMO, 4TOOBI Ha yCcTpoicTBe ObLTa BKIIOYeHa cityx0a DNS (B manHOi
Bepcun NSG Linux He moamepkuBaeTcs).

BBI30B 3THX YTHJIHT C PACHIMPEHHBIM HAOOPOM MapaMeTpoB (pa3Mep MaKeTOB U T.II.) BO3MOXKEH HEITOCPEICTBCHHO
n3 komaugHoi oo6onouku OC Linux.

§4.12.2. Netping

Oynknus netping mo3BogeT OpraHN30BaTh MEPHOANIECKYIO TPOBEPKY JOCTYITHOCTH 3aJaHHOTO XOcTa B MIHTepHET
WM KOpPIIOpaTuBHOHN ceTu. Uepe3 3amanHoe BpeMsi ycrpoiictBo NSG mockutaeT Ha Hero cepuu nmaketoB ICMP Echo
Request (mo mepBOro yCHEemHOTO OTBETa, I SKOHOMHH Tpaduka). Eciu 3a 3amaHHOE YHCIIO 3allpOCOB OTBET HE
MONyYeH HH pa3y, TO IMOMBITKa CYUTAeTCs HeyaadHoil. Ecnim 3amaHHOE YHCIIO TOMBITOK TOAPSA OKAas3bIBACTCS
HEYJAYHBIMH, TO XOCT CYUHTAETCS HEIOCTYNHBIM M BBHINIOJNHACTCS CIEHApWi, YCTAHOBICHHBIH I 3TOTO CIydas.
Hampumep, MOXXHO NPUHYAWTENTHLHO IOCTaBUTH OCHOBHOH IP-muTepdeiic B cocrossame DOWN, dToOBI HampaBUTH
Tpaduk 1Mo pe3epBHOMY Mapuipyty. IIpu 3TOM hetping mpomoKaeT BBIMOIHATHCS; KaK TOJBKO XOCT CHOBA CTAaHET
JTIOCTYITHBIM, MOKET OBITh BBITTOJIHEH JPYTOW YCTAHOBICHHBIA CIICHAPHIA.

B omimune ot MexaHu3MoB keepalive, TPOTOKOJIOB yrpaBiieHUs! kaHaibHOTO ypoBHS (B PPP, Cisco-HDLC, Frame
Relay) n nerexktupoBanus ¢u3Hyeckoro curHaiza Ha uHtepgeiice, GpyHkuus netping peannsoBaHa Ha CETEBOM YPOBHE
MIPOTOKOJIHOTO CTeKa. TakuM 00pa3oM, OHa II03BOJSIET KOHTPOJHPOBAaTH HE TOJIBKO COEIUHEHHE CO CMEKHBIM
YCTPOMCTBOM CETH, HO W ILIEJIMKOM BECh MapIIPyT IO 3aJaHHOTO XOCTa (MM HEKOTOPYIO NMPOOJIEMHYIO €T0 4acTh,
HaInpuMep, Y9acToK "mocaeTHeld MIIH" ¥ MECTHOTO ITOCTaBIIHMKA YCIyT IHTEepHET).

Hacrpoiika netping mpousBoautcst B MeHro (config-nsg)# ¢ oMoIpio clieyromeii KoMaH bl

netping <1...255>

no netping <1...255>
Co3zanue areHra netping u BXoJl B MEHIO €ro KOH(QUTypanuy, U y1aJleHHe areHTa, COOTBETCTBEHHO.
Bcero B ycTpoicTBE MOKET OBITH ONPEIEIIEHO 10 255 areHToB.

JanbHeias HacTpoiika MpOM3BOAUTCS B MEHIO areHra netping:

adm-state { up | down }
AI[MI/IHI/ICTpaTI/IBHOG COCTOsSIHUEC arcHra. BKJ'IIO‘IéH/BLIKJHO‘IeH. Ilo YMOJI4YaHUIO, BHOBb CO3I[aHHLIﬁ arcHT
HaXO04UTCS B COCTOSIHUN UP.

description <cTtpoka>
TexkcToBoe onucanue arcHra, JJjis ynOGCTBa AIMUHHUCTPUPOBAHUS.

destination <ip-agpec>
IP-aspec yaanéHHOro X0CTa, JOCTYITHOCTh KOTOPOTO TpebyeTcss KOHTPOIUpOBaTh. [lapamerp
00s13aTeNbHEIH.

source < ip-aapec >
[P-anpec, KoTOpEI OyaeT ykasbiBaThes B Hexonsmux 3anpocax ICMP Echo Request B kauecTBe anpeca
ncrounuka. Eciu agpec He ykasaH, TO 10 YMOJIYaHHIO source address ycTaHaBIUBaeTCst paBHbIM [P-
anpecy Toro uHTeperica, ¢ KOTOPOTo OTIPABISAETCS MAKET B COOTBETCTBUU C TEKYIIEH TaOmIei
MapHIpyTH3AIHUH.

interval <1...64000>
WHTEepBa MEX Ty MOMBITKAaMH. 3HaYeHHE TI0 yMoadanuto — 10 cek.

packets <1...100>
MaxkcumalTbHOE YHCIIO 3aIpPOCOB, TIOCHIIAEMBIX B X0JIe OAHOH MonbITKH. Kak Toipko nomyden naker ICMP
Echo Reply, nombITka cantaeTcs yCIenrHoH 1 npekpaiaercs. Eciu Ha ykazanHoe gncio nakeroB ICMP
Echo Request He moTy4eHO HE OJTHOTO OTBETA, MOIBITKA CUNTACTCS HEJAUHOW. 3HAUEHHE IT0 YMOITIaHHIO
— 3. Bpems oxwunanus orBera B JanHoi Bepcun NSG Linux He HacTpanBaeTrcs U paBHO 10 cek.
[Ipu 3Havenny 1 momydaeTcs MpOCTo OAMHOYHEBIN ping, OCBUTaeMBIi uepes interval cexyHa.
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retry <1...100>
MakcHuManbHOE YHCII0 TONBITOK. ECiIM CTONBKO ITOMBITOK noapdaa OKasbIBalOTCAd HEyJaYHbIMU, TO
JACTCKTUPYCTCA COCTOAHNEC OTKa3a U BBITIOJIHACTCH CHeHapI/Iﬁ, 3aI[aHHLII7[ rnapamMeTpom failure-script.
3Ha4yeHue 1o yMOIUYaHUIO — 5.

failure-script <1...1000>
HOMep CIICHapus, BbIIIOJIHACMOrO IIpU 06Hapy>Kerm HCAOCTYIMHOCTU XOCTa, T.C. IpU retry HCYAAYHBIX
IMOMBITOK TOAPAA MOCJIC OI[HOﬁ i Oosee YAa4YHBIX.

restore-script <1...1000>
HOMep CIICHapus, BbIIIOJIHACMOr'O ITPU BOCCTAHOBJICHUN NOCTYIIHOCTH XOCTa, T.C. IIPU nepBoﬁ yaaqﬁoﬁ
MONBITKE ITOCJIC TOI'O, KaK ObLI JACTCKTUPOBAH OTKas.

s Toro, 4toObl areHT netping 3amycTtuics HeoOX0auMO, 9To0B! OBUT yKa3aH, KaK MUHHUMYM, OJMH U3 CIICHApUEB
failure-script u restore-script. Buytpu cuienapust, 00pabaThIBarOIETo COOBITHS, MOTYT OBITH UCIIOJIL30BAHBI CJIETYIOIHE
HIepeMEHHBIE OKPY)KECHHS:

NET_PING_EVENT co 3nauennem FAILURE nmu6o RESTORE
NET_PING_DESTINATION_IP
NET_PING_SOURCE_IP

Bpewmst oxxuianus miHTa HE HacTpauBaeTcst 1 paBHO 10cek.
Ioxpo6uo o cuenapusx Linux cm. YacTs 6.

BHUMAHUE Ecnu netping wucnone3yercst s pecrapra uHTepdeiica MM BCEro yCTpoicTBa, TO BpeMs €ro
cpabaThIBaHUS TOJDKHO OBITH TApaHTUPOBAHHO OOJIBILE, YEM BpeMsi, HEOOXOIUMOE ISl HHULMAIN-
3anuu uHTepdeiica u ycraHoBieHHs coequHeHus. (B mporuBHOM cimywae wmHTepdeiic Oyner
pecrapToBaTh OecKOHEUHO.) PekoMeHayeTcs, 4To0bI OHHM OTJIMYAINCH HE MEHee YyeM B 2—3 pasa.

Mpumep. Yepes kaxnapie 600 cexyna OyAeT BHINOTHATHCS ping U3 He Oonee yeM 3 makeToB Ha anapec 11.0.0.52 ¢
obpataeiM agpecom 10.0.0.1. B cimywae, ecnu 2 MONBITKHA OKaKyTCsl HEyNAuHBIMH, OYZET BBHINOJHEH OJHOKPATHO
crenapuii 10. [Tocne 3TOoro npu nepBoii ke yIayHOH MOTMBITKE MHHTa OyAeT OJHOKPATHO BBINOJIHEH cueHapuii 20. Oda
CIIeHapHs 3aIHUCHIBAIOT coObITHE B (aiin /var/log/netping_1.log.

script add 10 "echo “date® DOWN > /var/log/netping_1.log"
script add 20 "echo “date’ UP > /var/log/netping_1.log "
netping 1

adm-state up

destination 11.0.0.52

source 10.0.0.1

interval 600

packets 3

retry 2

restore-script 20

failure-script 10

exit

§4.12.3. Ynanennoe ynpasiienue no Telnet u SSH

Jns ynaneHHOTo yIpaBieHUs YCTPOWCTBOM MOTYT HCIOJIB30BaThCcs BCTpoeHHbIe cepBepsl Telnet m SSH,
NpUHUMAONUE BXoasmue coeauHeHus Ha moptax TCP 23 um 22, coorBerctBenHo. CepBep Telnet He TpeOyer
HacTpoliku. Hactpoiixa cepsepa SSH onucana B Yactu 1 qanHOro pykoBOACTBA.

§4.12.4. Telnet u Reverse Telnet

VYerporictBo mox ynpasineHneM NSG Linux MOXXET HUCTHOIB30BAaTHCS IS JIOCTYNa W3 CETH K (PU3NIECKOMY
aCHHXpPOHHOMY TIOpTY mocpenctBoM Reverse Telnet. Taxke Bo3MoxxHO yctaHoBieHue Telnet-coequaenus ot "Tymoro"
TepMHUHAJNIA, TOJKIIIOYEHHOTO K AaCHHXPOHHOMY TMOpTYy, K ymaneHHoOMy xocty B IP-cetm (Telnet kmument). Jms
UCIIONIB30BAaHUS ATHX (QYHKIUH CleqyeT CKOH(PUIypUpOBaTh MOPT C HHKAaICyisued reverse-telnet mmbo telnet,
cootBeTcTBeHHO. [Tompo6HO cM. YacTh 3 JaHHOTO PYKOBOJICTBA.

Jus pyuHoro 3amycka ximeHTa Telnet cienyeT nMCHoOnb30BaTh CIETYIONTYI0 KOMAaHAY M3 MEHIO IPOCTOTO FITH
MIPUBWIETUPOBAHHOTO PEXUMA:

nsg> telnet { ip-aapec | umsi-xocta } [tcp-nopT]

Jns oOpaieHnst mo UMEHH XOcTa HeoOXOJIUMO, YTOObI Ha yCTpOWCTBe ObLta BKIIoueHa ciyx6a DNS (B mannoi
Bepcur NSG Linux He moanepkuBaercs).

Bri3oB kinenTa Telnet ¢ 1OMOJHUTENBHBIMU MTApAMETPAMH BO3MOKEH HEIIOCPEACTBEHHO M3 KOMAHIHON 000JIOYKU
OC Linux.
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§4.12.5. SSH xsmmenT u Reverse SSH

VYerpoiictBo mnox ympasienueM NSG Linux MokeT HCIIONBb30BaThbes JUIA 0E30IMAacHOTO JIOCTYIAa M3 CETH K
(U3NIeCKOMY aCHHXPOHHOMY moOpTy mocpencTBoM tporokona SSH. Ilo amamormm c¢ Reverse Telnet, Takyro
(YHKIIMOHAIBHOCTh yMecTHO Ha3BaTh Reverse SSH. Takke Bo3MOKHO ycTraHOBieHHe OezomacHoro SSH-coeanHeHns
ot "Tynoro" TepMHUHAINA, MTOJKIIOYEHHOTO K aCHHXPOHHOMY TOPTY, K yaaneHHoMY xocTy B IP-cetn (SSH knment). Obe
9TH (YHKIIMU HAacTpanBaroTcs B qanHo# Bepcuu NSG Linux nemocpencrsenno cpeacrBamu OC Linux (cM. YacTs 6).

Pyunoii Be130B kienTa SSH Taroke MpoM3BOAMTCS HETIOCPEICTBEHHO N3 KoMaHgHoit 00o10ukn OC Linux.

§4.12.6. Cepsep u perpancasrop DHCP

Cayx6a DHCP (Dynamic Host Configuration Protocol) obecneunBaeT aBromMaTHyeckoe HazHadeHue IP-anpecos,
MacKH, ajpeca MII03a M0 yMOJYaHHIO U JPYrod KIII04eBoH MH(OpManuKu XocTaM JIoKanbHOoH ceTH. (B Ooxee obmiem
ciyyae — JIF000W CeTH BTOPOTO YPOBHS, BKJIIOYAs yAaJIeHHbIE cerMeHTHI.) [Ipi BKIIIOUEHHH XOCT-KIIMEHT PacchulaeT o
CeTH IIMPOKOBEUIATENILHBIN 3aMpoc, Colep KAl eAMHCTBEHHYIO JOCTYIHYIO €My Ha JaHHBIH MOMEHT HH(OpPMAIHIO
— ero cobctBenHbli MAC-anpec B kauectBe agpeca ucrounnka. Cepsep DHCP, nomyuus takoii 3anpoc, nmocbsijiaer Ha
stor MAC-ampec oTBeT co Bced HMH(OpManueH, NPeINHCaHHOW JJIsi JAHHOTO XOCTa WHAWBUAYaJIbHO WIN TIO
ymordanuio. [ToryduB oTBeT, XOCT HacTpauBaeT cBOH IP-mHTepdelic cormacHO MpUHATON WHGPOpPMAIIUHU, U Janee OH
roToB kK pabore mo mportokosry IP. Kpome Toro, ecnm kinmeHT mpeacTaBiseT coboit 0e3IUCKOBYIO CTaHIUIO, TO OH
nosrygaet [P-ampec cepsepa BOOTP nmu TFTP, Ha KoTOpOM HaXOoAWTCs 3arpy304HbBIN (air mis Hero, uMs Qaiiia, u
3arpy’aercs 110 CeTH.

INPUMEYAHHME He crneayer BkmoyaTh aBa wiau Oosee cepBepoB DHCP omHOBpemeHHO B oaHOW ceTn. B
MPOTHBHOM CJIy4ae Pe3yIbTaThl MOTYT OBITh HEMPEICKa3yeMBbl.

[t Hactpotiku cepepoB DHCP ucnonb3yroTes ciepyroniue koManas! B MeHto (config-nsg)#:

dhcp <1...255>

no dhcp <1...255>
Coznanue/n3menenue u yaanenue cepsepa DHCP, cooTBeTcTBeHHO. B yeTpoiicTBe MOTYT OBITH
OJIHOBPEMEHHO OTIpeiesieHbl HecKoIbko cepBepoB DHCP, kaxaplii n3 KOTOPBIX (YHKITMOHUPYET Ha
cBoeM [P-unTEpdeiice.

JlanpHeimas HacTpoiiKa MPOU3BOAUTCS B MeHIO ykazanHOTo cepBepa DHCP (config-dhcp-N)#:

description <onucaHune>
TekcToBoe onucaHue cepepa, A y00cTBa aAIMUHUCTPUPOBaHHs. MaKkcUMallbHas JJIMHA OTIMCAHUS —
255 cuMBOJIOB. 3HAYEHUE TI0 YMOJIIAHHUIO — ITyCTasi CTPOKa.

adm-state { up | down }
AJIMUHHCTpPaTUBHOE COCTOsIHUE cepBepa. [1o yMomuaHuio Bce BHOBb CO371aBaeMbl€ CEPBEPHI BKIIIOUECHBI.

mode { server | relay }
Pexxum paboTs! ciyx0661 DHCP: cepep (110 yMOT4aHHIO) HIIH PETPAHCIIATOP.

JlanpHEWIUH CHHMCOK IMapaMeTpOB 3aBHCHUT OT BBIOpAHHOTO pexuma. [Ipu paboTe B KadecTBE PETPAHCIATOPA
TpeOYIOTCS ABa 00SA3aTEIBHBIX IMapaMeTpa:

client-interface <nma>

no client-interface <umsa>
Wwms nntepdeiica, Ha KOTOPOM AOJDKEH paboTaTh peTpaHciaTop. PerpancinsTop MoxeT padoTaTh Ha
HCCKOJIbBKUX HHTep(l)eﬁcaX OAHOBPEMEHHO, B 3TOM CJIy4yac Ka)K,Z[LIﬁ 13 HUX BBOOUTCA U YAAIACTCA
OTJENBLHON KOMaHIOM.

server-interface <ums>
no server-interface <umsa>
Nwms naTepdeiica, MOIKITIIOYEHHOTO K CETH, B KOTOpoi Haxoautcs cepsep DHCP.

ITpu pabore B kayectBe cepepa DHCP omnpenensercs oquH M TOJIBKO OAMH MHTEpQENC, Ha KOTOPOM OH JOJDKEH
pabotats. Eciu yctpoiictBo NSG M0mKHO 00CTYy)KMBaTh HECKOJBKO pa3feibHBIX CETeH, TO I KaXKIOW M3 HUX
cienyet co3aaTh B cucteMe cBoil cepep DHCP ¢ nenepecekatomumucs nuanazonamu [P-agpecos.

interface <umsa>
no interface <ums>
Nwms naTepdeiica, Ha KOTOPOM JODKEH paboTaTh NaHHBIN cepBep. [lapaMeTp 00sS3aTENbHBIN.

Jlanee HEOOXOAMMO OMpEACIUTh IapaMeTphl, MepeaBacMble KIHEHTaM. X MOXHO pa3ieiuTh Ha HECKOJBKO
(GbyHKIIMOHANBHBIX Tpymil. [lo yMoldaHWIO BCE OTH IMapaMeTpbl WMEIOT 3HadeHwe NO Jmbo mycras ctpoka (M),
03HAYAIOIINE, YTO IAHHBIN MapaMeTp He MepeaacTcs.
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a) Oomue mapametrpsl IP. KimroueBsiMu 1711 pabOTHI KIIMEHTOB SBISIOTCS, KaK MPaBUIIO, CIEAYIONAE HACTPOUKH:

ip-address <HavanbHbIM_ip-aapec> through <koHeuHblVi_ip-aapec>
,/:[I/Ial'Ia3OH IP—aL[peCOB, Ha3zHa4YacMbIX KIIMCHTAM. I[aHHLIﬁ napaMeTp ABJIACTCS 06$I3aT€JILHLIM.

mask-length { <0...32> | no }
,/:[J'II/IHa MacCKU CC€TH, I€peaaBacMas KJIIMCHTAM. HpI/I 3HAaUYCHUU NO (YCTaHOBJ'IeHO 10 YMOJ'I‘IaHI/IIO) JJINHA
MACKU HE MEPCAacTCs, B 9TOM CJIy4a€ KJIMCHT MOXKCT yCTaHABJIMNBATH 0666 MAcCKy CaMOCTOSATCIbHO B
COOTBETCTBUU C AJITOPUTMOM, 3aJaHHBIM B €TI0 CO6CTB€HHOM nporpaMMHOM OGCCHC‘IGHI/II/I (KaK IpaBUJIO
— B COOTBETCTBHU C KJIaCCOM CCTI/I).

gateway {<ip-agpec> | no }
Az[pec T34 M0 YMOJIYaHUIO.

dnsl {<ip-agpec> | no }
dns2 {<ip-agpec> | no }
AJlpeca MepBUYHOTO M BTOPUIHOTO cepBepoB DNS.

NMPUMEYAHHUE Anpeca DNS, nepenaBaembie KIMEHTaM, B 00IIeM cllydae HUKaK He CBs3aHbI ¢ aapecamu DNS,
KOTOpBIE HCIONB3YIOTCS caMuM ycTpoiictTBom NSG. Hampumep, ecnm mapmpyruzatop NSG
UCTIONB3YyeTCs ISl TOJAKIIOYCHUS JIOKaJbHOW CeTH MO ceaHcoBOoMy coeanHeHuio PPP (uepes
KoMMyTHpyeMoe MojemHoe coeauneHne, GPRS, CDMA u T.11.), TO 0OBIYHO OH JOJDKCH CITY>KUTh
petpaHcasTopoM DNS i J0KanbHBIX KIMEHTOB: MPUHUMAThH 3alpOChl U IEepeagpecoBbIBaTh UX
Ha DNS, aunamMuvecku Ha3HavyaeMble oneparopoM mnpu ycranosieHuu PPP-coenunenns. (B
nanHoit Bepcun NSG Linux v ¢pyHKIMM He noanepkuBatorcs.) B aTom cirydae B kagectse dnsl
cnenyet ykasath [P-anpec camoro yctpoiictea NSG.

broadcast {<ip-agpec> | no }
HalOKOBeHIaTeJ‘ILHLIﬁ aapec. I[aHHLIﬁ napameTp MoJIC3€H B CIy4ac, €CJIN JJIMHA MAaCKU KIIMCHTY HE
nepeaacTes.

0) YnpasieHne Ha3HauYeHHeM U aHHyJupoBanueMm IP-agpecos:

lease-time <1...4294967295>
Cpox ucnionbzoBanus [P-agpecos (B cekynaax). [1o ncredennn sroro cpoka knueHT DHCP o6s13an
3aIpOCUTh HOBYIO KOH(UTYpaluio, JaXxxe €CIIi OH BCE 3TO BPEMsl HAXOIUIICS B CETH. 3HaUCHHE T10
ymomuanuro — 86400 cex (1 cyTkm).

max-leases <1...65535>
MaxkcumanbHOE YUCIIO TUHAMUYecKuX [P-anpecoB, BEITaBacMBIX OTHOBPEMEHHO. DTO YHCIO MOXKET OBITh
MEHbIIE, YeM pa3Mep myna. CepBep aBTOMAaTHYSCKU KOHTPOJIUPYET HATMYKE B CETH XOCTOB C aJIpecaMH,
MOMAJAIOLUIUMU B TUHAMUYECKH BhIeIsieMblil yJ. Eciau Ha Moment noctymienns DCHP-3ampoca B cetu
YK€ IMEETCSI XOCT C TAKUM aJ[pecoM, CEpBEP MPOITYCTHUT €ro U OYIET MBITAThCS BBLACIUTH CIICTYIOIINN
anpec. OrpannueHre max-leases mo3BoJIIET ONPeaeTUTh Iy "¢ 3amacom”, T.e. 3aBeJJOMO OOJIbIIE, YeM
peaNbHO TpeOyeMoe YUCIIO JMHAMUIECKUX aJIPECOB.
OT 1aHHOTO TMapaMeTpa 3aBUCHUT 00BEM ONIepaTUBHON MaMSTH, 3aHIMAaeMOl cepBepoM. 3HAUYECHHUE TIO
yMoJ9aHuio — 254.

static add <ip-appec> <mac-agpec>
JlobaBneHne cTaTUIeCKOM 3aIiCH, T.€. )KeCTKO 3amanHoi mapsl [IP-MAC. Ipu 3anpoce OT KIHeHTa C
ykazanHeIM MAC-anpecoM eMy Bceraa OyneT Ha3zHadaThbes dTOT U TOJbKO 3TOT MAC-anpec; cepep
aBTOMATHYECKU UCKITIOYAET CTATHUECKH YKa3aHHBIEC aapeca U3 00IIero myJa.
OmnpenenstonnuM B TaHHOM nape siBisercs [P-anpec, T.e. Helb3s co34aTh ABE 3alKcu ¢ OgHUM [P.
Co3nats aBe i Ooiee 3amucel ¢ pasabivu [P-anpecamu 1 oqaoro MAC-aiapeca — BO3MOXKHO, HO
Takas KoH(Urypanus OyIeT Mo CYyTH HEKOPPEKTHOW; B 3TOM ClIydae ICHCTBOBATh OYJET TOIBKO
MOCIICTHSS BBEACHHAS 3aIIUCh.

static delete [<ip-appec>]
Y nanenue 3anucu 1 ykasanHoro [P-anpeca. Ecim komanaa BBenieHa 0e3 ajgpeca, BBIBOJUTCS TEKYIINIH
cnmcok cootBeTcTBui Mexay IP- u MAC-anpecamu.

NPUMEYAHUE Kowmanna static cama mo cebe mpencTaBiseT mogays3en MeHIo. [Ipu HacTpoiike OONBIINX TaOIHIL
COOTBETCTBHUS YJOOHO BOWTH B JaHHOC MCHIO M HCIOJB30BaTh koMmaHiwl add, delete, a taxxke
display u npyrue oOririe KOMaHIbI.

BHUMAHUE Cepep DHCP He mpoBepsieT HaJMYUE XOCTOB C aIpecamM, COJISPIKAITUMUCSI B CTATHYCCKOU
tabmune. Ecom cratmdeckuit anmpec yke 3aHAT (HampuMep, yCTAaHOBIEH HAa HEKOTOPOM XOCTE
BpPYUYHYIO), B CETH BO3HUKHET KOHQIUKT [P-aapecos.
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B) [TapameTpbl BOOTP u TFTP. Mcnons3yroTcs, €cin KIMEHTHI TIPEACTABIISTIOT COO0M CTaHITNH, 3arpy’KaeMbIe O CETH:

siaddr {<ip-agpec> | no }
shame <umsa>
[P-anpec 1 ums (o 255 3nHakoB) cepepa BOOTP, Ha KOTOpOM HaxoAMTCS 3arpy304HbIH (aii.

tftp-boot-serverl {<ip-agpec> | no }
tftp-boot-server2 {<ip-appec> | no }
IP-angpeca ocHoBHOTO 1 pe3epBHOTO cepBepoB TFTP, Ha KOTOPBIX HAXOIUTCS 3arPy309HBIN (aiil.

boot-file <uma>
boot-size {<1...4294967295> | no }
Wwms 3arpy3ounoro (aiina (o 255 3HaKoB) u ero pa3mep (B Oaiitax).

r) JlonoJHATEIbHBIE MAPAMeTPhI KJIMEHTCKOH CHCTeMbl:

domain-name <umsa>
I/IMSI JOMCHa, KOTOpOG KJ'II/IGHTy cne,uyeT HUCIIOJIB30BAaThH l'IpI/I pa3pemerm HUMEH C ITIOMOIIIBIO DNS

host-name <ums>
Nwms, HazHagaemoe KiIueHTy. MMs He 00s3aTeNTbHO TOJKHO KOPPEIUpPOBaTh C UMEHEM JIOMEHa.

root-path <ctpoka>
[IyTh B TUPEKTOPHIO, KOTOPAs TOJDKHA OBITh CMOHTHPOBaHA Ha KJIIMEHTE KaK KOPHEBasl.

1) [TapamMeTpbl APYrUX BCIIOMOTaTeJbHBIX CIYKO:

winsl {<ip-agpec> | no }
wins2 {<ip-agpec> | no }
Anpeca niepBraHoro u Bropuanoro cepsepoB WINS (Windows Internet Name Service).

ntp-server {<ip-agpec> | no }
Anpec cepBepa NTP (Network Time Protocol, RFC-1305).

time-server {<ip-agpec> | no }
Anpec cepsepa cucremuoro BpeMent (RFC 868). B orimmune ot NTP, nansslii cepep cooOmaer Bpems B
¢dopmarte uncna cexynx ot 0 yacos 1 stHBaps 1900 .

timezone {<-86400...86400> | no }
CrBrr BpeMEeHH OTHOCUTENIBHO coryiacoBaHHoro MupoBoro Bpemenn (UTC), B cekyHnax. Boctounomy
MOJTYIIIAPUIO COOTBETCTBYIOT ITOJIOKUTEIILHBIC 3HAUCHHUS, 3aIIaTHOMY — OTPHIIATCIIEHBIC.

e¢) Apyrue onuuu DHCP:

Jis nactpoiiku mpousBoibHBIX mapamerpoB BOOTP/DHCP, B ToM umcie aapecoB peAKO HCIOIb3YEMbIX
NIPUKIIaJHBIX cepBepoB (cookie-server, Ipr-server, log-server M Np), yHaclelIOBaHHBIX CIyXO0 M (UPMEHHBIX MOJEH
nakera DHCP, He nepeuncineHHbIX BBIIIE, B 00IEM CITydae MOXHO HCIIOJIB30BaTh CIICAYIONIYI0 KOMaHIY:

option <1...255> <umMa> <dopmaT> <3HaueHue>

¥Ycranoska npoussonsHoM onuuun DHCP, nepenaBaemoit knuenTy. IlepBslii mapaMeTp npeacTaBiseT
coboit Homep omnmmu B nakere DHCP. Bropoii mapameTp — nUMst ONIIUK; OHO MOXKET OBITH
IIPOM3BOJILHBIM, TIOCKOJIBKY ITPEZCTaBIIsIET cOO0 He OoJiee YeM ee TEKCTOBOE onucanue. Tperui
napameTp onpezensieT GopMar, B KOTOPOM OyAeT BBOAUTHCS 3HAUECHHUE OIILHH:

hex [[lecTHaamaTepruaHOE 3HAUCHUE

intl6 Ilenoe unciio B quanazone —32768 ... 32767

int32 Ilenoe umcio B quanazone —2147483648 ... 2147483647

ip [P-anpec B 10TOBO AECATUYHON HOTAIIUU
string IIpounsBoiibHAsI CTPOKA CUMBOJIOB
uint8 Ilenoe uucio B quanaszone 0 ... 255

uintl6 Lenoe yucno B nuanazone 0 ... 65535

uint32 Henoe yncno B nuanazone 0 ... 4294967295
[Mocnemuuit mapaMeTp yCTaHABIUBACT COOCTBEHHO 3HAYCHUE OMIIMU, KOTOPOE JOJKHO BBOJTUTHCS B
BEIOpaHHOM (hopMaTe. B 001iem ciydae jiro0bie OMIUN MOTYT BBOJUTHCS B IISCTHAIIIATCPUYHOM BUJIC,
MTOCKOJIEKY UIMEHHO B TAKOM BHUJIC OHU XPAHSATCS B CUCTEME U MEPEIA0TCS KIHNCHTaM; OCTAJIbHEIC
(bopmMaThl peHa3HAYCHBI TOJIBKO YIS YA00CTBa MoNb30BaTtelisi. HanpuMep, cTaHIapTHYIO OMIHI0 —
azgpec cepsepa syslog — MOXKHO OIPEIEITUTH CICTYIONTIM 00pa3oM:

option 7 log-server ip 123.45.67.89

[Ipu moMoIy KoMaHABI Option MOKHO ONPEACIHTh, B YACTHOCTH, JIFOOBIC OIIIUH, TICPEYHCICHHBIC Bhime. [Ipu 3TOM,
€CJIM I HEKOTOPOH OMIIMH YK€ YCTAaHOBJIEHO HEKOTOPOE HEIyCTOe 3HAueHWE, TO 3Ha4ueHHe, BBEJCHHOE B KOMaHJE
option, mo6aBmnseTCS K HEMY, @ HE BMECTO HETO.
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NMPUMEYAHHUE PekoMmeHayeTcss UCIOJIB30BaTh KoMaHay option Tompko miis tex ommmii DHCP, mis koTopsix He
MIPETyCMOTPEHBI OTACTbHBIC KOMaH bl He pekoMeHayeTcs mepeonpenessiTh CTAHIAPTHBIE OTIIIHH,
pernamentupoBanHsie RFC-2132.

§4.12.7. Knuent u perpancasatop DNS

Cuiyx0a DNS obecnieunBaet npeodpasoBanue andaBuTHO-H(POBBIX nMeH xocToB B IP-anpeca. Ciryx0a BKiItO4aeT:

Knnent O6ecnieunBaet pazpenieHue [P-aapecoB ms JTokadbHBIX clTyk0 yctporictBa NSG, Hanpumep,
JUIT KOMaHABI ping remote.server.name.

Perpancnsarop Brictymaet B kauectBe cepBepa DNS (Hampumep, i1 KOMIBIOTEPOB JIOKAIBLHOM CETH), OJJHAKO
He pasperraer [P-ampeca caMOCTOATENFHO, a PETPAHCIUPYET 3alPOCHl YKa3aHHBIM CepBepam
DNS. Tlonmy4ueHHBIE OTBETHI PETPAHCIHPYIOTCS 00PATHO KIUEHTAM, a TaKKe KAIIUPYIOTCS YIS
OTBETOB Ha TIOBTOPHEIE 3aIIPOCHL.

Knuent Dynamic DNS Perucrpupyer ycrpoiictBo NSG c ero texymunm IP-anpecom Ha cepBepe Dynamic DNS.
Bxoxa B MEHIO HACTPOWKH YKa3aHHBIX KOMITIOHEHT MTPOU3BOIUTCS M3 MeHIO (config-nsg)# ciemyronmuMu KOMaHJaMu:

dns client Bxox B menro kimenra DNS.
dns proxy Bxox B MeHto perpancisaTopa DNS.

JanpHeiimas HacTpoiika OCyIECTBISETCA OTAENBHO AN KaXI0W U3 YKa3aHHBIX KOMIOHEHT. HacTpolika KiaueHTa u
peTpaHcIIATOpa ONKcaHa HWXKe, HacTpoiika kiaueHTa Dynamic DNS — B cienyromem maparpade.

a) Hacrpoiika kauenta DNS.

name-server <ip-agpec>[1]2]|3]

no name-server <ip-agpec>
CraTtuueckoe no0aBieHue u ynainenue ceppepa DNS, cooTBeTCTBEHHO. Beero KITMEHT MOXeT padoTaTh ¢
MakcuMyM 3 cepBepamu. [locnenHn OMIMOHAIBHBIN TapaMeTp — MPHOPHUTET JAHHOTO cepBepa B
crimcke. [1o yMomrgaHuio, KakIpIii BHOBB T00aBISIEMBIH cepBEp MMOMEIIACTCS B KOHEI] CITHUCKA.

update-from <ums_uHTepdeiica>

no update-from <umsa_uHTepdelica>
VYkazaHue/0TMEHa IMEHH HHTepdeiica, OT koToporo kmeHty DNS cremyeT momydats aapeca cepepon DNS,
Ha3Hayaemble n3BHe. HTEepdeiic momydaet atu aapeca npu ctapre (mo DHCP ninm npotokosam cemei-
ctBa PPP, pu coOTBETCTBYIOMMX HACTPOMKaxX) U najnee rnepeaaet ux kaueHTy DNS. TlonydeHHbIe TaKUM
obpazom anpeca cepBepoB DNS neiicTBUTENLHBI, TIOKa TaHHBIM HHTEpdeiic HaxoauTcs B coctostaun UP.

Jnst monmy4uenust aapecoB cepBepoB DNS MoryT OBITh yKa3aHbl HECKOJBKO HHTEPPEHCOB (KaXKIbIi — OTIETHHOU
KOMaHJI0ii). B 3TOM ciydae WCIoNb3yroTCs ajpeca OT TOoro nHTepdeiica, KOTOPBIA MOCIECTHUM TIepeIIesl B COCTOSHUE
UP; Bce ocTanmbHBIE aapeca UTHOPHUPYIOTCSA. Ecim on mepexoaut B coctossHne DOWN, To MCTIONB3YIOTCS aapeca OT
npeasIayero uaTepdeiica. Ecim B kauecTBe MCTOYHHMKA aapecoB HE BHIOPAHO HU OJHOTO WHTepdeiica, N Bce OHH
Haxoxaarcs B coctossHn DOWN, To HCTIOTB3YIOTCS agpeca, 3aJaHHbIe CTATHIECKH.

timeout <1...50>

retry <1...5>
Bpewms oxxumanus 0TBETa OT cepBepa, B CEKYHIax, ¥ YUCIIO MOIBITOK 00palIeHus K cepBepam,
COOTBETCTBEHHO. 3HAYCHUS 110 yMOJIYaHHIO — 5 ceK. U 2 MonbITKU. Ecim 3a ykazaHHOE BpeMst OTBET He
noxy4eH, OyeT HocliaH HOBBIH 3a1pocC CIEAYIOMEMY CepBepY B CITUCKE, TIOKa CIHCOK He OyaeT
ucuepnan. [Tocne sToro 3ampoc cHoBa OyZeT MociaH IIepBOMY cepBepy B criucke U T.11. Korza Beck kpyr
OyneT npoiineH retry pas, HOMBITKH Pa3pelINTh JAHHOE UMl TPEKPAIIAIOTCS, HO KITMEHT IBITAETCS
c(OopMHUpPOBATH HOBOE UMSI C HCIIONIb30BaHUEM cypdurcoB domain u search (cM. HIDKE) M pa3pelIuTh UX.

rotate { yes | no }
Anroput™m BbIOOpa cepBepoB DNS:
no Kiment Bcerma Oyzer oOparmaThes K 3aJaHHBIM cepBepaM IOCIIeIOBATEIFHO, HAUHHAS C
mepBoro B crmcke. (Y CcTaHOBKA MO YMOJTIAHHIO. )
yes  Tpu cepBepa DNS OyneT HUKINIECKH MEHITHCS MECTaMHU B CITUCKE, TaK UTO KaXKIIbIH
CJIEYIONIHIA 3arpoc OyeT CHaYa a HalpaBJsAThCSl HOBOMY CEpBEpY.

check-names { yes | no }
IIpoBepka 3anpamnBaeMbIX UMEH XOCTOB.
no ITpoBepka He npousBoauTcs. (Y CTaHOBKA MO YMOJIYAHUIO.)
yes  Ecnm 3ampammBaeMoe MMsI XOCTa COIEPKUT HEAOIYCTHMbIE CUMBOJIBL, 3aIIpOC OyET OTBEPrHYT.

domain <ums>
WM mokansHOro noMena. MakcumanabHas JyinHa — 255 cumBosoB. Eciin uMst He 3aaHO, TO KIIMEHT
OyIeT MBITaThCs BHITUICHUTH UM JIOMEHA M3 aIMUHUCTPATUBHOTO UMEHH ycTpoiicTBa (hostname) u
BO3BMET B 3TOM KaueCTBE YaCTh MMCHU, HAXOIAIIYIOCS CIIpaBa OT KpaitHel JieBoii Touku. Hanmpumep,
€CITH YCTPOMCTBO MMEET M3 NSg.mydomain.xxx, To B KauecTBE MMCHH JIOMEHa OyIeT B3aTo mydomain.xxXx.
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search <uMa> <umsa> ...
CHI/ICOK CY(b(bHKCOB, KOTOPbIC MOT'YT LlOﬁaBJ'IHTLCSI K 3alpalmBacMOMy UMCHU. 3HCMCHTLI CIIUCKa
pa3acisArTCA np06enaMH. MaKCI/IMaHLHaH JUJINHA CIIUCKa — 255 CHUMBOJIOB. HO YMOJIYaHUIO CITUCOK
COACPIKUT OAHO 3HAYCHUEC — UM JIOKAJIBHOTO JOMCHA (CM. HI/I)KG).

Hepapxusi UMEH JOMEHOB M XOCTOB IpEIIIojiaraeT, 9TO0 MMEHa XOCTOB, PACIIONOKEHHBIX B JIOKAIFHOM IOMEHE,
W3BECTHBI JIOKAILHOMY CEpBEpy, HallpUMEp, YCTaHOBJICHBI Bpy4HYIO. [Ipn 3TOM OHM MOTYT yKa3bIBaThCs B 3alpocax B
KopoTko# ¢opme, T.e. Oe3 ykazaHMS MMEHH JoMeHa — Hampumep, theotherhost. (I'oBopst Gonee crtporo, ums He
COJEp)KUT TOYeK.) Ecnu JoKanpHO paspemmTh Takoe MMsl He yaaercs, To ciayx0a DNS mblTaercs paspemurts uMms
otherhost.domain Ha BHenmHuX cepBepax DNS.

B Gonee obmem cimydae, ecim mapametp search 3aman sBHO, unrytcs uMena otherhost.searchl, otherhost.search2 u
1.1. [Tapamerpsr domain u search sIBISFOTCS. B3aMMOUCKITIOYAIOIINMH.

0) Hacrpoiika perpancasaropa DNS.

dns proxy adm-state { up | down }
Bximrouenue u Beikirouenne DNS relay/proxy, cooTBeTcTBeHHO. PeTpaHcisaTop BKIIOYaeTCs OJHOH
KOMaHJIOW Ha BceX nHTep(deiicax ycTponcTRa.

dns proxy nameserver { auto | <ip-agpecl> [secondary <ip-agpec2>] }
Bri6op DNS-cepBepoB, HCIIOJIB3yEMBIX PETPAHCIATOPOM:
auto ABTomarnueckuil BBI0op DNS-cepBepoB 13 uncia ycTaHOBICHHBIX BPYYHYIO JIIS
kiarenta DNS, a Takke MOJIy4eHHBIX aBTOMAaTHIECKH TIOCPECTBOM JIFO00TO 13
MOIIEP)KUBAaEMbIX MeXaHn3MoB. Hanpumep, anpeca DNS MOTyT OBITh MTOTY9ICHBI
B XoJie yctaHoBIeHUs1 PPP-coennuenus (cM. BhIe).
nameserver... ®UKCUPOBAHHBIN CITUCOK U3 0HOTO WU NBYX DNS-cepBepoB. [Ipu aTom npasmita
PaboThI CO CITUCKOM (KOJMIECTBO MOMBITOK, MOPSIOK POTAIMH U T.I1.) HACIEAYIOTCS U3
JIOKaJHHOTO HACTPOCHHOTO KIIMEHTa (CM. BEIIe). B aTOoM ciydae anpeca cepBepos,
UCIIOJIB3YEMBIX JUIS PETPAHCIISAIIUK, MOTYT ObITh HUKAK HE CBSA3aHBI C aJpecamMu
CEpBEPOB, UCIOIb3yEMbIX JIOKAIbHBIM KireHTOM DNS.

INNPUMEYAHUE B nanno#t Bepcun NSG Linux perpanciasitop DNS padoraer tonpko mo mporokory UDP. 3to
HEeoO0X0nMO yunThIBaTh pu HacTpoiike NAT n ¢uibTpanuy nakerTos.

IIpumep. CoBmectnast Hactpoiika cimyx6 DHCP server m DNS relay Ha ycTpoiicTBe, HCHOJNB3yeMOM IS
nojxitoueHuss manoro ogpuca no cetu CDMA. Anpeca DNS anpuopu HEM3BECTHBI M Ha3HAYalOTCS YCTPOWCTBY
omnepaTopoM ceTd. JIJs KIMEHTOB, HaXOJMIIMXCSA B JIOKATHHOW CETH, IUIIO30M II0 YMOJYaHHIO W cepBepoM DNS
siBIIsieTcst yerpoiictBo NSG.

!
nsg
virtual-template 1
ppp ipcp accept-dns yes

port s1
encapsulation ppp
virtual-template 1
nat source masquerade
exit

port eth0
encapsulation ethernet
ip address 192.168.0.1/24
exit

dns client update-from s1

dns proxy
adm-state up
nameserver auto
exit

dhcp 1
ip-address 192.168.0.2 through 192.168.0.21
mask-length 24
gateway 192.168.0.1
dns1 192.168.0.1
max-leases 20
exit
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§4.12.8. Knuent Dynamic DNS

Cayx6a Dynamic DNS (DynDNS, DDNS) nozsosnsier xocty, [P-agpec koToporo anpuopy HeM3BECTEH, 3aperucT-
pHUpoBaThCs Ha crienuaau3upoBaHHoM cepBepe DNS (st BXoma Ha cepBep KIHMEHT ayTCHTH(OUIMPYETCS C MOMOLIBIO
MMEHHU W Tapoyisi) U YCTAaHOBHTH COOTBETCTBHE MEXIy CBOMM MMeHeM M cBouM [P-ampecom. Ilocne storo mroGbie
TPETBbH XOCTHI MOTYT 00patutbest K DNS-cepBepy u onpenenuts Tekynuii [P-anpec janHoro xocra no ero MMeHH.

HUcnons3oBanne Dynamic DNS akryanbHO At yCTpOWCTB, AMHAMHUUYECKH Hoiydaromux [P-agpeca mpu kaxaom
MOJKIIOYEHNH K MHTepHeT MM KOpHOpaTHMBHOW HHTpaceTH. B mepBylo ouepenb, 3TO OTHOCHTCS K CEaHCOBBIM
coenuHenusM PPP dial-up, PPP no cotoBeiM ceTsim B makeTHOM pexume (GPRS, CDMA, 3G), PPPoE mo ropoackum
cetssm Ethernet m muausm ADSL, w ap. Ynanénele (Quiuanbl OpraHHU3alHd, TOJKIIOYEHHBIE TaKUM 00pa3oM, C
nmomornisio DynDNS cTaHOBATCS TOTHONPABHBIMH Y3JIaMH KOPHOPATHBHOW CETH, JOCTYMHBIMHU JUIsl OOpameHui co
CTOPOHBI IICHTPATBHOTO Odrca.

B kauectBe cepBepoB DynDNS MoryT nCmosib30BaThCsl pa3IMIHbIC TUTATHBIE U OECIUIATHBIE CEPBEPHI, MpeIarar-
mue cBou yciayru B IHTepHeT. sl KOpIOPAaTUBHAIX MPHUII0KEHHUH, KaK MPABUIIO0, MPEATOYTUTEIFHO — C TOUKH 3PCHUSA
HaJIEKHOCTH M 0€30IT1aCHOCTH — OPraHu30BaTh cOOCTBEHHEIH cepBep DynDNS Ha rpanune cBoeil MHTpaceTH.

Hns onpenenennst codcrBenHoro I[P-anpeca ximment DynDNS wucronb3yer TOT ke WM CTOPOHHMH cepBep,
cooOIaromuii eMy, noj KakuM ajpecoM oH BuaeH u3 Mutepuer. Kak onpenenenne IP-aapeca, Tak n perucrpanus ero
Ha cepBepe DynDNS mnpomssoapstcs ¢ momoisto HTTP-3ampocos. @opmar 3Tux 3ampocoB, B o0mIeM ciydae, He
perIaMeHTHPOBaH CTaHAAPTaMH U SIBJISETCS CIIEU(UIHBIM JUIS TOTO WIIM HHOTO CEpBepa.

Jns mactpoiiku kianenta DynDNS ucnonb3yroTes cienyronie KoManabl B MeHIo (config-nsg)#:

dns dyndns <1...255>

dns no dyndns <1...255>
Cosznanue xknueHTa DynDNS 1 BX0A B MEHIO €ro HacTpoiky, U yaanenue knueHta DynDNS,
COOTBETCTBCHHO. OTHOBPEMEHHO B YCTPOWCTBE MOXKET OBITH CO3/IaHO HECKOJIBKO KireHTOB DynDNS.

JlanpHelmast HacTpolika NPOU3BOAUTCA B MeHIO kinueHTta DynDNS:

adm-state { up | down }
Brurouenue u BeikioueHue kiamenra DynDNS, cooTBeTCTBEHHO.

dyndns-system <umsi>
Bw160op nocraBmmmka yemyr DynDNS u Be160p 6a30Boro anroputma paboThl. FIMs TOCTaBIIUKA MOYKET
MUMETh OJIHO M3 CIICAYIOIUX 3HAYCHUIA:
custom@http_svr_basic_auth DNS-cuctema B o0miem ciaydae

default@dyndns.org DNS-cucrema dyndns.org, o0mmii ciydaii (3Ha4eHHE 110 YMOTYAHHUIO)
customdns@dyndns.org DNS-cucrema dyndns.org, yciryra Custom DNS

dyndns@dyndns.org DNS-cucrema dyndns.org, yciryra Dynamic DNS
default@freedns.afraid.org DNS-cucrema freedns.afraid.org

default@no-ip.com DNS-cucrema www.no-ip.com

default@zoneedit.com DNS-cucrema www.zoneedit.com

Crenyromue Ba mapaMeTpa HCIOIB3YIOTCA B Cllydae, €CIM HCIIOIb3yeTcs HECTaHJapTHas CHCTEMa, HalpuMmep,
cobcrBennsblit cepsep DynDNS. Ipumep ncrons3oBaHus 3THX APaMETPOB CM. HIKE.

dyndns-server { auto | {<ums.cepeepa> | <ip-agpec>} port <> path </nyTb/ckpunT>}
Hcnonb3yemsrit cepep DynDNS. Ecim ycTanoBneHo auto (3Hau€HHUE 110 YMOTYAHUIO), TO HCTIONB3yeTCs
cepBep, COOTBETCTBYIOIHI BEIOpaHHOM crcTeMe. B poTHBHOM ciydyae HEOOXOIUMO yKa3aTh IBHBIM
obpazom cepep (3anaéres andasuTHO-1IPPOBEIM HMeHeM wiH [P-anpecom), Homep mopra TCP (1o
ymourganuio 80) M JOKaJIBHBIH IYTh K CKPUNTY, BHITIOIHSIOIEMY PETUCTPALMIO Ha cepBepe. AJIITOpPUTM
o0cmy)KUBaHUS BEIOUpaeTcs B 3aBUCUMOCTH OT Tlapamerpa dyndns-system.

ip-server { auto | {<ums.cepBepa> | <ip-agpec>} port <> path </nyTb/ckpunT> }
HUcnonb3yemslit cepBep onpenenenus [P-aapeca. Eciau yctanoBneHo auto (3HaueHue Mo yMOIYaHUIO), TO
UCIIONIBE3YETCSI CEPBEP, COOTBETCTBYIONIUI BEIOPAHHOM cucTeMe. B mpoTHBHOM citydae HE00X0AUMO
yKa3aTh SBHBIM 00pa3oMm cepBep (3amatcs andaBuTHO-IM(GPOBEIM MMeHeM wiu [P-anpecom), Homep
nmopra TCP (mo ymomrganuio 80) v JOKaIBHBIA IyTh K CKPHIITY, onpeesomeMy IP-anpec. Anroputm
TOJTyYEHUs aJpeca BRIOUPAETCs B 3aBUCUMOCTH OT lapameTpa dyndns-system; B o0meM cirydae
ucnons3yetcs nepssolii [IP-agpec, copeprxamuiicss B 0OTBETE 3TOrO CEpBeEpa.

BHUMAHUE Ecimu cepsep Dynamic DNS 3anan andaButHO-IM(GPOBBIM MMEHEM (YTO, B YaCTHOCTH, MMEET
MECTO Ul BCEX CTaHAAPHBIX CHCTEM), TO Juid paborsl ciyx0b61 DynDNS Heobxomumo
TIPeIBAPUTEIILHO HACTPOUTH 00bI9HOTO KitreHTta DNS (cm. m.4.12.7).

host-name <umsa>
CereBoe umst maHHOTO ycTpoiictBa NSG, Ist KOTOpPOro ycTaHasiuBaercst [P-anpec. DTo uMst JOTDKHO OBITH
yKa3aHO B yu€THOM 3anucu nons3oBarens Ha cepBepe DynDNS. MakcumanbsHas jyinHa — 64 cUMBOIA.
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INPUMEYAHHUE B o0meM ciydae, ompenesieMoe MMsS MOXET HE COBNAgaTh C UMEHEM, OINpPENeIEHHBIM Kak
hostname manHOTO yCTpOlicTBA.

user-name <ums>
Wms nosp3oBarens, ncnosibzyeMoe i ayrenTudukanmu Ha cepsepe DynDNS. (T.e. ums Bnagensia
y4éTHOH 3amnucu.) MakcuManbHas AJUHA UMEHH — 255 CUMBOJIOB.
[Top30BaTens ¢ JTaHHBIM HMEHEM JI0JDKEH OBITh BHECEH B OOIINI CITMCOK ITOJIB30BATENIe Ha YCTPOMCTBE
NSG (cM. YacTh 3) 1 ©MeTh OTKPBITHIH (OPEeN WK XOr) TMapoJib.

update-period {<10 ... 864000> | <uHTepBan>}
Yacrora npoBepku [P-anpeca. Eciu npu ouepenHoii mpoBepke 0OHApyKUBACTCS U3MCHEHHUE apeca, TO
MIPOUCXOIUT 0OHOBIeHUE HH(pOopMaruu Ha cepBepe DynDNS. 3naueHne mapamMmeTpa MOKET YKa3bIBaThCS
00 B CEKYHIAX, TUOO OJTHUM U3 KITIOYEBBIX CJIOB:
10-seconds
20-seconds
30-seconds
1-minut
3-minuts
5-minuts
10-minuts
15-minuts
30-minuts
1-hours
2-hours
4-hours
8-hours
12-hours
16-hours
1-day
2-days
3-days
5-days
7-days
10-days
ITo ymonuanuto, IP-agpec npoepsieTcs uepes Kaxable 3 MUHYTHL.

IHPUMEYAHHUE Bwmecro perynspHoi mpoBepku u3MeHeHUs [P-agpeca, wnu Hapsny ¢ HeH, s MOAJCPXKAHUS
nadopmanmn DynDNS B MakcuManabHO akTyalbHOM COCTOSIHUM MOXXHO HCIIOJIB30BaTh MPUHYAHU-
TeNnbHBIA pecTapT kimeHta DynDNS npu m3menenun cratyca [P-uHrepdeiica (Hanmpumep, npu
paspeiBe U mepeycraHoBieHun PPP-coeamnenms). Takoil pectapT MOXKET OBITh peaqn3oBaH C
MOMOIIBI0 MeXaHn3Ma state-script Ha Tpebyemom uaTEpdetice (cMm. YacTs 6).

forced-update-period {<10 ... 864000> | <uHTepBan>}
YacToTa npuHYyIUTENEHOH nepeperucTpanny Ha cepepe DynDNS. O6noBnenne nupopmamn
MIPOU3BOIUTCA JaKe B TOM CiTydae, ecin [P-aapec B TedeHHE IMTEFHOTO BPEMEHH OCTAETCS
HEW3MEHHBIM. DTO HEOOXOAMMO IS TIoIepKaHus naHHo# 3amucu DynDNS B ctaTyce akTHBHOM.
3HayeHne mapaMeTpa MOXKET YKa3bIBaThCs TUOO0 B CEKyHIaX, INOO OTHNM H3 KIIFOYEBBIX CIIOB — TaKHX
ke, kak 1 s update-period. ITo ymomganwuro, mepeperucTpaius Iponu3BoauTCs 1 pa3 B CyTKH.

INPUMEYAHUE Pacnpoctpanenne DNS-urpOpMamumm o aoMeHaX TPEThETO YPOBHS, KOTOPBIC TPEAIararoTcs
oonpmuHCcTBOM cucteM DynDNS, 3aHuUMaeT KOHEYHOE BpeMsl, Ha MPAKTUKE — OKOJIO 5 MHUHYT.
[Ipennonaraercs, 4To CpeaHssS MPOJODKUTEIFHOCTh CEAHCA COCTABISCT CYIIECTBEHHO OOJBIIYIO
BEIMYMHY — HANpHUMep, Mmopsaka yaca. Eciau crenuduka 3amaun Tpedyer 6ojee OnepaTUuBHOTO
OOHOBNICHHS WH(OpMAIMKM, TO B HACTOMKAX CETEBBIX CIIY)KO HA BBI3BIBAIOIICM KOMIIBIOTEPE
cienyer ykaszath B kauecTBe DNS-cepBepa HEOCpeACTBEHHO CEPBEP UCHOIB3YEMOM CUCTEMBI.

IIpumep 1. Tunosas koudurypamms xmenta DynDNS s cepsepa no-ip.com:
!
nsg
users
user-name "vasia" open "12345"
exit
dns dyndns 1
user-name "vasia"
host-name vasia.no-ip.com
dyndns-system default@no-ip.com
exit
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IMpumep 2. Konpuryparus s HecTaHIApTHOTO cepBepa B KOPIIOPATUBHOM CETH:

nsg
users
user-name "vasia" open "12345"
exit
dns dyndns 1
user-name "vasia"
ip-server "123.45.67.89" port 8080 path "/get_ip.php"
dyndns-server "123.45.67.89" port 8080 path "/set_ip.php"
dyndns-system custom@bhttp_svr_basic_auth
update-period 60
forced-update-period 43200
host-name "mycompany.router"
exit

§4.12.9. Knuent NTP

Kmuentr NTP (Network Time Protocol v.3, RFC—1305) mo3BoisieT CHHXPOHHU3MPOBATh CHCTEMHOE BpPEMS OT
3a/IaHHOTO cepBepa ceTeBoro BpeMeHu. i Bxoaa B MeHio kimeHTa NTP ucnonb3yercs cineayromas KOMaHjaa B MEHIO
(config-nsg)#:

ntp client Bxon B Menro kiuenta NTP.
JlanpHele HacTpOUKY Mpou3BoasATCs B MeHto (config-ntp-client)# mpu moMomm KoMaH;:

description <onucaHune>
TekcToBoe omucaHue KIMEHTA, IJIsl yI00CTBa aIMUHICTPUPOBaHUs. MakCUMabHasl JJTHHA OMHUCAHHS —
255 cuMBoOJIOB. 3HAYCHHWE TI0 YMOJTYAHUIO0 — ITyCTast CTPOKA.

adm-state { up | down }
BxirroueHune 1 BBIKIIIOUEHHE KIIMEHTA CETEBOTO BPEMEHH, COOTBETCTBCHHO. ITo YMOJIYaHUIO, KIIUCHT
BBIKJIFOUCH.

host { <umsi_cepsepa> | <ip-agpec> }
Wms unu anpec ucnonb3dyemoro cepepa NTP. Eciu cepBep ykaspiBaeTcs UMEHEM, TO B YCTPOUCTBE
JTOJDKEH OBITH BKITFOUEH U HacTpoeH kiueHT DNS (cM. 11.4.12.7). Tlo yMOT4aHUIO yCTAHOBICHO UMS
cepBepa 2.ru.pool.ntp.org.

period { <30 ... 604800> | day | hour | week }
HHTepBan Mex 1y oOpaleHUus MU K CepBepy, B CEKyHAax JM00 1 pa3 B CyTKH/4ac/HEIENo,
COOTBETCTBEHHO. [10 HCcTeYeHNH YKa3aHHOTO BPEMEHH KIIMEHT HAYWHAET CIIaTh 3anpockl 1 pa3 B 5
CEKyH]I, TOKa He MOJIY4YHT OTBET, MOCJIE 4ero CHOBA "3achimaeT" A0 cleayomei npoueaypsl
CHHXpOHM3AIUH. 3HaAUCHUE TI0 YMOTYaHUI0 — | CyTKH.

§4.12.10. Arenr SNMP

IIporpammuoe obecriederre NSG Linux comepxut BcTpoeHHoro areHTa SNMP. HacTpoiika areHTra omucaHa B
YacTtu 1 1aHHOTO PYKOBOJICTBA.

§4.12.11. Kiiment RADIUS

Knuenr RADIUS obecneunBaeT ayTeHTH(HKAIMIO II0JIb30BATENICH, ITOIKIIOYAIOMINXCS K YCTPOWCTBY, HX
aBTOPH3AIMIO ISl TOB30BaHus yciayroi PPP, m oTchuiky yderHo# mHOpmanmm Ha ynaneHHbi cepBep RADIUS.
Hacrpotika RADIUS onucana B Yactu 3 maHHOTO pyKOBOJICTBA.

NMPUMEYAHHUE B nannoi#t Bepcum NSG Linux nHactporika kiaumernta RADIUS ocymecTBisiercs B MeHo Zebra
(config)#. B mocieayromux BepcUsxX IUIAHUPYETCs MEePEeHOC JAHHOTO y3i1a KoMaHz B MeHIO NSG
(config-nsg)#.
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§4.12.12. IIpunT-cepBep

Berpoennslif cepBep meuartu moanep:kuBaercs B ycTpodcTBax NSG, OCHAIEHHBIX BCTPOEHHBIM HIIM CMEHHBIM
moptoM USB. Cepsep neuatu ucnonb3yeT mexanmsm Raw Socket Printing over TCP/IP port, BACHTHYHBINA TEXHOJIOTHH
JetDirect komnannu Hewlett-Packard. Ha knmuentckom I1K nHactpausaercst cereoit TCP/IP npunTeEp co cienyromumu
KIIIOYEBBIMY [TapaMeTpaMHu:

IP-anpec Anpec, Ha3HaYeHHBIN ycTpoiicTByY NSG
Howmep mopra TCP 9100 (o ymomganuto), 9101 wim 9102
IIpoToxon neuatn RAW (8 OC Windows) nnu JetDirect (B OC Linux u apyrux Unix-cuctemax)

K mopty USB ycrpotictBa NSG MOXeT MOAKIIOYATECS 00JIBIIMHCTBO Mojeneii USB-npuHTepoB (3a HCKITIOYeHUEM
OTIENbHBIX Mojened Windows-IIpuHTEpOB), a TakkKe YCTPOHCTB, B3aMMOZIEHCTBYIOIIMX C OIEPALMOHHONH CHCTEMOH
yepe3 nopt LPT wm Bupryansusiii LPT-over-USB (nanpumep, Web-kamepsr). K ognomy ycrpoiictBsy NSG moxer
OBITh MOJKITIOYEHO 10 3 IPUHTEPOB.

[TpuHOMTMANBEHO BaXXHBIM OOCTOSITENBCTBOM SIBIISICTCS TO, YTO JpaiiBep MpUHTEpa B TI000M citydae paboTaeT Ha
kiaueHTckoM [IK, mosToMy ycTaHOBKa Kakoro-JiMOo NMporpaMMHOTO 00ecHedYeHUs], CHenn(pUIHOTO Ul KOHKPETHOU
MoJenu mnpuHTepa, Ha ycrtpoiictBe NSG He TpeOyercs. Hapsay c napaiiBepom, moOJIHOCTBIO obOecrnednBacTCs
(YHKIIMOHAJIBHOCTh YTHJIMT MOHHTOPHHIA W YNPABJICHUS, KOTOPHIMH KOMILIEKTYETCSI OOJBIIMHCTBO COBPEMEHHBIX
npuHTepoB. OOMEH AaHHBIMH, 10 YMOJYaHHIO, Tpennonaraercs aABycropoHHuH. ITonpoOHO o mporenypax cereBoi
neyatu cM. 1okyMeHT NSG: Hacmpotixa kiuenmos cemesoti newamu TCP/IP.

[TpuHT-CcEepBEep KOPPEKTHO 0OECTIEYNBAET COBMECTHBIN JOCTYIT MHOTHX IOJIb30BaTeIeH K OTHOMY NpuHTepy. Ecmu B
MOMEHT OOpallleHHs K MPUHTEPY OH YXKE 3aHAT 3aJaHueM OT APYroro IOJIb30BATENsd, NMPUEM 3aJaHus OT HOBOTO
MOJI30BaTeNs OYIET OTIOKEH U BO3OOHOBIICH TOTA, KOT/Ia MPUHTEP BBHIMOIHHUT NPEABITYIINC 3aIaHHs.

JIist HACTPONKHY IPUHT-CEpBEPa HEOOXOIUMO, B IIEPBYIO OYEPEb, yKa3aTh THII HHTEPPEHCHOTO MOIYJIS:
card sN um-usb
JlanpHeimas HacTpoiKa MPON3BOANTCS B MeHIO (hr3mueckoro mopra (config-port-sN)#:

encapsulation { printer | unused }
Br106op THITa BHENITHETO YCTPONCTBA, MOAKITIOYEHHOTO K IopTy USB (Mim ero oTMeHa, COOTBETCTBEHHO).
Jpyrue turiel USB-ycrpoticTB B qanHoi Bepcnn NSG Linux He moanepkuBatotces. [Tocie BeiOopa
MHKATICYJISIIUN B MEHIO TIOSBJISIOTCS MYHKTHI, CIICIU(MUYHBIC T BBIOPaHHOTO KJIacca YCTPOUCTB.

description <onucaHune>
TekcToBOEC OMHCaHKE YCTPOICTBA, TSl YAOOCTBA aIMHHUACTPUPOBAHHS. MaKCHUMaNbHAs JIJTHHA OMUCAHUS
— 255 cuMBOIIOB. 3HAYEHUE MO YMOJYAHUIO — IyCTasi CTPOKa.

adm-state { up | down }
AIMUHHUCTPATUBHOE COCTOSIHUE ycTpoiicTBa. [1o ymMondaHnio Bce BHOBb co3maaBaemblie USB-ycTpoiicTBa
BKITIOYUCHBI.

tcp-port { 9100 | 9101 | 9102 }
Bri6op Homepa nopra TCP, Ha koTOpoM OyneT paboTars TaHHBIN npuHTEp. [10 yMONI4aHuio ycTaHOBIICH
TCP nopt 9100. Ecitit k yCTpOWCTBY MOIKIFOUEHO 00JIee OJJHOTO MPUHTEPA, TO U KaXKIOTO U3 HUX
HE0OX0MMO Ha3HAUNTh YHUKAIBHBIH HOMEp MopTa.

bidirectional { yes | no }
Br16op ABYX- WiIM OAHOCTOPOHHETO (0T YAAJCHHOTO KIMEHTA K IPUHTEPY) peknma nepenaqu. [1o
YMOITYaHUIO YCTAHOBIIEH JABYCTOPOHHUM pekuM. Ecim apaiiBep u mporpaMMHoOe oOecTriedeHrne IpUHTEPA
HE MOJIEP>KUBAIOT €r0, MOKHO YCTAaHOBUTH OJHOCTOPOHHUIA.

NNPUMEYAHUE IlpumenutenbHo k paHHOM Bepcun NSG Linux, mpuHTEp NODKEH OBITH BKIIIOYEH O CTapTa
yCTpoiicTBa, JMOO TOIKIIOYEH OJIWH pa3 K pabotaromeMy ycTtpoictBy. Ecimm mnpuHTep
OTKITIOYAETCSl ¥ TOIKIIOYAeTCsS CHOBA B MpoIecce padOTHl, TO UL €r0 KOPPEKTHOTO OIO3HAHHSA
HeoOxomuMo pectapToBaTh ycTpoiicTBO NSG. [laHHOE OrpaHWdYeHHE SBISICTCS BPEMEHHBIM H
OyzeTr ycTpaHEeHO B ITOCIEAYIOMINX BEPCHAX.

NPUMEYAHUE ®yHKIMOHATBHOCTh NPUHT-CEPBEPA MOXKET HE OBITh COBMECTHMOH C OTACIBHBIMH MOJCIISIMH,
CEpHUSIMU 1 MapKaMU IIPUHTEPOB.

§4.12.13. /Ipyrue npukJIaaHble CJIyKObI

[ToMuMoO BBINIETIEPEUUCIICHHBIX, B MpOrpaMMHOM obOecriedeHnH NSG Linux mMmeercs psia APyruxX MPHKIATHBIX
cmyx6 IP, Takux Kak KIMEHTHI AJis epeaadu (aiinos no nmpotokonam TFTP, FTP, HTTP. JlanHbIie CiTy>KOBbI JOCTYITHBI
HenocpeactBerHo cpeactBamu OC Linux. KpaTkoe onmucanue Ux MCIoIb30BaHMs MpUBeAeHO B YacTu 6.
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